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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

4G-GUTI
4G-Globally Unique Temporary Identifier
5GCN
5G Core Network

5G-GUTI
5G-Globally Unique Temporary Identifier
5GMM
5GS Mobility Management

5G-RG
5G Residential Gateway

5G-BRG
5G Broadband Residential Gateway

5G-CRG
5G Cable Residential Gateway

5GS
5G System
5GSM
5GS Session Management
5G-S-TMSI
5G S-Temporary Mobile Subscription Identifier
5G-TMSI
5G Temporary Mobile Subscription Identifier
5QI
5G QoS Identifier

AKA
Authentication and Key Agreement

AMBR
Aggregate Maximum Bit Rate

AMF
Access and Mobility Management Function

APN
Access Point Name
CAG
Closed access group

DL
Downlink

DN
Data Network
DNN
Data Network Name
eDRX
Extended DRX cycle

DS-TT
Device-Side TSN Translator
EUI
Extended Unique Identifier
E-UTRAN
Evolved Universal Terrestrial Radio Access Network

EAP-AKA'
Improved Extensible Authentication Protocol method for 3rd generation Authentication and Key Agreement
ECIES
Elliptic Curve Integrated Encryption Scheme

EPD
Extended Protocol Discriminator
EMM
EPS Mobility Management

EPC
Evolved Packet Core Network

EPS
Evolved Packet System

ESM
EPS Session Management

FN-RG
Fixed Network RG

FN-BRG
Fixed Network Broadband RG

FN-CRG
Fixed Network Cable RG

Gbps
Gigabits per second
GFBR
Guaranteed Flow Bit Rate
GUAMI
Globally Unique AMF Identifier

IP-CAN
IP-Connectivity Access Network
KSI
Key Set Identifier

LADN
Local Area Data Network

LCS
LoCation Services

LMF
Location Management Function

LPP
LTE Positioning Protocol

MAC
Message Authentication Code

Mbps
Megabits per second
MFBR
Maximum Flow Bit Rate

MICO
Mobile Initiated Connection Only
N3IWF
Non-3GPP Inter-Working Function
NAI
Network Access Identifier
NITZ
Network Identity and Time Zone

NR
New Radio

ngKSI
Key Set Identifier for Next Generation Radio Access Network
NPN
Non-public network

NSSAI
Network Slice Selection Assistance Information

OS
Operating System

OS Id
OS Identity

PTI
Procedure Transaction Identity
QFI
QoS Flow Identifier

QoS
Quality of Service

QRI
QoS Rule Identifier

RACS
Radio Capability Signalling Optimisation

(R)AN
(Radio) Access Network

RFSP
RAT Frequency Selection Priority
RG
Residential Gateway

RPLMN
Registered PLMN

RQA
Reflective QoS Attribute

RQI
Reflective QoS Indication

RSNPN
Registered SNPN

S-NSSAI
Single NSSAI

SA
Security Association
SDF
Service Data Flow
SMF
Session Management Function

SGC
Service Gap Control
SNN
Serving Network Name
SNPN
Stand-alone Non-Public Network
SOR
Steering of Roaming

TA
Tracking Area
TAC
Tracking Area Code

TAI
Tracking Area Identity
Tbps
Terabits per second
TMBR
Total Maximum Bit Rate

TSC
Time Sensitive Communication
TSN
Time-Sensitive Networking
UL
Uplink

UPF
User Plane Function
UPSC
UE Policy Section Code

UPSI
UE Policy Section Identifier
URN
Uniform Resource Name
URSP
UE Route Selection Policy
V2XP
V2X policy

W-5GAN
Wireline 5G Access Network
***** change *****
5.3.2
Permanent identifiers

A globally unique permanent identity, the 5G subscription permanent identifier (SUPI), is allocated to each subscriber for 5GS-based services. The IMSI and network specific identifier are valid SUPI types. When the SUPI contains a network specific identifier, it shall take the form of a network access identifier (NAI). The structure of the SUPI and its derivatives are specified in 3GPP TS 23.003 [4].

The UE provides the SUPI to the network in concealed form. The SUCI is a privacy preserving identifier containing the concealed SUPI. When the SUPI contains a network specific identifier, the SUCI shall take the form of an NAI as specified in 3GPP TS 23.003 [4].

A UE supporting N1 mode includes a SUCI:

a)
in the REGISTRATION REQUEST message when the UE is attempting initial registration procedure and a valid 5G-GUTI is not available;

b)
in the IDENTITY RESPONSE message, if the SUCI is requested by the network during the identification procedure; and

c)
in the DEREGISTRATION REQUEST message when the UE initiates a de-registration procedure and a valid 5G-GUTI is not available.
If the UE uses the "null-scheme" as specified in 3GPP TS 33.501 [24] to generate a SUCI, the SUCI contains the unconcealed SUPI. The UE shall use the "null-scheme" if:

a)
the home network has not provisioned the public key needed to generate a SUCI;

b)
the home network has configured "null-scheme" to be used for the UE;

c)
the UE needs to perform a registration procedure for emergency services or to initiate a de-registration procedure before the registration procedure for emergency services was completed successfully, and the UE does not have a valid 5G-GUTI for the selected PLMN; or

d)
the UE receives an identity request for SUCI during a registration procedure for emergency services or during a de-registration procedure that was initiated before the registration procedure for emergency services was completed successfully.

Each UE contains a permanent equipment identifier (PEI) for accessing 5GS-based services.
In this release of the specification, the IMEI, the IMEISV, the MAC address and the EUI-64 are the only PEI formats supported by 5GS. The structure of the PEI and its formats are specified in 3GPP TS 23.003 [4].

Each UE supporting at least one 3GPP access technology (i.e. NG-RAN, E-UTRAN, UTRAN or GERAN) contains a PEI in the IMEI or IMEISV format.
Each UE not supporting any 3GPP access technologies shall have a a PEI in the form of the Extended Unique Identifier EUI-64 [x] of the access technology the UE uses to connect to the 5GC.

A UE supporting NG-RAN includes a PEI:

a)
when neither SUPI nor valid 5G-GUTI is available to use for emergency services in the REGISTRATION REQUEST message with 5GS registration type IE set to "emergency registration"; and

b)
when the network requests the PEI by using the identification procedure, in the IDENTITY RESPONSE message.
Each 5G-RG supporting only wireline 5G access and each FN-RG shall have a permanent MAC address configured by the manufacturer. For 5G-CRG, the permanent MAC address configured by the manufacturer shall be a cable modem MAC address.

When the 5G-RG and the W-AGF acting on behalf of the FN-RG have neither an IMEI nor an IMEISV, the 5G-RG and the W-AGF acting on behalf of the FN-RG shall use the 5G-RG's permanent MAC address configured by the manufacturer or the FN-RG's permanent MAC address configured by the manufacturer as a PEI and shall include the PEI:

a)
when neither SUPI nor valid 5G-GUTI is available to use for emergency services in the REGISTRATION REQUEST message with 5GS registration type IE set to "emergency registration";

b)
when the network requests the PEI by using the identification procedure, in the IDENTIFICATION RESPONSE message; and

c)
when the network requests the IMEISV by using the security mode control procedure, in the SECURITY MODE COMPLETE message.

NOTE:
In case c) above, the MAC address is provided even though AMF requests the IMEISV.

The AMF can request the PEI at any time by using the identification procedure.

***** change *****
5.4.2.3
NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message, and by checking that the received Replayed UE security capabilities IE has not been altered compared to the latest values that the UE sent to the network.
When the SECURITY MODE COMMAND message includes an EAP-success message the UE handles the EAP-success message and the ABBA as described in subclause 5.4.1.2.2.8 and 5.4.1.2.3.1.

If:

a)
the UE is registered for emergency services, performing initial registration for emergency services or establishing an emergency PDU session; or

b)
the W-AGF acts on behalf of the FN-RG;

and the SECURITY MODE COMMAND message is received with ngKSI value "000" and 5G-IA0 and 5G-EA0 as selected 5G NAS security algorithms, the UE shall locally derive and take in use 5G NAS security context. The UE shall delete existing current 5G NAS security context.

The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" 5G-IA0 as the selected 5G NAS integrity algorithm only if the message is received when the UE is registered for emergency services, performing initial registration for emergency services or establishing an emergency PDU session or when the W-AGF acts on behalf of the FN-RG.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the ngKSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G NAS security context as the current 5G NAS security context, the UE shall take the non-current native 5G NAS security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G NAS security context.

The UE shall ignore the Replayed S1 UE security capabilities IE if this IE is included in the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a)
the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm" 5G-IA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message includes the horizontal derivation parameter indicating "KAMF derivation is required", the UE shall derive a new K'AMF, as specified in 3GPP TS 33.501 [24] for KAMF to K'AMF derivation in mobility, and set both uplink and downlink NAS COUNTs to zero. When the new 5G NAS security context is taken into use for current access and the UE is registered with the same PLMN over the 3GPP access and the non-3GPP access:

a)
the UE is in 5GMM-IDLE mode over the non-current access, the AMF and the UE shall activate the new 5G NAS security context over the non-current access as described in 3GPP TS 33.501 [24]. The AMF and the UE shall set the downlink NAS COUNT and uplink NAS COUNT to zero for the non-current access; or

b)
the UE is in 5GMM-CONNECTED mode over the non-current access, the AMF shall send the SECURITY MODE COMMAND message over the non-current access to activate the new 5G NAS security context that was activated over the current access as described in 3GPP TS 33.501 [24]. The AMF shall include the same ngKSI in the SECURITY MODE COMMAND message to identify the new 5G NAS security context.
If the SECURITY MODE COMMAND message includes the horizontal derivation parameter indicating "KAMF derivation is not required" or the Additional 5G security parameters IE is not included in the message, the UE is registered with the same PLMN over the 3GPP access and non-3GPP access, then after the completion of a security mode control procedure over the current access:

a)
the UE is in 5GMM-IDLE mode over the non-current access, the AMF and the UE shall activate the new 5G NAS security context for the non-current access. If a primary authentication and key agreement procedure was completed before the security mode control procedure, the AMF and the UE shall set the downlink NAS COUNT and uplink NAS COUNT to zero for the non-current access, otherwise the downlink NAS COUNT and uplink NAS COUNT for the non-3GPP access are not changed; or
b)
the UE is in 5GMM-CONNECTED mode over the non-current access, the AMF shall send the SECURITY MODE COMMAND message over the non-current access to activate the new 5G NAS security context that was activated over the current access as described in 3GPP TS 33.501 [24]. The AMF shall include the same ngKSI in the SECURITY MODE COMMAND message to identify the new 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5G NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, then the UE shall check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested and:

a)
if the UE:
1)
supports at least one 3GPP access technology (i.e. NG-RAN, E-UTRAN, UTRAN or GERAN), the UE shall include its IMEISV in the IMEISV IE of the SECURITY MODE COMPLETE message; or
2)
does not support any 3GPP access technology (i.e. NG-RAN, E-UTRAN, UTRAN or GERAN), the UE shall include its EUI-64 in the non-IMEISV PEI IE of the SECURITY MODE COMPLETE message; or
b)
if the 5G-CRG or the W-AGF acting on behalf of the FN-CRG do not have an IMEISV, the 5G-CRG or the W-AGF acting on behalf of the FN-CRG shall include the 5G-CRG's cable modem MAC address or the FN-CRG's cable modem MAC address in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure or service request procedure, the SECURITY MODE COMMAND message includes the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested", the UE shall include the entire unciphered REGISTRATION REQUEST message or SERVICE REQUEST message, which the UE had previously included in the NAS message container IE of the initial NAS message (i.e. REGISTRATION REQUEST message or SERVICE REQUEST message, respectively), in the NAS message container IE of the SECURITY MODE COMPLETE message.

If, prior to receiving the SECURITY MODE COMMAND message, the UE without a valid 5G NAS security context had sent a REGISTRATION REQUEST message the UE shall include the entire REGISTRATION REQUEST message in the NAS message container IE of the SECURITY MODE COMPLETE message as described in subclause 4.4.6.
If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [24].
For a UE operating in single-registration mode with N26 interface supported in the network, after an inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, the UE shall set the value of the Selected EPS NAS security algorithms IE in the 5G NAS security context to the NAS security algorithms that were received from the source MME when the UE was in S1 mode.

***** change *****
5.4.3.1
General
The purpose of this procedure is to request a particular UE to provide specific identification parameters, e.g. the SUCI, the IMEI, the IMEISV, the EUI-64 or the MAC address. The SUCI is a privacy preserving identifier containing the concealed SUPI and the IMEI, the IMEISV, the EUI-64 and the MAC address are formats of PEI.

***** change *****
9.11.3.3
5GS identity type

The purpose of the 5GS identity type information element is to specify which identity is requested.

The 5GS identity type is a type 1 information element.

The 5GS identity type information element is coded as shown in figure 9.11.3.3.1 and table 9.11.3.3.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS identity type

IEI
	0

spare
	Type of

identity
	octet 1


Figure 9.11.3.3.1: 5GS identity type information element

Table 9.11.3.3.1: 5GS identity type information element

	Type of identity (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	SUCI

	0
	1
	0
	
	5G-GUTI

	0
	1
	1
	
	IMEI

	1
	0
	0
	
	5G-S-TMSI

	1
	0
	1
	
	IMEISV

	1
	1
	0
	
	MAC address

	1
	1
	1
	
	EUI-64

	

	All other values are unused and shall be interpreted as "SUCI", if received by the UE.


***** change *****
9.11.3.4
5GS mobile identity
The purpose of the 5GS mobile identity information element is to provide either the SUCI, the 5G-GUTI, the IMEI, the IMEISV, the 5G-S-TMSI or the MAC address.

The 5GS mobile identity information element is coded as shown in figures 9.11.3.4.1, 9.11.3.4.2, 9.11.3.4.3, 9.11.3.4.4, 9.11.3.4.5, 9.11.3.4.6, 9.11.3.4.8 and 9.11.3.4.7, and table 9.11.3.4.1.

The 5GS mobile identity is a type 6 information element with a minimum length of 4.
	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet2

octet 3

	1
	1
	1
	1
	0

spare
	Type of identity
	octet 4

	MCC digit 2
	MCC digit 1
	octet 5

	MNC digit 3
	MCC digit 3
	octet 6

	MNC digit 2
	MNC digit 1
	octet 7

	AMF Region ID
	octet 8

	AMF Set ID
	octet 9

	AMF Set ID (continued)
	AMF Pointer
	octet 10

	5G-TMSI
	octet 11

	5G-TMSI (continued)
	octet 12

	5G-TMSI (continued)
	octet 13

	5G-TMSI (continued)
	octet 14


Figure 9.11.3.4.1: 5GS mobile identity information element for type of identity "5G-GUTI"

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

octet 3

	Identity digit 1


	odd/

even

indic
	Type of identity


	octet 4

	Identity digit p+1
	Identity digit p
	octet 5*


Figure 9.11.3.4.2: 5GS mobile identity information element for type of identity or "IMEI" or "IMEISV"

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2
octet 3

	0

spare
	SUPI format
	0

spare
	Type of identity
	octet 4

	MCC digit 2
	MCC digit 1
	octet 5

	MNC digit 3
	MCC digit 3
	octet 6

	MNC digit 2
	MNC digit 1
	octet 7

	Routing indicator digit 2
	Routing indicator digit 1
	octet 8

	Routing indicator digit 4
	Routing indicator digit 3
	octet 9

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	Protection scheme Id
	octet 10

	Home network public key identifier
	octet 11

	Scheme output
	octet 12 - x


Figure 9.11.3.4.3: 5GS mobile identity information element for type of identity "SUCI" and SUPI format "IMSI"

	8
	7
	6
	5
	4
	3
	2
	1
	

	MSIN digit 2
	MSIN digit 1
	octet 12

	…

	

	MSIN digit n+1
	MSIN digit n
	octet x


Figure 9.11.3.4.3a: Scheme output for type of identity "SUCI", SUPI format "IMSI" and Protection scheme Id "Null scheme"
	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

octet 3

	0

Spare
	SUPI format
	0

Spare
	Type of identity
	octet 4

	SUCI NAI
	octet 5 - y


Figure 9.11.3.4.4: 5GS mobile identity information element for type of identity "SUCI" and SUPI format "Network specific identifier"
	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2
octet 3

	1
	1
	1
	1
	0

spare
	Type of identity
	octet 4

	AMF Set ID
	octet 5

	AMF Set ID (continued)
	AMF Pointer
	octet 6

	5G-TMSI
	octet 7

	5G-TMSI (continued)
	octet 8

	5G-TMSI (continued)
	octet 9

	5G-TMSI (continued)
	octet 10


Figure 9.11.3.4.5: 5GS mobile identity information element for type of identity "5G-S-TMSI"

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2
octet 3

	0
	0
	0
	0
	0
	Type of identity
	octet 4

	spare
	
	


Figure 9.11.3.4.6: 5GS mobile identity information element for type of identity "No identity"
	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

octet 3

	0

spare
	0

spare
	0

spare
	0

spare
	0

spare
	Type of identity
	octet 4

	MAC address
	octet 5

octet 10


Figure 9.11.3.4.7: 5GS mobile identity information element for type of identity "MAC address"

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS mobile identity IEI
	octet 1

	Length of 5GS mobile identity contents
	octet 2

octet 3

	0

spare
	0

spare
	0

spare
	0

spare
	0

spare
	Type of identity
	octet 4

	EUI-64
	octet 5

octet 12


Figure 9.11.3.4.8: 5GS mobile identity information element for type of identity "EUI-64"

Table 9.11.3.4.1: 5GS mobile identity information element

	Type of identity (octet 4)

Bits

	3
	2
	1
	

	0
	0
	0
	No identity (see NOTE 1)

	0
	0
	1
	SUCI

	0
	1
	0
	5G-GUTI

	0
	1
	1
	IMEI

	1
	0
	0
	5G-S-TMSI

	1
	0
	1
	IMEISV

	1
	1
	0
	MAC address

	1
	1
	1
	EUI-64

	All other values are reserved.

	

	Odd/even indication (octet 4)

Bit

	4
	
	
	

	0
	
	
	even number of identity digits

	1
	
	
	odd number of identity digits

	

	For the 5G-GUTI, then bits 5 to 8 of octet 3 are coded as "1111", octet 4 through 6 contain the MCC and MNC values as specified below, octet 7 through 9 contain the AMF Region ID, the AMF Set ID and the AMF Pointer values and  octet 10 through 13 contain the 5G-TMSI as defined in 3GPP TS 23.003 [4].



	MCC, Mobile country code (octet 5, octet 6 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.

	MNC, Mobile network code (octet 6 bits 5 to 8, octet 7)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 6 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	AMF Region ID (octet 8)

This field contains the binary encoding of the AMF Region ID. Bit 8 of octet 7 is the most significant bit and bit 1 of octet 7 is the least significant bit.
AMF Set ID (octet 9, octet 10 bits 7 to 8)

This field contains the binary encoding of the AMF Set ID. Bit 8 of octet 9 is the most significant bit and bit 7 of octet 10 is the least significant bit. 

AMF Pointer (octet 10 bits 1 to 6)

This field contains the binary encoding of the AMF Pointer. Bit 6 of octet 9 is the most significant bit and bit 1 of octet 9 is the least significant bit.

5G-TMSI (octet 11 to 14)

Bit 8 of octet 11 is the most significant bit and bit 1 of octet 14 is the least significant bit.

	

	Identity digit (octet 4 bits 5 to 8, octet 5 etc.)



	For the IMEI, Identity digit field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of the IMEI is described in 3GPP TS 23.003 [4].

	

	For the IMEISV, Identity digit field is coded using BCD coding. Bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111". The format of the IMEISV is described in 3GPP TS 23.003 [4].

	

	For the SUCI, bit 8 of octet 4 is spare and shall be coded as zero. Bits 5-7 of octet 4 contain the SUPI format and are coded as shown below.


	SUPI format (octet 4, bits 5-7)

Bits

	7
	6
	5
	
	

	0
	0
	0
	
	IMSI

	0
	0
	1
	
	Network Specific Identifier

	All other values are interpreted as IMSI by this version of the protocol.

	

	For the SUCI with SUPI format "IMSI", octets 5 through 7 contain the MCC and MNC values as specified below. For subsequent fields, bit 8 of octet 8 is the most significant bit and bit 1 of the last octet the least significant bit. The required fields for the SUCI are as defined in 3GPP TS 23.003 [4].



	MCC, Mobile country code (octet 5, octet 6 bits 1 to 4)

The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.


	MNC, Mobile network code (octet 6 bits 5 to 8, octet 7)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 6 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	Routing indicator (octets 8-9)

Routing Indicator shall consist of 1 to 4 digits. The coding of this field is the responsibility of home network operator but BCD coding shall be used. If a network operator decides to assign less than 4 digits to Routing Indicator, the remaining digits shall be coded as "1111" to fill the 4 digits coding of Routing Indicator (see NOTE 2). If no Routing Indicator is configured in the USIM, the UE shall code bits 1 to 4 of octet 8 of the Routing Indicator as "0000" and the remaining digits as “1111".

	

	Protection scheme identifier (octet 10 bits 1 to 4)

	Bits

	

	4
	3
	2
	1
	

	0
	0
	0
	0
	Null scheme

	0
	0
	0
	1
	ECIES scheme profile A

	0
	0
	1
	0
	ECIES scheme profile B

	0
	0
	1
	1
	

	to
	Reserved

	1
	0
	1
	1
	

	1
	1
	0
	0
	

	to
	Operator-specific protection scheme

	1
	1
	1
	1
	

	

	Bits 5-8 of octet 10 are spare and shall be coded as zero.

	

	Home network public key identifier (octet 10)



	The Home network public key identifier (PKI) field is coded as defined in 3GPP TS 23.003 [4]. Home network public key identifier shall be coded as "00000000" when Protection scheme identifier is set to "0000" (i.e. Null scheme).

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	Home network PKI value 0

	0
	0
	0
	0
	0
	0
	0
	1
	
	

	to
	
	Home network PKI value (1-254)

	1
	1
	1
	1
	1
	1
	1
	0
	
	

	1
	1
	1
	1
	1
	1
	1
	1
	
	Reserved

	

	

	Scheme output (octets 12 to x)

The Scheme output field consists of a string of characters with a variable length or hexadecimal digits as specified in 3GPP TS 23.003 [4]. If Protection scheme identifier is set to "0000" (i.e. Null scheme), then the Scheme output consists of the MSIN and is coded using BCD coding with each digit of the MSIN coded over 4 bits. If the MSIN includes an odd number of digits, bits 5 to 8 of octet x shall be coded as "1111". If Protection scheme identifier is not "0000" (i.e. ECIES scheme profile A, ECIES scheme profile B or Operator-specific protection scheme), then Scheme output is coded as hexadecimal digits.

	

	For the SUCI with SUPI format set to "Network specific identifier", the SUCI NAI field contains an NAI constructed as specified in subclause 28.7.3 of 3GPP TS 23.003 [4] and encoded as UTF-8 string.

	

	For the 5G-S-TMSI, bits 5 to 8 of octet 4 are coded as "1111". The coding of the 5G-S-TMSI is left open for each administration.

	

	AMF Set ID (octet 5, octet 6 bits 7 to 8)

This field contains the binary encoding of the AMF Set ID. Bit 8 of octet 5 is the most significant bit and bit 7 of octet 6 is the least significant bit. 

AMF Pointer (octet 6 bits 1 to 6)

This field contains the binary encoding of the AMF Pointer. Bit 6 of octet 6 is the most significant bit and bit 1 of octet 6 is the least significant bit.

5G-TMSI (octet 7 to 10)

Bit 8 of octet 7 is the most significant bit and bit 1 of octet 10 is the least significant bit.


	MAC address (octets 5 to 10)

This field contains the MAC address as defined in subclause 8 of IEEE Std 802 [43].

Bit 8 of octet 5 is the most significant bit and bit 1 of octet 10 is the least significant bit.
EUI-64 (octets 5 to12)

This field contains an EUI-64 as defined in [x].

Bit 8 of octet 5 is the most significant bit and bit 1 of octet 10 is the least significant bit.


	For Type of identity "No identity", the length of mobile identity contents parameter shall be set to 1 and the bits 4-8 of octet 4 are spare and shall be coded as zero.

	

	NOTE 1:
This can be used when the requested identity is not available at the UE during the identification procedure.
NOTE 2:
For a 3-digit Routing Indicator, e.g "567", bits 1 to 4 of octet 8 are coded as "0101", bits 5 to 8 of octet 8 are coded as "0110", bits 1 to 4 of octet 9 are coded as "0111", bits 5 to 8 of octet 9 are coded as "1111".


