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* * * First Change * * * *
[bookmark: _Toc11338419][bookmark: _Toc20133428][bookmark: _Toc20133338][bookmark: _Toc20133461][bookmark: _Toc20137238][bookmark: _Toc20137242][bookmark: _Toc11342959][bookmark: _Toc18494769][bookmark: _Toc11342579][bookmark: _Toc18428308]5.4.2.1	Introduction
For the Nudm_UEAuthentication service the following service operations isare defined:
-	Get
-	GetHssAv
-	ResultConfirmation
The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate a fresh authentication vector (AV) if required for the selected method, and provide it to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] clause 14.2.2. 
The Nudm_UEAuthentication service is also used by the HSS to request UDM to generate the authentication vector(s) for EPS or IMS domain by means of GetHssAv service operation. See 3GPP TS 23.632 [32] clause 5.6.3. 
The Nudm_UEAuthentication service is also used by the AUSF to inform the UDM about the occurrence of a successful or unsuccessful authentication by means of the ResultConfirmation service operation. See3GPP TS 33.501 [6] clause 14.2.3.

* * * Next Change * * * *
[bookmark: _Toc11338420]5.4.2.x	GetHssAv
5.4.2.x.1	General
The following procedure using the GetHssAv service operation is supported:
-	HSS Authentication Vector Retrieval
5.4.2.x.2	HSS Authentication Vector Retrieval
Figure 5.4.2.x.2-1 shows a scenario where the NF service consumer (HSS) retrieves authentication vector(s) for the UE from the UDM (see also 3GPP TS 23.632 [32] clause 5.6.3). The request contains the UE's identity (SUPI), the authentication method, serving network id, and may contain resynchronization info.


Figure 5.4.2.x.2-1: NF service consumer requesting authentication vector(s)
1.	The NF service consumer sends a POST request (custom method: generate-av) to the resource representing the UE's HSS security information. 
2a.	The UDM responds with "200 OK" with the message body containing the authentication vector(s). 
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, HTTP status code "404 Not Found" should be returned including additional error information in the response body (in "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *
[bookmark: _Toc11338716]6.3.3.1	Overview
Figure 6.3.3.1-1 describes the resources supported by the Nudm_UEAU API.



Figure 6.3.3.1-1: Resource URI structure of the nudm_ueau API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{supiOrSuci}/security-information/generate-auth-data
	generate-auth-data (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM calculates a fresh authentication vector based on the received information and the stored security information for the SUPI if 5G-AKA or EAP-AKA' is selected. Otherwise, UDM provides corresponding authentication information.

	AuthEvents
(Collection)
	/{supi}/auth-events
	POST
	Create an Authentication Event

	HssSecurityInformation
(Custom operation)
	/{supi}/hss-security-information/generate-av
	generate-av (POST)
	The UDM generates the authentication vector(s) for EPS or IMS domain based on stored security information for the SUPI.



* * * Next Change * * * *
6.3.3.x	Resource: HssSecurityInformation
6.3.3.x.1	Description
This resource represents the information that is needed together with the serving network id and requested authentication method to calculate authentication vector(s) for PS/EPS or IMS domain. See 3GPP TS 23.632 [32].
6.3.3.x.2	Resource Definition
Resource URI: {apiRoot}/nudm-ueau/v1/{supi}/hss-security-information
This resource shall support the resource URI variables defined in table 6.3.3.x.2-1.
Table 6.3.3.x.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.3.1

	supi
	Represents the mobile subscription identity (see 3GPP TS 23.003 [8]).
On this resource, only the IMSI format of SUPI is used.



6.3.3.x.3	Resource Standard Methods
No Standard Methods are supported for this resource.
6.3.3.x.4	Resource Custom Operations
6.3.3.x.4.1	Overview
Table 6.3.3.2.4.1-1: Custom operations
	Custom operaration URI
	Mapped HTTP method
	CaDescription

	/generate-av
	POST
	Calculate the authentication vector(s) according to the requested information (authentication method, serving network id, resync info)



6.3.3.x.4.2	Operation: generate-av
6.3.3.x.4.2.1	Description
This custom operation is used by the NF service consumer (HSS) to request calculation of authentication vector(s) for the provided SUPI and the requested authentication method.
6.3.3.x.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.3.3.x.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.x.4.2.2-2.
Table 6.3.3.x.4.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	HssAuthenticationInfoRequest
	M
	1
	Contains the authentication method, number of requested vectors, serving network id and resynchronization information



Table 6.3.3.x.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	HssAuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing authentication vector(s) shall be returned. 

	ProblemDetails
	O
	1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND

	ProblemDetails
	O
	1
	501 Not Implemented
	The "cause" attribute may be used to indicate the following application error:
- UNSUPPORTED_AUTHENTICATION_METHOD

This response shall not be cached.

	NOTE:	In addition, common data structures as listed in table 6.3.7-1 are supported.




* * * Next Change * * * *
[bookmark: _Toc11338733]6.3.6	Data Model
6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nudm_UEAU service API. For simple data types defined for the Nudm_UEAU service API see table 6.3.6.3.2-1.
Table 6.3.6.1-1: Nudm_UEAU specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfoRequest
	6.3.6.2.2
	Contains Serving Network Name and Resynchronization Information

	AuthenticationInfoResult
	6.3.6.2.3
	Contains an Authentication Vector (AV)

	AvEapAkaPrime
	6.3.6.2.4
	Contains RAND, XRES, AUTN, CK', and IK'

	Av5GHeAka
	6.3.6.2.5
	Contains RAND, XRES*, AUTN, KAUSF

	AuthEvent
	6.3.6.2.7
	Authentication Event

	ResynchronizationInfo
	6.3.6.2.6
	Contains RAND and AUTS

	AuthenticationVector
	6.3.6.2.8
	

	HssAuthenticationInfoRequest
	6.3.6.2.a
	Contains authentication method, serving network id, number of requested vectors and resynchronization information

	HssAuthenticationInfoResult
	6.3.6.2.b
	Contains the authentication vectors for EPS/IMS domain

	HssAuthenticationVectors
	6.3.6.2.c
	

	AvEpsAka
	6.3.6.2.d
	Contains RAND, XRES, AUTN, KASME

	AvImsGbaEapAka
	6.3.6.2.e
	Contains RAND, XRES, AUTN, CK, and IK



Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU service API. 
Table 6.3.6.1-2: Nudm_UEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [7]
	Common data type used in response bodies

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	DateTime
	3GPP TS 29.571 [7]
	

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	Supi
	3GPP TS 29.571 [7]
	



* * * Next Change * * * *
[bookmark: _Toc11338737]6.3.6.2.a	Type: HssAuthenticationInfoRequest
Table 6.3.6.2.a-1: Definition of type HssAuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	hssAuthType
	HssAuthType
	M
	1
	Indicates the authentication method.

	numOfRequestedVectors
	NumOfRequestedVectors
	M
	1
	Maximum 5 vectors are allowed per service request.

	servingNetworkId
	PlmnId
	C
	1
	Shall be present if the authentication method is EPS_AKA.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8



6.3.6.2.b	Type: HssAuthenticationInfoResult
Table 6.3.6.2.b-1: Definition of type HssAuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	hssAuthenticationVectors
	HssAuthenticationVectors
	M
	1
	

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8



6.3.6.2.c	Type: HssAuthenticationVectors
Table 6.3.6.2.c-1: Definition of type HssAuthenticationVectors as a list of alternatives
	Data type
	Cardinality
	Description

	array(AvEpsAka)
	1
	

	array(AvImsGbaEapAka)
	1
	

	array(AvEapAkaPrime)
	1
	



6.3.6.2.d	Type: AvEpsAka
Table 6.3.6.2.c-1: Definition of type AvEpsAka
	Attribute name
	Data type
	P
	Cardinality
	Description

	avType
	HssAvType
	M
	1
	

	rand
	Rand
	M
	1
	

	xres
	Xres
	M
	1
	

	autn
	Autn
	M
	1
	

	kasme
	Kasme
	M
	1
	



6.3.6.2.e	Type: AvImsGbaEapAka
Table 6.3.6.2.d-1: Definition of type AvImsGbaEapAka
	Attribute name
	Data type
	P
	Cardinality
	Description

	avType
	HssAvType
	M
	1
	

	rand
	Rand
	M
	1
	

	xres
	Xres
	M
	1
	

	autn
	Autn
	M
	1
	

	ck
	ConfidentialityKey
	M
	1
	

	ik
	IntegrityKey
	M
	1
	



[bookmark: _Toc20133465]* * * Next Change * * * *
[bookmark: _Toc11338746][bookmark: _Toc20133489]6.3.6.3.2	Simple data types 
The simple data types defined in table 6.3.6.3.2-1 shall be supported.
Table 6.3.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	Autn
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	Auts
	string
	pattern: "^[A-Fa-f0-9]{28}$"

	CkPrime
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	IkPrime
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	Kausf
	string
	pattern: "^[A-Fa-f0-9]{64}$"

	Rand
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	ServingNetworkName
	string
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	Success
	boolean
	true indicates success, false indicates no success

	Xres
	string
	pattern: "^[A-Fa-f0-9]{8,32}$"

	XresStar
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	ConfidentialityKey
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	IntegrityKey
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	Kasme
	string
	pattern: "^[A-Fa-f0-9]{64}$"

	NumOfRequestedVectors
	integer
	minimum: 1
maximum: 5



* * * Next Change * * * *
[bookmark: _Toc11338747]6.3.6.3.x	Enumeration: HssAuthType 
Table 6.3.6.3.3-1: Enumeration HssAuthType
	Enumeration value
	Description

	"EPS_AKA"
	

	"EAP_AKA"
	

	"EAP_AKA_PRIME"
	EAP-AKA’

	“IMS_AKA”
	

	“GBA_AKA”
	



6.3.6.3.y	Enumeration: HssAvType
Table 6.3.6.3.4-1: Enumeration HssAvType
	Enumeration value
	Description

	"EPS_AKA"
	

	"EAP_AKA"
	

	“IMS_AKA”
	

	“GBA_AKA”
	



* * * Next Change * * * *
6.3.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_UEAuthentication service. The following application errors listed in Table 6.3.7.3-1 are specific for the Nudm_UEAuthentication service.
Table 6.3.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user is cannot be authenticated with this authentication method e.g. only SIM data available

	SERVING_NETWORK_NOT_AUTHORIZED
	403 Forbidden
	The requesting network is not authorized to request UE authentication information.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UNSUPPORTED_PROTECTION_SCHEME
	501 Not implemented
	The received protection scheme is not supported by HPLMN

	UNSUPPORTED_AUTHENTICATION_METHOD
	501 Not implemented
	The requested authenti-cation method is not supported

	INVALID_HN_PUBLIC_KEY_IDENTIFIER
	403 Forbidden
	Invalid HN public key identifier received

	INVALID_SCHEME_OUTPUT
	403 Forbidden
	SUCI cannot be decrypted with received data




* * * Next Change * * * *
[bookmark: _Toc11338880][bookmark: _Hlk9329729][bookmark: _Toc20133583]A.4	Nudm_UEAU API

openapi: 3.0.0
info:
  version: '1.0.1'
  title: 'NudmUEAU'
  description: |
    UDM UE Authentication Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
 
(... text skipped for clarity ...)


  /{supi}/hss-security-information/generate-av:
    post:
      summary: Generate authentication data for the UE in EPS or IMS domain
      operationId: GenerateAv
      tags:
        - Generate HSS Authentication Vectors 
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/HssAuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/HssAuthenticationInfoResult'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows: 
        clientCredentials: 
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudm-ueau: Access to the nudm-ueau API


(... text skipped for clarity ...)

    AuthEvent:
      type: object
      required:
        - nfInstanceId
        - success
        - timeStamp
        - authType
        - servingNetworkName
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:
          $ref: '#/components/schemas/Success'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:
          $ref: '#/components/schemas/AuthType'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'

    HssAuthenticationInfoRequest:
      type: object
      required:
        - hssAuthType
        - numOfRequestedVectors
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        hssAuthType:
          $ref: '#/components/schemas/HssAuthType'
        numOfRequestedVectors:
          $ref: '#/components/schemas/NumOfRequestedVectors'
        servingNetworkId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        
    HssAuthenticationInfoResult:
      type: object
      required:
        - hssAuthenticationVectors
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        hssAuthenticationVectors:
          $ref: '#/components/schemas/HssAuthenticationVectors'

    HssAuthenticationVectors:
      oneOf:
        - type: array
          items:
            $ref: '#/components/schemas/AvEpsAka'
          minItems: 1
          maxItems: 5
        - type: array
          items:
            $ref: '#/components/schemas/AvImsGbaEapAka'
          minItems: 1
          maxItems: 5
        - type: array
          items:
            $ref: '#/components/schemas/AvEapAkaPrime'
          minItems: 1
          maxItems: 5

    AvEpsAka:
      type: object
      required:
        - avType
        - rand
        - xres
        - autn
        - kasme
      properties:
        avType:
          $ref: '#/components/schemas/HssAvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        autn:
          $ref: '#/components/schemas/Autn'
        kasme:
          $ref: '#/components/schemas/Kasme'

    AvImsGbaEapAka:
      type: object
      required:
        - avType
        - rand
        - xres
        - autn
        - ck
        - ik
      properties:
        avType:
          $ref: '#/components/schemas/HssAvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        autn:
          $ref: '#/components/schemas/Autn'
        ck:
          $ref: '#/components/schemas/ConfidentialityKey'
        ik:
          $ref: '#/components/schemas/IntegrityKey'



(... text skipped for clarity ...)


    ServingNetworkName:
      type: string
      pattern: '^5G:mnc[0-9]{3}[.]mcc[0-9]{3}[.]3gppnetwork[.]org$'

    Success:
      type: boolean

    ConfidentialityKey:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    IntegrityKey:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Kasme:
      type: string
      pattern: '^[A-Fa-f0-9]{64}$'

    NumOfRequestedVectors:
      type: integer
      minimum: 1
      maximum: 5



(... text skipped for clarity ...)

    AvType:
      anyOf:
        - type: string
          enum:
          - 5G_HE_AKA
          - EAP_AKA_PRIME
        - type: string

    HssAuthType:
      anyOf:
        - type: string
          enum:
          - EPS_AKA
          - EAP_AKA
          - EAP_AKA_PRIME
          - IMS_AKA
          - GBA_AKA
        - type: string

    HssAvType:
      anyOf:
        - type: string
          enum:
          - EPS_AKA
          - EAP_AKA
          - IMS_AKA
          - GBA_AKA
        - type: string



* * * End of Changes * * * *
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