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*** First change ***
[bookmark: _Toc11996550]5.4.3.1	General
The purpose of the NAS security mode control procedure is to take an EPS security context into use, and initialise and start NAS signalling security between the UE and the MME with the corresponding EPS NAS keys and EPS security algorithms.
Furthermore, the network may also initiate the security mode control procedure in the following cases:
-	in order to change the NAS security algorithms for a current EPS security context already in use; and
-	in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.401 [19], subclause 7.2.9.2; and.
-	in order to request the UE radio capability ID from the UE.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.401 [19], subclause 7.2.10.
[bookmark: _Toc11996551]5.4.3.2	NAS security mode control initiation by the network
The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).
The MME shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
-	to take into use the EPS security context created after a successful execution of the EPS authentication procedure;
-	upon receipt of TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME wishes to create a mapped EPS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).
The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
The MME shall create a locally generated KASME and send the SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms only when the security mode control procedure is initiated:
-	during an attach procedure for emergency bearer services if no shared EPS security context is available;
-	during an attach procedure for access to RLOS if no valid EPS security context is available;
-	during a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-	during a tracking area updating procedure for a UE that has a PDN connection for access to RLOS if no valid EPS security context is available;
-	during a service request procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-	during a service request procedure for a UE that has a PDN connection for access to RLOS if no valid EPS security context is available;
-	after a failed authentication procedure for a UE that has a PDN connection for emergency bearer services or that is establishing a PDN connection for emergency bearer services, if continued usage of a shared security context is not possible; or
-	after a failed authentication procedure for a UE that has a PDN connection for access to RLOS or that is establishing a PDN connection for access to RLOS, if continued usage of a valid security context is not possible.
The UE shall process a SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms and, if accepted, create a locally generated KASME when the security mode control procedure is initiated:
-	during an attach procedure for emergency bearer services;
-	during an attach procedure for access to RLOS;
-	during a tracking area updating procedure when the UE has a PDN connection for emergency bearer services;
-	during a tracking area updating procedure when the UE has a PDN connection for access to RLOS;
-	during a service request procedure when the UE has a PDN connection for emergency bearer services;
-	during a service request procedure when the UE has a PDN connection for access to RLOS;
-	after an authentication procedure when the UE has a PDN connection for emergency bearer services or is establishing a PDN connection for emergency bearer services; or
-	after an authentication procedure when the UE has a PDN connection for access to RLOS or is establishing a PDN connection for access to RLOS.
NOTE 1:	The process for creation of the locally generated KASME by the MME and the UE is implementation dependent.
Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall either:
-	indicate the use of the new mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system; or
-	set the KSI value "000" in the NAS key set identifier IE if the MME sets EIA0 and EEA0 as the selected NAS security algorithms for a UE that has a PDN connection for emergency bearer services.
While having a current mapped EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the eKSI that indicates the native EPS security context in the SECURITY MODE COMMAND message.
The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped EPS security context and if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI). If the MME supports handling of UE additional security capabilities and the UE included a UE additional security capability IE in the message to the network, the MME shall include the replayed additional security capabilities of the UE.
The MME shall include both the nonceMME and the nonceUE when creating a mapped EPS security context during inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode.
The MME may initiate a SECURITY MODE COMMAND in order to change the NAS security algorithms for a current EPS security context already in use. The MME re-derives the NAS keys from KASME with the new NAS algorithm identities as input and provides the new NAS algorithm identities within the SECURITY MODE COMMAND message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
[bookmark: _Hlk506291274]If, during an ongoing attach or tracking area updating procedure, the MME is initiating a SECURITY MODE COMMAND (i.e. after receiving the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message, but before sending a response to that message) and the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message is received without integrity protection or does not successfully pass the integrity check at the MME, the MME shall calculate the HASHMME of the entire plain ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message as described in 3GPP TS 33.401 [19] and shall include the HASHMME in the SECURITY MODE COMMAND message.
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
NOTE 2:	The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.
If:
-	the NAS security mode control procedure is initiated during an ongoing attach procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the ATTACH REQUEST message; and
-	the UE has included the UE radio capability IE availability IE set to "UE radio capability ID available" in the ATTACH REQUEST message,
then the MME shall request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.
If:
-	the NAS security mode control procedure is initiated during an ongoing tracking area updating procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UDPATE REQUEST message; and
-	the UE has included the UE radio capability IE availability IE set to "UE radio capability ID available" in the TRACKING AREA UPDATE REQUEST message,
then the MME may request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.


Figure 5.4.3.2.1: Security mode control procedure
[bookmark: _Toc11996552]5.4.3.3	NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities, the received replayed UE additional security capabilities, if included in the SECURITY MODE COMMAND message, and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'ASME (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped EPS security context and the eKSI matches the current EPS security context, if it is a mapped EPS security context). When the UE has a PDN connection for emergency bearer services established or the UE is establishing a PDN connection for emergency bearer services or the UE is requesting attach for access to RLOS, the UE is not required to locally re-generate the KASME (i.e. the SECURITY MODE COMMAND message is used to derive and take into use a native EPS security context where the KSI value "000" is included in the NAS key set identifier IE and the EIA0 and EEA0 are included as the selected NAS security algorithms).
The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm only if the message is received for a UE that has a PDN connection for emergency bearer services established or a UE that is establishing a PDN connection for emergency bearer services or a UE that is requesting attach for access to RLOS.
If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native EPS security context held in the UE while the UE has a mapped EPS security context as the current EPS security context, the UE shall take the non-current native EPS security context into use which then becomes the current native EPS security context and delete the mapped EPS security context.
If the SECURITY MODE COMMAND message can be accepted, the UE shall take the EPS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:
-	the SECURITY MODE COMMAND message is received in order to take an EPS security context into use created after a successful execution of the EPS authentication procedure;
-	the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the eKSI does not match the current EPS security context, if it is a mapped EPS security context.
If the SECURITY MODE COMMAND message can be accepted and a new EPS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm" EIA0 as the selected NAS integrity algorithm, the UE shall:
-	if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal 0, then the UE shall set the downlink NAS COUNT of this new EPS security context to 0;
-	otherwise the UE shall set the downlink NAS COUNT of this new EPS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.
If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the EPS NAS integrity key based on the KASME or mapped K'ASME if the type of security context flag is set to "mapped security context" indicated by the eKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceMME and the nonceUE, then the UE shall either:
-	generate K'ASME from both the nonceMME and the nonceUE as indicated in 3GPP TS 33.401 [19];or
-	check whether the SECURITY MODE COMMAND message indicates the eKSI of the current EPS security context, if it is a mapped EPS security context, in order not to re-generate the K'ASME.
Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the EPS NAS ciphering key based on the KASME or mapped K'ASME indicated by the eKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new EPS security context".
From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.
If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
In WB-S1 mode, if the MME indicated in the SECURITY MODE COMMAND message that the UE radio capability ID is requested, the UE shall:
-	if the UE has an applicable network-assigned UE radio capability ID for the current UE radio configuration in the selected PLMN, include the applicable network-assigned UE radio capability ID in the UE radio capability ID IE of the SECURITY MODE COMPLETE message; and
-	if the UE:
a)	does not have an applicable network-assigned UE radio capability ID for the current UE radio configuration in the selected PLMN; and
b)	has an applicable manufacturer-assigned UE radio capability ID for the current UE radio configuration,
	include the applicable manufacturer-assigned UE radio capability ID in the UE radio capability ID IE of the SECURITY MODE COMPLETE message.
If, during an ongoing attach or tracking area updating procedure, the SECURITY MODE COMMAND message includes a HASHMME, the UE shall compare HASHMME with a hash value locally calculated as described in 3GPP TS 33.401 [19] from the entire plain ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message that the UE had sent to initiate the procedure. If HASHMME and the locally calculated hash value are different, the UE shall include the complete ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.

*** Next change ***
[bookmark: _Toc11996574]5.5.1.2.2	Attach procedure initiation
In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED (see example in figure 5.5.1.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. 
The UE shall include the IMSI in the EPS mobile identity IE in the ATTACH REQUEST message if the selected PLMN is neither the registered PLMN nor in the list of equivalent PLMNs and:
a)	the UE is configured for "AttachWithIMSI" as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]; or
b)	the UE is in NB-S1 mode.
For all other cases, the UE shall handle the EPS mobile identity IE in the ATTACH REQUEST message as follows:
a)	if the UE operating in the single-registration mode is performing an inter-system change from N1 mode to S1 mode or the UE was previously registered in N1 mode before entering state 5GMM-DEREGISTERED and:
1)	the UE has received the interworking without N26 interface indicator set to "interworking without N26 interface supported" from the network and:
i)	if the UE holds a valid GUTI, the UE shall include the valid GUTI into the EPS mobile identity IE, include Old GUTI type IE with GUTI type set to "native GUTI" and include the UE status IE with a 5GMM registration status set to:
-	"UE is in 5GMM-REGISTERED state" if the UE is in 5GMM-REGISTERED state; or
-	"UE is in 5GMM-DEREGISTERED state" if the UE is in 5GMM-DEREGISTERED state; or
ii)	if the UE does not hold a valid GUTI, the UE shall include the IMSI in the EPS mobile identity IE; or
2)	the UE has received the interworking without N26 interface indicator set to "interworking without N26 interface not supported" from the network and:
i)	if the UE holds a valid 5G-GUTI, the UE shall include a GUTI, mapped from 5G-GUTI into the EPS mobile identity IE, include Old GUTI type IE with GUTI type set to "native GUTI" and include the UE status IE with a 5GMM registration status set to "UE is in 5GMM-DEREGISTERED state";
ii)	if the UE holds a valid GUTI and does not hold a valid 5G-GUTI, the UE shall indicate the GUTI in the EPS mobile identity IE and include Old GUTI type IE with GUTI type set to "native GUTI"; or
iii)	if the UE holds neither a valid GUTI nor a vaild 5G-GUTI, the UE shall include the IMSI in the EPS mobile identity IE; or
b)	otherwise:
1)	if the UE supports neither A/Gb mode nor Iu mode, the UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. In addition, the UE shall include Old GUTI type IE with GUTI type set to "native GUTI". If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message; or
2)	If the UE supports A/Gb mode or Iu mode or both and:
i)	if the TIN indicates "P-TMSI" and the UE holds a valid P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "mapped GUTI". If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE;
NOTE 1:	The mapping of the P-TMSI and the RAI to the GUTI is specified in 3GPP TS 23.003 [2].
ii)	if the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "native GUTI";
iii)	if the TIN is deleted and:
-	the UE holds a valid GUTI, the UE shall indicate the GUTI in the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "native GUTI";
-	the UE does not hold a valid GUTI but holds a valid P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the EPS mobile identity IE, and include Old GUTI type IE with GUTI type set to "mapped GUTI". If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE; or
-	the UE does not hold a valid GUTI, P-TMSI or RAI, the UE shall include the IMSI in the EPS mobile identity IE; or
iv)	otherwise the UE shall include the IMSI in the EPS mobile identity IE.
If the UE is operating in the dual-registration mode and it is in 5GMM state 5GMM-REGISTERED, the UE shall include the UE status IE with the 5GMM registration status set to "UE is in 5GMM-REGISTERED state".
If the UE is attaching for emergency bearer services and does not hold a valid GUTI, P-TMSI or IMSI as described above, the IMEI shall be included in the EPS mobile identity IE.
If the UE in limited service state is attaching for access to RLOS and does not hold a valid GUTI, P-TMSI or IMSI as described above, the IMEI shall be included in the EPS mobile identity IE.
If the UE supports A/Gb mode or Iu mode or if the UE needs to indicate its UE specific DRX parameter to the network, the UE shall include the UE specific DRX parameter in the DRX parameter IE in the ATTACH REQUEST message.
NOTE 2:	The UE specific DRX parameter is not used by the E-UTRAN for paging from NB-IoT cells (see 3GPP TS 23.401 [10] and 3GPP TS 36.304 [21]).
If the UE supports eDRX and requests the use of eDRX, the UE shall include the extended DRX parameters IE in the ATTACH REQUEST message.
If the UE supports SRVCC to GERAN/UTRAN, the UE shall set the SRVCC to GERAN/UTRAN capability bit to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported".
If the UE supports vSRVCC from S1 mode to Iu mode, then the UE shall set the H.245 after handover capability bit to "H.245 after SRVCC handover capability supported" and additionally set the SRVCC to GERAN/UTRAN capability bit to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported" in the ATTACH REQUEST message.
If the UE supports PSM and requests the use of PSM, then the UE shall include the T3324 value IE with a requested timer value in the ATTACH REQUEST message. When the UE includes the T3324 value IE and the UE indicates support for extended periodic timer value in the MS network feature support IE, it may also include the T3412 extended value IE to request a particular T3412 value to be allocated.
If the UE supports ProSe direct discovery, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct discovery bit to "ProSe direct discovery supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports ProSe direct communication, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct communication bit to "ProSe direct communication supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports acting as a ProSe UE-to-network relay, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe UE-to-network relay bit to "acting as a ProSe UE-to-network relay supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports NB-S1 mode, Non-IP or Ethernet PDN type, or N1 mode, then the UE shall support the extended protocol configuration options IE.
If the UE supports the extended protocol configuration options IE, then the UE shall set the ePCO bit to "extended protocol configuration options supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports the restriction on use of enhanced coverage, then the UE shall set the RestrictEC bit to "Restriction on use of enhanced coverage supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports the control plane data back-off timer T3448, the UE shall set the CP backoff bit to "back-off timer for transport of user data via the control plane supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE is in NB-S1 mode, then the UE shall set the control plane CIoT EPS optimization bit to "control plane CIoT EPS optimization supported" in the UE network capability IE of the ATTACH REQUEST message. If the UE is capable of NB-N1 mode, then the UE shall set the control plane CIoT 5GS optimization bit to "control plane CIoT 5GS optimization supported" in the N1 UE network capability IE of the ATTACH REQUEST message.
Editor's note:	Whether the CIoT 5GS optimization the UE prefers to use needs to be included to the network is FFS.

If the UE is in NB-S1 mode, supports NB-S1 mode only, and requests to attach for EPS services and "SMS only", the UE shall indicate the SMS only requested bit to "SMS only" in the additional update type IE and shall set the EPS attach type IE to "EPS attach" in the ATTACH REQUEST message.
If the UE supports CIoT EPS optimizations, it shall indicate in the UE network capability IE of the ATTACH REQUEST message whether it supports EMM-REGISTERED without PDN connection.
If the UE supports S1-U data transfer and multiple user plane radio bearers (see 3GPP TS 36.306 [44], 3GPP TS 36.331 [22]) in NB-S1 mode, then the UE shall set the Multiple DRB support bit to "Multiple DRB supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports V2X communication over PC5, then the UE shall set the V2X PC5 bit to "V2X communication over PC5 supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports service gap control, then the UE shall set the SGC bit to "service gap control supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports dual connectivity with New Radio (NR), then the UE shall set the DCNR bit to "dual connectivity with NR supported" in the UE network capability IE of the ATTACH REQUEST message and shall include the UE additional security capability IE in the ATTACH REQUEST message.
If the UE supports N1 mode, the UE shall set the N1mode bit to "N1 mode supported" in the UE network capability IE of the ATTACH REQUEST message and shall include the UE additional security capability IE in the ATTACH REQUEST message.
If the UE supports signalling for a maximum number of 15 EPS bearer contexts, then the UE shall set the 15 bearers bit to "Signalling for a maximum number of 15 EPS bearer contexts supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports ciphered broadcast assistance data and needs to obtain new ciphering keys, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the ATTACH REQUEST message.
If EMM-REGISTERED without PDN connection is not supported by the UE or the MME, or if the UE wants to request PDN connection with the attach procedure, the UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message contained in the ESM message container IE.
If EMM-REGISTERED without PDN connection is supported by the UE and the MME, and the UE does not want to request PDN connection with the attach procedure, the UE shall send the ATTACH REQUEST message together with an ESM DUMMY MESSAGE contained in the ESM message container information element.
In WB-S1 mode, if the UE supports RACS, the UE shall:
a)	set the RACS bit to "RACS supported" in the UE network capability IE of the ATTACH REQUEST message; and
b)	if the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN, include the UE radio capability ID availability IE set to "UE radio capability ID available" in the ATTACH REQUEST message.
If the attach procedure is initiated following an inter-system change from N1 mode to S1 mode in EMM-IDLE mode or the UE which was previously registered in N1 mode before entering state 5GMM-DEREGISTERED initiates the attach procedure:
a)	if the UE has received an "interworking without N26 interface not supported" indication from the network and a valid 5G NAS security context exists in the UE, the UE shall integrity protect the ATTACH REQUEST message combined with the message included in the ESM message container IE using the 5G NAS security context;
b)	otherwise:
1)	if a valid EPS security context exists, the UE shall integrity protect the ATTACH REQUEST message combined with the message included in the ESM message container IE using the EPS security context; or
2)	if the UE does not have a valid EPS security context, the ATTACH REQUEST message combined with the message included in the ESM message container IE is not integrity protected.


Figure 5.5.1.2.2.1: Attach procedure and combined attach procedure
[bookmark: _Toc11996575]
*** Next change ***
[bookmark: _Toc11996614]5.5.3.2.2	Normal and periodic tracking area updating procedure initiation
The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,
a)	when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME, unless the UE is configured for "AttachWithIMSI" as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17] and is entering a tracking area in a new PLMN that is neither the registered PLMN nor in the list of equivalent PLMNs;
b)	when the periodic tracking area updating timer T3412 expires;
c)	when the UE enters EMM-REGISTERED.NORMAL-SERVICE and the UE's TIN indicates "P-TMSI";
d)	when the UE performs an inter-system change from S101 mode to S1 mode and has no user data pending;
e)	when the UE receives an indication from the lower layers that the RRC connection was released with cause "load balancing TAU required";
f)	when the UE deactivated EPS bearer context(s) locally while in EMM-REGISTERED, because it could not establish a NAS signalling connection, and then returns to EMM-REGISTERED.NORMAL-SERVICE and no EXTENDED SERVICE REQUEST message, CONTROL PLANE SERVICE REQUEST message or DETACH REQUEST message with detach type is "EPS detach" or "combined EPS/IMSI detach" is pending to be sent by the UE;
g)	when the UE changes the UE network capability information or the MS network capability information or both;
h)	when the UE changes the UE specific DRX parameter;
i)	when the UE receives an indication of "RRC Connection failure" from the lower layers and has no signalling or user uplink data pending (i.e when the lower layer requests NAS signalling connection recovery);
j)	when the UE enters S1 mode after 1xCS fallback or 1xSRVCC;
k)	when due to manual CSG selection the UE has selected a CSG cell whose CSG identity and associated PLMN identity are not included in the UE's Allowed CSG list or in the UE's Operator CSG list;
l)	when the UE reselects an E-UTRAN cell while it was in GPRS READY state or PMM-CONNECTED mode;
m)	when the UE supports SRVCC to GERAN or UTRAN or supports vSRVCC to UTRAN and changes the mobile station classmark 2 or the supported codecs, or the UE supports SRVCC to GERAN and changes the mobile station classmark 3;
n)	when the UE changes the radio capability for GERAN, or cdma2000® or both;
o)	when the UE's usage setting or the voice domain preference for E-UTRAN change in the UE;
p)	when the UE activates mobility management for IMS voice termination as specified in 3GPP TS 24.008 [13], annex P.2, and the TIN indicates "RAT-related TMSI";
q)	when the UE performs an inter-system change from A/Gb mode to S1 mode and the TIN indicates "RAT-related TMSI", but the UE is required to perform tracking area updating for IMS voice termination as specified in 3GPP TS 24.008 [13], annex P.4;
r)	upon reception of a paging indication using S-TMSI and the UE is in state EMM-REGISTERED.ATTEMPTING-TO-UPDATE;
s)	when the UE needs to update the network with EPS bearer context status due to local de-activation of EPS bearer context(s) as specified in subclause 6.5.1.4A;
t)	when the UE needs to request the use of PSM or needs to stop the use of PSM;
u)	when the UE needs to request the use of eDRX or needs to stop the use of eDRX;
v)	when a change in the eDRX usage conditions at the UE requires different extended DRX parameters;
w)	when a change in the PSM usage conditions at the UE requires a different timer T3412 value or different timer T3324 value;
NOTE 2:	A change in the PSM or eDRX usage conditions at the UE can include e.g. a change in the UE configuration, a change in requirements from upper layers or the battery running low at the UE.
x)	when the CIoT EPS optimizations the UE needs to use, change in the UE;
y)	when the Default_DCN_ID value changes, as specified in 3GPP TS 24.368 [15A] or in USIM file NASCONFIG as specified in 3GPP TS 31.102 [17];
NOTE 3:	The tracking area updating procedure is initiated after deleting the DCN-ID list as specified in annex C.
z)	when the UE performs inter-system change from N1 mode to S1 mode in EMM-IDLE mode, the UE operates in single-registration mode, and conditions specified in 3GPP TS 24.501 [54] apply;
za)	when the UE in EMM-IDLE mode changes the radio capability for E-UTRAN;
zb)	when the UE needs to request new ciphering keys for ciphered broadcast assistance data;
zc)	when the UE in EMM-IDLE mode changes the radio capability for NG-RAN; or
zd)	when the UE performs inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode; or.
zx)	in WB-S1 mode, when the applicable UE radio capability ID for the current UE radio configuration changes due to a reselection to a new PLMN or a revocation of the network-assigned UE radio capability IDs by the serving PLMN.
For all cases except case b, the UE shall set the EPS update type IE in the TRACKING AREA UPDATE REQUEST message to "TA updating". For case b, the UE shall set the EPS update type IE to "periodic updating".
For cases n, za and zc, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message. Additionally, in WB-S1 mode, if the UE supports RACS and the UE has an applicable UE radio capability ID for the new UE radio configuration in the serving PLMN, the UE shall include the UE radio capability ID availability IE set to "UE radio capability ID available" in the TRACKING AREA UPDATE REQUEST message.
For case l, if the TIN indicates "RAT-related TMSI", the UE shall set the TIN to "P-TMSI" before initiating the tracking area updating procedure.
For case r, the "active" flag in the EPS update type IE shall be set to 1. If a UE is only using EPS services with control plane CIoT EPS optimization, the "signalling active" flag in the Additional update type IE shall be set to 1.
If the UE is using only control plane CIoT EPS optimization, the case i only applies to the case that the UE has indicated to the network that subsequent to the uplink data transmission a downlink data transmission is expected during the transport of uplink user data via the control plane procedure (see subclause 6.6.4).
If the UE has to request resources for ProSe direct discovery or Prose direct communication (see 3GPP TS 36.331 [22]), then the UE shall set the "active" flag to 1 in the TRACKING AREA UPDATE REQUEST message.
If the UE does not have any established PDN connection, the "active" flag in the EPS update type IE shall be set to 0.
When the UE has user data pending and performs an inter-system change from S101 mode to S1 mode to a tracking area included in the TAI list stored in the UE, the UE shall perform a service request procedure instead of a tracking area updating procedure.
When initiating a tracking area updating procedure while in S1 mode, the UE shall use the current EPS NAS integrity key to integrity protect the TRACKING AREA UPDATE REQUEST message, unless the UE is performing inter-system change from N1 mode to S1 mode.
In order to indicate its UE specific DRX parameter while in E-UTRAN coverage, the UE shall send the TRACKING AREA UPDATE REQUEST message containing the UE specific DRX parameter in the DRX parameter IE to the network, with the exception of the case if the UE had indicated its DRX parameter (3GPP TS 24.008 [13]) to the network while in GERAN or UTRAN coverage. In this case, when the UE enters E-UTRAN coverage and initiates a tracking area updating procedure, the UE shall not include the UE specific DRX parameter in the DRX parameter IE in the TRACKING AREA UPDATE REQUEST message.
NOTE 4:	The UE specific DRX parameter is not used by the E-UTRAN for paging from NB-IoT cells (see 3GPP TS 23.401 [10] and 3GPP TS 36.304 [21]).
If the UE supports eDRX and requests the use of eDRX, the UE shall include the extended DRX parameters IE in the TRACKING AREA UPDATE REQUEST message.
If the UE supports PSM and requests the use of PSM, the UE shall include the T3324 value IE with a requested timer value in the TRACKING AREA UPDATE REQUEST message. When the UE includes the T3324 value IE and the UE indicates support for extended periodic timer value in the MS network feature support IE, it may also include the T3412 extended value IE to request a particular T3412 value to be allocated.
If a UE supporting CIoT EPS optimizations in NB-S1 mode initiates the tracking area updating procedure for EPS services and "SMS only", the UE shall indicate "SMS only" in the Additional update type IE and shall set the EPS update type IE to "TA updating".
If the UE supports S1-U data transfer and multiple user plane radio bearers (see 3GPP TS 36.306 [44], 3GPP TS 36.331 [22]) in NB-S1 mode, then the UE shall set the Multiple DRB support bit to "Multiple DRB supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE is in NB-S1 mode, then the UE shall set the control plane CIoT EPS optimization bit to "control plane CIoT EPS optimization supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message. If the UE is capable of NB-N1 mode, then the UE shall set the control plane CIoT 5GS optimization bit to "control plane CIoT 5GS optimization supported" in the N1 UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
Editor's note:	Whether the CIoT 5GS optimization the UE prefers to use needs to be included to the network is FFS.
If the UE has to request resources for V2X communication over PC5 (see 3GPP TS 23.285 [47]), then the UE shall set the "active" flag to 1 in the TRACKING AREA UPDATE REQUEST message.
After sending the TRACKING AREA UPDATE REQUEST message to the MME, the UE shall start timer T3430 and enter state EMM-TRACKING-AREA-UPDATING-INITIATED (see example in figure 5.5.3.2.2.1). If timer T3402 is currently running, the UE shall stop timer T3402. If timer T3411 is currently running, the UE shall stop timer T3411. If timer T3442 is currently running, the UE shall stop timer T3442.
For all cases except cases z and zd:
1)	if the UE supports neither A/Gb mode nor Iu mode, the UE shall include a valid GUTI in the Old GUTI IE in the TRACKING AREA UPDATE REQUEST message. In addition, the UE shall include Old GUTI type IE with GUTI type set to "native GUTI"; or
2)	if the UE supports A/Gb mode or Iu mode or both, the UE shall handle the Old GUTI IE as follows:
-	If the TIN indicates "P-TMSI" and the UE holds a valid P-TMSI and RAI, the UE shall map the P-TMSI and RAI into the Old GUTI IE, and include Old GUTI type IE with GUTI type set to "mapped GUTI". If a P-TMSI signature is associated with the P-TMSI, the UE shall include it in the Old P-TMSI signature IE. Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.
NOTE 5:	The mapping of the P-TMSI and RAI to the GUTI is specified in 3GPP TS 23.003 [2].
-	If the TIN indicates "GUTI" or "RAT-related TMSI" and the UE holds a valid GUTI, the UE shall indicate the GUTI in the Old GUTI IE, and include Old GUTI type IE with GUTI type set to "native GUTI".
If a UE has established PDN connection(s) and uplink user data pending to be sent via user plane when it initiates the tracking area updating procedure, or uplink signalling not related to the tracking area updating procedure when the UE does not support control plane CIoT EPS optimization, it may also set an "active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the request to establish the user plane to the network and to keep the NAS signalling connection after the completion of the tracking area updating procedure.
If a UE is using EPS services with control plane CIoT EPS optimization and has user data pending to be sent via control plane over MME but no user data pending to be sent via user plane, or uplink signalling not related to the tracking area updating procedure, the UE may set a "signalling active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the request to keep the NAS signalling connection after the completion of the tracking area updating procedure.
For all cases except cases z and zd, if the UE has a current EPS security context, the UE shall include the eKSI (either KSIASME or KSISGSN) in the NAS Key Set Identifier IE in the TRACKING AREA UPDATE REQUEST message. Otherwise, the UE shall set the NAS Key Set Identifier IE to the value "no key is available". If the UE has a current EPS security context, the UE shall integrity protect the TRACKING AREA UPDATE REQUEST message with the current EPS security context. Otherwise the UE shall not integrity protect the TRACKING AREA UPDATE REQUEST message.
When the tracking area updating procedure is initiated in EMM-IDLE mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode and the TIN is set to "P-TMSI", the UE shall include the GPRS ciphering key sequence number applicable for A/Gb mode or Iu mode and a nonceUE in the TRACKING AREA UPDATE REQUEST message.
When the tracking area updating procedure is initiated in EMM-CONNECTED mode to perform an inter-system change from A/Gb mode or Iu mode to S1 mode, the UE shall derive the EPS NAS keys from the mapped K'ASME using the selected NAS algorithms, nonceMME and KSISGSN (to be associated with the mapped K'ASME) provided by lower layers as indicated in 3GPP TS 33.401 [19]. The UE shall reset both the uplink and downlink NAS COUNT counters of the mapped EPS security context which shall be taken into use. If the UE has a non-current native EPS security context, the UE shall include the KSIASME in the Non-current native NAS key set identifier IE and its associated GUTI, as specified above, either in the Old GUTI IE or in the Additional GUTI IE of the TRACKING AREA UPDATE REQUEST message. The UE shall set the TSC flag in the Non-current native NAS key set identifier IE to "native security context".
For the case z, the TRACKING AREA UPDATE REQUEST message shall be integrity protected using the 5G NAS security context available in the UE. The UE shall include a GUTI, mapped from 5G-GUTI (see 3GPP TS 23.501 [54] and 3GPP TS 23.003 [2]), in the Old GUTI IE in the TRACKING AREA UPDATE REQUEST message. In addition, the UE shall include Old GUTI type IE with GUTI set to "Native GUTI", and the UE shall include a UE status IE with a 5GMM registration status set to "UE is in 5GMM-REGISTERED state". Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE.
For the case zd, the TRACKING AREA UPDATE REQUEST message shall be integrity protected using the mapped EPS security context as derived when triggering the handover to E-UTRAN (see subclause 4.4.2.2). The UE shall include a GUTI, mapped from 5G-GUTI (see 3GPP TS 23.501 [54] and 3GPP TS 23.003 [2]), in the Old GUTI IE in the TRACKING AREA UPDATE REQUEST message. In addition, the UE shall include Old GUTI type IE with GUTI set to "Native GUTI", and the UE shall include a UE status IE with a 5GMM registration status set to "UE is in 5GMM-REGISTERED state". Additionally, if the UE holds a valid GUTI, the UE shall indicate the GUTI in the Additional GUTI IE. If the UE has a non-current native EPS security context, the UE shall include the KSIASME in the Non-current native NAS key set identifier IE of the TRACKING AREA UPDATE REQUEST message. The UE shall set the TSC flag in the Non-current native NAS key set identifier IE to "native security context".
When the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE. The UE shall include the EPS bearer context status IE in TRACKING AREA UPDATE REQUEST message:
-	for the case f;
-	for the case s; 
-	for the case z; and
-	if the UE has established PDN connection(s) of "non IP" or Ethernet PDN type.
If the UE initiates the first tracking area updating procedure following an attach in A/Gb mode or Iu mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
If the UE initiates the first tracking area updating procedure following an initial registration in N1 mode and the UE is operating in the single-registration mode, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports SRVCC to GERAN/UTRAN, the UE shall set the SRVCC to GERAN/UTRAN capability bit in the MS network capability IE to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported".
For all cases except case b, if the UE supports vSRVCC from S1 mode to Iu mode, then the UE shall set the H.245 after handover capability bit in the UE network capability IE to "H.245 after SRVCC handover capability supported" and additionally set the SRVCC to GERAN/UTRAN capability bit in the MS network capability IE to "SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported" in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports ProSe direct discovery, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct discovery bit to "ProSe direct discovery supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports ProSe direct communication, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe direct communication bit to "ProSe direct communication supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports acting as a ProSe UE-to-network relay, then the UE shall set the ProSe bit to "ProSe supported" and set the ProSe UE-to-network relay bit to "acting as a ProSe UE-to-network relay supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
If the UE supports NB-S1 mode, Non-IP or Ethernet PDN type, or N1 mode, then the UE shall support the extended protocol configuration options IE.
For all cases except case b, if the UE supports the extended protocol configuration options IE, then the UE shall set the ePCO bit to "extended protocol configuration options supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports V2X communication over PC5, then the UE shall set the V2X PC5 bit to "V2X communication over PC5 supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports the restriction on use of enhanced coverage, then the UE shall set the RestrictEC bit to "Restriction on use of enhanced coverage supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports the control plane data back-off timer T3448, the UE shall set the CP backoff bit to "backoff timer for transport of user data via the control plane supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports dual connectivity with NR, then the UE shall set the DCNR bit to "dual connectivity with NR supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message and shall include the UE additional security capability IE in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports SGC, then the UE shall set the SGC bit to "service gap control supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports signalling for a maximum number of 15 EPS bearer contexts, then the UE shall set the 15 bearers bit to "Signalling for a maximum number of 15 EPS bearer contexts supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For all cases except cases b and zb, if the UE supports ciphered broadcast assistance data and the UE needs to obtain new ciphering keys, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case ee, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case a, if the UE supports ciphered broadcast assistance data and the UE detects entering a tracking area for which one or more ciphering keys stored at the UE is not applicable, the UE should include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case b, if the UE supports ciphered broadcast assistance data and the remaining validity time for one or more ciphering keys stored at the UE is less than timer T3412, the UE should include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, if the UE supports N1 mode, the UE shall set the N1mode bit to "N1 mode supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message and shall include the UE additional security capability IE in the TRACKING AREA UPDATE REQUEST message.
For all cases except case b, in WB-S1 mode, if the UE supports RACS the UE shall set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For case zx, in WB-S1 mode, if the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN, the UE shall include the UE radio capability ID availability IE set to "UE radio capability ID available" in the TRACKING AREA UPDATE REQUEST message.


Figure 5.5.3.2.2.1: Tracking area updating procedure


*** Next change ***
[bookmark: _Toc11996626]5.5.3.3.2	Combined tracking area updating procedure initiation
The UE operating in CS/PS mode 1 or CS/PS mode 2, in state EMM-REGISTERED, shall initiate the combined tracking area updating procedure:
a)	when the UE that is attached for both EPS and non-EPS services detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME, unless the UE is configured for "AttachWithIMSI" as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17] and is entering a tracking area in a new PLMN that is neither the registered PLMN nor in the list of equivalent PLMNs;
b)	when the UE that is attached for EPS services wants to perform an attach for non-EPS services. In this case the EPS update type IE shall be set to "combined TA/LA updating with IMSI attach";
c)	when the UE performs an intersystem change from A/Gb mode to S1 mode and the EPS services were previously suspended in A/Gb mode;
d)	when the UE performs an intersystem change from A/Gb or Iu mode to S1 mode, and the UE previously either performed a combined GPRS attach procedure, an IMSI attach procedure, a location area updating procedure or a combined routing area updating procedure, in A/Gb or Iu mode, or moved to A/Gb or Iu mode from S1 mode through an SRVCC handover or moved to Iu mode from S1 mode through an vSRVCC handover. In this case the EPS update type IE shall be set to "combined TA/LA updating with IMSI attach";
e)	when the UE enters EMM-REGISTERED.NORMAL-SERVICE and the UE's TIN indicates "P-TMSI";
f)	when the UE receives an indication from the lower layers that the RRC connection was released with cause "load balancing TAU required";
g)	when the UE deactivated EPS bearer context(s) locally while in EMM-REGISTERED, because it was not able or not allowed to establish a NAS signalling connection, and then returns to EMM-REGISTERED.NORMAL-SERVICE and no EXTENDED SERVICE REQUEST message, CONTROL PLANE SERVICE REQUEST message or DETACH REQUEST message is pending to be sent by the UE;
h)	when the UE changes the UE network capability information or the MS network capability information or both;
i)	when the UE changes the UE specific DRX parameter;
j)	when the UE receives an indication of "RRC Connection failure" from the lower layers and has no signalling or user uplink data pending (i.e when the lower layer requests NAS signalling connection recovery);
k)	when due to manual CSG selection the UE has selected a CSG cell whose CSG identity and associated PLMN identity are not included in the UE's Allowed CSG list or in the UE's Operator CSG list;
l)	when the UE reselects an E-UTRAN cell while it was in GPRS READY state or PMM-CONNECTED mode;
m)	when the UE supports SRVCC to GERAN or UTRAN or supports vSRVCC to UTRAN, and changes the mobile station classmark 2 or the supported codecs, or the UE supports SRVCC to GERAN and changes the mobile station classmark 3;
n)	when the UE changes the radio capability for GERAN or cdma2000® or both;
o)	when the UE's usage setting or the voice domain preference for E-UTRAN change in the UE;
p)	when the UE activates mobility management for IMS voice termination as specified in 3GPP TS 24.008 [13], annex P.2, and the TIN indicates "RAT-related TMSI";
q)	when the UE performs an intersystem change from A/Gb mode to S1 mode and the TIN indicates "RAT-related TMSI", but the UE is required to perform tracking area updating for IMS voice termination as specified in 3GPP TS 24.008 [13], annex P.4;
r)	upon reception of a paging indication, if the UE is in state EMM-REGISTERED.ATTEMPTING-TO-UPDATE and the paging indication uses S-TMSI or it uses IMSI with domain indicator set to ″CS″;
s)	when the UE needs to update the network with EPS bearer context status due to local de-activation of EPS bearer context(s) as specified in subclause 6.5.1.4A;
t)	when the UE performs an intersystem change from A/Gb or Iu mode to S1 mode, and the UE has previously performed the MM connection establishment for CS fallback emergency calls (see 3GPP TS 24.008 [13], subclause 4.5.1.5a) without performing a location area updating procedure or combined routing area updating procedure while camping on a location area which is different from the stored location area. In this case, the EPS update type IE shall be set to "combined TA/LA updating with IMSI attach";
u)	when the UE performs an intersystem change from A/Gb or Iu mode to S1 mode, and the MM update status is U2 NOT UPDATED. In this case the EPS update type IE shall be set to "combined TA/LA updating with IMSI attach";
v)	when the UE needs to request the use of PSM or needs to stop the use of PSM;
w)	when the UE needs to request the use of eDRX or needs to stop the use of eDRX;
x)	when a change in the eDRX usage conditions at the UE requires different extended DRX parameters;
y)	when a change in the PSM usage conditions at the UE requires a different timer T3412 value or different timer T3324 value;
NOTE 1:	A change in the PSM or eDRX usage conditions at the UE can include e.g. a change in the UE configuration, a change in requirements from upper layers or the battery running low at the UE.
z)	when the CIoT EPS optimizations the UE needs to use, change in the UE;
za)	when the Default_DCN_ID value changes, as specified in 3GPP TS 24.368 [15A] or in USIM file NASCONFIG as specified in 3GPP TS 31.102 [17];
NOTE 2:	The tracking area updating procedure is initiated after deleting the DCN-ID list as specified in annex C.
zb)	when the UE performs inter-system change from N1 mode to S1 mode in EMM-IDLE mode, the UE operates in single-registration mode, and conditions specified in 3GPP TS 24.501 [54] apply;
zc)	when the UE in EMM-IDLE mode changes the radio capability for E-UTRAN; or
zd)	when the UE performs inter-system change from N1 mode to S1 mode in EMM-CONNECTED mode;.
zx)	when the UE in EMM-IDLE mode changes the radio capability for NG-RAN; or 
zy)	in WB-S1 mode, when the applicable UE radio capability ID for the current UE radio configuration changes due to a reselection to a new PLMN or a revocation of the network-assigned UE radio capability IDs by the serving PLMN.
For case c, if the TIN indicates "RAT-related TMSI" and the EPS services were not resumed before returning to S1 mode, the UE shall set the TIN to "P-TMSI" before initiating the combined tracking area updating procedure.
For cases n, and zc and zx, the UE shall include a UE radio capability information update needed IE in the TRACKING AREA UPDATE REQUEST message. Additionally, in WB-S1 mode, if the UE supports RACS and the UE has an applicable UE radio capability ID for the new UE radio configuration in the serving PLMN, the UE shall include the UE radio capability ID availability IE set to "UE radio capability ID available" in the TRACKING AREA UPDATE REQUEST message.
For case l, if the TIN indicates "RAT-related TMSI", the UE shall set the TIN to "P-TMSI" before initiating the combined tracking area updating procedure.
For case r, the "active" flag in the EPS update type IE shall be set to 1. If the paging is received for CS fallback, the UE shall send the EXTENDED SERVICE REQUEST message to the MME by using the existing NAS signalling connection after the completion of the tracking area updating procedure.
To initiate a combined tracking area updating procedure the UE sends the message TRACKING AREA UPDATE REQUEST to the network, starts timer T3430 and changes to state EMM-TRACKING-AREA-UPDATING-INITIATED. The value of the EPS update type IE in the message shall indicate "combined TA/LA updating" unless explicitly specified otherwise.
If the UE initiates the combined tracking area updating procedure for EPS services and "SMS only", the UE shall indicate "SMS only" in the additional update type IE.
The UE shall include the TMSI status IE if no valid TMSI is available. Furthermore, if the UE has stored a valid location area identification, the UE shall include it in the Old location area identification IE in the TRACKING AREA UPDATE REQUEST message.
If the UE has stored a valid TMSI, the UE shall include the TMSI based NRI container IE in the TRACKING AREA UPDATE REQUEST message.
For cases g, s and zb, the UE shall include EPS bearer context status IE in TRACKING AREA UPDATE REQUEST message.
In WB-S1 mode, if the UE supports RACS the UE shall set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message.
For case zy, in WB-S1 mode, if the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN, the UE shall include the UE radio capability ID availability IE set to "UE radio capability ID available" in the TRACKING AREA UPDATE REQUEST message.

*** Next change ***
[bookmark: _Toc11996874]8.2.4.1	Message definition
This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.4.1.
Message type:	ATTACH REQUEST
Significance:	dual
Direction:	UE to network
Table 8.2.4.1: ATTACH REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Attach request message identity
	Message type
9.8
	M
	V
	1

	
	EPS attach type
	EPS attach type
9.9.3.11
	M
	V
	1/2

	
	NAS key set identifier
	NAS key set identifier
9.9.3.21
	M
	V
	1/2

	
	EPS mobile identity
	EPS mobile identity
9.9.3.12
	M
	LV
	5-12

	
	UE network capability
	UE network capability
9.9.3.34
	M
	LV
	3-14

	
	ESM message container
	ESM message container
9.9.3.15
	M
	LV-E
	5-n

	19
	Old P-TMSI signature
	P-TMSI signature
9.9.3.26
	O
	TV
	4

	50
	Additional GUTI
	EPS mobile identity
9.9.3.12
	O
	TLV
	13

	52
	Last visited registered TAI
	Tracking area identity
9.9.3.32
	O
	TV
	6

	5C
	DRX parameter
	DRX parameter
9.9.3.8
	O
	TV
	3

	31
	MS network capability
	MS network capability
9.9.3.20
	O
	TLV
	4-10

	13
	Old location area identification
	Location area identification
9.9.2.2
	O
	TV
	6

	9-
	TMSI status
	TMSI status
9.9.3.31
	O
	TV
	1

	11
	Mobile station classmark 2
	Mobile station classmark 2
9.9.2.4
	O
	TLV
	5

	20
	Mobile station classmark 3
	Mobile station classmark 3
9.9.2.5
	O
	TLV
	2-34

	40
	Supported Codecs
	Supported Codec List
9.9.2.10
	O
	TLV
	5-n

	F-
	Additional update type
	Additional update type
9.9.3.0B
	O
	TV
	1

	5D
	Voice domain preference and UE's usage setting
	Voice domain preference and UE's usage setting
9.9.3.44
	O
	TLV
	3

	D-
	Device properties
	Device properties
9.9.2.0A
	O
	TV
	1

	E-
	Old GUTI type
	GUTI type
9.9.3.45
	O
	TV
	1

	C- 
	MS network feature support
	MS network feature support 
9.9.3.20A
	O
	TV
	1

	10
	TMSI based NRI container
	Network resource identifier container
9.9.3.24A
	O
	TLV
	4

	6A
	T3324 value
	GPRS timer 2
9.9.3.16A
	O
	TLV
	3

	5E
	T3412 extended value
	GPRS timer 3
9.9.3.16B
	O
	TLV
	3

	6E
	Extended DRX parameters
	Extended DRX parameters
9.9.3.46
	O
	TLV
	3

	6F
	UE additional security capability
	UE additional security capability
9.9.3.53
	O
	TLV
	6

	6D
	UE status
	UE status
9.9.3.54
	O
	TLV
	3

	17
	Additional information requested
	Additional information requested
9.9.3.55
	O
	TV
	2

	32
	N1 UE network capability
	N1 UE network capability
9.9.3.57
	O
	TLV
	3-15

	X-
	UE radio capability ID availability
	UE radio capability ID availability
9.9.3.aa
	O
	TV
	1




*** Next change ***
[bookmark: _Toc11996876]8.2.4.xx	UE radio capability ID availability IE
The UE shall include this IE in WB-S1 mode if the UE supports RACS and the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN.

*** Next change ***
[bookmark: _Toc11996940]8.2.20.1	Message definition
This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.20.1.
Message type:	SECURITY MODE COMMAND
Significance:	dual
Direction:	network to UE
Table 8.2.20.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type
9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.9.3.23
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier
9.9.3.21
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.9.2.9
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability
9.9.3.36
	M
	LV
	3-6

	C-
	IMEISV request
	IMEISV request
9.9.3.18
	O
	TV
	1

	55
	Replayed nonceUE
	Nonce
9.9.3.25
	O
	TV
	5

	56
	NonceMME
	Nonce
9.9.3.25
	O
	TV
	5

	4F
	HashMME
	HashMME
9.9.3.50
	O
	TLV
	10

	6F
	Replayed UE additional security capability
	UE additional security capability
9.9.3.53
	O
	TLV
	6

	X-
	UE radio capability ID request
	UE radio capability ID request
9.9.3.bb
	O
	TV
	1




*** Next change ***
[bookmark: _Toc11996941]8.2.20.x	UE radio capability ID request
The MME may include this information element in WB-S1 mode to request the UE to send its UE radio capability ID with the corresponding SECURITY MODE COMPLETE message.

*** Next change ***
[bookmark: _Toc11996947]8.2.21.1	Message definition
This message is sent by the UE to the network in response to a SECURITY MODE COMMAND message. See table 8.2.21.1.
Message type:	SECURITY MODE COMPLETE
Significance:	dual
Direction:	UE to network
Table 8.2.21.1: SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Security mode complete message identity
	Message type
9.8
	M
	V
	1

	23
	IMEISV
	Mobile identity
9.9.2.3
	O
	TLV
	11

	79
	Replayed NAS message container
	Replayed NAS message container
9.9.3.51
	O
	TLV-E
	3-n

	XX
	UE radio capability ID
	UE radio capability ID
9.9.3.cc
	O
	TLV
	3-n




*** Next change ***
[bookmark: _Toc11996948]8.2.21.x	UE radio capability ID
The UE shall include this information element in WB-S1 mode if the UE radio capability ID was requested within the corresponding SECURITY MODE COMMAND message.

*** Next change ***
[bookmark: _Toc11996990]8.2.29.1	Message definition
The purposes of sending the tracking area update request by the UE to the network are described in subclause 5.5.3.1. See table 8.2.29.1.
Message type:	TRACKING AREA UPDATE REQUEST
Significance:	dual
Direction:	UE to network
Table 8.2.29.1: TRACKING AREA UPDATE REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Tracking area update request message identity
	Message type
9.8
	M
	V
	1

	
	EPS update type
	EPS update type
9.9.3.14
	M
	V
	1/2

	
	NAS key set identifier
	NAS key set identifier
9.9.3.21
	M
	V
	1/2

	
	Old GUTI 
	EPS mobile identity
9.9.3.12
	M
	LV
	12

	B-
	Non-current native NAS key set identifier
	NAS key set identifier
9.9.3.21
	O
	TV
	1

	8-
	GPRS ciphering key sequence number
	Ciphering key sequence number 
9.9.3.4a
	O
	TV
	1

	19
	Old P-TMSI signature
	P-TMSI signature
9.9.3.26
	O
	TV
	4

	50
	Additional GUTI
	EPS mobile identity
9.9.3.12
	O
	TLV
	13

	55
	NonceUE
	Nonce
9.9.3.25
	O
	TV
	5

	58
	UE network capability
	UE network capability
9.9.3.34
	O
	TLV
	4-15

	52
	Last visited registered TAI
	Tracking area identity
9.9.3.32
	O
	TV
	6

	5C
	DRX parameter
	DRX parameter
9.9.3.8
	O
	TV
	3

	A-
	UE radio capability information update needed
	UE radio capability information update needed
9.9.3.35
	O
	TV
	1

	57
	EPS bearer context status
	EPS bearer context status
9.9.2.1
	O
	TLV
	4

	31
	MS network capability
	MS network capability
9.9.3.20
	O
	TLV
	4-10

	13
	Old location area identification
	Location area identification
9.9.2.2
	O
	TV
	6

	9-
	TMSI status
	TMSI status
9.9.3.31
	O
	TV
	1

	11
	Mobile station classmark 2
	Mobile station classmark 2
9.9.2.4
	O
	TLV
	5

	20
	Mobile station classmark 3
	Mobile station classmark 3
9.9.2.5
	O
	TLV
	2-34

	40
	Supported Codecs
	Supported Codec List
9.9.2.10
	O
	TLV
	5-n

	F-
	Additional update type
	Additional update type
9.9.3.0B
	O
	TV
	1

	5D
	Voice domain preference and UE's usage setting
	Voice domain preference and UE's usage setting
9.9.3.44
	O
	TLV
	3

	E-
	Old GUTI type
	GUTI type
9.9.3.45
	O
	TV
	1

	D-
	Device properties
	Device properties
9.9.2.0A
	O
	TV
	1

	C-
	MS network feature support 
	MS network feature support
9.9.3.20A
	O
	TV
	1

	10
	TMSI based NRI container
	Network resource identifier container
9.9.3.24A
	O
	TLV
	4

	6A
	T3324 value
	GPRS timer 2
9.9.3.16
	O
	TLV
	3

	5E
	T3412 extended value
	GPRS timer 3
9.9.3.16B
	O
	TLV
	3

	6E
	Extended DRX parameters
	Extended DRX parameters
9.9.3.46
	O
	TLV
	3

	6F
	UE additional security capability
	UE additional security capability
9.9.3.53
	O
	TLV
	6

	6D
	UE status
	UE status
9.9.3.54
	O
	TLV
	3

	17
	Additional information requested
	Additional information requested
9.9.3.55
	O
	TV
	2

	32
	N1 UE network capability
	N1 UE network capability
9.9.3.57
	O
	TLV
	3-15

	X-
	UE radio capability ID availability
	UE radio capability ID availability
9.9.3.aa
	O
	TV
	1




*** Next change ***
8.2.29.xx	UE radio capability ID availability IE
The UE may include this IE in WB-S1 mode if the UE supports RACS and the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN.

*** Next change ***
[bookmark: _Toc11997248]9.9.3.aa	UE radio capability ID availability
The purpose of the UE radio capability ID availability information element is to indicate that the UE has an applicable UE radio capability ID for the current UE radio configuration in the selected PLMN.
The UE radio capability ID availability is a type 1 information element.
The UE radio capability ID availability information element is coded as shown in figure 9.9.3.aa.1 and table 9.3.aa.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE radio capability ID availability
IEI
	0
spare
	UE radio capability ID availability
value
	octet 1



Figure 9.3.aa.1: UE radio capability ID availability information element
Table 9.3.aa.1: UE radio capability ID availability information element
	UE radio capability ID availability value (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	UE radio capability ID not available

	0
	0
	1
	
	UE radio capability ID available

	

	All other values are interpreted as UE radio capability ID not available by this version of the protocol.

	



9.9.3.bb	UE radio capability ID request
The purpose of the UE radio capability ID request information element is to indicate that the UE radio capability ID shall be included by the UE in the SECURITY MODE COMPLETE message.
The UE radio capability ID request is a type 1 information element.
The UE radio capability ID request information element is coded as shown in figure 9.9.3.bb.1 and table 9.3.bb.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE radio capability ID request
IEI
	0
spare
	UE radio capability ID request
value
	octet 1



Figure 9.3.bb.1: UE radio capability ID request information element
Table 9.3.bb.1: UE radio capability ID request information element
	UE radio capability ID request value (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	UE radio capability ID not requested

	0
	0
	1
	
	UE radio capability ID requested

	

	All other values are interpreted as UE radio capability ID not requested by this version of the protocol.

	



9.9.3.cc	UE radio capability ID
See subclause 9.11.3.yy in 3GPP TS 24.501 [54].

*** End of changes ***
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