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Additional discussion(if needed):
In TS 23.682, 5.13.1.2 T6a/T6b Connection Establishment Procedure, the NIDD procedure for EPC has mentioned:

If an SCS/AS has performed the NIDD Configuration procedure (see clause 5.13.2) with the SCEF for User Identity received in step 2, then step 3 is executed. If no SCS/AS has performed the NIDD Configuration procedure (see clause 5.13.2) with the SCEF for the User Identity, then the SCEF may:

-
reject the T6a/T6b connection setup, or

-
initiate a NIDD Configuration procedure with SCS/AS configured in the SCEF using implementation specific procedures.
In TS 23.502, 4.25.3, it describes the NEF triggered NIDD configuration procedure:
[Optional] If the NEF requires a NIDD configuration with a given AF, then the NEF sends a Nnef_NIDDConfiguration_Trigger (GPSI, AF ID, NEF ID) message to the AF for asking the Nnef_NIDDConfiguration_Create Request for the UE identified by the GPSI.

And it is also described in 23.502, as a _Trigger instead of Subscribe/Notify in service operation semantics.

	Service Name
	Service Operations
	Operation

Semantics
	Example Consumer(s)

	Nnef_NIDDConfiguration
	Create
	Request/Response
	SMF

	
	Trigger
	Trigger
	AF


From above text, even not mentioned explicitly, the new Nnef_NIDDConfiguration_Trigger should be sent to the destination URI based on NEF local configuration. Therefore it is proposed to have a direct notification communication type instead of subscribe-notify communication type for the new Nnef_NIDDConfiguration_Trigger.
Then there are two choices to describe such notification:

· As part of existing NIDD API in TS 29.122; or

· As a separate API dedicated for 5G in TS 29.522.

Considering the following aspects: 

· It is not appropriate to put the notification under 5G feature control since the whole notification message is the very initial communication between the NEF and the AF

· And the 4G SCEF doesn’t support such mechanism (unspecified), including such notification under NIDD API will bring confusion and unclear separation for 4G and 5G functions.
It is recommended to have a dedicated API for 5G NEF as proposed in the text below.

Proposed changes:
*** 1st Change ***
4.1
Overview

The NEF Northbound interface is between the NEF and the AF. It specifies RESTful APIs that allow the AF to access the services and capabilities provided by 3GPP network entities and securely exposed by the NEF.
This document also specifies the procedures triggered at the NEF by API requests from the AF and by event notifications received from 3GPP network entities.

The stage 2 level requirements and signalling flows for the NEF Northbound interface are defined in 3GPP TS 23.502 [2].

The NEF Northbound interface supports the following procedures:

-
Procedures for Monitoring

-
Procedures for Device Triggering

-
Procedures for resource management of Background Data Transfer
-
Procedures for CP Parameters Provisioning

-
Procedures for PFD Management

-
Procedures for Traffic Influence

-
Procedures for changing the chargeable party at session set up or during the session

-
Procedures for setting up an AF session with required QoS
x)
Procedures for non-IP data delivery
Which correspond to the following services respectively, supported by the NEF as defined in 3GPP TS 23.502 [2]:

-
Nnef_EventExposure service
-
Nnef_Trigger service
-
Nnef_BDTPNegotiation service 

-
Nnef_ParameterProvision service
-
Nnef_PFDManagement service
-
Nnef_TrafficInfluence service

-
Nnef_ChargeableParty service

-
Nnef_AFsessionWithQoS service
x)
Nnef_NIDDConfiguration and Nnef_NIDD services
NOTE 1:
For Nnef_PFDManagement service, only the Nnef_PFDManagement_Create/Update/Delete service operations are applicable for the NEF Northbound interface.
NOTE x:
For Nnef_NIDD service, NF consumer other than the AF does not use the NEF Northbound interface.
NOTE y:
For Nnef_NIDDConfiguration service, the Nnef_NIDDConfiguration_Trigger service operation is only applicable for the NEF Northbound interface.
*** Next Change ***
4.4.x
Procedures for Non-IP data delivery
4.4.x.1
General

The procedures are used by the NEF to send/receive the non-IP data to/from the AF. It comprises NIDD configuration and NIDD delivery.
The NIDD configuration may be triggered by the NEF or the AF. If it is triggered by the NEF, the NiddConfigurationTrigger API described in subclause 5.x is used and the procedure is described in subclause 4.4.x.2. 
4.4.x.2
NIDD configuration Triggered by the NEF
If the NEF receives a NIDD connection establishment request from the SMF and if there is no NIDD configuration for the UE, the NEF may send a NIDD configuration trigger to the AF. The NEF determines the destination URI by local configuration. The NEF shall send to the determined destination URL an HTTP POST request that shall include a NiddConfiguarationTrigger data type with:

-
the NEF identifier,
-
the AF identifier, and

-
GPSI as UE identity.
The AF shall acknowledge the HTTP POST request with an HTTP 200 OK response. Then the AF may start NIDD configuration procedure as described in subclause 4.4.x.3.
4.4.x.3
NIDD configuration triggered by the AF and NIDD delivery
The procedures for NIDD configuration triggered by the AF and NIDD delivery are described in subclause 4.4.5 of 3GPP TS 29.122 [4] with the following differences:
-
description of the SCS/AS applies to the AF;

-
description of the SCEF applies to the NEF;

-
description of the MME/SGSN applies to the SMF;

-
for the connection establishment, the interaction between the NEF and the SMF shall use Nnef_SMContext service as specified in 3GPP TS 29.xyz [xx];
-
for MO/MT NIDD, the interaction between the SMF and the NEF shall use Nnef_NIDD service as specified in 3GPP TS 29.xyz [xx].
Editor's note:
New TS number is not ready yet.
*** Next Change ***
5.3
Reused APIs

This subclause describes the northbound APIs which are applicable for both EPS and 5GS. 

Table 5.3.1-1: Reused APIs applicable for both EPS and 5GS

	API Name
	Differences

	ResourceManagementOfBdt
	The "LocBdt_5G" feature as described in subclause 5.4.4 of 3GPP TS 29.122 [4] may only be supported in 5G.

	PfdManagement
	

	MonitoringEvent
	The "Number_of_UEs_in_an_area_notification_5G" feature as described in subclause 5.3.4 of 3GPP TS 29.122 [4] may only be supported in 5G.

	DeviceTriggering
	

	CpProvisioning
	The "ExpectedUMT_5G" feature as described in subclause 5.10.4 of 3GPP TS 29.122 [4] may only be supported in 5G.

	ChargeableParty
	· The "EthChgParty_5G" feature as described in subclause 5.5.4 of 3GPP TS 29.122 [4] may only be supported in 5G.

· The events (i.e. LOSS_OF_BEARER, RECOVERY_OF_BEARER and RELEASE_OF_BEARER) do not apply for 5G.

	AsSessionWithQoS
	· The "EthAsSessionQoS_5G" feature as described in subclause 5.14.4 of 3GPP TS 29.122 [4] may only be supported in 5G.

· The events (i.e. LOSS_OF_BEARER, RECOVERY_OF_BEARER and RELEASE_OF_BEARER) do not apply for 5G.

	NIDD
	


*** Next Change ***
5.x
NiddConfigurationTrigger API

5.x.1
Resources 

There is no resource defined for this API. 

5.x.2
Notifications

5.x.2.1
Introduction

Upon receipt of a NIDD connection establishment request from the SMF and there is no NIDD configuration for the UE, the NEF may send an HTTP POST message in order to trigger the AF to start the NIDD configuration procedure as described in subclause 5.6.3.2.3.4 of 3GPP TS 29.122 [4].
5.x.2.2
Event Notification
URI: {notificationUrI}
The operation shall support the URI variables defined in table 5.x.2.2-1.

Table 5.x.2.2-1: URI variables 
	Name
	Definition

	notificationDestination
	A URI indicating the notification destination where N33 notification requests shall be delivered to.
This URI shall be preconfigured in the NEF.


5.x.2.3
Operation Definition
5.x.2.3.1
Notification via HTTP POST

This method shall support the request data structures specified in table 5.x.2.3.1-1 and the response data structures and response codes specified in table 5.x.2.3.1-2.

Table 5.x.2.3.1-1: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	NiddConfigTrigger
	M
	1 
	The NIDD Configuration Trigger is provided by the NEF to the AF.


Table 5.x.2.3.1-2: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	NiddConfigTriggerReply
	M
	1 
	200 OK
	The trigger is received successfully.

	NOTE:
The mandatory HTTP error status codes for the POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [4] also apply.


5.x.2.3.2
Notification via Websocket 

Not specified in the present specification.
5.x.3
Data Model

5.x.3.1
General

This subclause specifies the application data model supported by the NiddConfigurationTrigger API.
5.x.3.2
Reused data types

The data types reused by the NiddConfigurationTrigger API from other specifications are listed in table 5.x.3.2-1. 
Table 5.x.3.2-1: Re-used Data Types

	Data type
	Reference
	Comments

	Gpsi
	3GPP TS 29.571 [8]
	Identifies a GPSI.

	SupportedFeatures
	3GPP TS 29.571 [8]
	Used to negotiate the applicability of the optional features defined in table 5.x.4-1.


5.x.3.3
Structured data types

5.x.3.3.1
Introduction

This clause defines the structured data types to be used in resource representations.
5.x.3.3.2
Type: NiddConfigTrigger
This type represents a NIDD configuration trigger which is sent from the NEF to the AF. 

Table 5.x.3.3.2-1: Definition of type NiddConfigTrigger
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

(NOTE)

	afId
	string
	M
	1
	Identifies the trigger receiving entity.
	

	nefId
	string
	M
	1
	Identifies the trigger sending entity.
	

	gpsi
	Gpsi
	M
	1
	Identifies a user. 
	

	suppFeat
	SupportedFeatures
	M
	1
	Indicates the list of Supported features used as described in subclause 5.x.4.
	

	NOTE:
Properties marked with a feature as defined in subclause 5.x.4 are applicable as described in subclause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property applies for all the features.


5.x.3.3.3
Type: NiddConfigTriggerReply

This data type represents a reply to a NIDD configuration trigger and is sent from the AF to the NEF. 

Table 5.15.2.1.3-1: Definition of type NiddConfigTriggerReply
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

(NOTE)

	suppFeat
	SupportedFeatures
	M
	1
	Indicates the list of Supported features used as described in subclause 5.x.4.
	

	NOTE:
Properties marked with a feature as defined in subclause 5.x.4 are applicable as described in subclause 5.2.7 of 3GPP TS 29.122 [4]. If no feature is indicated, the related property applies for all the features.


5.x.3.4
Simple data types and enumerations

5.x.3.4.1
Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.
5.x.3.4.2
Simple data types 

The simple data types defined in table 5.x.3.4.2-1 shall be supported.
Table 5.x.3.4.2-1: Simple data types

	Type Name
	Type Definition
	Description
	Applicability

	
	
	
	


5.x.4
Used Features

The table below defines the features applicable to the NiddConfigurationTrigger API. Those features are negotiated as described in subclause 5.2.7 of 3GPP TS 29.122 [4].
Table 5.x.4-1: Features used by NiddConfigurationTrigger API

	Feature number
	Feature Name
	Description

	
	
	


*** Next Change ***
7.2
Security

When CAPIF is used for external exposure, before invoking the API exposed by the NEF, the AF as API invoker shall negotiate the security method (PKI, TLS-PSK or OAUTH2) with CAPIF core function and ensure the NEF has enough credential to authenticate the AF (see 3GPP TS 29.222 [12], subclause 5.6.2.2 and subclause 6.2.2.2).
If PKI or TLS-PSK is used as the selected security method between the AF and the NEF, upon API invocation, the NEF shall retrieve the authorization information from the CAPIF core function as described in 3GPP TS 29.222 [12], subclause 5.6.2.4. 

As indicated in 3GPP TS 33.122 [14], the access to the NEF northbound APIs may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [13]), using the "Client Credentials" authorization grant, where the CAPIF core function (see 3GPP TS 29.222 [12]) plays the role of the authorization server.

NOTE 1:
In this release, only "Client Credentials" authorization grant is supported.
If OAuth2 is used as the selected security method between the AF and the NEF, the AF, prior to consuming services offered by the NEF northbound APIs, shall obtain a "token" from the authorization server, by invoking the Obtain_Authorization service, as described in 3GPP TS 29.222 [12], subclause 5.6.2.3.2.

The NEF northbound APIs do not define any scopes for OAuth2 authorization. It is the NEF responsibility to check whether the AF is authorized to use an API based on the "token". Once the NEF verifies the "token", it shall check whether the NEF identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the AF has full authority to access any resource or operation for the invoked API.

NOTE 2:
For aforementioned security methods, the NEF needs to apply admission control according to access control policies after performing the authorization checks.
NOTE x:
The security requirement in the current subclause does not apply for the NiddConfigurationTrigger and the MsisdnLessMoSms APIs since they are the NEF initiated interaction with the AF. How the security scheme works for the NiddConfigurationTrigger and MsisdnLessMoSms APIs is left to configuration.
*** Next Change ***
A.x
NiddConfigurationTrigger API

openapi: 3.0.0

info:

  title: 3gpp-nidd-configuration-trigger
  version: 1.0.0.alpha-1
  description: |

    API for NIDD Configuration Trigger.

    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).

    All rights reserved.
externalDocs:

  description: 3GPP TS 29.522 V16.0.0; 5G System; Network Exposure Function Northbound APIs.

  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.522/'

security:

  - {}
  - oAuth2ClientCredentials: []
servers:

  - url: '{apiRoot}'
    variables:

      apiRoot:

        default: https://example.com

        description: apiRoot as defined in subclause 5.2.4 of 3GPP TS 29.122.

paths:

  /:

    post:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/NiddConfigurationTrigger'

      responses:

        '200':

          description: Success

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/NiddConfigurationTriggerReply'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'

        '415':

          $ref: 'TS29122_CommonData.yaml#/components/responses/415'

        '429':

          $ref: 'TS29122_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:

  securitySchemes:
    oAuth2ClientCredentials:

      type: oauth2

      flows:

        clientCredentials:

          tokenUrl: '{tokenUrl}'

          scopes: {}
  schemas: 
    NiddConfigurationTrigger:

      type: object

      properties:

        afId:

          type: string

          description: Identifies the trigger receiving entity.
        nefId:

          type: string

          description: Identifies the trigger sending entity.
        gpsi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        suppFeat:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - afId
        - nefId

        - gpsi
        - suppFeat
    NiddConfigurationTriggerReply:

      type: object

      properties:

        suppFeat:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      required:

        - suppFeat
*** End of Changes ***

