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	Reason for change:
	According to RFC 5996 and RFC 7296:

IKE is a reliable protocol: the initiator MUST retransmit a request until it either receives a corresponding response or deems the IKE SA to have failed. In the latter case, the initiator discards all state associated with the IKE SA and any Child SAs that were negotiated using that IKE SA.

Based on this assumption, in C1-186884 (CR 0036), the behavior of both UE and N3IWK has been defined, specifying that in this case the IKE SA and any associated child SAs shall be deleted locally.
However, in case of connection to the EPC via ePDG, the specification does not clarify that such deletion is needed as well. Therefore, it is proposed to introduce similar modification also to 24.302, to indicate that in this scenario, the UE and the ePDG as well shall delete the IKE SA and any associated child SA locally.

	
	

	Summary of change:
	Subclauses 7.2.2A was updated to specify that the UE discards all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA.

Subclauses 7.4.1A was updated to specify that the ePDG discards all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA. In addition, the ePDG informs the PGW and the 3GPP AAA Server that the connection has been released.

	
	

	Consequences if not approved:
	Handling of the IKE SA and child SAs in case of “dead peer” will remain unspecified, leading to differing implementations and interoperability issues.
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	Other comments:
	


*** 1st change ***
7.2.2A
Liveness check procedure

If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 and the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 was included in the CFG_REPLY configuration payload within the IKE_AUTH response message received in subclause 7.2.2 the UE shall set the timeout period for the liveness check to the value of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute.

If the UE does not support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 or the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in subclause 8.2.4.2 was not included in the CFG_REPLY configuration payload within the IKE_AUTH response message received in subclause 7.2.2 then:

1)
if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is configured, the UE shall use the timeout period for the liveness check indicated by the LivenessCheckPeriod node; and
2)
if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is not configured, the UE shall use the pre-configured value of the timeout period for liveness check.

NOTE:
The timeout period is pre-configured in the UE in implementation-specific way.
If the UE has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout period for liveness check, the UE shall send an INFORMATIONAL request with no payloads as per IETF RFC 5996 [28]. If an INFORMATIONAL response is not received, the UE shall deem the IKEv2 security association to have failed, and shall discard all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in IETF RFC 5996 [28].
*** 2nd change ***
7.4.1A
Liveness check

If the ePDG has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout period for liveness check selected according to the local policy, the ePDG shall send an INFORMATIONAL request with no payloads IETF RFC 5996 [28]. If an INFORMATIONAL response is not received, the ePDG shall deem the IKEv2 security association to have failed, shall discard all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in IETF RFC 5996 [28] and shall inform the PGW and the 3GPP AAA Server that the connection has been released.
*** End of changes ***
