Page 1



3GPP TSG-CT WG3 Meeting #99
C3-187493
West Palm Beach, Florida(US), 26- 30 November 2018                    (revision of C3-187047)
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	29.594
	CR
	0021
	rev
	1
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Authorization of NF service access by OAuth 2.0

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	C3

	
	

	Work item code:
	5GS_Ph1-CT
	
	Date:
	2018-11-13

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
     Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	3GPP TS 29.500 specifies in clause 6.7.3 that all NFs and the NRF support the OAuth 2.0 protocol defined in IETF RFC 6749 for authorization of the NF service access.

	
	

	Summary of change:
	Adding the support of authorization of NF service access the for spending limit control service by OAuth 2.0.
Format correction of reference [12].

	
	

	Consequences if not approved:
	Spending limit control servive does not support application of OAuth 2.0.

	
	

	Clauses affected:
	2, 3.2, 5.x(new), A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


Additional discussion(if needed):
…
Proposed changes:

*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".

[7]
3GPP TS 32.240: "Charging architecture and principles; Stage 2".

[8]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[9]
OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md.

[10]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".

[11]
3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces".
[12]
3GPP TS 29.513: "5G System; Policy and Charging Control signalling flows and QoS parameter mapping; Stage 3".3
Definitions and abbreviations
[aa]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[bb]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[cc]
3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".

*** 2nd Change ***

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CCS
Converged Charging System

CHF
Charging Function

CTS
Charging Trigger Function

NF
Network Function
NRF
Network Repository Function
PCF
Policy Control Function
*** 3rd Change ***

5.x
Security

As indicated in 3GPP TS 33.501 [aa] and 3GPP TS 29.500 [4], the access to the Nchf_SpendingLimitControl API, based on local configuration, may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [bb]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [cc]) plays the role of the authorization server.

If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nchf_SpendingLimitControl API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [cc], subclause 5.4.2.2.

NOTE:
When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nchf_SpendingLimitControl service.

The Nchf_SpendingLimitControl API defines a single scope "nchf-spendinglimitcontrol" for OAuth2 authorization (as specified in 3GPP TS 33.501 [aa]) for the entire API, and it does not define any additional scopes at resource or operation level.

*** 4th Change ***

A.2
Nchf_SpendingLimitControl Service API

openapi: 3.0.0

info:

  description: Spending Limit Control Service API

  version: "1.PreR15.1.0"

  title: Nchf_SpendingLimitControl

servers:

  - url: '{apiRoot}/nchf-spendinglimitcontrol/v1'
    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause subclause 4.4 of 3GPP TS 29.501
security:

  - {}

  - oAuth2ClientCredentials:
    - nchf-spendinglimitcontrol
paths:

  /subscriptions:

    post:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SpendingLimitContext'

      responses:

        '201':

          description: Success

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SpendingLimitStatus'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

      callbacks:

        statusNotification:

          '{$request.body#/notifUri}/notify': 

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/SpendingLimitStatus'

              responses:

                '204':

                  description: No Content, Notification was succesfull

                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '411':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
        subscriptionTermination:

          '{$request.body#/notifUri}/terminate': 

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/SubscriptionTerminationInfo'

              responses:

                '204':

                  description: No Content, Notification was succesfull

                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /subscriptions/{subscriptionId}:

    parameters:

      - in: path

        name: subscriptionId
        description: Identifies an individual spending limit retrieval subscription.
        required: true

        schema:

          type: string
    put:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SpendingLimitContext'

      responses:

        '200':

          description: OK. Resource was succesfully modified and representation is returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SpendingLimitStatus'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

    delete:

      responses:

        '204':

          description: No Content. Resource was succesfully deleted

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows:

        clientCredentials:

          tokenUrl: '{nrfApiRoot}/oauth2/token'

          scopes:
            nchf-spendinglimitcontrol: Access to the Nchf_SpendingLimitControl API
  schemas:

    SpendingLimitContext:

      type: object

      properties:

        supi:
          description: The Subscription Permanent Identifier (Supi) shall be present within the initial spending limit retrieval procedure (creation of a new individual subscription).
          items:
            $ref: 'TS29.571_CommonData.yaml#/components/schemas/Supi'

        policyCounterIds:

          type: array

          items:

            $ref: '#/components/schemas/PolicyCounterId'

          minItems: 0

          description: This is a list of policy counter identifier(s), which identifies policy counters maintained per subscriber within the CHF.

        notificationUri:
          description: This attribute identifies the recipient of spending limit notifications sent to the NF service consumer by the CHF. The notificationUri shall be present within the initial spending limit retrieval procedure (creation of a new individual subscription). It may be present within the intermediate spending limit retrieval procedure (modification of an existing subscription).
          items:
            $ref: 'TS29.571_CommonData.yaml#/components/schemas/Uri'

        supportedFeatures:
          description: The list of supported features as described in subclause 5.8 shall be supplied by the NF service consumer in the POST request that request the creation of a spending limit report resource.
          items:
            $ref: 'TS29.571_CommonData.yaml#/components/schemas/SupportedFeatures'

    SpendingLimitStatus:

      type: object

      properties:

        supi:
          description: The Subscription Permanent Identifier (Supi) shall be present within the callback notify service operation (notification of the status of subscribed policy counters).
          items:
            $ref: 'TS29.571_CommonData.yaml#/components/schemas/Supi'

        statusInfos:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/PolicyCounterInfo'

          minProperties: 1

          description: Status of the requested policy counters. The key of the map is the attribute "policyCounterId".
        supportedFeatures:
          description: If the supportedFeatures is included in the request by the NF service consumer, it shall be supplied in the reply of the corresponding request by the CHF.
          items:
            $ref: 'TS29.571_CommonData.yaml#/components/schemas/SupportedFeatures' 

      required:

        - statusInfos

    PolicyCounterInfo:

      type: object

      properties:

        policyCounterId:
          items:

            $ref: '#/components/schemas/PolicyCounterId'
        currentStatus:

          type: string

          description: Identifies the policy counter status applicable for a specific policy counter identified by the policyCounterId. The values (e.g. valid, invalid or any other status) are not specified. The interpretation and actions related to the defined values are out of scope of 3GPP.

        penPolCounterStatuses:

          type: array

          items:

            $ref: '#/components/schemas/PendingPolicyCounterStatus'

          minItems: 0

          description: Provides the pending policy counter status.

      required:

        - policyCounterId

        - currentStatus

    PendingPolicyCounterStatus:

      type: object

      properties:

        policyCounterStatus:

          type: string

          description: Identifies the policy counter status applicable for a specific policy counter identified by the policyCounterId. The values (e.g. valid, invalid or any other status) are not specified. The interpretation and actions related to the defined values are out of scope of 3GPP.

        activationTime:
          description: Indicates the activation times per required policy counter.
          items:
            $ref: 'TS29.571_CommonData.yaml#/components/schemas/DateTime'

      required:

        - policyCounterStatus

        - activationTime

    PolicyCounterId:

      type: string

      description: Identifies a policy counter.

    SubscriptionTerminationInfo:

      type: object

      properties:

        supi:

          $ref: 'TS29.571_CommonData.yaml#/components/schemas/DateTime'

        termCause:

          $ref: '#/components/schemas/TerminationCause'

      required:

        - supi
    TerminationCause:

      anyOf:

      - type: string

        enum:

          - REMOVED_SUBSCRIBER

      - type: string
*** End of Changes ***

