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	Reason for change:
	The definition of the EF for 5GS 3GPP Access NAS Security Context includes a TLV for the Identifiers of selected NAS integrity and encryption algorithms. 
From TS 33.501 and TS 24.501 it is clear that there are 2 separate identifiers for the integrity and the encryption algorithm, each of which has 4 bits, but the definition of the TLV currently suggests (erroneously) that there is only identifier included:
Least significant bit of the security algorithm identifier is the b1 of this TLV value field. Most siginificant bit of the security algorithm identifier is b4 of this TLV value field as per the NAS security algorithms identifer element defined in TS 33.501 [105].
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It is proposed to replace this with a similar definition as for the EF of the EPS NAS Security Context (4.2.92):
Byte 1 of this TLV value field: first byte of the NAS security algorithms information element
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	Summary of change:
	Coding of the TLV for Identifiers of selected NAS integrity and encryption algorithms is clarified to be based on the coding of the value part of the NAS security algorithms information element defined in TS 24.501.

	
	

	Consequences if not approved:
	Current definition allows to store only one identifier on the EF, and it is even unclear whether this identifier is referring to the encryption or the integrity algorithm.
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	Other comments:
	Changes in this CR are made on top of the already agreed text from C6-180419 (in CT6#89-Bis). So, C6-180419 shall be implemented before implementing this CR.


4.4.xx.4
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)

If service n°122 is "available" in EFUST, this file shall be present.

This EF contains the 5GS 3GPP access NAS security context as defined in TS 24.501 [104], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.

	Identifier: '4F03'
	Structure: linear fixed
	Optional

	SFI: '03'
	

	Record size: X bytes (X≥54)
	Update activity: high

	Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	5GS NAS Security Context TLV Object
	M
	X bytes


5GS NAS Security Context tags

	Description
	Tag Value

	5GS NAS Security Context Tag
	'A0'


5GS NAS Security Context information

	Description
	Value
	M/O
	Length (bytes)

	5GS NAS Security Context Tag
	'A0'
	M
	1

	Length (length of all subsequent data)
	Y
	M
	Note 1

	ngKSI Tag
	'80'
	M
	1

	Length
	K
	M
	Note 1

	ngKSI
	--
	M
	K

	KAMF Tag
	'81'
	M
	1

	Length
	L
	M
	Note 1

	KAMF
	--
	M
	L

	Uplink NAS count Tag
	'82'
	M
	1

	Length
	M
	M
	Note 1

	Uplink NAS count
	--
	M
	M

	Downlink NAS count Tag
	'83'
	M
	1

	Length
	N
	M
	Note 1

	Downlink NAS count 
	--
	M
	N

	Identifiers of selected NAS integrity and encryption algorithms Tag
	'84'
	M
	1

	Length
	S
	M
	Note 1

	Identifiers of selected NAS integrity and encryption algorithms
	--
	M
	S

	Note 1:
The length is coded according to ISO/IEC 8825-1 [35]


-
ngKSI Tag '80'

Contents:

The ngKSI (Key Set Identifier in 5G) as defined in TS 33.501 [105] is coded on 1 byte.

Coding:
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	bits b4 to b8 are coded 0


-
KAMF Tag '81'

Contents:

The KAMF as defined in TS 33.501 [105] is coded on 32 bytes. The ME shall treat any KAMF values stored in this EF as invalid if the ngKSI indicates that no KAMF is available or if the length indicated in the KAMF TLV is set to '00',

Coding:

The most significant bit of KAMF is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KAMF is the least significant bit of the last byte of this TLV value field.

-
Uplink NAS count Tag '82'

Contents:

The uplink NAS count as defined in TS 33.501 [105] is coded on 4 bytes.

Coding:

The most significant bit of the uplink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the uplink NAS count is the least significant bit of the last byte of this TLV value field.

-
Downlink NAS count Tag '83'

Contents:

The downlink NAS count as defined in TS 33.501 [105] is coded on 4 bytes.

Coding:

The most significant bit of the downlink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the downlink NAS count is the least significant bit of the last byte of this TLV value field.

-
Identifiers of selected NAS integrity and encryption algorithms Tag '84'

Contents:

The identifiers of selected NAS integrity and encryption algorithms as defined in TS 33.501 [105] and TS 24.501 [104]. In this release the identifiers of selected NAS integrity and encryption algorithms are coded as two 4-bit identifiers in one byte.

Coding:

Coding is same as the content of the NAS security algorithms information element defined in TS 24.501 [104].
Byte 1 of this TLV value field: first byte of the value part of the NAS security algorithms information element
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Unused bytes shall be set to 'FF'.

In order to mark the stored 5GS NAS security context as invalid: 

-
the record bytes shall be set to 'FF', or

-
the ngKSI is set to '07', or

-
the length indicated in the KAMF TLV is set to '00'.

