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	Reason for change:
	The sub-clause 5.4.1.2.2.2 contains an editor’s note on the key derivation function field, quote:

Editor's Note:
It is FFS what the UE should do if the Key Derivation Funtion field is of a value not equal to 1.
The format of the AT_KDF attribute is described by IETF RFC 5448 and there it’s indicated that the value 1 of the key derivation function field represents the

default key derivation function for EAP-AKA', i.e., employing CK' and IK'. This is actually the only one allowed by TS 33.501 in Rel-15, so the receipt of a value different than 1 should be considered by a Rel-15 UE that something wrong has happened. It’s then proposed to handle this case as an abnormal case.
Considering what the IETF RFC 5448 states under sub-clause 3.2 and IETF RFC 4187, quote:
IETF RFC 5448:
3.2.  AT_KDF
[..]
However, if the peer does not support this function or is unwilling to use it, it does not process the received EAP-Request/AKA'-Challenge in any way except by responding with the EAP-Response/AKA'-Challenge message that contains only one attribute, AT_KDF withthe value set to the selected alternative. If there is no suitable alternative, the peer behaves as if AUTN had been incorrect and authentication fails (see Figure 3 of [RFC4187]).
IETF RFC 4187:
The peer sends an explicit error message (EAP-Response/AKA-Authentication-Reject) to the EAP server, as usual in AKA when AUTN is incorrect.
It’s therefore proposed to handle the case when the key derivation function field is of a value other than 1 as specified in IETF RFC 5448 sub-clause 3.2 for the case when the AUTN had been incorrect.

	
	

	Summary of change:
	The editor’s note is resolved so that a new abnormal case in the UE sub-clause which describe the case when key derivation function field of the AT_KDF attribute is different than 1.

	
	

	Consequences if not approved:
	Editor’s note remains in the specification with regards to the key derivation function field. No behaviour defined for the UE implementation when the key derivation function field is set to a value other than 1.
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***** Next change *****
5.4.1.2.2.2
Initiation
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The AUSF shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 9.9.1. The AUSF may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.

Upon receiving an EAP-request/AKA'-challenge message, the UE shall check whether the UE has a USIM, shall check the key derivation function indicated in AT_KDF attributes as specified in IETF RFC 5448 [40], and if the value of the Key Derivation Function field within the received AT_KDF attribute, is of value 1, shall check:

a)
whether the network name field of the AT_KDF_INPUT attribute is the SNN constructed according to subclause 9.9.1; and
b)
whether the network name field of the AT_KDF_INPUT attribute matches the PLMN identity saved in the UE.


The PLMN identity the UE uses for the above network name check is as follows:

a)
when the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
after handover or inter-system change to N1 mode in 5GMM-CONNECTED mode:

1)
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

2)
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

3)
if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor's Note:
In the eventuality that RAN2 decides to use different TAI for 4G and for 5G, the above requirements will need to be revisited.

***** Next change *****
5.4.1.2.2.12
Abnormal cases in the UE
The following abnormal cases can be identified:

a)
EAP-request/AKA'-challenge message with the key derivation function indicated in AT_KDF attributes set to a value other than 1.

The UE shall act as specified in IETF RFC 5448 [40] subclause 3.2 for the case when the AUTN had been incorrect.
