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***** Next change *****
5.4.1.3.6
Authentication not accepted by the UE

In the 5G authentication challenge, the UE shall check the 5G authentication challenge data (RAND, AUTN and ngKSI) received in the AUTHENTICATION REQUEST message to verify authenticity of the 5G core network.
The ME shall check that ngKSI received in the AUTHENTICATION REQUEST message is not already in use. The ME shall forward the RAND and AUTN to the USIM to check.
The UE may reject the core network due to an incorrect, AUTN or ngKSI parameter. If the UE has to reject the 5G authentication challenge, the UE shall return AUTHENTICATION FAILURE message to the network with a cause value indicating the reason for the failure (see 3GPP TS 33.501 [24]).

Incorrect 5G authentication challenge data contains four possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.1.3.7, item c.
b)
Non-5G authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is set to 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #26 "non-5G authentication unacceptable" (see subclause 6.1.3 in 3GPP TS 33.501 [24]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item d.
c) 
ngKSI already in use:

If the UE detects that ngKSI received in the AUTHENTICATION REQUEST message is already in use in the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #71 "ngKSI already in use". The UE shall then follow the procedure described in subclause 5.4.1.3.7, item e. 

d)
SQN failure:


If the UE finds the sequence number SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [23]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item f.
If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3516, if running.
If the UE has a PDU session for emergency services established or is establishing such a PDU session, additional UE requirements are specified in subclause 5.4.1.3.7, under "for items c, d, e and f".
5.4.1.3.7
Abnormal cases

a)
Lower layer failure.

Upon detection of lower layer failure before the AUTHENTICATION RESPONSE message is received, the network shall abort the procedure.

b)
Expiry of timer T3560.

The network shall, on the first expiry of the timer T3560, retransmit the AUTHENTICATION REQUEST message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3560, the network shall abort the 5G AKA based primary authentication and key agreement procedure and any ongoing 5GMM specific procedure and release the N1 NAS signalling connection.

c)
Authentication failure (5GMM cause #20 "MAC failure").

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #20 "MAC failure" according to subclause 5.4.1.3.6, to the network and start timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUTI originally used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall proceed as specified in subclause 5.4.3.3.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may also terminate the 5G AKA based primary authentication and key agreement procedure (see subclause 5.4.1.3.5).


If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should terminate the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).

If the network is validated successfully (an AUTHENTICATION REQUEST message that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST message while T3520 is running, and the MAC value cannot be resolved, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning, or if the message contains a UMTS authentication challenge, the UE shall follow the procedure specified in item d. If the SQN is invalid, the UE shall proceed as specified in item f.
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Figure 5.4.1.3.7.1: Authentication failure during 5G AKA based primary authentication and key agreement procedure

d)
Authentication failure (5GMM cause #26 "non-5G authentication unacceptable").

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #26 "non-5G authentication unacceptable", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUTI originally used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall proceed as specified in subclause 5.4.3.3.
NOTE 2:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may also terminate the 5G AKA based primary authentication and key agreement procedure (see subclause 5.4.1.3.5).


If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should terminate the 5G AKA based primary authentication and key agreement authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).
e)
Authentication failure (5GMM cause #71 "ngKSI already in use").

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #71 "ngKSI already in use", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network performs necessary actions to select a new ngKSI and send the same 5G authentication challenge to the UE.

NOTE 3:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network may also re-initiate the 5G AKA based primary authentication and key agreement procedure (see subclause 5.4.1.3.2).


Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal.

f)
Authentication failure (5GMM cause #21 "synch failure").

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #21 "synch failure", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the 5GMM cause #21 "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the AMF to delete all unused authentication vectors for that SUPI and obtain new vectors from the UDM/AUSF. When re-synchronisation is complete, the network shall initiate the 5G AKA based primary authentication and key agreement procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3520, if running.

NOTE 4:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with 5GMM cause #21 "synch failure", the network may terminate the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST message is received which contains a valid SQN and MAC) while T3520 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


Upon receipt of an AUTHENTICATION REJECT message, the UE shall perform the actions as specified in subclause 5.4.1.3.5.
g)
Network failing the authentication check.

If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [28]). The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an invalid MAC or SQN or if the new ngKSI was already in use.
Editor's note:
It is FFS if the RRC will provide the barring service.
h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the 5G AKA based primary authentication and key agreement procedure is triggered by a registration procedure for mobility and periodic registration update).

The UE shall stop the timer T3520, if running, and re-initiate the registration procedure for mobility and periodic registration update.

i)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with TAI change from lower layers (if the 5G AKA based primary authentication and key agreement procedure is triggered by a service request procedure).

The UE shall stop the timer T3520, if running.


If the current TAI is not in the TAI list, the 5G AKA based primary authentication and key agreement procedure shall be aborted and a registration procedure for mobility and periodic registration update shall be initiated.


If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the 5G AKA based primary authentication and key agreement procedure.

j)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without TAI change from lower layers (if the authentication procedure is triggered by a service request procedure).

The UE shall stop the timer T3520, if running. It is up to the UE implementation how to re-run the ongoing procedure that triggered the 5G AKA based primary authentication and key agreement procedure.
k)
Lower layers indication of non-delivered NAS PDU due to handover.

If the AUTHENTICATION REQUEST message could not be delivered due to an intra AMF handover and the target TA is included in the TAI list, then upon successful completion of the intra AMF handover the AMF shall retransmit the AUTHENTICATION REQUEST message. If a failure of handover procedure is reported by the lower layer and the N1 NAS signalling connection exists, the AMF shall retransmit the AUTHENTICATION REQUEST message.

For items c, d, e, and f whether or not the UE is registered for emergency services:


The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon detection of a lower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system changer in 5GMM-CONNECTED mode from N1 mode to S1 mode.


The UE shall deem that the network has failed the authentication check or assume that the authentication is not genuine and proceed as described in item g above if any of the following occurs:

-
the timer T3520 expires;

-
the UE detects any combination of the 5G authentication failures: 5GMM causes #20 "MAC failure", #21 "synch failure", #26 "non-5G authentication unacceptable" or #71 “ngKSI already in use”, during three consecutive authentication challenges. The 5G authentication challenges shall be considered as consecutive only, if the 5G authentication challenges causing the second and third 5G authentication failure are received by the UE, while the timer T3520 started after the previous 5G authentication failure is running.

For items c, d, e, and f:


Depending on local requirements or operator preference for emergency services, if the UE has a PDU session for emergency services established or is establishing a PDU session for emergency services, the AMF need not follow the procedures specified for the authentication failure specified in the present subclause. The AMF may respond to the AUTHENTICATION FAILURE message by initiating the security mode control procedure selecting the "null integrity protection algorithm" 5G-IA0, null ciphering algorithm 5G-EA0 or may abort the 5G AKA based primary authentication and key agreement procedure and continue using the current security context, if any. The AMF shall release all non-emergency PDU sessions, if any, by initiating a PDU session release procedure. If there is an ongoing PDU session establishment procedure, the AMF shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure. The network shall consider the UE to be registered for emergency services.


If a UE has a PDU session for emergency services established or is establishing a PDU session for emergency services and sends an AUTHENTICATION FAILURE message to the AMF with the 5GMM cause appropriate for these cases (#20, #21, #26, or #71 respectively) and receives the SECURITY MODE COMMAND message before the timeout of timer T3520, the UE shall deem that the network has passed the authentication check successfully, stop timer T3520, respectively, and execute the security mode control procedure.

If a UE has a PDU session for emergency services established or is establishing a PDU session for emergency services when timer T3520 expires, the UE shall not deem that the network has failed the authentication check and not behave as described in item g. Instead the UE shall continue using the current security context, if any, release all non-emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure. If there is an ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure. The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:

-
they were running and stopped when the UE received the AUTHENTICATION REQUEST message and detected an authentication failure;

-
the procedures associated with these timers have not yet been completed.

The UE shall consider itself to be registered for emergency services.
***** Next change *****
6.4.1.2
UE-requested PDU session establishment procedure initiation

In order to initiate the UE-requested PDU session establishment procedure, the UE shall create a PDU SESSION ESTABLISHMENT REQUEST message.
NOTE 1:
When IMS voice is available over either 3GPP access or non-3GPP access, the "voice centric" UE in 5GMM-REGISTERED state will receive a request from upper layers to establish the PDU session for IMS signalling, if the conditions for performing an initial registration with IMS indicated in 3GPP TS 24.229 [14] subclause U.3.1.2 are satisfied.
The UE shall allocate a PDU session ID which is not currently being used by another PDU session over either 3GPP access or non-3GPP access.
The UE shall allocate a PTI value currently not used and shall set the PTI IE of the PDU SESSION ESTABLISHMENT REQUEST message to the allocated PTI value.
If the UE requests to establish a new non-emergency PDU session with a DN and requests a PDU session type, the UE shall set the PDU session type IE of the PDU SESSION ESTABLISHMENT REQUEST message to one of the following values: the IP version capability as specified in subclause 6.2.4.2, "Ethernet" or "Unstructured".
NOTE 2:
When the UE initiates the UE-requested PDU session establishment procedure to transfer an existing non-IP PDN connection in the EPS to the 5GS, the UE can use locally available information associated with the PDN connection to select the PDU session type between "Ethernet" and "Unstructured".
If the UE requests to establish a new non-emergency PDU session with a DN and the UE requests an SSC mode, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to the SSC mode. If the UE requests to establish a PDU session of "IPv4", "IPv6" or "IPv4v6" PDU session type, the UE shall either omit the SSC mode IE or set the SSC mode IE to "SSC mode 1", "SSC mode 2", or "SSC mode 3". If the UE requests to establish a PDU session of "Ethernet" or "Unstructured" PDU session type, the UE shall either omit the SSC mode IE or set the SSC mode IE to "SSC mode 1" or "SSC mode 2". If the UE requests transfer of an existing PDN connection in the EPS to the 5GS, the UE shall set the SSC mode IE to "SSC mode 1".
If the UE requests to establish a new emergency PDU session, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to "SSC mode 1".
If the UE requests to establish a new PDU session with a DN, the UE may include the SM PDU DN request container with a DN-specific identity of the UE complying with network access identifier (NAI) format as specified in IETF RFC 4282 [37].
If the UE requests to establish a new PDU session of "IPv4", "IPv6", "IPv4v6" or "Ethernet" PDU session type and the UE supports reflective QoS, the UE should set the RQoS bit to "Reflective QoS supported" in the 5GSM capability IE of the PDU SESSION ESTABLISHMENT REQUEST message.

NOTE 3:
The determination to not request the usage of reflective QoS by the UE for a PDU session is implementation dependent.
If the UE requests to establish a new PDU session of "IPv4", "IPv6", "IPv4v6", or "Ethernet" PDU session type, and the UE can support more than 16 packet filters for this PDU session, the UE shall indicate the maximum number of packet filters that can be supported for the PDU session in the Maximum number of supported packet filters IE of the PDU SESSION ESTABLISHMENT REQUEST message.

If the UE requests to establish a new PDU session of "IPv6" or "IPv4v6" PDU session type and the UE supports acting as a type C host as specified in IETF RFC 4191 [36], the UE shall set the MH6-PDU bit to "Multi-homed IPv6 PDU session supported" in the 5GSM capability IE of the PDU SESSION ESTABLISHMENT REQUEST message.

If the UE has an emergency PDU session, the UE shall not perform the UE-requested PDU session establishment procedure to establish another emergency PDU session. The UE may perform the UE-requested PDU session establishment procedure to transfer an existing emergency PDU session or an existing PDN connection for emergency bearer services.
If the UE operating in the single-registration mode performs mobility from S1 mode to N1 mode and the UE wants to establish a PDU session corresponding to an existing PDN connection in EPS for which interworking to 5GS is supported, the UE shall:

a)
set the PDU session ID in the PDU SESSION ESTABLISHMENT REQUEST message and in the UL NAS TRANSPORT message to the stored PDU session ID corresponding to the PDN connection; and

b)
set the S-NSSAI in the UL NAS TRANSPORT message to the stored S-NSSAI associated with the PDU session ID only if the S-NSSAI is included in the allowed NSSAI.

If the UE supports 3GPP PS data off, the UE shall include the extended protocol configuration options IE in the PDU SESSION ESTABLISHMENT REQUEST message and include the 3GPP PS data off UE status. The UE behaves as described in subclause 6.2.10.
The UE shall transport:

a)
the PDU SESSION ESTABLISHMENT REQUEST message;

b)
the PDU session ID of the PDU session being established;

c)
if the request type is set to:

1)
"initial request" and the UE determined to establish a new PDU session based on a URSP rule including one or more S-NSSAIs in the URSP (see subclause 6.2.9):
i)
in case of a non-roaming scenario, an S-NSSAI in the allowed NSSAI which corresponds to one of the S-NSSAI(s) in the URSP rule, if any; or

ii)
in case of a roaming scenario:

A)
one of the mapped configured S-NSSAI(s) for the HPLMN which corresponds to one of the S-NSSAI(s) in the URSP rule, if any; and

B)
the S-NSSAI in the allowed NSSAI associated with the S-NSSAI in A);

2)
"existing PDU session", an S-NSSAI, which is an S-NSSAI associated with the PDU session and, if available in roaming scenarios, a mapped configured S-NSSAI from the configured NSSAI for the HPLMN;

d)
the requested DNN, if the request type is set to "initial request" or "existing PDU session", and the UE requests a connectivity to a DNN other than the default DNN;

e)
the request type which is set to:

1)
"initial request", if the UE is not registered for emergency services and the UE requests to establish a new non-emergency PDU session;

2)
"existing PDU session", if the UE is not registered for emergency services and the UE requests:

i)
handover of an existing non-emergency PDU session between 3GPP access and non-3GPP access; or

ii)
transfer of an existing PDN connection for non-emergency bearer services in the EPS to the 5GS;

3)
"initial emergency request", if the UE requests to establish a new emergency PDU session; and

4)
"existing emergency PDU session", if the UE requests:

i)
handover of an existing emergency PDU session between 3GPP access and non-3GPP access; or
ii)
transfer of an existing PDN connection for emergency bearer services in the EPS to the 5GS; and
f)
the old PDU session ID which is the PDU session ID of the existing PDU session, if the UE initiates the UE-requested PDU session establishment procedure upon receiving the PDU SESSION MODIFICATION COMMAND messages with the 5GSM cause IE set to #39 "reactivation requested";
using the NAS transport procedure as specified in subclause 5.4.5, and the UE shall start timer T3580 (see example in figure 6.4.1.2.1).
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Figure 6.4.1.2.1: UE-requested PDU session establishment procedure
Upon receipt of a PDU SESSION ESTABLISHMENT REQUEST message, a PDU session ID, optionally a S-NSSAI, optionally a DNN, the request type, and optionally an old PDU session ID, the SMF checks whether connectivity with the requested DN can be established. If the requested DNN is not included, the SMF shall use the default DNN.
If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session" and the PDU session authentication and authorization by the external DN is required due to local policy, the SMF shall check whether the PDU SESSION ESTABLISHMENT REQUEST message includes the PDU DN request container. 

If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the PDU DN request container is included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall:

a)
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is compliant with the local policy and user's subscription data, proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [24] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes; and

b)
if the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with the local policy, reject the PDU session establishment request including the 5GSM cause #29 "user authentication or authorization failed", in the PDU SESSION ESTABLISHMENT REJECT message.
If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the PDU DN request container is not included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [24] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes.

If the SMF receives the old PDU session ID from the AMF and a PDU session exists for the old PDU session ID, the SMF shall consider that the request for the relocation of SSC mode 3 PDU session anchor with multiple PDU sessions as specified in 3GPP TS 23.502 [9] is accepted by the UE.

***** Next change *****
6.4.1.4.1
General

If the connectivity with the requested DN is rejected by the network, the SMF shall create a SM PDU SESSION ESTABLISHMENT REJECT message.

If the UE requests a PDU session establishment for an LADN when the UE is located outside the LADN service area, the SMF shall reject the request.

The SMF shall set the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.

The 5GSM cause IE typically indicates one of the following SM cause values:

#26
insufficient resources;
#27
missing or unknown DNN;

#28
unknown PDU session type;
#29
user authentication or authorization failed;

#31
request rejected, unspecified;

#34
service option temporarily out of order;

#35
PTI already in use;

#50
PDU session type IPv4 only allowed;

#51
PDU session type IPv6 only allowed;
#54
PDU session does not exist;
#67
insufficient resources for specific slice and DNN;
#68
not supported SSC mode;
#69
insufficient resources for specific slice; or
#70
missing or unknown DNN in a slice.
If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, are limited to IPv4 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, support none of "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, are limited to IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #51 "PDU session type IPv6 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, support none of "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4v6", and the subscription, the SMF configuration, or both, support none of "IPv4v6", "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "Unstructured" or "Ethernet", and the subscription, the SMF configuration, or both, do not support the PDU session type for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message contains the SSC mode IE indicating an SSC mode not supported by the subscription, the SMF configuration, or both of them, and the SMF decides to rejects the PDU session establishment, the SMF shall include the 5GSM cause value #68 "not supported SSC mode" in the 5GSM cause IE and the SSC modes allowed by SMF in the Allowed SSC mode IE of the PDU SESSION ESTABLISHMENT REJECT message.

The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #26"insufficient resources" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #26"insufficient resources" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type in the PDU SESSION ESTABLISHMENT REQUEST message is set to "initial emergency request" or "existing emergency PDU session", the network shall not include a Back-off timer value IE.

The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause value #67 "insufficient resources for specific slice and DNN" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #67 "insufficient resources for specific slice and DNN" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type is "initial emergency request" or "existing emergency PDU session" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.

Editor’s note:
Whether the SMF knows that the UE is a UE configured for high priority access so as not to include the Back-off timer is FFS.
The SMF may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message when the 5GSM cause #69 "insufficient resources for specific slice" is included in the PDU SESSION ESTABLISHMENT REJECT message. If the 5GSM cause value is #69 "insufficient resources for specific slice" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type is "initial emergency request" or "existing emergency PDU session" in the PDU SESSION ESTABLISHMENT REQUEST message, the network shall not include a Back-off timer value IE.

The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.

Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580 shall release the allocated PTI value and shall consider that the PDU session was not established.
If the DN authentication of the UE was performed and completed unsuccessfully, the SMF shall include the 5GSM cause value #29 "user authentication or authorization failed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message and shall set the EAP message IE of the PDU SESSION ESTABLISHMENT REJECT message to an EAP-failure message as specified in IETF RFC 3748 [34], provided by the DN.

If:

-
the 5GSM cause value #26 "insufficient resources" and the Back-off timer value IE are included in the PDU SESSION ESTABLISHMENT REJECT message; or

-
an indication that the 5GSM message was not forwarded due to DNN based congestion control is received along a Back-off timer value and a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session;

the UE shall take different actions depending on the timer value received for timer T3396 in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN if it is running. The UE shall then start timer T3396 with the value provided in the Back-off timer value IE and:

1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same DNN that was sent by the UE, until timer T3396 expires or timer T3396 is stopped; and

2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request" and different from "existing emergency PDU session", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", until timer T3396 expires or timer T3396 is stopped.

The UE shall not stop timer T3396 upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and a DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T3396 associated with the corresponding DNN, if it is running. If the timer value indicates that this timer is deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN if it is running. The UE:
1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same DNN until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same DNN from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same DNN from the network; and
2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN and with request type different from "initial emergency request" and different from "existing emergency PDU session", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without a DNN provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without a DNN provided by the UE.
The timer T3396 remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE:
1)
shall stop timer T3396 associated with the corresponding DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same DNN; and
2)
if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T3396 associated with no DNN, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without a DNN, or another PDU SESSION MODIFICATION REQUEST message without a DNN provided by the UE.
If the Back-off timer value IE is not included or no Back-off timer value is received from the 5GMM sublayer, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same DNN or without a DNN.
When the timer T3396 is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T3396 is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T3396 is kept running until it expires or it is stopped.
If the UE is switched off when the timer T3396 is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:


let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If:

-
the 5GSM cause value #67 "insufficient resources for specific slice and DNN" and the Back-off timer value IE are included in the PDU SESSION ESTABLISHMENT REJECT message; or

-
an indication that the 5GSM message was not forwarded due to S-NSSAI and DNN based congestion control is received along a Back-off timer value and a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session;

the UE shall take different actions depending on the timer value received for timer T35cd in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided during the PDU session establishment, if it is running. If the timer value indicates neither zero nor deactivated and no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session", the UE shall stop timer T35cd associated with [S-NSSAI, no DNN] combination if it is running. The UE shall then start timer T35cd with the value provided in the Back-off timer value IE and:

1) 
shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until timer T35cd expires or timer T35cd is stopped; and
2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or another PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination that was sent by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, until timer T35cd expires or timer T35cd is stopped.

The UE shall not stop timer T35cd upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated, the UE:

1)
shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination as that the UE provided during the PDU session establishment, if it is running. The UE shall not send another PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination that was sent by the UE, until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, DNN] combination from the network; and
2)
shall not send a PDU SESSION ESTABLISHMENT REQUEST message with request type different from "initial emergency request" and different from "existing emergency PDU session", or a PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination that was sent by the UE, if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message, until the UE is switched off or the USIM is removed, or the UE receives an PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same [S-NSSAI, no DNN] combination from the network.

The timer T35cd remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE shall stop timer T35cd associated with the same [S-NSSAI, DNN] combination that was sent by the UE, if running. The UE:

1)
may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
2)
may send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, no DNN] combination if no DNN was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request" and different from "existing emergency PDU session".

If the Back-off timer value IE is not included or no Back-off timer value is received from the 5GMM sublayer, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST message or PDU SESSION MODIFICATION REQUEST message for the same [S-NSSAI, DNN] combination.
When the timer T35cd is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35cd is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35cd is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35cd is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:


let t1 be the time remaining for T35cd timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
If:

-
the 5GSM cause value #69 "insufficient resources for specific slice" and the Back-off timer value IE are included  in the PDU SESSION ESTABLISHMENT REJECT message; or

-
an indication that the 5GSM message was not forwarded due to S-NSSAI only based congestion control is received along a Back-off timer value and a PDU SESSION ESTABLISHMENT REQUEST message with the PDU session ID IE set to the PDU session ID of the PDU session;

the UE shall take different actions depending on the timer value received for timer T35ef in the Back-off timer value:
a)
If the timer value indicates neither zero nor deactivated and an S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ef associated with the corresponding S-NSSAI, if it is running. If the timer value indicates neither zero nor deactivated and no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ef associated with no S-NSSAI if it is running. The UE shall then start timer T35ef with the value provided in the Back-off timer value IE and:

1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message, or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI that was sent by the UE, until timer T35ef expires or timer T35ef is stopped; and

2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until timer T35ef expires or timer T35ef is stopped.

The UE shall not stop timer T35ef upon a PLMN change or inter-system change;

b)
if the timer value indicates that this timer is deactivated and an S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message, the UE shall stop timer T35ef associated with the corresponding S-NSSAI, if it is running. If the timer value indicates that this timer is deactivated and no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", the UE shall stop timer T35ef associated with no S-NSSAI if it is running. The UE:
1)
shall not send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST for the same S-NSSAI until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI from the network or a PDU SESSION RELEASE COMMAND message including 5GSM cause #39 "reactivation requested" for the same S-NSSAI from the network; and
2)
shall not send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI and with request type different from "initial emergency request", or another PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request", until the UE is switched off or the USIM is removed, or the UE receives a PDU SESSION MODIFICATION REQUEST message for a non-emergency PDU session established without an S-NSSAI provided by the UE, or a PDU SESSION RELEASE COMMAND messages including 5GSM cause IE set to 5GSM cause #39 "reactivation requested" for a non-emergency PDU session established without an S-NSSAI provided by the UE.
The timer T35ef remains deactivated upon a PLMN change or inter-system change; and
c)
if the timer value indicates zero, the UE:
1)
shall stop timer T35ef associated with the corresponding S-NSSAI, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST, or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI; and
2)
if no S-NSSAI was included in the PDU SESSION ESTABLISHMENT REQUEST message and the request type was different from "initial emergency request ", the UE shall stop timer T35ef associated with no S-NSSAI, if running, and may send another PDU SESSION ESTABLISHMENT REQUEST message without an S-NSSAI, or another PDU SESSION MODIFICATION REQUEST message without an S-NSSAI provided by the UE.
If the Back-off timer value IE is not included or no Back-off timer value is received from the 5GMM sublayer, then the UE may send another PDU SESSION ESTABLISHMENT REQUEST or PDU SESSION MODIFICATION REQUEST message for the same S-NSSAI or without an S-NSSAI.
When the timer T35ef is running or the timer is deactivated, the UE is allowed to initiate a PDU session establishment procedure for emergency services.
If the timer T35ef is running when the UE enters state5GMM-DEREGISTERED, the UE remains switched on, and the USIM in the UE remains the same, then timer T35ef is kept running until it expires or it is stopped.
If the UE is switched off when the timer T35ef is running, and if the USIM in the UE remains the same when the UE is switched on, the UE shall behave as follows:


let t1 be the time remaining for T35ef timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.
NOTE:
As described in this subclause, upon PLMN change or inter-system change, the UE does not stop the timer T35cd or T35ef. This means the timer T35cd or T35ef can still be running or be deactivated for the given 5GSM procedure, the PLMN, the S-NSSAI and optionally the DNN combination when the UE returns to the PLMN or when it performs inter-system change back from S1 mode to N1 mode. Thus the UE can still be prevented from sending another PDU SESSION ESTABLISHMENT REQUEST message in the PLMN for the same S-NSSAI and optionally the same DNN.
Upon PLMN change, if T35cd is running or is deactivated for a S-NSSAI, a DNN, and old PLMN, but T35cd is not running and is not deactivated for the S-NSSAI, the DNN, and new PLMN, then the UE is allowed to send a PDU SESSION ESTABLISHMENT REQUEST message for the same S-NSSAI and the same DNN in the new PLMN.

Upon PLMN change, if T35ef is running or is deactivated for a S-NSSAI and old PLMN, but T35cd is not running and is not deactivated for the S-NSSAI and new PLMN, then the UE is allowed to send a PDU SESSION ESTABLISHMENT REQUEST message for the same S-NSSAI in the new PLMN.

***** Next change *****
6.4.1.7
Abnormal cases on the network side

Editor's note:
Further abnormal cases in the network side are FFS.
The following abnormal cases can be identified:

a)
If the received request type is "initial emergency request" and there is already another emergency PDU session for the UE, the SMF shall reject the PDU SESSION ESTABLISHMENT REQUEST message with 5GSM cause #31 "request rejected, unspecified" or release the existing emergency PDU session locally without notification to the UE and proceed the new PDU SESSION ESTABLISHMENT REQUEST message

b)
The information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data

If the PDU session being established is a non-emergency PDU session, the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data and the information for the PDU session authentication and authorization by the external DN in PDU DN request container is not compliant with local policy and user's subscription data, the SMF shall reject the PDU session establishment request including the 5GSM cause #29 "user authentication or authorization failed", in the PDU SESSION ESTABLISHMENT REJECT message.

c)
UE-requested PDU session establishment with request type set to "initial request" or "initial emergency request" for an existing PDU session:


If the SMF receives a PDU SESSION ESTABLISHMENT REQUEST message with a PDU session ID identical to the PDU session ID of an existing PDU session and with request type set to "initial request" or "initial emergency request", the SMF shall release the existing PDU session locally without notification to the UE and proceed with the PDU session establishment procedure.
d)
UE-requested PDU session establishment with request type "existing PDU session" or "existing emergency PDU session" for a PDU session that does not exist:


If the SMF receives a PDU SESSION ESTABLISHMENT REQUEST message with request type set to "existing PDU session" or "existing emergency PDU session", and the SMF does not have any information about that PDU session, then the SMF shall reject the PDU session establishment procedure with the 5GSM cause set to #54 "PDU session does not exist" in the PDU SESSION ESTABLISHMENT REJECT message.
***** Next change *****
9.10.3.2
5GMM cause
The purpose of the 5GMM cause information element is to indicate the reason why a 5GMM request from the UE is rejected by the network.

The 5GMM cause information element is coded as shown in figure 9.10.3.2.1 and table 9.10.3.2.1.

The 5GMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.10.3.2.1: 5GMM cause information element

Table 9.10.3.2.1 : 5GMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal UE

	0
	0
	0
	0
	0
	1
	0
	1
	
	PEI not accepted

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	5GS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	UE identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly de-registered

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	1
	0
	
	Non-5G authentication unacceptable

	0
	0
	0
	1
	1
	0
	1
	1
	
	N1 mode not allowed

	0
	0
	0
	1
	1
	1
	0
	0
	
	Restricted service area

	0
	0
	1
	0
	1
	0
	1
	1
	
	LADN not available

	0
	1
	0
	0
	0
	0
	1
	1
	
	Insufficient resources for specific slice and DNN

	0
	1
	0
	0
	0
	1
	0
	1
	
	Insufficient resources for specific slice

	0
	1
	0
	0
	0
	1
	1
	1
	
	ngKSI already in use

	0
	1
	0
	1
	1
	0
	1
	0
	
	Payload was not forwarded

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".


***** Next change *****
9.10.4.2
5GSM cause
The purpose of the 5GSM cause information element is to indicate the reason why a 5GSM request is rejected.

The 5GSM cause information element is coded as shown in figure 9.10.4.2.1 and table 9.10.4.2.1.

The 5GSM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GSM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.10.4.2.1: 5GSM cause information element

Table 9.10.4.2.1: 5GSM cause information element
	Cause value (octet 2)

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	1
	1
	0
	1
	0
	
	Insufficient resources

	0
	0
	0
	1
	1
	0
	1
	1
	
	Missing or unknown DNN

	0
	0
	0
	1
	1
	1
	0
	0
	
	Unknown PDU session type

	0
	0
	0
	1
	1
	1
	0
	1
	
	User authentication or authorization failed

	0
	0
	0
	1
	1
	1
	1
	1
	
	Request rejected, unspecified

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	1
	0
	0
	0
	1
	0
	
	Service option temporarily out of order

	0
	0
	1
	0
	0
	0
	1
	1
	
	PTI already in use

	0
	0
	1
	0
	0
	1
	0
	0
	
	Regular deactivation

	0
	0
	1
	0
	0
	1
	1
	1
	
	Reactivation requested

	0
	0
	1
	1
	0
	0
	1
	0
	
	PDU session type IPv4 only allowed

	0
	0
	1
	1
	0
	0
	1
	1
	
	PDU session type IPv6 only allowed

	0
	1
	0
	0
	0
	0
	1
	1
	
	Insufficient resources for specific slice and DNN

	0
	1
	0
	0
	0
	1
	0
	0
	
	Not supported SSC mode

	0
	1
	0
	0
	0
	1
	0
	1
	
	Insufficient resources for specific slice

	0
	1
	0
	0
	0
	1
	1
	0
	
	Missing or unknown DNN in a slice

	0
	1
	0
	1
	0
	0
	0
	1
	
	Invalid PTI value

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0010 0010, "service option temporarily out of order". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".


***** Next change *****
10.2
Timers of 5GS mobility management

Timers of 5GS mobility management are shown in table 10.2.1 and table 10.2.2
Table 10.2.1: Timers of 5GS mobility management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3510
	15s
	5GMM-REGISTERED-INITIATED
	Transmission of REGISTRATION REQUEST message
	REGISTRATION ACCEPT message received or REGISTRATION REJECT message received
	Start T3511 or T3502 as specified in subclause 5.5.1.2.7 if T3510 expired during registration procedure for initial registration.

Start T3511 or T3502 as specified in subclause 5.5.1.3.6 if T3510 expired during the registration procedure for mobility and periodic registration update

	T3502
	Default 12 min.

NOTE 1
	5GMM-REGISTERED
	At registration failure and the attempt counter is equal to 5
	Transmission of REGISTRATION REQUEST message
	Initiation of the registration procedure, if still required

	T3511
	10s
	5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION

5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE
	At registration failure due to lower layer failure, T3510 timeout or registration rejected with other 5GMM cause values than those treated in subclause 5.5.1.2.5 for initial registration or subclause 5.5.1.3.5 for mobility and periodic registration
	Transmission of REGISTRATION REQUEST message
	Retransmission of the REGISTRATION REQUEST, if still required

	T3512
	Default 54 min

NOTE 1
	5GMM-REGISTERED
	In 5GMM-REGISTERED, when 5GMM-CONNECTED mode is left
	When entering state 5GMM-DEREGISTERED or when entering 5GMM-CONNECTED mode
	Initiation of the periodic registration procedure if the UE is not registered for emergency services.
Locally deregister if the UE is registered for emergency services

	T3516
	30s
	5GMM-REGISTERED-INITIATED

5GMM-REGISTERED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	RAND and RES stored as a result of an 5G authentication challenge
	SECURITY MODE COMMAND received

SERVICE REJECT received

REGISTRATION ACCEPT received

AUTHENTICATION REJECT received

AUTHENTICATION FAILURE sent

5GMM-DEREGISTERED, 5GMM-NULL or

5GMM-IDLE mode entered
	Delete the stored RAND and RES

	T3517
	15s
	5GMM-SERVICE-REQUEST-INITIATED
	Transmission of SERVICE REQUEST message
	SERVICE ACCEPT message received, or

SERVICE REJECT message received
	Abort the procedure

	T3519
	60s


	5GMM-REGISTERED-INITIATED


	Transmission of IDENTITY RESPONSE message with freshly generated SUCI
	REGISTRATION ACCEPT message with new 5G-GUTI received

CONFIGURATION UPDATE COMMAND message with new 5G-GUTI received
	Delete stored SUCI



	T3520
	15s
	5GMM-REGISTERED-INITIATED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	Transmission of AUTHENTICATION FAILURE message with any of the 5GMM cause #20, #21 , #26 or #71
	AUTHENTICATION REQUEST message received or AUTHENTICATION REJECT message received

or

SECURITY MODE COMMAND message received

when entering 5GMM-IDLE mode

indication of transmission failure of AUTHENTICATION FAILURE message from lower layers
	On first expiry, the UE should consider the network as false and follow item g of subclause 5.4.1.3.7, if the UE is not registered for emergency services.

On first expiry, the UE will follow subclause 5.4.1.3.7 under "For items c, d, e and f:", if the UE is registered for emergency services.

	T3521
	15s
	5GMM-DEREGISTERED-INITIATED
	Transmission of DEREGISTRATION REQUEST message when de-registration procedure is not due to a "switch off"
	DEREGISTRATION ACCEPT message received
	Retransmission of DEREGISTRATION REQUEST message

	T3540
	10s
	5GMM-REGISTERED-INITIATED

5GMM-DEREGISTERED-INITIATED

5GMM-SERVICE-REQUEST-INITIATED
	REGISTRATION REJECT message or DEREGISTRATION REQUEST message received with any of the 5GMM cause #7, #11, #12 or #13

SERVICE REJECT message received with any of the 5GMM cause #7, #11, #12 or #13
	N1 NAS signalling connection released

PDU sessions have been set up
	Release the NAS signalling connection for the cases a) and b) as described in subclause 5.3.1.2

	
	
	5GMM-DEREGISTERED

5GMM-DEREGISTERED.NORMAL-SERVICE
	REGISTRATION REJECT message or SERVICE REJECT message received with the 5GMM cause #9 or #10
	N1 NAS signalling connection released
	Release the NAS signalling connection for the cases c) as described in subclause 5.3.1.2 and initiation of the registration procedure as specified in subclause 5.5.1.2.2 or 5.5.1.3.2

	Non-3GPP de-registration timer
	Default 54 min.

NOTE 1

NOTE 2
	All 5GMM state over non-3GPP access except 5GMM-DEREGISTERED over non-3GPP access
	Entering 5GMM-IDLE mode over non-3GPP access
	N1 NAS signalling connection over non-3GPP access established or when entering state 5GMM-DEREGISTERED over non-3GPP access
	Implicitly de-register the UE for non-3GPP access on 1st expiry

	NOTE 1:
The value of this timer is provided by the network operator during the registration procedure.

NOTE 2:
The default value of this timer is used if the network does not indicate a value in the REGISTRATION ACCEPT message and the UE does not have a stored value for this timer.


Editor's note:
The exact default value of the non-3GPP de-registration timer is FFS.

Table 10.2.2: Timers of 5GS mobility management – AMF side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3550
	6s
	5GMM-COMMON-PROCEDURE-INITIATED
	Transmission of REGISTRATION ACCEPT message at initial registration.

Transmission of REGISTRATION ACCEPT message with 5G-GUTI at mobility or periodic registration
	REGISTRATION COMPLETE message received
	Retransmission of REGISTRATION ACCEPT message

	T3560
	6s
	5GMM-COMMON-PROCEDURE-INITIATED
	Transmission of AUTHENTICATION REQUEST message
Transmission of SECURITY MODE COMMAND message
	AUTHENTICATION RESPONSE message received

AUTHENTICATION FAILURE message received
SECURITY MODE COMPLETE message received

SECURITY MODE REJECT message received
	Retransmission of AUTHENTICATION REQUEST message or SECURITY MODE COMMAND message

	T3570
	6s
	5GMM-COMMON-PROCEDURE-INITIATED
	Transmission of IDENTITY REQUEST message
	IDENTITY RESPONSE message received
	Retransmission of IDENTITY REQUEST message

	T3513
	NOTE 4
	5GMM-REGISTERED
	Paging procedure initiated
	Paging procedure completed as specified in subclause 5.6.2.2.1
	Network dependent

	T3522
	6s
	5GMM-DEREGISTERED-INITIATED
	Transmission of DEREGISTRATION REQUEST message
	DEREGISTRATION ACCEPT message received
	Retransmission of DEREGISTRATION REQUEST message

	T3555
	6s
	5GMM-REGISTERED
	Transmission of CONFIGURATION UPDATE COMMAND message with Acknowledgement requested flag IE
	CONFIGURATION UPDATE COMPLETE message received
	Retransmission of CONFIGURATION UPDATE COMMAND message

	T3565
	6s
	5GMM-REGISTERED
	Transmission of NOTIFICATION message
	SERVICE REQUEST message received
NOTIFICATION RESPONSE message received
	Retransmission of NOTIFICATION message

	Mobile reachable timer
	NOTE 1 
	All except 5GMM-DEREGISTERED
	Entering 5GMM-IDLE mode
	N1 NAS signalling connection established
	Network dependent, but typically paging is halted on 1st expiry, and start implicit de-registration timer, if the UE is not registered for emergency services.
Implicitly de-register the UE which is registered for emergency services

	Implicit de-registration timer
	NOTE 2
	All except 5GMM-DEREGISTERED
	The mobile reachable timer expires while the network is in 5GMM-IDLE mode
	N1 NAS signalling connection established
	Implicitly detach the UE on 1st expiry

	Non-3GPP implicit de-registration timer
	NOTE 3
	All except 5GMM-DEREGISTERED
	Entering 5GMM-IDLE mode over non-3GPP access
	N1 NAS signalling connection over non-3GPP access established
	Implicitly de-register the UE for non-3GPP access on 1s expiry

	NOTE 1:
The default value of this timer is 4 minutes greater than T3512. If the UE is registered for emergency services, the value of this timer is set equal to T3512.

NOTE 2:
The value of this timer is network dependent. If MICO is activated, the default value of this timer is 4 minutes greater than T3512.

NOTE 3:
The value of this timer is network dependent. The default value of this timer is 4 minutes greater than the non-3GPP de-registration timer. 

NOTE 4:
The value of this timer is network dependent.


***** Next change *****
A.3
Causes related to PLMN specific network failures and congestion/authentication failures
Cause #20 – MAC failure


This 5GMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh.

Cause #21 – Synch failure


This 5GMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range.

Cause #22 – Congestion


This 5GMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).
Cause #23 – UE security capabilities mismatch


This 5GMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.
Cause #24 – Security mode rejected, unspecified


This 5GMM cause is sent to the network if the security mode command is rejected by the UE for unspecified reasons.

Cause #26 – Non-5G authentication unacceptable

This 5GMM cause is sent to the network in N1 mode if the "separation bit" in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.501 [24]).

Cause #28 – Restricted service area

This 5GMM cause is sent to the UE if it requests service in a tracking area which is a part of the UE’s non-allowed area or is not a part of the UE’s allowed area.


Cause #43 – LADN not available


This 5GMM cause is sent to the UE if the user-plane resources of the PDU session are not activated when the UE is located outside the LADN service area.

Cause #67 – Insufficient resources for specific slice and DNN

This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN.
Cause #69 – Insufficient resources for specific slice

This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice.
Cause #71 – ngKSI already in use

This 5GMM cause is sent to the network in N1 mode if the ngKSI value received in the AUTHENTICATION REQUEST message is already associated with one of the 5G security contexts stored in the UE.
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