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	Reason for change:
	[bookmark: _Hlk517095659][bookmark: OLE_LINK25]In PFCP, the Flow Description in the SDF filter IE (as specified in subclause 8.2.5) is specified that it shall be encoded as an OctetString as specified in subclause 5.4.2 of 3GPP TS 29.212 [8], where:
[bookmark: _Toc509819563]      "5.4.2      Flow-Description AVP
      
          The Flow-Description AVP (AVP code is defined in 3GPP TS 29.214 [10])         is of type IPFilterRule, and defines a packet filter for an IP flow with the following information:
-     Action shall be keyword permit"
-     Direction shall be keyword "out".
...

The direction "out" indicates that the IPFilterRule "source" parameters correspond to the "remote" parameters in the packet filter and the IPFilterRule "destination" parameters correspond to the "local" (UE end) parameters.
"

In RFC 6733:
IPFilterRule
..
         dir          "in" is from the terminal, "out" is to the terminal.
So the flow description received from the PCRF includes only packet filter information for Downlink direction. The Gx protocol uses Flow Direction to indicate how to apply the packet filter, i.e. UL, DL and/or Bi-directional.

In the absence of a way to provision the information included in the Flow-Direction AVP explicitly to the UPF when provision a PDI, it is not clear how the CPF provisions a Flow Description in the SDF filter and how the UPF shall interpret the IE.

Since this TS has referenced to TS 29.212, ch. 5.4.2, Flow-Desription AVP, where it is mandate to use Permit, DIR=out, and "The direction "out" indicates that the IPFilterRule "source" parameters correspond to the "remote" parameters in the packet filter and the IPFilterRule "destination" parameters correspond to the "local" (UE end) parameters.", so it is proposed that the CP function shall always set Permit Out when sending SDF filter to the UP function, and if the Flow Description is received from the PCRF, the CP function shall copy the Flow Description if it is received from the PCRF (or PCF) in the SDF Filter IE, in the corresponding PDI. 

The UPF should interpret the SDF filters based on the Source Interface as follows:

When the Source Interface is CORE, it indicates a fitler for downlink data flow so the UPF shall use the Flow Description as is. 

When the Source Interface is ACCESS, it indicates a filter for uplink data flow so the UPF shall swap the source and destination address/port in the Flow Description and match the packets received.

For a bi-directional SDF Filter, the UP function shall swap the source and destination address/port in the Flow Description in the SDF Filter identified by the SDF filter ID.

When the source interface is SGi-LAN or CP-Function:
If the traffic is intended to be forwarded to the UE, the CPF shall set Flow Description, with IPFilterRule "source" parameters correspond to the CP function or SGi-LAN  and the IPFilterRule "destination" parameters correspond to the UE;

If the traffic is intended to be forwarded to the PDN, the CPF shall set Flow Description, with IPFilterRule "source" parameters correspond to the CP function or SGi-LAN  and the IPFilterRule "destination" parameters correspond to the PDN;

the UPF shall use the Flow Description as is (i.e. the sources part of the Flow Description shall match the source address/port of the packet).

	
	

	Summary of change:
	[bookmark: _Hlk517096437]Add a clarification that the CP function shall set the Source Interface according to the Flow Direction and transparently copy the Flow Description received from the PCRF (or PCF). 

To match the uplink packets, the UP function shall swap the source and destination address/port and match the packets received from the given source interface, e.g. Access.

When the source interface is SGi-LAN or CP-Function:
If the traffic is intended to be forwarded to the UE, the CPF shall set Flow Description, with IPFilterRule "source" parameters correspond to the CP function or SGi-LAN  and the IPFilterRule "destination" parameters correspond to the UE;

If the traffic is intended to be forwarded to the PDN, the CPF shall set Flow Description, with IPFilterRule "source" parameters correspond to the CP function or SGi-LAN  and the IPFilterRule "destination" parameters correspond to the PDN;

the UPF shall use the Flow Description as is (i.e. the sources part of the Flow Description shall match the source address/port of the packet).

It is also clarified the provision of a SDF filter in Ethernet Packet Filters. 

Likewise, the source and destination MAC addresses information, when provisioned, shall be set as for downlink Ethernet flows. The UP function shall apply source and destination MAC addresses information based on the Source Interface of the PDR, according to the same principles as specified in subclause 5.2.1A.2A, e.g. swapping the source and destination MAC addresses information if the Source Interface is ACCESS, and applying them as provisioned if the Source Interface is CORE.
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* * * First Change * * * *
[bookmark: _Toc517077688][bookmark: _Toc509771563]5.2.1A.1	General
When provisioning a PDR in the UP function, the CP function shall provide the PDI with the following information: 
-	the source interface of the incoming packets;
-	a combination of the parameters, that incoming packets are requested to match, among: Local F-TEID, Network Instance, UE IP address, SDF Filter(s) and/or Application ID. For 5GC, the PDI may additionally contain one or more QFI(s) to detect traffic pertaining to specific QoS flow(s), Ethernet Packet Filter(s) and/or Ethernet PDU Session Information (see subclause 5.13.1).
The requirements for provisioning an SDF filter in the PDI are specified in subclauses 5.2.1A.2A and 5.2.1A.3.
The CP function may provision the parameters, that incoming packets are requested to match, in the UP function by: 
-	providing the parameters individually in each PDI of the PFCP session; or
-	optionally, if the PDI Optimization feature is supported by the UP function, by providing the parameters which may be common to multiple PDIs of a same PFCP session in a Traffic Endpoint IE and by referencing this Traffic Endpoint in the PDI(s) of the PFCP session. See subclause 5.2.1A.2. A Traffic Endpoint may include a Local F-TEID, Network Instance, UE IP address and/or Ethernet PDU Session Information (see subclause 5.13.1). 
NOTE:	A Traffic Endpoint can correspond to a GTP-u endpoint, an SGi or an N6 endpoint.
* * * Next Change * * * *
5.2.1A.2A	Provisioning of SDF filters 
When provisioning an SDF Filter in a PDI, the CP function shall:
-	copy the Flow Description if it is received from the PCRF (or PCF), in the corresponding PDI of a PDR regardless of whether the PDR is for matching uplink or downlink traffic; 
NOTE 1	The Flow Description received from the PCRF (or PCF) is set assuming downlink flows only, see subclause 5.4.2 of 3GPP TS 29.212 [8]. The CP function uses the Flow-Direction AVP received from the PCRF (or PCF) to determine the actual direction and thus the source interface of the packet flows described in the Flow Description.
-	for traffic from CP-function or SGi-LAN:
-	If the traffic is intended to be forwarded to the UE, the CP function shall provision the Flow Description with IPFilterRule "source" parameters set to correspond to the CP function or SGi-LAN and the IPFilterRule "destination" parameters correspond to the UE;
-	If the traffic is intended to be forwarded to the PDN, the CP function shall provision the Flow Description with IPFilterRule "source" parameters set to correspond to the CP function or SGi-LAN and the IPFilterRule "destination" parameters correspond to the PDN.
The UP function shall apply the SDF filter based on the Source Interface of the PDR as follows (see also subclause 8.2.5):
-	when the Source Interface is CORE, this indicates that the filter is for downlink data flow, so the UP function shall apply the Flow Description as is; 
-	when the Source Interface is ACCESS, this indicates that the filter is for uplink data flow, so the UP function shall swap the source and destination address/port in the Flow Description; 
-	when the Source Interface is CP-function or SGi-LAN, the UP function shall use the Flow Description as is.
* * * Next Change * * * *
5.2.1A.3	Bidirectional SDF Filters
The CP function may provision bidirectional SDF Filters in the UP function (see subclause 8.2.5), i.e. SDF Filters that may be associated to both uplink and downlink PDRs of a same Sx PFCP session, as follows:
-	when provisioning a bidirectional SDF Filter the first time for an Sx PFCP session, the CP function shall provision the SDF filter definition together with a SDF Filter ID uniquely identifying the SDF Filter among all the SDF Filters provisioned for a given Sx PFCP Session; 
-	the CP function may then provision a PDR for the same Sx PFCP session but the opposite direction, by provisioning the SDF Filter ID in the SDF filter ID field of the PDI, without provisioning again the SDF filter definition; 
-	the UP function shall apply any modification of a bidirectional SDF Filter to all PDRs of the Sx PFCP session making use of this SDF Filter; 
-	upon deletion of a PDR making use of a bidirectional SDF Filter, the UP function shall still apply the SDF Filter for any other PDR making use of the SDF Filter.
The requirements specified for provisioning SDF filters in subclause 5.2.1A.2A shall also apply when provisioning bidirectional SDF Filters.
* * * Next Change * * * *
5.13.3A	Provisioning of MAC addresses and SDF filters in Ethernet Packet Filters
The provisioning of an SDF Filter in an Ethernet Packet Filter shall follow the requirements specified for provisioning an SDF Filter in subclause 5.2.1A.2A. 
Likewise, the source and destination MAC addresses information, when provisioned, shall be set as for downlink Ethernet flows. The UP function shall apply source and destination MAC addresses information based on the Source Interface of the PDR, according to the same principles as specified in subclause 5.2.1A.2A, e.g. swapping the source and destination MAC addresses information if the Source Interface is ACCESS, and applying them as provisioned if the Source Interface is CORE. 
* * * Next Change * * * *
[bookmark: _Toc517077755]5.13.4	Bidirectional Ethernet Filters
The CP function may provision bidirectional Ethernet Filters in the UP function (see subclause 7.5.2.2-x), i.e. Ethernet filters that may be associated to both uplink and downlink PDRs of a same PFCP session, as follows:
-	when provisioning a bidirectional Ethernet Filter the first time for an PFCP session, the CP function shall set the BIDE (Bidirectional Ethernet Filter) flag in the Ethernet Filter Properties IE and provision the Ethernet filter definition together with a Ethernet Filter ID uniquely identifying the Ethernet Filter among all the Ethernet Filters provisioned for a given PFCP session; the source and destination MAC addresses information, in a bidirectional Ethernet filter, shall be set as for downlink Ethernet flows;
-	the CP function may then provision a PDR for the same PFCP session but the opposite direction, by provisioning the Ethernet Filter ID in the Ethernet filter ID field of the PDI, without provisioning again the Ethernet Filter Properties and Ethernet filter definition.; 
-	when being provisioned with a bidirectional Ethernet Filter in a PDR, the UP function shall apply the Ethernet filter according to the direction of the PDR (as derived from the Source Interface IE in the PDI of the PDR or the Destination Interface IE in the FAR)as specified in subclause 5.13.3A, i.e. the UP function shall apply the Ethernet filter parameters provisioned for the Ethernet filter ID, but with swapping the source and destination MAC addresses, and the source and destination IP addresses if any, if the PDR is set for uplink Ethernet flows;
-	the UP function shall apply any modification of a bidirectional Ethernet Filter to all PDRs of the PFCP session making use of this Ethernet Filter; 
-	upon deletion of a PDR making use of a bidirectional Ethernet Filter, the UP function shall still apply the Ethernet Filter for any other PDR making use of the Ethernet Filter.
[bookmark: _Hlk522563105]The requirements specified for provisioning of MAC addresses and SDF Filters in subclause 5.13.A shall also apply when provisioning bidirectional Ethernet Filters.  

* * * Next Change * * * *
[bookmark: _Toc517077946]8.2.5	SDF Filter
The SDF Filter IE type shall be encoded as shown in Figure 8.2.5-1. It contains an SDF Filter, i.e. a single IP flow packet filter.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 23 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	BID
	FL
	SPI
	TTC
	FD
	

	
	6
	Spare
	

	
	m to (m+1)
	Length of Flow Description
	

	
	(m+2) to p
	Flow Description
	

	
	s to (s+1)
	ToS Traffic Class
	

	
	t to (t+3)
	Security Parameter Index
	

	
	v to (v+2)
	Flow Label
	

	
	w to (w+3)
	SDF Filter ID
	

	
	x to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.5-1: SDF Filter
The following flags are coded within Octet 5:
-	Bit 1 – FD (Flow Description): If this bit is set to "1", then the Length of Flow Description and the Flow Description fields shall be present, otherwise they shall not be present.
-	Bit 2 – TTC (ToS Traffic Class): If this bit is set to "1", then the ToS Traffic Class field shall be present, otherwise the ToS Traffic Class field shall not be present.
-	Bit 3 – SPI (Security Parameter Index): If this bit is set to "1", then the Security Parameter Index field shall be present, otherwise the Security Parameter Index field shall not be present.
-	Bit 4 – FL (Flow Label): If this bit is set to "1", then the Flow Label field shall be present, otherwise the Flow Label field shall not be present.
-	Bit 5 – BID (Bidirectional SDF Filter): If this bit is set to "1", then the SDF Filter ID shall be present, otherwise the SDF Filter ID shall not be present. 
-	Bit 6 to 8: Spare, for future use and set to 0.
The Flow Description field, when present, shall be encoded as an OctetString as specified in subclause 5.4.2 of 3GPP TS 29.212 [8]. 
The ToS Traffic Class field, when present, shall be encoded as an OctetString on two octets as specified in subclause 5.3.15 of 3GPP TS 29.212 [8].
The Security Parameter Index field, when present, shall be encoded as an OctetString on four octets and shall contain the IPsec security parameter index (which is a 32-bit field), as specified in subclause 5.3.51 of 3GPP TS 29.212 [8]. 
The Flow Label field, when present, shall be encoded as an OctetString on 3 octets as specified in subclause 5.3.52 of 3GPP TS 29.212 [8] and shall contain an IPv6 flow label (which is a 20-bit field). The bits 8 to 5 of the octet "v" shall be spare and set to zero, and the remaining 20 bits shall contain the IPv6 flow label.
An SDF Filter may:
-	be a pattern for matching the IP 5 tuple (source IP address or IPv6 network prefix, destination IP address or IPv6 network prefix, source port number, destination port number, protocol ID of the protocol above IP). In the pattern:
-	a value left unspecified in a filter matches any value of the corresponding information in a packet;
-	an IP address may be combined with a prefix mask;
-	port numbers may be specified as port ranges;
-	the pattern can be extended by the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask;
-	consist of the destination IP address and optional mask, protocol ID of the protocol above IP, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the IPsec Security Parameter Index (SPI);
-	consist of the destination IP address and optional mask, the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6).
NOTE 1:	The details about the IPsec Security Parameter Index (SPI), the Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask and the Flow Label (IPv6) are defined in 3GPP TS 23.060 [19] clause 15.3.
-	extend the packet inspection beyond the possibilities described above and look further into the packet. Such service data flow filters need to be predefined in the PGW-U, as specified in subclause 5.11 of 3GPP TS 23.214 [2].
NOTE 2:	Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP, e.g. for HTTP and WAP. Filtering for further application protocols and services can also be supported.
[bookmark: _GoBack]The SDF Filter ID, when present, shall be encoded as an Unsigned32 binary integer value. It shall uniquely identify an SDF Filter among all the SDF Filters provisioned for a given Sx PFCP Session. The source/destination IP address and port information, in a bidirectional SDF Filter, shall be set as for downlink IP flows. The SDF filter for the opposite direction has the same parameters, but having the source and destination address/port parameters swapped. When being provisioned with a bidirectional SDF filter in a PDR, the UP function shall apply the SDF filter according to the direction of the PDR (as derived from the Source Interface IE in the PDI of the PDR or the Destination Interface IE in the FAR).as specified in subclause 5.2.1A.2A.
* * * End of Changes * * * *

