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* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".

[7]
3GPP TS 29.513: "5G System; Policy and Charging Control signalling flows and QoS parameter mapping; Stage 3".

[8]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[9]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[10]
OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md
[11]
3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".

[12]
3GPP TS 29.508: "5G System; Session Management Event Exposure Service; Stage 3".
[13]
3GPP TS 29.244: "Interface between the Control Plane and the User Plane of EPC Nodes".

[14]
3GPP TS 23.003: "Numbering, addressing and identification". 

[15]
3GPP TS 29.519: "5G System; Usage of the Unified Data Repository service for Policy Control Data, Application Data and Structured Data for Exposure; Stage 3".

[16]
3GPP TS 23.228: "IP multimedia subsystem; Stage 2".
[17]
3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".

[18]
3GPP TS 29.214: "Policy and Charging Control over Rx reference point 5".
[x]
3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
* * * 2nd Change * * * *

4.2.2.2
SMPolicyControl_Create
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Figure 4.2.2.2-1: SMPolicyControl_Create

When the SMF receives the Nsmf_PDUSession_CreateSMContext Request as defined in subclause 5.2.2.2 of 3GPP TS 29.502 [2], if the SMF is being requested via Nsmf_PDUSession_CreateSMContext Request not to interact with the PCF, the SMF shall not interact with the PCF; otherwise, the SMF shall send the POST method as step 1of the figure 4.2.2.2-1 to request to create an "Individual SM Policy".

NOTE 1:
The decision to not interact with PCF applies for the life time of the PDU session.

NOTE 2:
The indicator to not interact with PCF is configured in the UDR. It is delivered to the SMF within the Charging Characteristics. The indicator is operator specific, therefore it can only be used in non-roaming and home routed roaming cases.

The SMF shall include smPolicyContextData in the payload body of the HTTP POST to request a creation of representation of the "Individual SM Policy" resource. The "Individual SM Policy" resource is created as described below.
The SMF shall include (if available) in "smPolicyContextData":

-
SUPI of the user within the "supi" attribute;
-
PDU Session Id within the "pduSessionId" attribute;
-
DNN within the "dnn" attribute;
-
URL identifying the recipient of SM policies update notification within the "smPoliciesUpdateNotificationUrl" attribute;
-
PEI within the "pei" attribute;
-
type of access within the "accessType" attribute;
-
type of the radio access technology within the "ratType" attribute;
-
the UE Ipv4 address within the "ipv4Address" attribute and/or the UE Ipv6 prefix within the "ipv6AddressPrefix" attribute;
-
the UE time zone information within "ueTimeZone" attribute;
-
subscribed Session-AMBR within "subscribedSessionAmbr" attribute;
-
subscribed Default QoS Information within "subscribedDefaultQoSInformation" attribute;
-
user location information within the "userLocationInformation" attribute; and

-
identifier of the serving network within the "servingNetwork" attribute; and
-
trace control and configuration parameters information encoded as "traceReq" attribute.
Editor's note:
Other information included in the POST message is FFS.
When the PCF receives the HTTP POST request from the SMF, the PCF shall make an authorization based on the information received from the SMF and, if available, AMF, CHF, AF, UDR, NWDAF and operator policy pre-configured at the PCF. If the authorization is successful, the PCF shall create a new resource, which represents "Individual SM Policy", addressed by a URI as defined in subclause 5.3.3.2 and contains a PCF created resource identifier. The PCF shall respond to the SMF with a 201 Created message, including:

-
Location header field containing the URI for the created resource; and

-
a response body providing session management related policies; and
-
(optionally also containing policy control request triggers) encoded within the SmPolicyDecision data structure. Detailed procedures related to the provisioning and enforcement of the policy decisions within the SmPolicyDecision data structure are contained in subclause 4.2.6.

The SMF shall use the URI received in the Location header in subsequent requests to the PCF to refer to the "Individual SM Policy".
Editor's note:
Description of failure cases is FFS.

It the PCF received a "traceReq" attribute, it shall perform trace procedures as defined in 3GPP TS 32.422 [x].
* * * 3rd Change * * * *

4.2.4.a
Trace Control
When there is the requirement to activate tracing the SMF may provide trace control parameters to the PCF via the Npcf_SMPolicyControl_Update service operation. The update service operation may also indicate the deactivation of the trace session to the PCF. 
* * * 4th Change * * * *

5.6.1
General

This subclause specifies the application data model supported by the API.

The Npcf_SMPolicyControl API allows the SMF to retrieve the session management related policy from the PCF as defined in 3GPP TS 23.503 [6].
Table 5.6.1-1 specifies the data types defined for the Npcf_SMPolicyControl service based interface protocol.

Table 5.6.1-1: Npcf_SMPolicyControl specific Data Types

	Data type
	Section defined
	Description
	Applicability

	AccuUsageReport
	5.6.2.18
	
	

	ChargingData
	5.6.2.11
	Contains charging related parameters. Inherits all parameters from DecisionData.
	

	ChargingInformation
	5.6.2.17
	
	

	ConditionData
	5.6.2.9
	Contains conditions for applicability of a rule.
	

	FlowDirection
	5.6.3.3
	
	

	FlowInformation
	5.6.2.14
	Contains the flow information.
	

	FlowStatus
	FFS
	Indicates the flow status.
	

	MeteringMethod
	5.6.3.5
	Indicates the metering method.
	

	PccRule
	5.6.2.6
	Contains the PCC rule information.
	

	PolicyControlRequestTrigger
	5.6.3.6
	
	

	QosCharacteristics
	5.6.2.16
	Contains QoS characteristics for a non standard 5QI.
	

	QoSData
	5.6.2.8
	Contains the QoS parameters.
	

	RedirectAddressType
	FFS
	Indicates the redirect address type.
	

	RedirectInformation
	5.6.2.13
	Contains the redirect information.
	

	ReportingLevel
	5.6.3.4
	Indicates the reporting level.
	

	RequestedRuleData
	5.6.2.24
	Contains rule data requested by the PCF to receive information associated with PCC rules. 
	

	RequestedRuleDataType
	5.6.3.7
	Contains the type of rule data requested by the PCF. 
	

	RequestedUsageData
	5.6.2.25
	Contains usage data requested by the PCF requesting usage reports for the corresponding usage monitoring data instances. 
	

	SessionRule
	5.6.2.7
	Contains session level policy information.
	

	SmPolicyControl
	5.6.2.2
	Contains the parameters to request the SM policies and the SM policies authorized by the PCF.
	

	SmPolicyContextData
	5.6.2.3
	Contains the parameters to create individual SM policy resource.
	

	SmPolicyDecision
	5.6.2.4
	Contains the SM policies authorized by the PCF.
	

	SmPolicyNotification
	5.6.2.5
	Contains the update of the SM policies
	

	SmPolicyDeleteData
	5.6.2.15
	Contains the parameters to be sent to the PCF when the individual SM policy is deleted.
	

	SmPolicyUpdateContextData
	5.6.2.19
	
	

	TerminationNotification
	5.6.2.21
	Termination Notification
	

	TrafficControlData
	5.6.2.10
	Contains parameters determining how flows associated with a PCCRule are treated (blocked, redirected, etc). Inherits all parameters from DecisionData.
	

	UsageMonitoringData
	5.6.2.12
	Contains usage monitoring related control information. Inherits all parameters from DecisionData.
	


Table 5.6.1-2 specifies data types re-used by the Npcf_SMPolicyControl service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npcf_SMPolicyControl service based interface. 

Table 5.6.1-2: Npcf_SMPolicyControl re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	5qi
	3GPP TS 29.571 [11]
	Unsigned integer representing a 5G QoS Identifier (see subclause 5.7.2.1 of 3GPP TS 23.501 [8]), within the range 0 to 255. In an OpenAPI Specification [3] schema, the format shall be designated as "5qi".
	

	5qiPriorityLevel
	3GPP TS 29.571 [11]
	Unsigned integer indicating the 5QI Priority Level (see subclauses 5.7.3.3 and 5.7.4 of 3GPP TS 23.501 [8]), within the range 1 to 127.

Values are ordered in decreasing order of priority, i.e. with 1 as the highest priority and 127 as the lowest priority.

In an OpenAPI Specification [3] schema, the format shall be designated as "5qiPriorityLevel".
	

	AccessType
	3GPP TS 29.571 [11]
	The identification of the type of access network.
	

	AfSignallingProtocol
	FFS
	
	

	Ambr
	3GPP TS 29.571 [11]
	Session AMBR
	

	AverWindow
	3GPP TS 29.571 [11]
	Averaging Window
	

	BitRate
	3GPP TS 29.571 [11]
	String representing a bit rate that shall be formatted as follows:

pattern: "^\d+(\.\d+)? (bps|Kbps|Mbps|Gbps|Tbps)$"

Examples: 

"125 Mbps", "0.125 Gbps", "125000 Kbps"

In an OpenAPI Specification [3] schema, the format shall be designated as "BitRate".
	

	ChargingInformation
	3GPP TS 29.571 [11]
	
	

	DefaultQosInformation
	3GPP TS 29.571 [11]
	Identifies the information of the default QoS.
	

	Dnn
	3GPP TS 29.571 [11]
	The DNN the user is connected to.
	

	DurationSec
	3GPP TS 29.571 [11]
	Identifies a period of time in units of seconds.
	

	Ipv4Addr
	3GPP TS 29.571 [11] 
	The Ipv4 address allocated for the user.
	

	Ipv6Prefix
	3GPP TS 29.571 [11]
	The Ipv6 prefix allocated for the user.
	

	MaxDataBurstVol
	3GPP TS 29.571 [11]
	Maximum Data Burst Volume
	

	NetworkId
	3GPP TS 29.571 [11]
	The identification of the Network.
	

	PacketDelBudget
	3GPP TS 29.571 [11]
	Packet Delay Budget
	

	PacketErrRate
	3GPP TS 29.571 [11]
	Packet Error Rate
	

	PduSessionId
	3GPP TS 29.571 [11]
	The identification of the PDU session.
	

	Pei
	3GPP TS 29.571 [11]
	The Identification of a Permanent Equipment.
	

	RatType
	3GPP TS 29.571 [11]
	The identification of the RAT type.
	

	ResourceType(FFS)
	3GPP TS 29.571 [11]
	Indicates whether the resource type is GBR, delay critical GBR, or non-GBR.
	

	Supi
	3GPP TS 29.571 [11]
	The identification of the user (i.e. IMSI, NAI).
	

	SupportedFeatures
	3GPP TS 29.571 [11]
	Used to negotiate the applicability of the optional features defined in table 5.8-1.
	

	UeTimeZone
	3GPP TS 29.571 [11]
	
	

	Uri
	3GPP TS 29.571 [11]
	
	

	UserLocation
	3GPP TS 29.571 [11]
	
	

	TraceData
	3GPP TS 29.571 [11]
	
	


* * * 5th Change * * * *

5.6.2.3
Type SmPolicyContextData
Table 5.6.2.3-1: Definition of type SmPolicyContextData

	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	accNetChId
	AccNetChId
	O
	0..1
	Indicates the access network charing identifier for the PCC rule(s) or whole PDU session.
	

	gpsi
	Gpsi
	O
	0..1
	Gpsi shall contain either an External Id or an MSISDN.
	

	supi
	Supi
	M
	1
	Subscription Permanent Identifier
	

	pduSessionId
	PduSessionId
	M
	1
	PDU session Id
	

	dnn
	Dnn
	M
	1
	The DNN of the PDU session.
	

	smPoliciesUpdateNotificationUrl
	Uri
	M
	1
	Identifies the recipient of SM policies update notifications sent by the PCF.
	

	accessType
	AccessType
	O
	0..1
	The Access Type where the served UE is camping.
	

	ratType
	RatType
	O
	0..1
	The RAT Type where the served UE is camping.
	

	servingNetwork
	NetworkId
	O
	0..1
	The serving network where the served UE is camping.
	

	userLocationInformation
	UserLocation
	O
	0..1
	The location of the served UE is camping.
	

	ueTimeZone
	TimeZone
	O
	0..1
	The time zone where the served UE is camping.
	

	pei
	Pei
	O
	0..1
	The Permanent Equipment Identifier of the served UE.
	

	ipv4Address
	Ipv4Addr
	O
	0..1
	The IPv4 Address of the served UE.
	

	ipv6AddressPrefix
	Ipv6Prefix
	O
	0..1
	The Ipv6 Address Prefix of the served UE.
	

	subSessAmbr
	Ambr
	O
	0..1
	Subscribed Session-AMBR.
	

	subscribedDefaultQosInformation
	DefaultQosInformation
	O
	0..1
	Subscribed Default QoS Information.
	

	online
	boolean
	O
	0..1
	If it is included and set to true, the online charging is applied to the PDU session.
	

	offline
	boolean
	O
	0..1
	If it is included and set to true, the offline charging is applied to the PDU session.
	

	3gppPsDataOffStatus
	boolean
	O
	0..1
	If it is included and set to true, the 3GPP PS Data Off is activated by the UE.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	Indicates the list of Supported features used as described in subclause 5.8.

This parameter shall be supplied by the NF service consumer in the POST request that request the creation of an individual SM policy resource and by the PCF in the related response, respectively.
	

	traceReq
	TraceData
	O
	0..1
	Trace control and configuration parameters information defined in 3GPP TS 32.422 [x].
	


* * * 6th Change * * * *

5.6.2.19
Type SmPolicyUpdateContextData
Table 5.6.2.19-1: Definition of type SmPolicyUpdateContextData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	repPolicyCtrlReqTriggers
	array(PolicyControlRequestTrigger)
	M
	1..N
	The policy control reqeust trigges which are met.
	

	accNetChId
	AccNetChId
	O
	0..1
	Indicates the access network charging identifier for the PCC rule(s) or whole PDU session.
	

	accessType
	AccessType
	O
	0..1
	The Access Type where the served UE is camping.
	

	ratType
	RatType
	O
	0..1
	The RAT Type where the served UE is camping.
	

	servingNetwork
	NetworkId
	O
	0..1
	The serving network where the served UE is camping.
	

	userLocationInformation
	UserLocation
	O
	0..1
	The location of the served UE is camping.
	

	ueTimeZone
	TimeZone
	O
	0..1
	The time zone where the served UE is camping.
	

	pei
	Pei
	O
	0..1
	The Permanent Equipment Identifier of the served UE.
	

	ipv4Address
	Ipv4Addr
	O
	0..1
	The IPv4 Address of the served UE.
	

	ipv6AddressPrefix
	Ipv6Prefix
	O
	0..1
	The Ipv6 Address Prefix of the served UE.
	

	relIpv6AddressPrefix
	Ipv6Prefix
	O
	0..1
	Indicates the released IPv6 Address Prefix of the served UE in multi-homing case.
	

	subscribedSessionAmbr
	Ambr
	O
	0..1
	Subscribed Session-AMBR.
	

	subscribedDefaultQosInformation
	DefaultQosInformation
	O
	0..1
	Subscribed Default QoS Information.
	

	accuUsageReports
	array(AccuUsageReport)
	O
	0..N
	Accumulate usage report.
	

	3gppPsDataOffStatus
	boolean
	O
	0..1
	If it is included and set to true, the 3GPP PS Data Off is activated by the UE.
	

	appDetectionInfos
	array(AppDetectionInfo)
	O
	0..N
	Reports the start/stop of the application traffic and detected SDF descriptions if applicable.
	ADC

	traceReq
	TraceData
	C
	0..1
	It shall be included if trace is required to be activated, modified or deactivated (see 3GPP TS 32.422 [x]). For trace modification, it shall contain a complete replacement of trace data. 
For trace deactivation, it shall contain the Null value.
	


* * * 7th Change * * * *

A.2
Npcf_SMPolicyControl API

Editor's note:
HTTP Error responses need to be alligned with updates to Table 5.2.7.1-1 of 3GPP TS 29.500 [].
Editor's note: The Open API file needs to be updated to incorporate the changes agreed in CT3#97. 
openapi: 3.0.0

info:

  description: Session Management Policy Control Service
  version: "1.R15.0.0"

  title: Npcf_SMPolicyControl
externalDocs:
  description: 3GPP TS 29.512 V0.6.0 (2018-05) 5G System; Session Management Policy Control Service; Stage 3 version 15.0.0

  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.512/

servers:

  - url: https://{apiRoot}/npcf-sm-policy-control/v1

    variables:

      apiRoot:

        default: demohost.com

        description: apiRoot as defined in subclause subclause 4.4 of 3GPP TS 29.501, excluding the http:// part

paths:

  /sm-policies:

    post:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SmPolicyContextData'
      responses:

        '201':

          description: Created
          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmPolicyDecision'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:

        SmPolicyUpdateNotification:

          '{$request.body#/smPoliciesUpdateNotificationUrl}/update': 

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/SmPolicyNotification'

              responses:

                '204':

                  description: No Content, Notification was succesfull

                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '404':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
        SmPolicyContolTerminationRequestNotification:

          '{$request.body#/smPoliciesUpdateNotificationUrl}/terminate': 

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/TerminationNotification'

              responses:

                '204':

                  description: No Content, Notification was succesfull

                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '404':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /sm-policies/{smPolicyId}:

    get:

      parameters:

        - name: smPolicyId
          in: path

          description: Identifier of a policy association
          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Resource representation is returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmPolicyControl'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /sm-policies/{smPolicyId}/update:

    post:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SmPolicyUpdateContextData'

      parameters:

        - name: smPolicyId

          in: path

          description: Identifier of a policy association
          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Updated policies are returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/SmPolicyDecision'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /sm-policies/{smPolicyId}/delete:

    post:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/SmPolicyDeleteData'

      parameters:

        - name: smPolicyId

          in: path

          description: Identifier of a policy association
          required: true

          schema:

            type: string

      responses:

        '204':

          description: No content
        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
components:

  schemas:
    SmPolicyControl :

      type: object

      properties:

        context:

          $ref: '#/components/schemas/SmPolicyContextData'

        policy:

          $ref: '#/components/schemas/SmPolicyDecision'

      required:

        - context

        - policy

    SmPolicyContextData:

      type: object

      properties:

        accNetChId:

          $ref: '#/components/schemas/AccNetChId'

        gpsi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        pduSessionId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionId'

        dnn:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'

        smPoliciesUpdateNotificationUrl:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        accessType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/AccessType'

        ratType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/RatType'

        servingNetwork:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NetworkId'

        userLocationInformation:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'

        ueTimeZone:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/TimeZone'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        pei:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'

        ipv4Address:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'

        ipv6AddressPrefix:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'

        subSessAmbr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ambr'

        subscribedDefaultQosInformation:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DefaultQosInformation'

        online:

          type: boolean

          description: If it is included and set to true, the online charging is applied to the PDU session.

        offline:

          type: boolean

          description: If it is included and set to true, the offline charging is applied to the PDU session.

        3gppPsDataOffStatus:

          type: boolean

          description: If it is included and set to true, the 3GPP PS Data Off is activated by the UE.
        traceReq:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/TraceData'
        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

      required:

        - supi

        - pduSessionId

        - dnn

        - smPoliciesUpdateNotificationUrl

    SmPolicyDecision:

      type: object

      properties:

        sessRules:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/SessionRule'

          minProperties: 0

          description: A map of Sessionrules with the content being the SessionRule as described in subclause 5.6.2.7.

        pccRules:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/PccRule'

          minProperties: 0

          description: A map of PCC rules with the content being the PCCRule as described in subclause 5.6.2.6.

        qosDecs:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/QoSData'

          minProperties: 0

          description: Map of QoS data policy decisions.

        ChgDecs:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/ChargingData'

          minProperties: 0

          description: Map of Charging data policy decisions.

        chargingInfo:

          $ref: '#/components/schemas/ChargingInformation'

# Editor's note: FFS. Also listed as reused data type from TS 29.571, but not defined there.
        traffContDecs:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/TrafficControlData'

          minProperties: 0

          description: Map of Traffic Control data policy decisions.

        umDecs:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/UsageMonitoringData'

          minProperties: 0

          description: Map of Usage Monitoring data policy decisions.

        qosChars:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/QosCharacteristics'

          minProperties: 0

          description: Map of QoS characteristics for non standard 5QIs. This map uses the 5QI values as keys.

        reflectiveQoSTimer:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

        conds:

          type: object

          additionalProperties:

            $ref: '#/components/schemas/ConditionData'

          minProperties: 0

          description: A map of condition data with the content being as described in subclause 5.6.2.9.

        revalidationTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        policyCtrlReqTriggers:

          type: array

          items:

            $ref: '#/components/schemas/PolicyControlRequestTrigger'

          minItems: 0

          description: Defines the policy control request triggers subscribed by the PCF.

        lastReqRuleData:

          type: array

          items:

            $ref: '#/components/schemas/RequestedRuleData'

          minItems: 0

          description: Defines the last list of rule control data requested by the PCF.

        lastReqUsageData:

          $ref: '#/components/schemas/RequestedUsageData'

    SmPolicyNotification:

      type: object

      properties:

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        pduSessionId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionId'

        smPolicyDecision:

          $ref: '#/components/schemas/SmPolicyDecision'

    PccRule:

      type: object

      properties:

        flowInfos:

          type: array

          items:

            $ref: '#/components/schemas/FlowInformation'

          minItems: 0

          description: An array of IP flow packet filter information.

        appId:

          type: string

          description: A reference to the application detection filter configured at the UPF.

        pccRuleId:

          type: string

          description: Univocally identifies the PCC rule within a PDU session.

        precedence:

          type: integer

          description: Determines the order in which this PCC rule is applied relative to other PCC rules within the same PDU session.

        refQosData:

          type: array

          items:

            type: string

          minItems: 0

          description: A reference to the QoSData policy type decision type. It is the qosId described in subclause 5.6.2.8. (NOTE)

        refTcData:

          type: array

          items:

            type: string

          minItems: 0

          description: A reference to the TrafficControlData policy decision type. It is the tcId described in subclause 5.6.2.10. (NOTE)

        refChgData:

          type: array

          items:

            type: string

          minItems: 0

          description: A reference to the ChargingData policy decision type. It is the chgId described in subclause 5.6.2.11. (NOTE)

        refUmData:

          type: array

          items:

            type: string

          minItems: 0

          description: A reference to UsageMonitoringData policy decision type. It is the umId described in subclause 5.6.2.12. (NOTE)

        refCondData:

          type: string

          description: A reference to the condition data. It is the condId described in subclause 5.6.2.9.

      required:

        - pccRuleId

    SessionRule:

      type: object

      properties:

        authSessAmbr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ambr'

        authDefaultQos:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DefaultQosInformation'

        sessRuleId:

          type: string

          description: Univocally identifies the session rule within a PDU session.

        refUmData:

          type: string

          description: A reference to UsageMonitoringData policy decision type. It is the umId described in subclause 5.6.2.12.

        refCondData:

          type: string

          description: A reference to the condition data. It is the condId described in subclause 5.6.2.9.

      required:

        - sessRuleId

    QoSData:

      type: object

      properties:

        qosId:

          type: string

          description: Univocally identifies the QoS control policy data within a PDU session.

        5qi:

          type: integer

          description: Identifier for the authorized QoS parameters for the service data flow.

        maxbrUl:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/BitRate'

        maxbrDl:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/BitRate'

        gbrUl:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/BitRate'

        gbrDL:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/BitRate'

        arp:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Arp'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        qnc:

          type: boolean

          description: Indicates whether notifications are requested from 3GPP RAN when the GFBR can no longer (or again) be fulfilled for a QoS Flow during the lifetime of the QoS Flow.

        reflectiveQos:

          type: boolean

          description: Indicates whether the QoS information is reflective for the corresponding service data flow.

        maxPacketLossRate:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        defQosFlowIndication:

          type: boolean

          description: Indicates that the dynamic PCC rule shall always have its binding with the QoS Flow associated with the default QoS rule

      required:

        - qosId

        - 5qi

        - arp

    ConditionData:

      type: object

      properties:

        condId:

          type: string

          description: Uniquely identifies the condition data within a PDU session.

        activationTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        deactivationTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
      required:

        - condId

    TrafficControlData:

      type: object

      properties:

        tcId:

          type: string

          description: Univocally identifies the traffic control policy data within a PDU session.

        flowAction:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        redirectInfo:

          $ref: '#/components/schemas/RedirectInformation'

        muteNotif:

          type: boolean

          description: Indicates whether applicat'on's start or stop notification is to be muted.

        trafficSteeringPolIdDl:

          type: string

          description: Reference to a pre-configured traffic steering policy for downlink traffic at the SMF.

        trafficSteeringPolIdUl:

          type: string

          description: Reference to a pre-configured traffic steering policy for uplink traffic at the SMF.

        dnais:

          type: array

          items:

            type: string

          minItems: 0

          description: Identifier of the target Data Network Access

        dnaiReport:

          $ref: '#/components/schemas/DnaiReport'

      required:

        - tcId

    ChargingData:

      type: object

      properties:

        chgId:

          type: string

          description: Univocally identifies the charging control policy data within a PDU session.

        meteringMethod:

          $ref: '#/components/schemas/MeteringMethod'

        offline:

          type: boolean

          description: Indicates the online charging is applicable to the PDU session or PCC rule.

        online:

          type: boolean

          description: Indicates the offline charging is applicable to the PDU session or PCC rule.

        ratingGroup:

          type: string

          description: The charging key for the PCC rule used for rating purposes.

        reportingLevel:

          $ref: '#/components/schemas/ReportingLevel'

        serviceId:

          type: string

          description: Indicates the identifier of the service or service component the service data flow in a PCC rule relates to.

        sponsorId:

          type: string

          description: Indicates the sponsor identity.

        appSvcProvId:

          type: string

          description: Indicates the application service provider identity.

        afChargingIdentifier:

          type: string

          description: An identifier, provided from the AF, correlating the measurement for the Charging key/Service identifier values in this PCC rule with application level reports.

        charingInformation:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
      required:

        - chgId

    UsageMonitoringData:

      type: object

      properties:

        umId:

          type: string

          description: Univocally identifies the usage monitoring policy data within a PDU session.

        volumeThreshold:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        timeThreshold:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

        monitoringTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        nextVolThreshold:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        nextTimeThreshold:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

        inactivityTime:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

      required:

        - umId

    RedirectInformation:

      type: object

      properties:

        redirectSupport:

          type: boolean

          description: Indicates the redirect is enable.

        redirectAddressType:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        redirectServerAddress:

          type: string

          description: Indicates the address of the redirect server.

      required:

        - redirectSupport

    FlowInformation:

      type: object

      properties:

        flowDescription:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        packetFilterUsage:

          type: boolean

          description: The packet shall be sent to the UE.

        tosTrafficClass:

          type: string

          description: Contains the Ipv4 Type-of-Service and mask field or the Ipv6 Traffic-Class field and mask field.

        spi:

          type: string

          description: the security parameter index of the IPSec packet.

        flowLabel:

          type: string

          description: the Ipv6 flow label header field.

        flowDirection:

          $ref: '#/components/schemas/FlowDirection'

        sourceMacAddress:

          type: string

          description: Contains the source MAC address

        destinationMacAddress:

          type: string

          description: Contains the destination MAC address

        ethertype:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        vid:

          type: string

          description: Contains the VID of C-TAG or S-TAG.

        pcpdei:

          type: string

          description: Contains the PCP/DEI of C-TAG or S-TAG.

    SmPolicyDeleteData:

      type: object

      properties:

        userLocationInformation:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'

        ueTimeZone:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/TimeZone'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        accuUsageReports:

          type: array

          items:

            $ref: '#/components/schemas/AccuUsageReport'

          minItems: 0

          description: Contains the usage report

    QosCharacteristics:

      type: object

      properties:

        5qI:

          type: integer

          description: Identifier for the authorized QoS parameters for the service data flow. Applies to PCC rule and PDU session level.

        resourceType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/ResourceType'

# Editor's note: ResourceType is not yet defined in TS 29.571.
        priorityLevel:

          $ref: '#/components/schemas/ArpPriorityLevel'

        packetDelayBudget:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PacketDelBudget'

        packetErrorRate:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PacketErrRate'

        averagingWindow:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/AverWindow'

        maximumDataBurst Volume:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/MaxDataBurstVol'

      required:

        - 5qI

        - resourceType

        - priorityLevel

        - packetDelayBudget

        - packetErrorRate

    ChargingInformation:

      type: object

      properties:

        primaryChfAddress:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        secondaryChfAddress:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

      required:

        - primaryChfAddress

        - secondaryChfAddress

    AccuUsageReport:

      type: object

      properties:

        refUmIds:

          type: string

          description: An id referencing UsageMonitoringData objects associated with this usage report.

        volUsage:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        volUsageUplink:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        volUsageDownlink:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        timeUsage:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

        nextVolUsage:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        nextVolUsageUplink:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        nextVolUsageDownlink:

          type: string

# Editor's note: Type is FFS. String only used to pass Syntax check.
        nextTimeUsage:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DurationSec'

      required:

        - refUmIds

    SmPolicyUpdateContextData:

      type: object

      properties:

        repPolicyCtrlReqTriggers:

          type: array

          items:

            $ref: '#/components/schemas/PolicyControlRequestTrigger'

          minItems: 1

          description: The policy control reqeust trigges which are met.

        accessType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/AccessType'

        ratType:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/RatType'

        servingNetwork:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/NetworkId'

        userLocationInformation:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'

        ueTimeZone:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/TimeZone'

# Editor's note: FFS. Defined in TS 29.571, but not listed as reused data type.
        pei:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'

        ipv4Address:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'

        ipv6AddressPrefix:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'

        relIpv6AddressPrefix:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'

        subscribedSessionAmbr:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ambr'

        subscribedDefaultQosInformation:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/DefaultQosInformation'

        accuUsageReport:

          $ref: '#/components/schemas/AccuUsageReport'

        3gppPsDataOffStatus:

          type: boolean

          description: If it is included and set to true, the 3GPP PS Data Off is activated by the UE.

        appDetectionInfos:

          type: array

          items:

            $ref: '#/components/schemas/AppDetectionInfo'

          minItems: 0

          description: Report the start/stop of the application traffic and detected SDF descriptions if applicable.

        traceReq:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/TraceData'
      required:

        - repPolicyCtrlReqTriggers

    DnaiReport:

      type: object

      properties:

        notificationUri:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'

        earlyNotification:

          type: boolean

          description: When it is included and set to true, indicates the early notification is required.

        lateNotification:

          type: boolean

          description: When it is included and set to true, indicates the late notification is required.

      required:

        - notificationUri

    TerminationNotification:

      type: object

      properties:

        supi:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

        pduSessionId:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/PduSessionId'

      required:

        - supi

        - pduSessionId

    AppDetectionInfo :

      type: object

      properties:

        appId:

          type: string

          description: A reference to the application detection filter configured at the UPF

        instanceId:

          type: string

          description: Identifier dynamically assigned by the SMF in order to allow correlation of application Start and Stop events to the specific service data flow description, if service data flow descriptions are deducible.

        sdfDescriptions:

          type: array

          items:

            $ref: '#/components/schemas/FlowInformation'

          minItems: 0

          description: Contains the detected service data flow descriptions if they are deducible.

      required:

        - appId

    AccNetChId:

      type: object

      properties:

        accNetChaIdValue:

          type: string

          description: Contains a charging identifier

        pccRuleId:

          type: array

          items:

            type: string

          minItems: 0

          description: Contains the identifier of the PCC rule(s) associated to the provided Access Network Charging Identifier.

        sessionChScope:

          type: boolean

          description: When it is included and set to true, indicates the Access Network Charging Identifier applies to the whole PDU Session

      required:

        - accNetChaIdValue

    RequestedRuleData:

      type: object

      properties:

        refPccRuleIds:

          type: array

          items:

            type: string

          minItems: 1

          description: An array of PCC rule id references to the PCC rules associated with the control data. 

        reqData:

          type: array

          items:

            $ref: '#/components/schemas/RequestedRuleDataType'

          minItems: 1

          description: Array of requested rule data type elements indicating what type of rule data is requested for the corresponding referenced PCC rules.

      required:

        - refPccRuleIds

        - reqData

    RequestedUsageData:

      type: object

      properties:

        refUmIds:

          type: array

          items:

            type: string

          minItems: 0

          description: An array of usage monitoring data id references to the usage monitoring data instances for which the PCF is requesting a usage report. This attribute shall only be provided when allUmIds is not set to true.

        allUmIds:

          type: boolean

          description: Th
ooleanean indicates whether requested usage data applies to all usage monitoring data instances. When it's not included, it means requested usage data shall only apply to the usage monitoring data instances referenced by the refUmIds attribute.

    ArpPriorityLevel:

      type: integer

      description: Unsigned integer indicating the ARP Priority Level (see subclause 5.7.2.2 of 3GPP TS 23.501 [8]), within the range 1 to 15. Values are ordered in decreasing order of priority, i.e. with 1 as the highest priority and 15 as the lowest priority. In an OpenAPI Specification [3] schema, the format shall be designated “s "ArpPriorityLe”el".

# Editor's note: ArpPriorityLevel is also defined in TS 29.571.
    PreEmpCap:

      type: boolean

      description: Pre-emption-Capability where 0 indicates that assigned resources of another IP flow can be assigned to the P flow, while 1 indicates that assigned resources of other IP flows cannot be assigned to the IP flow.

# Editor's note: Data type not used.
    PreEmpVul:

      type: boolean

      description: Pre-emption-Vulnerability where 0 indicates pre-emption on the IP flow cannot be done, while 1 indicates that pre-emption on the IP flow can be done.

# Editor's note: Data type not used.
    FlowDirection:

      anyOf:

      - type: string

        enum:

          - DOWNLINK

          - UPLINK

          - BIDIRECTIONAL

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - DOWNLINK: The corresponding filter applies for traffic to the UE.

        - UPLINK: The corresponding filter applies for traffic from the UE.

        - BIDIRECTIONAL: The corresponding filter applies for traffic both to and from the UE.

    ReportingLevel:

      anyOf:

      - type: string

        enum:

          - SER_ID_LEVEL

          - RAT_GR_LEVEL

          - SPON_CON_LEVEL

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - SER_ID_LEVEL: Indicates that the usage shall be reported on service id and rating group combination level.

        - RAT_GR_LEVEL: Indicates that the usage shall be reported on rating group level.

        - SPON_CON_LEVEL: Indicates that the usage shall be reported on sponsor identity and rating group combination level.

    MeteringMethod:

      anyOf:

      - type: string

        enum:

          - DURATION

          - VOLUME

          - DURATION_VOLUME

          - EVENT

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - DURATION: Indicates that the duration of the service data flow traffic shall be metered.

        - VOLUME: Indicates that volume of the service data flow traffic shall be metered.

        - DURATION_VOLUME: Indicates that the duration and the volume of the service data flow traffic shall be metered.

        - EVENT: Indicates that events of the service data flow traffic shall be metered.

    PolicyControlRequestTrigger:

      anyOf:

      - type: string

        enum:

          - PLMN_CH

          - RES_MO_RE

          - AC_TY_CH

          - UE_IP_CH

          - UE MAC_CH

          - AN_CH_COR

          - US_RE

          - APP_STA

          - APP_STO

          - AN_INFO

          - CM_SES_FAIL

          - PS_DA_OFF

          - DEF_QOS_CH

          - SE_AMBR_CH

          - PCC_RMV

          - QOS_STO

          - QOS_STA

          - NO_CREDIT

          - PRA_CH

          - SAREA_CH

          - SCNN_CH

          - ENF_PCC_RUL

          - RE_TIMEOUT

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - PLMN_CH: PLMN Change

        - RES_MO_RE: A request for resource modification has been received by the SMF. The SMF always reports to the PCF.

        - AC_TY_CH: Access Type Change

        - UE_IP_CH: UE IP address change. The SMF always reports to the PCF.

        - UE MAC_CH: A new UE MAC address is detected or a used UE MAC address is inactive for a specific period

        - AN_CH_COR: Access Network Charging Correlation Information

        - US_RE: The PDU Session or the Monitoring key specific resources consumed by a UE either reached the threshold or needs to be reported for other reasons.

        - APP_STA: The start of application traffic has been detected.

        - APP_STO: The stop of application traffic has been detected.

        - AN_INFO: Access Network Information report

        - CM_SES_FAIL: Credit management session failure

        - PS_DA_OFF: The SMF reports when the 3GPP PS Data Off status changes. The SMF always reports to the PCF.

        - DEF_QOS_CH: Default QoS Change. The SMF always reports to the PCF.

        - SE_AMBR_CH: Session AMBR Change. The SMF always reports to the PCF.

        - PCC_RMV: The SMF reports when the PCC rule is removed. The SMF always reports to the PCF.

        - QOS_STO: The SMF notify the PCF when receiving notification from RAN that QoS targets of the QoS Flow cannot be fulfilled

        - QOS_STA: The SMF notify the PCF when receiving notification from RAN that QoS targets of the QoS Flow can be fulfilled again

        - NO_CREDIT: Out of credit

        - PRA_CH: Change of UE presence in Presence Reporting Area

        - SAREA_CH: Location Change with respect to the Serving Area

        - SCNN_CH: Location Change with respect to the Serving CN node

        - ENF_PCC_RUL: Enforced PCC rule request where the SMF is performing a PCC rules request as instructed by the PCF.

        - RE_TIMEOUT: Indicates the SMF generated the request because there has been a PCC revalidation timeout

    RequestedRuleDataType:

      anyOf:

      - type: string

        enum:

          - CH_ID

          - MS_TIME_ZONE

          - USER_LOC_INFO

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - CH_ID: Indicates that the requested rule data is the charging identifier. 

        - MS_TIME_ZONE: Indicates that the requested access network info type is the UE's timezone.

        - USER_LOC_INFO: Indicates that the requested access network info type is the UE's location.

* * * End of Changes * * * *
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