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	Reason for change:
	Support for the ePCO IE in EPS was added with CR 24.301-2415r2 (C1‑163131) and subsequently corrected by several CRs. The current text still has a few issues which need to be corrected or clarified:

1) The requirements, e.g. in subclause 8.3.1.2 and 8.3.1.4, are using a condition that "the extended protocol configuration options IE is supported by the UE and the network" (or not supported by one or the other). This wording hides the fact that actually "support of the extended PCO IE" is always related to a specific PDN connection.

E.g. in WB-S1 mode it is possible that the extended PCO IE can be used for a first PDN connection, because UE, MME, and the respective PDN GW support it, but not for a second PDN connection established to a different PDN GW not supporting the extended PCO IE.

2) Furthermore, it is possible that the UE moves from an MME supporting the extended PCO IE to another MME not supporting it or vice versa.

Therefore, the wording in the NOTE used e.g. in subclause 8.3.1.2:

NOTE:
The extended protocol configuration options is supported by the network if the network has indicated support of the extended protocol configuration options IE in the mobility management messages and the network has included the extended protocol configuration options IE in the session management messages to the UE.
is a bit imprecise. The condition should be that the support was indicated in the last Attach Accept or TAU Accept message received by the UE.
On the other hand, for the UE it is sufficient that an extended PCO IE was included by the network in at least one session management message sent for the respective PDN connection.

It is proposed to solve 1) and 2) by adding a description to subclause 6.6.1.1 which clarifies that support of the extended PCO IE is negotiated end-to-end in 2 steps: firstly between UE and MME during EPS attach and TAU, and secondly end-to-end between UE and PDN GW in the EPS session management/GTP signalling. Only if both steps were successful – or if the UE can assume based on the use of NB-S1 mode or the requested PDN type "non-IP" that the PDN GW supports the extended PCO IE, then the extended PCO IE can be used for this specific PDN connection.

Furthermore, the detailed conditions for end-to-end support – from UE's point of view and MME's point of view are added to subclause 6.1.1.1.

In the message definitions it is clarfied that the criterion for including the legacy PCO IE or the extended PCO IE is the end-to-end support for the specific PDN connection and a reference to subclause 6.1.1.1 is added.

3) For the ESM INFORMATION RESPONSE message, the 'additional' conditions for using the legacy PCO IE in subclause 8.3.14.3 read:
"in WB-S1 mode, or when the PDN Type requested is different from Non-IP"
Here the "or" should be an "and". E.g. consider the case of a UE in NB-S1 mode which requests PDN Type "IPv4". The second part of the condition above is 'true' so the UE needs to use the legacy PCO IE. But the UE knows that the MME supports extended PCO IE (because it supports NB-S1 mode) and it knows that the MME will route its request to a PDN GW supporting the extended PCO IE, so it should be possible to use the extended PCO IE. – 

(Actually the 'additional' conditions for using the extended PCO IE in subclause 8.3.14.4 read:

"in NB-S1 mode or when Non-IP PDN Type is requested"

So the UE in NB-S1 mode which requests PDN Type "IPv4" should also use the extended PCO IE – which is however explicitly forbidden by another requirement. Assuming that the additional condition in 8.3.14.4 is correct, its negation in 8.3.14.3 should have an "and".)
4) According to an additional requirement in 8.3.14.3,

This IE shall be included if the UE supports local IP address in traffic flow aggregate description and TFT filter, in WB-S1 mode, or when the PDN Type requested is different from Non-IP.
Here, again, the "or" should be an "and", because "local IP address in in traffic flow aggregate description and TFT filter" is an IP-specific feature. For PDN type "Non-IP" it is not necessary to indicate the support of this feature.
5) According to a similar additional requirement in 8.3.14.4,

This IE shall be included if the UE supports local IP address in traffic flow aggregate description and TFT filter, in NB-S1 mode or when Non-IP PDN Type is requested.

Here the correct condition would be "and when the PDN Type requested is different from Non-IP." – For PDN type "Non-IP" it is not necessary to indicate the support of this IP specific feature.
6) Issues 4) and 5) are also applicable to the PDN CONNECTIVITY REQUEST message (subclause 8.3.20.4 and 8.3.20.8).
7) According to subclauses 8.3.6.9 and 8.3.6.15, the respective IE needs to be included "if the network supports Local IP address in the traffic flow aggregate description and TFT filter ". Here the condition that "the PDN type is different from non-IP" is missing.

	
	

	Summary of change:
	1, 2, 3) A description of the conditions for "end-to-end" support of the ePCO IE is added in subclause 6.1.1.1, and references to this subclause are added in the message descriptions where the conditions for inclusion of the legacy PCO IE and the extended PCO IE are given.

4, 5, 6) Conditions for including the IE are corrected.
7) Missing condition is added.

	
	

	Consequences if not approved:
	Unclear specification can result in wrong implementations where the UE uses the legacy PCO IE instead of the extended PCO IE, and the payload does not fit into the legacy PCO IE. Dependent on the payload that cannot be transferred as intended, the configuration of a protocol could fail (making the PDN connection unusable) or authentication towards an external PDN could fail.
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	Other comments:
	


6.6.1.1
General
The UE and the PDN GW can exchange protocol configuration options via the dedicated ESM information request procedure or via other ESM procedures.
If supported by the network and UE end-to-end for a PDN connection, protocol configuration options shall be exchanged via the extended protocol configuration options IE. Otherwise the protocol configuration options IE is used.
If the UE is in NB-S1 mode, then both for the UE and for the MME, the extended protocol configuration options is supported by the network and the UE end-to-end for each PDN connection.
If the UE is in WB-S1 mode, the following applies:

For the UE, the extended protocol configuration options is supported by the network and the UE end-to-end for a PDN connection if 
-
the PDN Type requested for the PDN connection is non-IP; or
-
the network has indicated support of the extended protocol configuration options IE in the last ATTACH ACCEPT or TRACKING AREA UPDATING ACCEPT message and the network has included the extended protocol configuration options IE in at least one EPS session management message received by the UE for this PDN connection.
For the MME, the extended protocol configuration options is supported by the network and the UE end-to-end for a PDN connection if 
-
the PDN Type requested for the PDN connection is non-IP; or

-
the UE has indicated support of the extended protocol configuration options IE in the last ATTACH REQUEST or TRACKING AREA UPDATING REQUEST message, and the MME has received the extended protocol configuration options IE in at least one message sent by the PDN GW towards the UE for this PDN connection (for details see 3GPP TS 29.274 [16D]).
NOTE:
For the PDN GW, the extended protocol configuration options is supported by the network and the UE end-to-end for a PDN connection if the last support indication received from the MME or S-GW indicates that extended protocol configuration options is supported for this PDN connection (for details see 3GPP TS 29.274 [16D]).
***** Next change *****
8.3.1.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.1.4
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.2.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.2.4
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.3.7
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.3.10
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.4.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).

8.3.4.3
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.5.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
8.3.5.3
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change (to Activate default EPS bearer context request) *****
8.3.6.9
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
This IE shall be included if the network supports Local IP address in the traffic flow aggregate description and TFT filter, the PDN Type is different from Non-IP, and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.6.15
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

This IE shall be included if the network supports Local IP address in the traffic flow aggregate description and TFT filter, the PDN Type is different from Non-IP, and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.7.2
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.7.6
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.8.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.8.5
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.9.2
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.9.6
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.10.4
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.10.8
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.11.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.11.4
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.12.2
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.12.6
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change (to ESM information response ) *****
8.3.14.3
Protocol configuration options
This IE is included in the message when, during the attach procedure, the UE wishes to transmit security protected (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, the UE is in WB-S1 mode and the PDN Type requested is different from Non-IP.
This IE shall be included if the UE supports local IP address in traffic flow aggregate description and TFT filter, the UE is in WB-S1 mode and the PDN Type requested is different from Non-IP.
This IE shall not be included if the Extended protocol configuration options IE is included in the message.
8.3.14.4
Extended protocol configuration options
This IE is included in the message when, during the attach procedure, the UE wishes to transmit security protected (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, and the UE is in NB-S1 mode or Non-IP PDN Type is requested.

This IE shall be included if the UE supports local IP address in traffic flow aggregate description and TFT filter, the UE is in NB-S1 mode and the PDN Type requested is different from Non-IP.

This IE shall not be included if the Protocol configuration options IE is included in the message.
***** Next change *****
8.3.16.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.16.4
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.17.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.17.4
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.18.9
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.18.13
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.19.2
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
***** Next change *****
8.3.19.5
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change (to PDN connectivity request) *****
8.3.20.4
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, the UE is in WB-S1 mode and the PDN Type requested is different from Non-IP.
This IE shall be included if the UE supports local IP address in traffic flow aggregate description and TFT filter, the UE is in WB-S1 mode and the PDN Type requested is different from Non-IP.
This IE shall not be included if the Extended protocol configuration options IE is included in the message.
***** Next change *****
8.3.20.8
Extended protocol configuration options
This IE is included in the message when, during the attach procedure, the UE wishes to transmit security protected (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, and the UE is in NB-S1 mode or Non-IP PDN Type is requested.

This IE shall be included if the UE supports local IP address in traffic flow aggregate description and TFT filter, the UE is in NB-S1 mode and the PDN Type requested is different from Non-IP.

This IE shall not be included if the Protocol configuration options IE is included in the message.
***** Next change *****
8.3.21.2
Protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).

8.3.21.3
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).

***** Next change *****
8.3.22.2
Protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is not supported by the UE or the network end-to-end for the PDN connection (see subclause 6.6.1.1).
8.3.22.3
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network and the extended protocol configuration options is supported by both the UE and the network end-to-end for the PDN connection (see subclause 6.6.1.1).
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