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6.2.3
Dynamic Indication

If the UE performs 3GPP-based access authentication, the 3GPP AAA server may send a trust relationship indicator of the non-3GPP access network to the UE during the EAP-AKA, EAP-AKA' or EAP-3GPP-LimitedService based access authentication (i.e. EAP-AKA, EAP-AKA' or EAP-3GPP-LimitedService) as specified in 3GPP TS 33.402 [15]. If non-3GPP access network is trusted, the 3GPP AAA server shall send this trust relationship indicator as specified in 3GPP TS 29.273 [17]. The indicator is sent using a AT_TRUST_IND attribute, by extending the EAP-AKA (and EAP-AKA' and EAP-3GPP-LimitedService) protocol as specified in subclause 8.2 of IETF RFC 4187 [33]. This attribute is provided in EAP-Request/AKA-Challenge or EAP- Request/AKA'-Challenge or EAP-Request/3GPP-LimitedService-Init-Info message payload respectively. The detailed coding of this attribute is described in subclause 8.2.3.1.

	*** Next Change ***


6.4.1A
TWAN connection modes

As part of EAP-AKA' authentication via TWAN, the UE and the network can negotiate usage of either the single-connection mode (SCM) or the multi-connection mode (MCM) as described in 3GPP TS 23.402 [6].

NOTE:
UE requesting neither SCM nor MCM acts in transparent single-connection mode (TSCM). No UE extensions are needed for TSCM.

The negotiation consists of the following steps:

a)
The 3GPP AAA server indicates support of TSCM, SCM, MCM or any combination of them as described in subclause 6.4.3.5.

b)
The UE requests usage of SCM or MCM as described in subclause 6.4.2.6.2 and subclause 6.4.2.6.3, acts in TSCM or aborts the EAP authentication as described in subclause 6.4.2.6.4.

c)
The 3GPP AAA server either accepts or rejects the UE request as described in subclause 6.4.3.5.

If EAP-AKA' authentication is skipped during emergency call via TWAN for unauthenticated UEs, the UE and the network can negotiate usage of either the single-connection mode (SCM) or the multi-connection mode (MCM) as follows:

a)
The 3GPP AAA server indicates support of SCM, MCM or any combination of them as described in subclause 6.4.3.5.1A.

b)
The UE requests usage of SCM or MCM as described in subclause 6.4.2.6.2A and subclause 6.4.2.6.3A, or aborts the EAP authentication as described in subclause 6.4.2.6.4.

c)
The 3GPP AAA server either accepts or rejects the UE request as described in subclause 6.4.3.5.

Editor's note (WID: SEW2-CT, CR#0611): Structure and format of messages of EAP-3GPP-LimitedService method is FFS.
	*** Next Change ***


6.4.2.6.2A
Usage of single-connection mode (SCM) - emergency
If the UE needs to establish an IMS emergency session over trusted WLAN access, the UE shall:

1)
if the UE already has active PDN connection, the UE shall detach first (see 3GPP TS 23.402 [6]) and then follow item 2) below to start initial attach procedure for emergency service; and
2)
if the UE does not have an active PDN connection and requests usage of the SCM, the UE shall start initial attach procedure for emergency service using the procedures specified in subclause 6.4.2.6.2. In addition, 
a)
upon receiving EAP-Request/AKA'-Challenge message:

-
if the CONNECTION_MODE_CAPABILITY item in the item list field indicates support of emergency services, the UE shall respond with the EAP-Response/AKA'-Challenge message with the ATTACHMENT_TYPE item in the item list field set to indicate emergency attach or emergency handover; or
-
if the CONNECTION_MODE_CAPABILITY item in the item list field does not indicate support of emergency services, the UE shall respond with the EAP-Response/AKA'-Client-Error message as described in subclause 6.4.2.6.4. The UE shall re-initiate initial attach procedure for emergency service by selecting a different WLAN supporting Emergengy service;
b)
upon receiving EAP-Request/3GPP-LimitedService-Init-Info message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating CONNECTION_CAPABILITY and message field contains CONNECTION_MODE_CAPABILITY item in the item list field indicating support of SCM and emergency services,
-
if the UE supports the SCM and requests the usage of the SCM, the UE shall respond with the EAP-Response/3GPP-LimitedService-Init-Info message and shall:

i)
include the AT_TWAN_CONN_MODE attribute with the message type field set to SCM_REQUEST and in the item list field;

ii)
include a ATTACHMENT_TYPE item indicating whether an emergency attach or emergency handover is requested;

iii)
if initial attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the requested PDN type;

iv)
if handover attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the PDN type supported in the PDN connection to be handed over; and

v)
if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item according to subclause 8.1.4.9; and

c)
upon receiving the EAP-Request/3GPP-LimitedService-Notif message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating SCM_RESPONSE and the item list field:

-
the UE shall:

i)
determine the PDN type supported in the PDN connection in the PDN_TYPE item as described in subclause 8.1.4.6 included in the item list field;

ii)
determine the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS item if a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 is included in the item list field.


d)
if the UE had requested emergency attach or emergency handover of an emergency session, upon receiving the EAP-Request/AKA'-Notification message, if the AT_NOTIFICATION attribute indicates failure, the UE shall detach and then perform initial attach procedure for emergency service by selecting a different WLAN supporting Emergengy service.

	*** Next Change ***


6.4.2.6.3A
Usage of multi-connection mode (MCM) - emergency

If the UE needs to establish an IMS emergency session over trusted WLAN access, the UE shall:

1)
if the UE already has active PDN connection:
-
if the TWAN does not supports emergency service, the UE shall detach first and then follow item 2) below to start initial attach procedure for emergency service and selecting a WLAN supporting Emergengy service; or
-
if the connected TWAN supports emergency service, the UE shall initiate PDN connectivity establishment procedures as specified in 3GPP TS 24.244 [56].
2)
if the UE does not have an active PDN connection and requests usage of the MCM, the UE shall start initial attach procedure for emergency service using the procedures specified in subclause 6.4.2.6.3. In addition, 
a)
upon receiving EAP-Request/AKA'-Challenge message:

-
if the CONNECTION_MODE_CAPABILITY item in the item list field indicates support of emergency services, the UE shall respond with the EAP-Response/AKA'-Challenge message with the ATTACHMENT_TYPE item in the item list field set to indicate emergency attach or emergency handover; or
-
if the CONNECTION_MODE_CAPABILITY item in the item list field does not indicate support of emergency services, the UE shall respond with the EAP-Response/AKA'-Client-Error message as described in subclause 6.4.2.6.4. The UE shall re-initiate initial attach procedure for emergency service by selecting a different WLAN supporting Emergengy service;
b)
upon receiving EAP-Request/3GPP-LimitedService-Init-Info message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating CONNECTION_CAPABILITY and message field contains CONNECTION_MODE_CAPABILITY item in the item list field indicating support of MCM and emergency services,
-
if the UE supports the MCM and requests the usage of the MCM and 

i)
message field of the AT_TWAN_CONN_MODE attribute contains SUPPORTED_WLCP_TRANSPORTS item as described in subclause 8.1.4.15; and 

ii)
at least one WLCP transport indicated as supported in the SUPPORTED_WLCP_TRANSPORTS item is also supported by the UE,

the UE shall respond with the EAP-Response/3GPP-LimitedService-Init-Info message and shall:

i)
include the AT_TWAN_CONN_MODE attribute with the message type field set to MCM_REQUEST;

c)
upon receiving the EAP-Request/3GPP-LimitedService-Notif message including the AT_TWAN_CONN_MODE attribute with the message type of message field indicating MCM_RESPONSE and the item list field:

-
the UE shall:

i)
determine determine the TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in subclause 8.1.4.13 included in the item list field;

ii)
derive the WLCP key as described in Annex A.3 in 3GPP TS 33.402 [15].

NOTE:
After receiving EAP Success message terminating the EAP procedures after successful authentication and authorization for MCM access to EPC, the UE establishes a DTLS connection with the TWAG and initiates WLCP procedures according to 3GPP TS 24.244 [56].



d)
if the UE had requested emergency attach or emergency handover of an emergency session, upon receiving the EAP-Request/AKA'-Notification message, if the AT_NOTIFICATION attribute indicates failure, the UE shall detach and then perform initial attach procedure for emergency service by selecting a different WLAN supporting Emergengy service.

	*** Next Change ***


6.4.3.5.1A
Emergency session connection mode negotiation for unauthenticated UEs
If the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN and IMEI was received or IMSI was received but IMSI authentication cannot proceed, the 3GPP AAA server shall initiate connection mode negotiation with the UE as follows:
-
if the 3GPP AAA server  supports SCM, MCM or both, the 3GPP AAA server shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-LimitedService-Init-Info message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

a)
set the message type field to CONNECTION_CAPABILITY; and

b)
in the item list field:

1)
include a CONNECTION_MODE_CAPABILITY item according to subclause 8.1.4.8 indicating whether the network supports SCM, MCM or any combination of them, and indicating emergency service is supported; and 
2)
if the network supports MCM, include a SUPPORTED_WLCP_TRANSPORTS item according to subclause 8.1.4.15 indicating WLCP transport(s) supported by the TWAG.
	*** End Change ***


