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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23 303: "Proximity-based services (ProSe); Stage 2".
[3]
3GPP TS 29 228: "IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and message contents".

[4]
3GPP TS 23.003: "Numbering, addressing and identification".
[5]
3GPP TS 29.329: "Sh interface based on the Diameter protocol; Protocol details".
[6]
3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
[7]
Void.
[8]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[9]
IETF RFC 4960: "Stream Control Transport Protocol".

[10]
3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; protocol details".
[11]
IETF RFC 5234: "Augmented BNF for Syntax Specifications: ABNF".

[12]
IETF RFC 4072: "Diameter Extensible Authentication Protocol (EAP) Application".

[13]
3GPP TS 32.299: "Charging management; Diameter charging applications".

[14]
3GPP TS 29.344: "Proximity-services (Prose) Function to Home Subscriber Server (HSS) aspects (PC4); Stage 3".

[15]
3GPP TS 29.273: "Evolved Packet System (EPS); 3GPP EPS AAA interfaces".

[16]
3GPP TS 29.272: "Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".

[17]
Wi-Fi Alliance Technical Committee P2P Task Group, "Wi-Fi Peer-to-Peer (P2P) Technical Specification", Version 1.1.

[18]
3GPP TS 29.336: "Home Subscriber Server (HSS) diameter interfaces for interworking with packet data networks and applications".

[19]
ITU-T Recommendation E.164: "The international public telecommunication numbering plan".

[20]
IEEE Std 802.11-2012: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".
[21]
IETF RFC 7683: "Diameter Overload Indication Conveyance".
[22]
3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to ProSe function protocol aspects; Stage 3".
[23]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[24]
3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".
[25]
Open Mobile Alliance, OMA AD SUPL: "Secure User Plane Location Architecture", (http://www.openmobilealliance.org).
[26]
3GPP TS 24.333: "Proximity-services (ProSe) Management Objects (MO)".
[27]
IETF RFC 7944: "Diameter Routing Message Priority".

[28]
IETF draft-ietf-dime-load-03: "Diameter Load Information Conveyance".
Editor's note:
The above document cannot be formally referenced until it is published as an RFC.
[x]
IETF RFC 6733: "Diameter Base Protocol".
* * * Next Change * * * *

6.1.1
Use of Diameter base protocol

The Diameter Base Protocol as specified in IETF RFC 6733 [x] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and error codes as specified in this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) shall be used unmodified.
* * * Next Change * * * *

6.1.4
Use of sessions

Between the ProSe Functions, Diameter sessions shall be implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client shall not send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 6733 [x]. As a consequence, the server shall not maintain any state information about this session and the client shall not send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.
* * * Next Change * * * *

6.1.7
Advertising Application Support

The ProSe Functions shall advertise support of the Diameter Inter ProSe Functions Application by including the value of the application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The Vendor-Id AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per IETF RFC 6733 [x].

* * * Next Change * * * *

6.2.2
Command-Code values

This csublause defines Command-Code values for the Diameter Inter ProSe Functions application used over the PC6/PC7 interfaces as allocated by IANA.

Every command is defined by means of the ABNF syntax IETF RFC 5234 [11], according to the Command Code Format (CCF) specification defined in IETF RFC 6733 [x]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 6733 [x] shall apply. 
NOTE:
For this release, the Vendor-Specific-Application-ID is included as an optional AVP in all commands in order to ensure interoperability with diameter agents following a strict implementation of IETF RFC 3588 [7], by which messages not including this AVP will be rejected. IETF RFC 3588 [7] indicates that the AVP shall be present in all proxiable commands, such as those specified here, despite that the contents of this AVP are redundant since the Application ID is already present in the command header. This AVP may be removed in subsequent revisions of this specification, once the diameter base protocol is updated accordingly.
The following Command Codes are defined in this specification:

Table 6.2.2-1: Command-Code values for Diameter ProSe Inter Functions Application
	Command-Name
	Abbreviation
	Code
	Clause

	ProSe-Authorization-Request
	PAR
	8388668
	6.2.3

	ProSe-Authorization-Answer
	PAA
	8388668
	6.2.4

	ProSe-Discovery-Request
	PDR
	8388669
	6.2.5

	ProSe-Discovery-Answer
	PDA
	8388669
	6.2.6

	ProSe-Match-Request
	PMR
	8388670
	6.2.7

	ProSe-Match-Answer
	PMA
	8388670
	6.2.8

	ProSe-Match-Report-Info-Request
	PIR
	8388671
	6.2.9

	ProSe-Match-Report-Info-Answer
	PIA
	8388671
	6.2.10

	ProSe-Proximity-Request
	PRR
	8388672
	6.2.11

	ProSe-Proximity-Answer
	PRA
	8388672
	6.2.12

	ProSe-Location-Update-Request
	PLR
	8388673
	6.2.13

	ProSe-Location-Update-Answer
	PLA
	8388673
	6.2.14

	ProSe-Alert-Request
	ALR
	8388674
	6.2.15

	ProSe-Alert-Answer
	ALA
	8388674
	6.2.16

	ProSe-Cancellation-Request
	PCR
	8388675
	6.2.17

	ProSe-Cancellation-Answer
	PCA
	8388675
	6.2.18


For these commands, the Application-ID field shall be set to 16777340 (application identifier of the Diameter Inter ProSe Functions interface application, allocated by IANA).
* * * Next Change * * * *

6.3.1
General
The following table (table 6.3.1-1) specifies the Diameter AVPs defined for the PC6/PC7 interfaces, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
For all AVPs which contain bit masks and are of the type Unsigned32 e.g., PRR-Flags, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 shall be used.
Table 6.3.1-1: PC6/PC7 specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Clause

 defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	App-Layer-User-Id
	3801
	6.3.2
	UTF8String
	M, V
	
	
	
	No

	Assistance-info
	3802
	6.3.3
	Grouped
	M, V
	
	
	
	No

	Assistance-Info-Validity-Timer
	3803
	6.3.4
	Unsigned32
	M, V
	
	
	
	No

	Discovery-Type
	3804
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Filter-Id
	3805
	6.3.9
	OctetString
	M, V
	
	
	
	No

	MAC-Address
	3806
	6.3.11
	UTF8String
	M, V
	
	
	
	No

	Match-Report
	3807
	6.3.12
	Grouped
	M, V
	
	
	
	No

	Operating-Channel
	3808
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	P2P-Features
	3809
	6.3.15
	Unsigned32
	M, V
	
	
	
	No

	ProSe-App-Code
	3810
	6.3.16
	OctetString
	M, V
	
	
	
	No

	ProSe-App-Id
	3811
	6.3.17
	UTF8String
	M, V
	
	
	
	No

	ProSe-App-Mask
	3812
	6.3.18
	OctetString
	M, V
	
	
	
	No

	ProSe-Discovery-Filter
	3813
	6.3.20
	Grouped
	M, V
	
	
	
	No

	PRR-Flags
	3814
	6.3.21
	Unsigned32
	M, V
	
	
	
	No

	ProSe-Validity-Timer
	3815
	6.3.22
	Unsigned32
	M, V
	
	
	
	No

	Requesting-EPUID
	3816
	6.3.23
	UTF8String
	M, V
	
	
	
	No

	Targeted-EPUID
	3817
	6.3.26
	UTF8String
	M, V
	
	
	
	No

	Time-Window
	3818
	6.3.27
	Unsigned32
	M, V
	
	
	
	No

	WiFi-P2P-Assistance-Info
	3819
	6.3.30
	Grouped
	M, V
	
	
	
	No

	WLAN-Assistance-Info
	3820
	6.3.31
	Grouped
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id
	3821
	6.3.32
	OctetString
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id-List
	3822
	6.3.33
	Grouped
	M, V
	
	
	
	No

	Location-Update-Trigger
	3823
	6.3.42
	Grouped
	M,V
	
	
	
	No

	Location-Update-Event-Type
	3824
	6.3.43
	Unsigned32
	M,V
	
	
	
	No

	Change-Of-Area-Type
	3825
	6.3.44
	Grouped
	M,V
	
	
	
	No

	Location-Update-Event-Trigger
	3826
	6.3.45
	Unsigned32
	M,V
	
	
	
	No

	Report-Cardinality
	3827
	6.3.46
	Enumerated
	M,V
	
	
	
	No

	Minimum-Interval-Time
	3828
	6.3.47
	Unsigned32
	M,V
	
	
	
	No

	Periodic-Location-Type
	3829
	6.3.48
	Grouped
	M,V
	
	
	
	No

	Location-Report-Interval-Time
	3830
	6.3.49
	Unsigned32
	M,V
	
	
	
	No

	Total-Number-Of-Reports
	3831
	6.3.50
	Unsigned32
	M,V
	
	
	
	No

	Validity-Time-Announce
	3832
	6.3.36
	Unsigned32
	M, V
	
	
	
	No

	Validity-Time-Monitor
	3833
	6.3.37
	Unsigned32
	M, V
	
	
	
	No

	Validity-Time-Communication
	3834
	6.3.38
	Unsigned32
	M, V
	
	
	
	No

	ProSe-App-Code-Info
	3835
	6.3.39
	Grouped
	M. V
	
	
	
	No

	MIC
	3836
	6.3.40
	OctetString
	M, V
	
	
	
	No

	UTC-based-Counter
	3837
	6.3.41
	Unsigned32
	M. V
	
	
	
	No

	ProSe-Match-Refresh-Timer
	3838
	6.3.52
	Unsigned32
	M, V
	
	
	
	No

	ProSe-Metadata-Index-Mask
	3839
	6.3.60
	OctetString
	V
	
	
	M
	No

	App-Identifier
	3840
	6.3.61
	Group
	V
	
	
	M
	No

	OS-ID
	3841
	6.3.62
	OctetString
	V
	
	
	M
	No

	OS-App-ID
	3842
	6.3.63
	UTF8String
	V
	
	
	M
	No

	Requesting-RPAUID
	3843
	6.3.64
	UTF8String
	V
	
	
	M
	No

	Target-RPAUID
	3844
	6.3.65
	UTF8String
	V
	
	
	M
	No

	Target-PDUID
	3845
	6.3.66
	OctetString
	V
	
	
	M
	No

	ProSe-Restricted-Code
	3846
	6.3.67
	OctetString
	V
	
	
	M
	No

	ProSe-Restricted-Code-Suffix-Range
	3847
	6.3.68
	OctetString
	V
	
	
	M
	No

	Beginning-Suffix
	3848
	6.3.69
	OctetString
	V
	
	
	M
	No

	Ending-Suffix
	3849
	6.3.70
	OctetString
	V
	
	
	M
	No

	Discovery-Entry-ID
	3850
	6.3.59
	Unsigned32
	V
	
	
	M
	No

	Match-Timestamp
	3851
	6.3.71
	Time
	V
	
	
	M
	No

	PMR-Flags
	3852
	6.3.57
	Unsigned32
	M,V
	
	
	
	No

	ProSe-Application-Metadata
	3853
	6.3.58
	UTF8String
	M,V
	
	
	
	No

	Discovery-Auth-Request
	3854
	6.3.53
	Grouped
	M, V
	
	
	
	No

	Discovery-Auth-Response
	3855
	6.3.54
	Grouped
	M, V
	
	
	
	No

	Match-Request
	3856
	6.3.55
	Grouped
	M, V
	
	
	
	No

	Match-Report-Info
	3857
	6.3.56
	Grouped
	M, V
	
	
	
	No

	Banned-RPAUID
	3858
	6.3.73
	UTF8String
	V
	
	
	M
	No

	Banned-PDUID
	3859
	6.3.74
	OctetString
	V
	
	
	M
	No

	Code-Receiving-Security-Material
	3860
	6.3.75
	Grouped
	V
	
	
	M
	No

	Code-Sending-Security-Material
	3861
	6.3.76
	Grouped
	V
	
	
	M
	No

	DUSK
	3862
	6.3.77
	OctetString
	V
	
	
	M
	No

	DUIK
	3863
	6.3.78
	OctetString
	V
	
	
	M
	No

	DUCK
	3864
	6.3.79
	OctetString
	V
	
	
	M
	No

	MIC-Check-indicator
	3865
	6.3.80
	Unsigned32
	V
	
	
	M
	No

	Encrypted-Bitmask
	3866
	6.3.81
	OctetString
	V
	
	
	M
	No

	ProSe-App-Code-Suffix-Range
	3867
	6.3.82
	OctetString
	V
	
	
	M
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [x]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table (table 6.3.1-2) specifies the Diameter AVPs re-used by the PC6/PC7 interfaces from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within PC6/PC7 interfaces. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.3.1-2.
Table 6.3.1-2: PC6/PC7 re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Supported-Features
	3GPP TS 29.229 [10]
	
	

	EAP-Master-Session-Key
	IETF RFC 4072 [12]
	
	

	Feature-List-ID
	3GPP TS 29.229 [10]
	
	

	Feature-List
	3GPP TS 29.229 [10]
	See subclause 7.3.10
	

	MSISDN
	3GPP TS 29.329 [5]
	
	

	User-Name
	IETF RFC 6733 [x]
	
	

	Location-Estimate
	3GPP TS 32.299 [13]
	
	

	ProSe-Direct-Allowed
	3GPP TS 29.344 [14]
	
	

	Authorized-Discovery-Range
	3GPP TS 29.344 [14]
	
	

	SSID
	3GPP TS 29.273 [15]
	
	

	Visited-PLMN-Id
	3GPP TS 29.272 [16]
	
	

	User-Identifier
	3GPP TS 29.336 [18]
	
	

	OC-Supported-Features
	IETF RFC 7683 [21]
	See subclause 6.3.34
	Must set

	OC-OLR
	IETF RFC 7683 [21]
	See subclause 6.3.35
	Must set

	DRMP
	IETF RFC 7944 [27]
	see section 6.3.72
	Must not set

	Service-Result
	3GPP TS 29.336 [18]
	
	

	Load
	IETF draft-ietf-dime-load-03 [28]
	See subclause 6.3.83
	Must not set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


* * * Next Change * * * *

6.4.2
Success
Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully completed. The Result-Code AVP values defined in the Diameter base protocol (IETF RFC 6733 [x]) shall be applied.
* * * Next Change * * * *

6.4.3
Permanent Failures
Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and should not be attempted again. The Result-Code AVP values defined in the Diameter base protocol (IETF RFC 6733 [x]) shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
* * * Next Change * * * *

6.4.4
Transient Failures
Result codes that fall within the transient failures category shall be used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future. The Result-Code AVP values defined in the Diameter base protocol specified in IETF RFC 6733 [x] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
* * * End of Changes * * * *

