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***** Next change *****
4.8
Protection of sensitive application data.

In certain deployments, for example, in the case that the MCPTT operator uses the underlying SIP core infrastructure from the carrier operator, the MCPTT operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:

-
MCPTT ID;
-
MCPTT group ID;
-
user location information;
-
emergency, alert and imminent-peril indicators;
-
access token (containing the MCPTT ID); and

-
MCPTT client ID.
The above data is transported as XML content in SIP messages. in XML elements or XML attributes.

Data is transported in attributes in the following circumstances in the procedures in the present document:

-
an MCPTT ID, an MCPTT Group ID, and an MCPTT client ID in an XML document published in SIP PUBLISH request for affiliation according to IETF RFC 3856 [51];

-
an MCPTT ID or an MCPTT Group ID in XML document notified in a SIP NOTIFY request for affiliation according to IETF RFC 3856 [51];

-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a private call according to IETF RFC 5366 [20];

-
an MCPTT ID in application/resource-lists+xml document included in an SIP INVITE request setting up a group call to a temporary group involving a non-controlling function that works in "Trusted Mode" according to IETF RFC 5366 [20], whereby the participants are returned to the controlling function in a MIME body of a SIP 403 (Forbidden) with the P-Refused-URI-List header field according to IETF RFC 5318 [36];

-
an MCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to IETF RFC 4575 [30]; and

-
an MCPTT ID or MCPTT Group ID in application/resource-lists+xml document according to IETF RFC 5366 [20], included in a SIP REFER request when using a pre-established session (the application/resource-lists+xml MIME body is pointed to by a Cid-URL as specified in IETF RFC 2392 [62] contained in the Refer-To header field of the SIP REFER request);

3GPP TS 33.179 [46] describes a method to provide confidentiality protection of sensitive application data in elements by using XML encryption (i.e. xmlenc) and in attributes by using an attribute confidentiality protection scheme described in subclause 6.6.2.3 of the present document. Integrity protection can also be provided by using XML signatures (i.e. xmlsig).

Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:

-
between the MCPTT client and the MCPTT server, the XPK is a client-server key (CSK); and

-
between MCPTT servers and between MCPTT domains, the XPK is a SIP protection key (SPK).

The CSK (XPK) and a key-id CSK-ID (XPK-ID) are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCPTT client to the MCPTT server when the MCPTT client performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access token.

The SPK (XPK) and a key-id SPK-ID (XPK-ID) are directly provisioned in the MCPTT servers.

Configuration in the MCPTT client and MCPTT server is used to determine whether one or both of confidentiality protection and integrity protection are required.

The following four examples give a brief overview of the how confidentiality and integrity protection is applied to application data in this specification.

EXAMPLE 1:
Pseudo code showing how confidentiality protection is represented in the procedures in the document for sensitive data sent by the originating client.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Encrypt data element using the CSK (XPK) by following TS 33.179;

       Include in an <EncryptedData> element of the XML MIME body according to TS 33.179:

         (1) the encryption method;

         (2) the key-id (XPK-ID);

         (3) the cipher data;

       Encrypt URIs in attribute using the CSK (XPK) by following subclause 6.6.2.3;

   ELSE

       include application data into XML MIME body in clear text;

   ENDIF;

EXAMPLE 2:
Pseudo code showing how integrity protection is represented in the procedures in the present document for data sent by the originating client.

   IF configuration is set for integrity protection of application data
   THEN
       Use a method to hash the content as specified in TS 33.179;

       Generate a signature for the hashed content using the CSK (XPK) as specified in TS 33.179;
       Include within a <Signature> XML element of the XML MIME body according to TS 33.179:

          (1) a cannonicalisation method to be applied to the signed information;

          (2) the signature method used for generating the signature;

          (3) a reference to the content to be signed;

          (4) the hashing method used;

          (5) the hashed content;

          (6) the key-id (XPK-ID);

          (7) the signature value;

   ENDIF;

EXAMPLE 3:
Pseudo code showing how confidentiality protection is represented in the procedures in the present document at the server side when receiving encrypted content.

   IF configuration is set for confidentiality protection of sensitive data

   THEN

       Check that the XML content contains the <EncryptedData> element;

       Check that the XML document contains a URI with the domain name for MCPTT confidentiality protection;

       Return an error if the <EncryptedData> element or domain name for MCPTT confidentiality protection are not found;

       Otherwise:

          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) for encrypted data in elements, decrypt the data elements using the CSK as specified in TS 33.179 as required;

          (3) for encrypted URIs in attributes, decrypt the URIs using the CSK as specified in subclause 6.6.2.3;

   ENDIF;

EXAMPLE 4:
Pseudo code showing how integrity protection is represented in the procedures in the present document at the server side when receiving signed content.

   IF configuration is set for integrity protection of application data 
   THEN

      Check that the XML content contains the <Signature> element;

      Return an error if the <Signature> element is not found;

      Otherwise:

          (1) obtain the CSK (XPK) using the CSK-ID (XPK-ID) in the received XML body;

          (2) verify the signature of the content using the CSK;

      Return an error if the validation of the signature fails;

      IF validation of the signature passes

      THEN 

         decrypt any data found in <EncryptedData> elements;

         decrypt any encrypted URIs found in attributes;

      ENDIF;
   ENDIF;
The content can be re-encrypted and signed again using the SPK between MCPTT servers.

The following examples show the difference between normal and encrypted data content. In this example consider the MCPTT client initiating a prearranged group session.

EXAMPLE 5:
<mcptt-info> MIME body represented with data elements in the clear:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri type="Normal">
         <mcpttURI>sip:group123@mcpttoperator1.com></mcpttURI>

       </mcptt-request-uri>
     </mcptt-Params>

   </mcptt-info>
EXAMPLE 6:
<mcptt-info> MIME body represented with the <mcptt-request-uri> encrypted:

   Content-Type: application/vnd.3gpp.mcptt-info+xml

   <?xml version="1.0"?>

   <mcptt-info>

     <mcptt-Params>

       <session-type>prearranged</session-type>

       <mcptt-request-uri type="Encrypted">

         <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

          Type='http://www.w3.org/2001/04/xmlenc#Content'>

            <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

            <ds:KeyInfo>

              <ds:KeyName>base64XpkId</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>A23B45C5657689090</CipherValue>

            </CipherData>

         </EncryptedData>

       </mcptt-request-uri>

     </mcptt-Params>

   </mcptt-info>
EXAMPLE 7:
pidf+xml MIME body represented with clear URIs in attributes:

Content-Type: application/pidf+xml

<?xml version="1.0" encoding="UTF-8"?>

<presence entity="sip:somebody@mcptt.org">

  <tuple id="acD4rhU87bK">

    <status>

      <affiliation group="sip:thegroup@mcptt.org"/>

    </status>

  </tuple>

</presence>

EXAMPLE 8:
pidf+xml MIME body represented with encrypted URIs in attributes:

Content-Type: application/pidf+xml

<?xml version="1.0" encoding="UTF-8"?>

<presence entity="sip:c4Hrt45XG8IohRFT67vfdr3V;iv=45RtfVgHY23k8Ihy;xpk-id=b7UJv9;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org">

  <tuple id="acD4rhU87bK">

    <status>

      <affiliation group="sip:98yudFG45tx_89TYGedb4ujF ;iv=FGD567kjhfH7d4-D;key-id=eV9kl7;alg=128-aes-gcm@mc1-encryption.3gppnetwork.org"/>

    </status>

  </tuple>

</presence>
***** Next change *****
6.3.6
Affiliation check

The MCPTT server checks if an MCPTT user is affiliated to an MCPTT group at an MCPTT client by following the procedures specified below:

1.
the MCPTT server shall find the applicable MCPTT group information entry as an MCPTT group information entry of the list of MCPTT group information entries described in subclause 9.2.2.3.2, such that the MCPTT group ID of the MCPTT group information entry is equal to the MCPTT group identity of the MCPTT group. If the applicable MCPTT group information entry cannot be found, then the MCPTT server shall determine that the MCPTT user is not affiliated to the MCPTT group at the MCPTT client and the MCPTT server shall not continue with rest of the steps;

2.
the MCPTT server shall find the applicable MCPTT user information entry as an MCPTT user information entry of the list of MCPTT user information entries of the applicable MCPTT group information entry, such that the MCPTT ID of the MCPTT user information entry is equal to the MCPTT ID of the MCPTT user. If the applicable MCPTT user information entry cannot be found, then the MCPTT server shall determine that the MCPTT user is not affiliated to the MCPTT group at the MCPTT client and the MCPTT server shall not continue with rest of the steps;

3.
if the MCPTT client ID of the MCPTT client cannot be found in the list of MCPTT client information entries of the applicable MCPTT user information entry, then the MCPTT server shall determine that the MCPTT user is not affiliated to the MCPTT group at the MCPTT client and the MCPTT server shall not continue with rest of the steps;
NOTE:
the MCPTT client ID of the originating MCPTT client can be found in the <mcptt-client-id> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body of a SIP INVITE request, SIP REFER request or SIP MESSAGE request originated by the MCPTT client.
4.
if the expiration time of the applicable MCPTT user information entry has been reached, then the MCPTT server shall determine that the MCPTT user is not affiliated to the MCPTT group at the MCPTT client and the MCPTT server shall not continue with rest of the steps; and

5.
the MCPTT server shall determine that the MCPTT user is affiliated to the MCPTT group at the MCPTT client.

***** Next change *****
10.1.1.2.1
On-demand prearranged group call

10.1.1.2.1.1
Client originating procedures

Upon receiving a request from an MCPTT user to establish an MCPTT prearranged group session the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
if the MCPTT user has requested the origination of an MCPTT emergency group call or is originating an MCPTT prearranged group call and the MCPTT emergency state is already set, the MCPTT client shall comply with the procedures in subclause 6.2.8.1.1;
2)
if the MCPTT user has requested the origination of an MCPTT imminent peril group call, the MCPTT client shall comply with the procedures in subclause 6.2.8.1.9;
3)
if the MCPTT user has requested the origination of a broadcast group call, the MCPTT client shall comply with the procedures in subclause 6.2.8.2;

4)
shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCPTT function serving the MCPTT user;

NOTE 1:
The MCPTT client is configured with public service identity identifying the participating MCPTT function serving the MCPTT user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

12)
if the MCPTT emergency state is already set or the MCPTT client emergency group state for this group is set to "MEG 2: in-progress", the MCPTT client shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2;
13)
if the MCPTT client imminent peril group state for this group is set to "MIG 2: in-progress" or "MIG 3: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;
14)
shall contain in an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with:

a)
the <session-type> element set to a value of "prearranged";
b)
the <mcptt-request-uri> element set to the group identity;
c)
the <mcptt-client-id> element set to the MCPTT client ID of the originating MCPTT client; and
NOTE 2:
The MCPTT client does not include the MCPTT ID of the originating MCPTT user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCPTT function.

d)
if the group identity can be determined to be a TGI and if the MCPTT client can associate the TGI with a MCPTT group ID, the <associated-group-id> element set to the MCPTT group ID;

NOTE 3:
The text "can associate the TGI with a MCPTT group ID" means that the MCPTT client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCPTT client is informed about temporary groups and regouping of MCPTT groups that the user is a member of as specified in 3GPP TS 24.381 [31].

NOTE 5:
If the MCPTT user selected a TGI where there are several MCPTT groups where the MCPTT user is a member, the MCPTT client selects one of those MCPTT groups.
15)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarifications given in subclause 6.2.1;

16)
if an implicit floor request is required, shall indicate this as specified in subclause 6.4; and

17)
shall send the SIP INVITE request towards the MCPTT server according to 3GPP TS 24.229 [4].

On receiving a SIP 2xx response to the SIP INVITE request, the MCPTT client:

1)
shall interact with the user plane as specified in 3GPP TS 24.380 [5] ;

2)
if the MCPTT emergency group call state is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted" or the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted", the MCPTT client shall perform the actions specified in subclause 6.2.8.1.4; and

3)
may subscribe to the conference event package as specified in subclause 10.1.3.1.
On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCPTT emergency group call state is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted"; or

2)
if the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted";

the MCPTT client shall perform the actions specified in subclause 6.2.8.1.5.
On receiving a SIP INFO request where the Request-URI contains an MCPTT session ID identifying an ongoing group session, the MCPTT client shall follow the actions specified in subclause 6.2.8.1.13.

***** Next change *****
10.1.2.2.1
On-demand chat group call

10.1.2.2.1.1
MCPTT client joins a chat MCPTT group session

Upon receiving a request from an MCPTT user to establish an MCPTT group session using an MCPTT group identity, identifying a chat MCPTT group, the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
if the MCPTT user has requested the origination of an MCPTT emergency group call or is originating an MCPTT chat group call and the MCPTT emergency state is already set, the MCPTT client shall comply with the procedures in subclause 6.2.8.1.1;
2)
if the MCPTT user has requested the origination of an MCPTT imminent peril group call, the MCPTT client shall comply with the procedures in subclause 6.2.8.1.9;
3)
shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

4)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

5)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;

6)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

7)
should include the "timer" option tag in the Supported header field;

8)
should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the refresher parameter is omitted. If included, the refresher parameter shall be set to "uac";

9)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCPTT function serving the MCPTT user;

NOTE 1:
The MCPTT client is configured with public service identity identifying the participating MCPTT function serving the MCPTT user.
10)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

11)
if the MCPTT emergency state is already set or the MCPTT client emergency group state for this group is set to "MEG 2: in-progress", the MCPTT client shall comply with the procedures in subclause 6.2.8.1.2;
12)
if the MCPTT client imminent peril group state for this group is set to "MIG 2: in-progress" or "MIG 3: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;
13)
shall contain an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with:

a)
the <session-type> element set to a value of "chat";
b)
the <mcptt-request-uri> element set to the group identity; and
c)
the <mcptt-client-id> element set to the MCPTT client ID of the originating MCPTT client;
NOTE 2:
The MCPTT ID of the originating MCPTT user is not included in the body, as this will be inserted into the body of the SIP INVITE request that is sent by the originating participating MCPTT function.
14)
shall include in the SIP INVITE request an SDP offer according to 3GPP TS 24.229 [4] with the clarifications specified in subclause 6.2.1;

15)
if an implicit floor request is required, shall indicate this as specified in subclause 6.4; and

16)
shall send the SIP INVITE request according to 3GPP TS 24.229 [4].

On receiving a SIP 2xx response to the SIP INVITE request, the MCPTT client:

1)
shall interact with the user plane as specified in 3GPP TS 24.380 [5]; and

2)
if the MCPTT emergency group call state is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted" or the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted", the MCPTT client shall perform the actions specified in subclause 6.2.8.1.4.

On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCPTT emergency group call state is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted"; or

2)
if the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted";
the MCPTT client shall perform the actions specified in subclause 6.2.8.1.5.
On receiving a SIP INFO request where the Request-URI contains an MCPTT session ID identifying an ongoing group session, the MCPTT client shall follow the actions specified in subclause 6.2.8.1.13.

***** Next change *****
10.1.2.2.2
Chat group call within a pre-established session

10.1.2.2.2.1
MCPTT client joins a chat MCPTT group session

Upon receiving a request from an MCPTT user to establish an MCPTT group session using an MCPTT group identity identifying a chat MCPTT group within the pre-established session, the MCPTT client shall generate a SIP REFER request as specified in IETF RFC 3515 [25] as updated by IETF RFC 6665 [26] and IETF RFC 7647 [27], and in accordance with the UE procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
shall set the Request URI of the SIP REFER request to the session identity of the pre-established session;

2)
shall set the Refer-To header field of the SIP REFER request as specified in IETF RFC 3515 [25] with a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [62] that points to an application/resource-lists MIME body as specified in IETF RFC 5366 [20], and with the Content-ID header field set to this "cid" URL;

3)
shall include in the application/resource-lists MIME body a single <entry> element containing a "uri" attribute set to the chat group identity, extended with the following URI header fields:

NOTE:
Characters that are not formatted as ASCII characters are escaped in the following URI header fields;
a)
the Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

b)
an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6]; and

c)
an hname "body" URI header field populated with:

i)
an application/sdp MIME body containing an SDP offer, if the session parameters of the pre-established session require modification or if implicit floor control is required, according to the conditions specified in subclause 6.4; and

ii)
an application/vnd.3gpp.mcptt-info MIME body with:
A)
the <session-type> element set to a value of "chat"; and

B)
the <mcptt-client-id> element set to the MCPTT client ID of the originating MCPTT client;
4)
if the MCPTT user has requested the origination of an MCPTT emergency group call or is originating an MCPTT group call and the MCPTT emergency state is already set comply with the procedures in subclause 6.2.8.1.1;
5)
if the MCPTT emergency state is already set or the MCPTT client emergency group state for this group is set to "MEG 2: in-progress" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2;

6)
if the MCPTT user has requested the origination of an MCPTT imminent peril group call, the MCPTT client shall comply with the procedures in subclause 6.2.8.1.9;
7)
if the MCPTT client imminent peril group state for this group is set to "MIG 2: in-progress" or "MIG 3: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;
8)
shall include a P-Preferred-Service header field set to the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), according to IETF RFC 6050 [9];

9)
shall include the following according to IETF RFC 4488 [22]:

a)
the option tag "norefersub" in the Supported header field; and

b)
the value "false" in the Refer-Sub header field.

10)
shall include a Target-Dialog header field as specified in IETF RFC 4538 [23] identifying the pre-established session;

11)
shall include the g.3gpp.mcptt media feature tag in the Contact header field of the SIP REFER request according to IETF RFC 3840 [16]; and
12)
shall send the SIP REFER request according to 3GPP TS 24.229 [4].

On receiving a final SIP 2xx response to the SIP REFER request, the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5]; and

2)
if the MCPTT emergency group call state is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted" or the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted", shall perform the actions specified in subclause 6.2.8.1.4.
On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP REFER request:

1)
if the MCPTT emergency group call state is set to "MEGC 2: emergency-call-requested" or "MEGC 3: emergency-call-granted"; or

2)
if the MCPTT imminent peril group call state is set to "MIGC 2: imminent-peril-call-requested" or "MIGC 3: imminent-peril-call-granted";

the MCPTT client shall perform the actions specified in subclause 6.2.8.1.5.
On receiving a SIP INFO request where the Request-URI contains an MCPTT session ID identifying an ongoing group session, the MCPTT client shall follow the actions specified in subclause 6.2.8.1.13.

***** Next change *****
12.1.1
Client procedures

12.1.1.1
Emergency alert origination
Upon receiving a request from the MCPTT user to send an MCPTT emergency alert to the indicated MCPTT group and this is an authorised request for an MCPTT emergency alert as determined by subclause 6.2.8.1.6, the MCPTT client shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33] with the clarifications given below.
NOTE 1:
this SIP MESSAGE request is assumed to be sent out-of-dialog.
The MCPTT client:

1)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP MESSAGE request;

2)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

3)
may include a P-Preferred-Identity header field in the SIP MESSAGE request containing a public user identity as specified in 3GPP TS 24.229 [4];

4)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body as specified in clause F.1 with the <mcpttinfo> element containing the <mcptt-Params> element with:

a)
the <mcptt-request-uri> element set to the group identity;
b)
the <alert-ind> element set to a value of "true"; and

c)
the <mcptt-client-id> element set to the MCPTT client ID of the originating MCPTT client;
5)
shall include an application/vnd.3gpp.location-info+xml MIME body as specified in Annex F.3 with a <Report> element included in the <location-info> root element;

6)
shall include in the <Report> element the specific location information configured for the MCPTT emergency alert location trigger;

7)
shall set the MCPTT emergency state if not already set;

8)
shall set the MCPTT emergency alert state to "MEA 2: emergency-alert-confirm-pending";

9)
shall set the Request-URI to the public service identity identifying the participating MCPTT function serving the group identity; and

10)
shall send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [4].
On receiving a SIP 2xx response to the SIP MESSAGE request, the MCPTT client shall set the MCPTT emergency alert state to "MEA 3: emergency-alert-initiated".
On receiving a SIP 4xx response a SIP 5xx response or a SIP 6xx response to the SIP MESSAGE request, the MCPTT client shall set the MCPTT emergency alert state to "MEA 1: no-alert".

NOTE 2:
the MCPTT emergency state is left set in this case as the MCPTT user presumably is in the best position to determine whether or not they are in a life-threatening condition. The assumption is that the MCPTT user can clear the MCPTT emergency state manually if need be.
Annex F (normative):
XML schemas

F.1
XML schema for MCPTT Information

F.1.1
General

This subclause defines XML schema and MIME type for MCPTT information.

F.1.2
XML schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  targetNamespace="urn:3gpp:ns:mcpttInfo:1.0"

  xmlns:mcpttinfo="urn:3gpp:ns:mcpttInfo:1.0"
  elementFormDefault="qualified"

  attributeFormDefault="unqualified"
  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">
  <xs:import namespace="http://www.w3.org/2001/04/xmlenc#"/>
  <!-- root XML element -->
  <xs:element name="mpcttinfo" type="mcpttinfo:mcpttinfo-Type" id="info"/>

  <xs:complexType name="mcpttinfo-Type">

    <xs:sequence>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType> 

  <xs:element name="mcptt-Params" type="mcpttinfo:mcptt-ParamsType"/>

  <xs:complexType name="mcptt-ParamsType">

    <xs:sequence>
      <xs:element name="mcptt-access-token" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>
      <xs:element name="session-type" type="xs:string" minOccurs="0" maxOccurs="1"/>

      <xs:element name="mcptt-request-uri" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mcptt-calling-user-id" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mcptt-called-party-id" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mcptt-calling-group-id" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>
      <xs:element name="required" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="emergency-ind" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="alert-ind" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>

      <xs:element name="imminentperil-ind" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

      <xs:element name="broadcast-ind" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mc-org" type="xs:string" minOccurs="0" maxOccurs="1"/>
      <xs:element name="floor-state" type="xs:string" minOccurs="0" maxOccurs="1"/>
      <xs:element name="associated-group-id" type="xs:string" minOccurs="0" maxOccurs="1"/>
      <xs:element name="originated-by" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mcptt-client-id" type="mcpttinfo:contentType" minOccurs="0" maxOccurs="1"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>
    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:simpleType name="protectionType">

    <xs:restriction base="xs:string">

       <xs:enumeration value="Normal"/>

       <xs:enumeration value="Encrypted"/>

    </xs:restriction>

  </xs:simpleType>

  <xs:complexType name="contentType">

    <xs:choice minOccurs="1" maxOccurs="1">

      <xs:element name="mcpttURI" type="xs:anyURI"/>

      <xs:element name="mcpttString" type="xs:string"/>

      <xs:element name="mcpttBoolean" type="xs:boolean"/>

      <xs:any namespace="##other" processContents="lax"/>

      <xs:element name="anyExt" type="mcpttinfo:anyExtType" minOccurs="0"/>

    </xs:choice>

    <xs:attribute name="type" type="protectionType"/>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>
  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>

F.1.3
Semantic

The <mcpttinfo> element is the root element of the XML document. The <mcpttinfo> element can contain subelements.

NOTE 1:
The subelements of the <mcptt-info> are validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <mcptt-info> element

If the <mcpttinfo> contains the <mcptt-Params> element then:

1)
the <mcptt-access-token>, <mcptt-request-uri>, <mcptt-calling-user-id>, <mcptt-called-party-id>, <mcptt-calling-group-id>, <emergency-ind>, <alert-ind>, <imminentperil-ind>, <originated-by> and <mcptt-client-id> can be included with encrypted content;

2)
for each element in 1) that is included with content that is not encrypted:

a)
the element has the "type" attribute set to "Normal";

b)
if the element is the <mcptt-request-uri>, <mcptt-calling-user-id>, <mcptt-called-party-id>, <mcptt-calling-group-id> or <originated-by> then the <mcpttURI> element is included;

c)
if the element is the <mcptt-access-token> or <mcptt-client-id>, then the <mcpttString> element is included; and

d)
if the element is <emergency-ind>, <alert-ind> or <imminentperil-ind> elements then the <mcpttBoolean> element is included;

3)
for each element in 1) that is included with content that is encrypted:

a)
the element has the "type" attribute set to "Encrypted";

b)
the <xenc:EncryptedData> element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included and:

i)
can have a "Type" attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content";

ii)
can include an <EncryptionMethod> element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm";

iii)
can include a <KeyInfo> element with a <KeyName> element containing the base 64 encoded XPK-ID; and

iv)
includes a <CipherData> element with a <CipherValue> element containing the encrypted data.

NOTE 2:
When the optional attributes and elements are not included within the <xenc:EncryptedData> element, the information they contain is known to sender and the receiver by other means.
If the <mcpttinfo> contains the <mcptt-Params> element then:
1)
the <mcptt-access-token> can be included with the access token received during authentication procedure as described in 3GPP TS 24.382 [49];
2)
the <session-type> can be included with:

a)
a value of "chat" to indicate that the MCPTT client wants to join a chat group call

b)
a value of "prearranged" to indicate the MCPTT client wants to make a prearranged group call; or

c)
a value of "private" to indicate the MCPTT client wants to make a private call;

3)
the <mcptt-request-uri> can be included with:

a)
a value set to an MCPTT group ID or temporary MCPTT group ID when the <session-type> is set to a value of "prearranged" or "chat"; and

b)
a value set to the MCPTT ID of the called MCPTT user when the <session-type> is set to a value of "private";

4)
the <mcptt-calling-user-id> can be included, set to MCPTT ID of the originating user;

5)
the <mcptt-called-party-id> can be included, set to the MCPTT ID of the terminating user;

6)
the <mcptt-calling-group-id> can be included to indicate the MCPTT group identity to the terminating user;

7)
the <required> can be included in a SIP 183 (Session Progress) from a non-controlling MCPTT function of an MCPTT group to inform the controlling MCPTT function that the group on the non-controlling MCPTT function has group members in the group document which are marked as <on-network-required>, as specified in 3GPP TS 24.381 [31];
8)
the <emergency-ind> can be:

a)
set to "true" to indicate that the call that the MCPTT client is initiating is an emergency MCPTT call; or

b)
set to "false" to indicate that the MCPTT client is cancelling an emergency MCPTT call (i.e. converting it back to a non-emergency call)

9)
the <alert-ind> can be:
a)
set to "true" in an emergency call initiation to indicate that an alert to be sent; or

b)
set to "false" when cancelling an emergency call which requires an alert to be cancelled also

10)
if the <session-type> is set to "chat" or "prearranged":

a)
the <imminentperil-ind> can be set to "true" to indicate that the call that the MCPTT client is initiating is an imminent peril group MCPTT call; 

11)
the <broadcast-ind> can be:

a)
set to "true" indicates that the MCPTT client is initiating a broadcast group call; or

b)
set to "false" indicates that the MCPTT client is initiating a non-broadcast group call;

12)
the <mc-org> can be:
a)
set to the MCPTT user's Mission Critical Organization in an emergency alert sent by the MCPTT server to terminating MCPTT clients;
13)
the <floor-state> can be:

a)
set to "floor-idle", if the floor is idle in a non-controlling MCPTT function; or

b)
set to "floor-taken" if the floor state in a non-controlling MCPTT function is taken;

14)
the <associated-group-id>:

a)
if the <mcptt-request-uri> element contains a group identity then this element can include an MCPTT group ID associated with the group identity in the <mcptt-request-uri> element. E.g. if the <mcptt-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCPTT group ID;
15)
the <originated-by>:

a)
can be included, set to the MCPTT ID of the originating user of an MCPTT emergency alert when being cancelled by another authorised MCPTT user; and
16)
the <mcptt-client-id>:

a)
can be included, set to the MCPTT client ID of the MCPTT client that originated a SIP INVITE request, SIP REFER request or SIP MESSAGE request.
Absence of the <emergency-ind>, <alert-ind> and <imminentperil-ind> in a SIP INVITE request indicates that the MCPTT client is initiating a non-emergency private call or non-emergency group call.

Absence of the <broadcast-ind> in a SIP INVITE request indicates that the MCPTT client is initiating a non-broadcast group call.
Absence of the <floor-state> in a SIP 200 (OK) response from the non-controlling MCPTT function indicates that the floor is idle.

The recipient of the XML ignores any unknown element and any unknown attribute.
