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	Reason for change:
	In subclause “5.4.3.6
Abnormal cases in the UE”:

“The following abnormal cases can be identified:

a)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication from lower layers (if the security mode control procedure is triggered by a tracking area updating procedure)


The UE shall re-initiate the tracking area updating procedure.”

In sub “5.4.3.7
Abnormal cases on the network side”:

“The following abnormal cases can be identified:

a)
Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received

The network shall abort the procedure.”

Considering the below scenario which is an abnormal case but it was found that it already happened in the field:

(1) The UE performs inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode and has no native EPS security context stored;

(2) The UE initiates a TAU procedure including the CKSN and NOUCEue to the MME, the TAU request message is not integrity protected;

(3) The MME creates the mapped EPS security context and initiates an SMC procedure to UE to take the use of this new mapped EPS security context;

(4) The UE accepts such SMC request and then responses a SECURITY MODE COMPLETE message;

(5) The UE is indicated by the lower layer that the transmission of SECURITY MODE COMPLETE message is failed;

(6) Following above yellow text, the UE will re-initiate the TAU procedure including the same CKSN and NOUCEue, while the MME will abort the ongoing SMC procedure;

In above step (6), how to handle the current SMC procedure is unclear at the UE side, whether the UE will take the indicated mapped EPS security context into use, i.e. as the current EPS security context, or the UE just aborts the SMC procedure without taking the indicated mapped EPS security context into use.

Considering the MME will abort the ongoing SMC procedure (i.e. the mapped EPS security context is not taken into use), and during the re-initiated TAU proceure, the MME will re-initiate the same SMC procedure again to the UE, so, the UE should abort the ongoing SMC procedure without taking the indicated mapped EPS security context into use, to align the state at the MME side.

If the UE takes the mapped EPS security context into use, then below problow will happen:
The UE will use the mapped EPS security context to integrity protect the re-initiated TAU request message. This TAU request message will fail the integrity check at the MME due to no EPS security context exist. Then the MME will initiate an SMC procedure again to take the same mapped EPS security context into use (due to the same CKSN and NOUCEue are included in the re-initiated TAU request message). However, this mapped EPS security context was already used by the UE and hence the UE may reject the re-initiated SMC procedure which results in the TAU procedure failure.
The similar scenario and problem may happen for the case SMC initiated during the Service Request procedure.

	
	

	Summary of change:
	It clearly specifies that in case of transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication from lower layers, the UE should abort the the ongoing SMC procedure without taking the indicated mapped EPS security context into use.

	
	

	Consequences if not approved:
	The security state is misaligned between the UE and the MME which will result in the ongoing EMM procedure failure.
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* * * * First Change * * * *

5.4.3.6
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication from lower layers (if the security mode control procedure is triggered by a tracking area updating procedure)


The UE shall abort the security mode control procedure and re-initiate the tracking area updating procedure.

b)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication with TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)


If the current TAI is not in the TAI list, the security mode control procedure shall be aborted and a tracking area updating procedure shall be initiated.


If the current TAI is still part of the TAI list, the security mode control procedure shall be aborted and it is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.

c)
Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication without TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)


The security mode control procedure shall be aborted and it is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.

* * * * Next Change * * * *
5.4.3.7
Abnormal cases on the network side

The following abnormal cases can be identified:

a)
Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received


The network shall abort the security mode control procedure.

b)
Expiry of timer T3460


The network shall, on the first expiry of the timer T3460, retransmit the SECURITY MODE COMMAND message and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the procedure shall be aborted.
NOTE:
If the SECURITY MODE COMMAND message was sent to create a mapped EPS security context during inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode, then the network does not generate new values for the nonceMME and the nonceUE, but includes the same values in the SECURITY MODE COMMAND message (see the subclause 7.2.4.4 in 3GPP TS 33.401 [19]).
c)
Collision between security mode control procedure and attach, service request, tracking area updating procedure or detach procedure not indicating switch off


The network shall abort the security mode control procedure and proceed with the UE initiated procedure.

d)
Collision between security mode control procedure and other EMM procedures than in item c


The network shall progress both procedures.
e)
Lower layers indication of non-delivered NAS PDU due to handover


If the SECURITY MODE COMMAND message could not be delivered due to an intra MME handover and the target TA is included in the TAI list, then upon successful completion of the intra MME handover the MME shall retransmit the SECURITY MODE COMMAND message. If a failure of the handover procedure is reported by the lower layer and the S1 signalling connection exists, the MME shall retransmit the SECURITY MODE COMMAND message.
* * * * End of Change * * * *
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