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	Reason for change:
	23.402 states:

--------------------

...

4.5.9.2
GTP-C overload control

A TWAN may during access authentication in Transparent Single-Connection Mode, Single-Connection Mode and during WLCP procedures in Multi-Connection Mode apply certain restrictions towards PDN GW that have indicated overload, e.g.:

-
reject PDN connection requests from the UE (e.g. Initial Attach with PDN Connectivity, UE Initiated PDN connectivity request, Attach and PDN Connectivity Request at handover to Trusted WLAN) as follows:

-
for Transparent Single-Connection Mode, locally set a back-off timer and instructs the AAA server to reject the current EAP-Authentication request. For any further request for the same UE and the same SSID, as long as the back-off timer is running, the TWAN instructs the AAA server to reject the UE's request.

-
for Single-Connection Mode, reject EPC access requests from the UE with a Session Management back-off timer that instructs the UE to not request new PDN connectivity to the same APN for the indicated time.

-
for Multi-Connection Mode, reject WLCP PDN connection requests for the same APN from the UE with a Session Management back-off timer that instructs the UE to not request new PDN connectivity to the same APN for the indicated time.

-
reduce/throttle messages towards the PDN GWs indicating overload status;

-
apply other implementation specific mechanisms, which are outside the scope of 3GPP specifications.

...

If the UE has received a Session Management back-off timer over non-3GPP access from the TWAG, the UE shall not send any Session Management requests related to that APN to the network via WLAN as long as the Session Management back-off timer is running.

A Session Management back-off timer received over non-3GPP access has no impact on the UE behaviour in 3GPP access. A Session Management back-off time received over 3GPP access has no impact on the UE behaviour in non-3GPP access.

...

--------------------

	
	

	Summary of change:
	3GPP AAA server includes the value of the timer Tx in SCM_RESPONSE

UE handles the Tx timer when received in SCM_RESPONSE and prohibits another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN.

Tx item defined
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****************** change 1 ******************

6.4.2.6.2
Usage of single-connection mode (SCM)

If the UE supports the SCM, if the EAP-Request/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

-
contains the message type field indicating CONNECTION_CAPABILITY; and

-
contains the item list field including the CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating support of SCM;

and if the UE requests usage of the SCM, then the UE:

a)
shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Response/AKA'-Challenge message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the UE shall:

1)
set the message type field to SCM_REQUEST; and

2)
in the item list field:

A)
include a CONNECTIVITY_TYPE item according to subclause 8.1.4.3 indicating the requested connectivity type - PDN connection, or NSWO; and

B)
if a PDN connection is requested:

i)
include a ATTACHMENT_TYPE item according to subclause 8.1.4.4 indicating whether an initial attach or a handover attach is requested;

ii)
if a PDN connection for an APN other than the default APN is requested, include an APN item according to subclause 8.1.4.5 indicating the requested APN;

iii)
if initial attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the requested PDN type;

iv)
if handover attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the PDN type supported in the PDN connection to be handed over; and

v)
if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item according to subclause 8.1.4.9; and

b)
if a PDN connection is requested, shall include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message.
NOTE:
If the UE does not include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message, in case of successful authentication, then EAP-Request/AKA'-Notification message is not received and the UE is only informed about success using EAP-Success.
Upon receiving the EAP-Request/AKA'-Notification message including the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

-
contains the message type field indicating SCM_RESPONSE; and

-
contains the item list field;

the UE:

a)
if the AT_NOTIFICATION attribute indicates success, shall determine the authorized connectivity type in the CONNECTIVITY_TYPE item as described in subclause 8.1.4.3 included in the item list field. If the authorized connectivity type is PDN connection, the UE: 

1)
shall determine the selected APN in the APN item as described in subclause 8.1.4.5 included in the item list field;

2)
shall determine the PDN type supported in the PDN connection in the PDN_TYPE item as described in subclause 8.1.4.6 included in the item list field;

3)
if a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 is included in the item list field, shall determine the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS item;

4)
if a IPV4_ADDRESS item as described in subclause 8.1.4.11 is included in the item list field, shall determine the IPv4 address allocated to the UE for the PDN connection in the IPV4_ADDRESS item;

5)
if a IPV6_INTERFACE_IDENTIFIER item as described in subclause 8.1.4.12 is included in the item list field, shall determine the IPv6 interface identifier allocated to the UE for the PDN connection in the IPV6_INTERFACE_IDENTIFIER item and shall use it when building the IPv6 link local address; and

6)
shall determine the TWAG user plane MAC address in the TWAG_UP_MAC_ADDRESS item as described in subclause 8.1.4.14 included in the item list field, and shall use the TWAG user plane MAC address for encapsulating user plane packets according to 3GPP TS 23.402 [6]; and

b)
if the AT_NOTIFICATION attribute indicates failure:
1)
shall determine the cause of failure in the CAUSE item as described in subclause 8.1.4.10 included the item list field;
2)
if the cause of failure is #26 "Insufficient resources" and the Tx item is included in the item list field, shall take different actions depending on the timer value received in the Tx item as follows:

i)
if the timer value indicates neither zero nor deactivated, shall start timer Tx (see 3GPP TS 24.244 [56]) and not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until timer Tx expires, the timer Tx is stopped, the UE is switched off or the USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, shall not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until the UE is switched off or the USIM is removed;

iii)
if the timer value indicates zero, may send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN; and
iv)
if the UE is switched off when the timer Tx is running, shall behave as follows when the UE is switched on:

-
let t1 be the time remaining for Tx timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1; and
3)
if the cause of failure is #26 "Insufficient resources" and the Tx item is not included in the item list field, may send a SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN.

****************** change 2 ******************

6.4.3.5.2
Usage of single-connection mode (SCM)

If 

-
the 3GPP AAA server supports SCM;

-
the EAP-Response/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1 contains the message type field indicating SCM_REQUEST; and

-
the authentication was successful;

then the 3GPP AAA server triggers the TWAN to establish the connectivity of the requested connectivity type according to 3GPP TS 23.402 [6]. 

If the 3GPP AAA authorizes the requested connectivity, and if the EAP-Response/AKA'-Challenge message includes the AT_RESULT_IND attribute, then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate success in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to SCM_RESPONSE; and

2)
in the item list field:

A)
include a CONNECTIVITY_TYPE item as described in subclause 8.1.4.3 indicating the authorized connectivity type. Only one connectivity type is indicated; and

B)
if a PDN connection was authorized:

i)
include an APN item according to subclause 8.1.4.5 indicating the APN of the authorized PDN connection;

ii)
include a PDN_TYPE item according to subclause 8.1.4.6 indicating the PDN type(s) selected in the authorized PDN connection;

iii)
if the 3GPP AAA server wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE, include a PROTOCOL_CONFIGURATION_OPTIONS item according to subclause 8.1.4.9;

iv)
if an IPv4 address is allocated to the UE for the PDN connection, include a IPV4_ADDRESS item according to subclause 8.1.4.11;

v)
if an IPv6 interface identifier is allocated to the UE for the PDN connection, include a IPV6_INTERFACE_IDENTIFIER item according to subclause 8.1.4.12; and

vi)
include a TWAG_UP_MAC_ADDRESS item according to subclause 8.1.4.14.

If the 3GPP AAA does not authorize the requested connectivity, then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate failure in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to SCM_RESPONSE;
2)
in the item list field, include a CAUSE item according to subclause 8.1.4.10 indicating the cause of failure; and
3)
if the cause of failure is #26 "Insufficient resources" and a value of backoff timer is to be provided to the UE for the PDN connection, include a Tx item according to subclause 8.1.4.x.
****************** change 3 ******************

8.1.4.2
Item

The item is coded according to figure 8.1.4.2-1 and table 8.1.4.2-1:

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Type
	octet 1

	
Length
	octet 2

	
Value
	octet 3

octet Z


Figure 8.1.4.2-1: Item

Table 8.1.4.2-1: Item

	Type field is coded according to the table 8.1.4.2-2. When the type field contains a type other than those specified in table 8.1.4.2-2, the item is ignored.



	Length field indicates the number of octets in the value field.



	Value field contains the value of the parameter indicated by the type field.


Table 8.1.4.2-2: Types of item

	The type field is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	CONNECTIVITY_TYPE

	0
	0
	0
	0
	0
	0
	0
	1
	
	ATTACHMENT_TYPE

	0
	0
	0
	0
	0
	0
	1
	0
	
	APN

	0
	0
	0
	0
	0
	0
	1
	1
	
	PDN_TYPE

	0
	0
	0
	0
	0
	1
	0
	0
	
	AUTHORIZATIONS

	0
	0
	0
	0
	0
	1
	0
	1
	
	CONNECTION_MODE_CAPABILITY

	0
	0
	0
	0
	0
	1
	1
	0
	
	PROTOCOL_CONFIGURATION_OPTIONS

	0
	0
	0
	0
	0
	1
	1
	1
	
	CAUSE

	0
	0
	0
	0
	1
	0
	0
	0
	
	IPV4_ADDRESS

	0
	0
	0
	0
	1
	0
	0
	1
	
	IPV6_INTERFACE_IDENTIFIER

	0
	0
	0
	0
	1
	0
	1
	0
	
	TWAG_CP_ADDRESS

	0
	0
	0
	0
	1
	0
	1
	1
	
	TWAG_UP_MAC_ADDRESS

	0
	0
	0
	0
	1
	1
	0
	0
	
	SUPPORTED_WLCP_TRANSPORTS

	0
	0
	0
	0
	1
	1
	0
	1
	
	Tx


****************** change 4 ******************

8.1.4.x
Tx item
When the type field of the item according to subclause 8.1.4.2 indicates the Tx, then the value field of the item is coded as the GPRS timer 3 information element defined in 3GPP TS 24.008 [46] subclause 10.5.7.4a except for the protocol configuration options IEI and the length of GPRS Timer 3 contents which are not included.

