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4.2.2
MTC-IWF

The MTC-IWF resides in the HPLMN. An MTC-IWF could be a standalone entity or a functional entity of another network element. The MTC-IWF hides the internal PLMN topology and relays or translates information sent over Tsp to invoke specific functionality in the PLMN.

An MTC-IWF can be connected to one or more SCSs.
The functionality of the MTC-IWF includes the following:

-
terminates the Tsp, S6m, T4 and Rf/Ga reference points;

-
supports ability to authorize the SCS before communication establishment with the 3GPP network;

-
supports ability to authorize control plane requests from an SCS;

-
supports the following device trigger functionality:

-
reception of a device trigger request from SCS;

-
reception of a device trigger recall/replace request from SCS;

-
reporting to the SCS the acceptance or non-acceptance of the device trigger request;
-
reporting to the SCS the acceptance or non-acceptance of the device trigger recall/replace request;

-
reports to the SCS the success, failure or unconfirmed outcome of a device trigger delivery;

-
reports to the SCS the success, failure or unconfirmed outcome of the device trigger recall/replace request;

-
provides load control information to SCS as part of the response to trigger requests;

-
supports ability for secure communication between the 3GPP network and the SCS.

The architecture allows the use of multiple MTC-IWFs within a HPLMN.
* * * Next Change * * * *

5.1
General

The following procedures apply over the Tsp reference point:

-
Request and confirmation of a device trigger

-
Notification of a device trigger
-
Recalling or replacing of an already submitted device trigger
* * * Next Change * * * *

5.2
Reference number handling

The reference number shall be assigned by the SCS. The reference number shall be provided by the SCS to the MTC-IWF in the first procedure initiated for a specific target of a specific action request (e.g. for a device trigger request towards a specific MTC device). The MTC-IWF and SCS shall use this reference number for all consecutive related procedures (e.g. for a confirmation of device trigger and notification of device trigger).

The reference number shall be kept in MTC-IWF and in SCS until all related procedures for a specific target of a specific action request initiated by the SCS are completed (e.g. until the notification of device trigger is completed).

For each new specific action request other than Device Trigger Recall /Request, the SCS shall assign a reference number, which is different from any other reference number it has previously assigned to any other another action request with not yet completed related procedures. 
* * * Next Change * * * *

5.5
Request and confirmation of a device trigger: 

In order to request the MTC-IWF to perform a device trigger, the SCS shall send a Device-Action-Request command with the following AVP values within the Device-Action AVP:

a)
Action-Type AVP set to the value Device Trigger Request (1)

b)
Either MSISDN AVP or External-Id AVP set to the identifier of the MTC device to be triggered

c)
SCS-Identifier AVP, containing the identity of the SCS that is requesting a device trigger to the UE

d)
Reference-Number AVP, containing a newly assigned reference number the SCS has assigned to the 
specific action request 
e)
Trigger-Data AVP containing data to be sent to the MTC device with the trigger by the MTC-IWF in the Payload AVP, priority of the trigger in the Priority-Indication AVP and the triggering application addressed in the device indicated in the Application-Port-Identifier AVP
f)
Validity-Time AVP, indicating the validity time of the device trigger request since the time the device action request has been received by the MTC-IWF

After the MTC-IWF has received from the SCS a Device-Action-Request command with device action set to Device Trigger, after receiving the Device-Trigger-Answer from SMS-SC the MTC-IWF shall confirm the status of a device trigger request to the SCS by sending a Device-Action-Answer command and shall include the following AVP values within the Device-Notification AVP:

a)
Action-Type AVP set to the value Device Trigger Request (1)

b)
Reference-Number AVP, containing the reference number received from the SCS for the specific action request

c)
Request-Status AVP set to value indicating the status of the device trigger request requested by the SCS

The MTC-IWF may also include the following AVP within the Device-Notification AVP:

a)
Either MSISDN AVP or External-Id AVP set to the identifier of the MTC device to be triggered

b)
SCS-Identifier AVP, containing the identity of the SCS that requested a device trigger to the UE.

If the MTC-IWF concludes that it needs to abort the device trigger, it shall indicate the unsuccessful outcome with the Request-Status AVP and may release the reference number received from the SCS for the specific action request.

* * * Next Change * * * *

5.x
Request and confirmation of a device trigger recall request: 

In order to request the MTC-IWF to perform a device trigger recall, the SCS shall send a Device-Action-Request command with the following AVP values within the Device-Action AVP:

a)
Action-Type AVP set to the value Device Trigger Recall (3)

b)
Either MSISDN AVP or External-Id AVP set to the identifier of the MTC device to be triggered

c)
SCS-Identifier AVP, containing the identity of the SCS that is requesting a device trigger to the UE

d)
Reference-Number AVP, containing the assigned reference number the SCS has assigned to the trigger message to be recalled. 
After the MTC-IWF has received from the SCS a Device-Action-Request command with Device Action set to Device Action Recall, after receiving the Device-Trigger-Answer from SMS-SC the MTC-IWF shall confirm the status of a device trigger request to the SCS by sending a Device-Action-Answer command and shall include the following AVP values within the Device-Notification AVP:

a)
Action-Type AVP set to the value Device Trigger Recall (3)

b)
Reference-Number AVP, containing the reference number of the recalled trigger message from the SCS 

c)
Request-Status AVP set to value indicating the status of the device trigger recall
If the MTC-IWF concludes that it needs to abort the device trigger, it shall indicate the unsuccessful outcome with the Request-Status AVP.

The MTC-IWF may release the reference number received from the SCS if the trigger to be recalled is indicated as successfully recalled.
5.y
Request and confirmation of a device trigger replace request: 

In order to request the MTC-IWF to perform a device trigger replace, the SCS shall send a Device-Action-Request command with the following AVP values within the Device-Action AVP:

a)
Action-Type AVP set to the value Device Trigger Replace (4)

b)
Either MSISDN AVP or External-Id AVP set to the identifier of the MTC device to be triggered

c)
SCS-Identifier AVP, containing the identity of the SCS that is requesting a device trigger to the UE

d)
Reference-Number AVP, containing a newly assigned reference number the SCS has assigned to the 
specific action request
e)
Old-Reference-Number AVP, containing the assigned reference number by the SCS for the trigger to be replaced
f)
Trigger-Data AVP containing data to be sent to the MTC device with the trigger by the MTC-IWF in the Payload AVP, priority of the trigger in the Priority-Indication AVP and the triggering application addressed in the device indicated in the Application-Port-Identifier AVP
g)
Validity-Time AVP, indicating the validity time of the device trigger request since the time the device action request has been received by the MTC-IWF

After the MTC-IWF has received from the SCS a Device-Action-Request command with Device Action set to Device Trigger Replace, after receiving the Device-Trigger-Answer from SMS-SC the MTC-IWF shall confirm the status of a Device Trigger Request to the SCS by sending a Device-Action-Answer command and shall include the following AVP values within the Device-Notification AVP:

a)
Action-Type AVP set to the value Device Trigger Replace (4)

b)
Reference-Number AVP, containing the reference number received from the SCS for the specific action request
c)
Old-Reference-Number AVP, containing the reference number previously received from the SCS for the trigger to be replaced
d)
Request-Status AVP set to value indicating the status of the device trigger replace requested by the SCS

The MTC-IWF may also include the following AVP within the Device-Notification AVP:

a)
Either MSISDN AVP or External-Id AVP set to the identifier of the MTC device to be triggered

b)
SCS-Identifier AVP, containing the identity of the SCS that requested a device trigger replace to the UE.
The MTC-IWF may then release the "old" reference number previously received from the SCS if the trigger to be replaced is indicated as successfully replaced.
If the MTC-IWF concludes that it needs to abort the device trigger replace, it shall indicate the unsuccessful outcome with the Request-Status AVP and may release the reference number received from the SCS for the requested trigger replace action, except for the status codes: ORIGINALMESSAGESENT
* * * Next Change * * * *

6.4.1
General

Table 6.4.1.1 describes the Diameter AVPs defined for the Tsp reference point, their AVP Code values, types and possible flag values. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 6.4.1.1: Tsp specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (note 1)

	Attribute Name
	AVP Code
	Clause defined
	Value Type 
	Must
	May
	Should not
	Must not

	Device-Action
	3001
	6. 4.2
	Grouped
	M,V
	P
	
	

	Device-Notification
	3002
	6.4.3
	Grouped
	M,V
	P
	
	

	Trigger-Data
	3003
	6.4.4
	Grouped
	M,V
	P
	
	

	Payload
	3004
	6.4.5
	OctetString
	M,V
	P
	
	

	Action-Type
	3005
	6.4.6
	Enumerated
	M,V
	P
	
	

	Priority-Indication
	3006
	6.4.7
	Enumerated
	M,V
	P
	
	

	Reference-Number
	3007
	6.4.8
	Unsigned32
	M,V
	P
	
	

	Request-Status
	3008
	6.4.9
	Enumerated
	M,V
	P
	
	

	Delivery-Outcome
	3009
	6.4.10
	Enumerated
	M,V
	P
	
	

	Application-Port-Identifier
	3010
	6.4.11
	Unsigned32
	M,V
	P
	
	

	Old-Reference-Number
	xxxx
	6.4.x
	Unsigned32
	V
	P
	
	M

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [6].


* * * Next Change * * * *

6.4.2
Device-Action AVP

The Device-Action AVP (AVP code 3001) is of type Grouped. It is used by the SCS to request a specific action for a device.

AVP Format:

Device-Action ::=                   < AVP Header: 3001 >

                                    [ External-Id ]

                                    [ MSISDN ]

                                    [ SCS-Identifier ]

                                    { Reference-Number }
                                    [ Old-Reference-Number ]
                                    { Action-Type }

                                    [ Trigger-Data ]

                                    [ Validity-Time ]

                                   *[ AVP ]

* * * Next Change * * * *

6.4.6
Action-Type AVP

The Action-Type AVP (AVP code 3005) is of type Enumerated, and informs the MTC-IWF of what action type is required in the request and also informs the SCS of what action type is reported.

The following values are defined:

Device Trigger Request (1)

This value indicates a device trigger request and is used:

-
in the Device-Action AVP of the Device-Action-Request command; 

-
in the Device-Notification AVP of the Device-Action-Answer command.

Delivery Report (2)

This value indicates a delivery report sent from MTC-IWF to the SCS and is used:

-
in the Device-Notification AVP of the Device-Notification-Request command.

Device Trigger Recall (3)

This value indicates a device trigger recall request and is used:

-
in the Device-Action AVP of the Device-Action-Request command; 

-
in the Device-Notification AVP of the Device-Action-Answer command.

Device Trigger Replace (4)

This value indicates a device trigger replace request and is used:

-
in the Device-Action AVP of the Device-Action-Request command; 

-
in the Device-Notification AVP of the Device-Action-Answer command.

* * * Next Change * * * *

6.4.9
Request-Status AVP

The Request-Status AVP (AVP code 3008) is of type Enumerated, and informs the SCS of the status of a device action request. The Request-Status AVP can be included in the Device-Action-Answer command.

The following values are defined:

SUCCESS (0)


This value indicates that device action requested is confirmed.

TEMPORARYERROR (201)


This value indicates an unspecified temporary error. 

INVPAYLOAD (101)


This value indicates an error with the payload, where the payload is valid according to Diameter AVP definition but an implementation limit such as maximum accepted length is exceeded.

INVEXTID (102)


This value indicates an error with the External Identifier, where the identifier is valid according to Diameter AVP definition but the value is rejected by the 3GPP network for example because it is an unknown subscription.

INVSCSID (103)


This value indicates an error with the SCS-Identifier, where the identifier is valid according to Diameter AVP definition but the value is rejected by the 3GPP network for example because it is an unexpected value for this SCS.

INVPERIOD (104)


This value indicates an error with the validity period, where the validity period is valid according to Diameter AVP definition but the value is rejected by the 3GPP network for example because a maximum allowed validity period is exceeded.

NOTAUTHORIZED (105)


This value indicates that the SCS is not authorized to perform the action requested for this UE.

SERVICEUNAVAILABLE (106)


This value indicates that the trigger service is not available for this UE

PERMANENTERROR (107)


This value indicates an unspecified permanent error.

QUOTAEXCEEDED (108)


This value indicates that the SCS has exceeded allocated quota.
RATEEXCEEDED (109)


This value indicates that the rate at which the SCS is initiating Tsp requests has been exceeded.
REPLACEFAIL (xxx)


This value indicates that the device trigger replace request has failed to replace the device trigger indicated by the Old-Reference-Number in the SMS-SC for other reasons than ORIGINALMESSAGESENT i.e. message could not be replaced and new message could not be stored as a new message. 
RECALLFAIL (yyy)


This value indicates that the device trigger recall request has failed for other reasons than ORIGINALMESSAGESENT. 
ORIGINALMESSAGESENT (zzz)


This value indicates that the message which was intended to be recalled or replaced has already been sent. 
* * * Next Change * * * *

6.4.x
Old-Reference-Number AVP

Old-Reference-Number AVP (AVP code xxxx) is of type Unsigned32, and is used to uniquely identify a transaction which is intended to be replaced. 

* * * Next Change * * * *

6.5
Tsp re-used AVPs

6.5.1
General
Table 6.5.1 lists the Diameter AVPs re-used by the Tsp reference point from existing Diameter Applications, reference to their respective specifications and a short description of their usage within the Tsp reference point. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in table 6.5.1, but they are re-used for the Tsp reference point. Unless otherwise stated, re-used AVPs shall maintain their 'M', 'P' and 'V' flag settings.

Table 6.5.1: Tsp re-used Diameter AVPs

	Attribute Name
	Reference
	Description

	MSISDN 
	3GPP TS 29.329 [3]
	MSISDN of the device.

	External-Id
	3GPP TS 29.336 [12]
	External identifier has the form username@realm.

	SCS-Identifier
	3GPP TS 29.336 [12]
	This Information Element shall contain the identity of the Service Capability Server that is requesting a device trigger to the UE.

	Validity-Time
	IETF RFC 4006 [7]
	The validity time in seconds for the specific action requested.

	Supported-Features
	3GPP TS 29.229 [xx]
	If present, this AVP informs the destination host about the features that the origin host requires to successfully complete this command exchange.


6.5.y
Supported-Feature-List AVP
6.5.y.1
Use of the Supported-Features AVP

When new functionality is introduced on the Tsp reference point, it should be defined as optional. If backwards incompatible changes can not be avoided, the new functionality shall be introduced as a new feature and support advertised with the Supported-Features AVP. Unless otherwise stated, the use of the Supported-Features AVP on the Tsp reference point shall be compliant the usage of the Supported-Features AVP on the Cx reference point is consistent with the procedures for the dynamic discovery of supported features as defined in clause 7.2 of 3GPP TS 29.229 [xx].

When extending the application by adding new AVPs for a feature, the new AVPs shall have the M bit cleared and the AVP shall not be defined mandatory in the command ABNF. 

As defined in 3GPP TS 29.229 [xx], the Supported-Features AVP is of type grouped and contains the Vendor-Id, Feature-List-ID and Feature-List AVPs. On the all reference points as specified in this specificaion, the Supported-Features AVP is used to identify features that have been defined by 3GPP and hence, for features defined in this document, the Vendor-Id AVP shall contain the vendor ID of 3GPP (10415). If there are multiple feature lists defined for the reference point, the Feature-List-ID AVP shall differentiate those lists from one another. 
If the SCS supports post-Rel-12 Tsp functionality, the DAR shall include the features supported by the SCS within Supported-Features AVP(s) with the 'M' bit cleared.
The Table 6.5.y.2/1 defines the features applicable to the Tsp reference point for the feature list with a Feature-List-ID of 1.
6.5.y.2
Supported-Feature-List AVP for the Tsp application
The syntax of this AVP is defined in 3GPP TS 29.229 [xx].
For the Tsp application, the meaning of the bits shall be as defined in table 6.5.y.2/1 for the Supported-Feature-List-ID of 1.
Table 6.5.y.2/1: Features of Feature-List-ID 1 used in Tsp
	Feature bit
	Feature
	M/O
	Description

	0
	Device-Trigger-Recall-Replace
	O
	This Feature indicates the support of the applicability to support the functionalty for device trigger recall and device trigger replace. 

This Feature is applicable for the DAR/DAA command pair.
If an MTC-IWF or SCS does not indicate the support of the feature the SCS shall not send device trigger recall requests to an MTC-IWF and SCS shall treat the device trigger replace as a new device trigger.

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. "1".

Feature: A short name that can be used to refer to the bit and to the feature, e.g. " Device-Trigger-Recall-Replace ".

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O"). 

Description: A clear textual description of the feature.


* * * Next Change * * * *

6.6.2
Device-Action-Request (DAR) command

The DAR command, indicated by the Command-Code field set to 8388639 and the 'R' bit set in the Command Flags field, is sent by the SCS to the MTC-IWF as part of the device action request procedure.
Message Format:

<DA-Request> ::= <Diameter Header: 8388639, REQ, PXY >

                 < Session-Id >

                 { Auth-Application-Id }




   { Auth-Session-State }
                 { Origin-Host }

                 { Origin-Realm }

                 { Destination-Realm }

                 [ Destination-Host ]

                 [ Origin-State-Id ]

                 [ Device-Action ]

                *[ Proxy-Info ]

                *[ Route-Record ]

                *[ Supported-Features ]

                *[ AVP ]

6.6.3
Device-Action-Answer (DAA) command

The DAA command, indicated by the Command-Code field set to 8388639 and the 'R' bit cleared in the Command Flags field, is sent by the MTC-IWF to the SCS as part of the device action request procedure.

Message Format:

<DA-Answer> ::=  < Diameter Header: 8388639, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Auth-Session-State }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





 [ Origin-State-Id ]





 { Device-Notification } 




*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]





*[ Proxy-Info ]





*[ Supported-Features ]





*[ AVP ]

* * * End of Change * * * *

