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The presence of Network Address and Port Translation (NAPT) functions between a UE and Application Functions (AF) has a number of side effects on Policy and Charging Control (PCC) procedures.  More specifically as NAT functions modify UE addresses and ports, they have impacts on: 

1) PCRF discovery and selection by an AF (i.e. how to ensure that Rx messages will be routed to the PCRF in charge of the right UE and IP CAN session;

2) PCC session binding (i.e. how the PCRF correlates the AF service session information received over Rx with the right UE and IP CAN session);

3) Flow filters (i.e. how to set the right address and port number in the filters to be enforced on the traffic to/from the UE). 

Indeed, the IP addresses seen by AF is not the same as the one known by PCRF.

On the above topic, two Release 11 Change Requests submitted by China Mobile, Huawei and ZTE on 3GPP TS 29.213 and 3GPP TS 29.214 were technically agreed at CT3#71 with a sustained objection from Orange. These Change Requests are presented for decision to the CT Plenary in CP-120841.

The solution described in these Change Requests consists in adding a domain identifier (new AVP) over the Rx interface in order to enable the PCRF to perform session binding (i.e. it basically creates a unique identifier by concatenating the domain identifier with the UE private address). It assumes that the UE private address is provided from the UE to the AF. This Discussion Paper provides a rationale for not agreeing these Change Requests at the TSG level.

This solution suffers from the following limitations and drawbacks:

a) It does not solve the first and third issues mentioned above.
b) It applies to the case where the NAT functions are located between the PCEF and a P-CSCF and can not be extended to the case where the AF is not a P-CSCF (e.g. the AF is a Web Server) as there may not be an explicit signalling protocol available to convey the UE private IP address in such cases, or, if there is one, it may not have a suitable field for carrying this address; see also point f) for further details. 
c) It is not an appropriate solution for the case where NAT functions are between the UE and the PCEF (e.g. NAT in a 3G/4G wireless Router acting as a Wi-Fi Hotspot or in a RGW in case of BBAI architecture).

d) It relies on consistent provisioning of mapping tables on both the PCRF and the AF, which is a significant constraint since Rx can be used between different administrative domains.
e) It makes specific assumptions on the NAT device configuration (i.e. public addresses are allocated in ranges which depend on the identity of the PCEF/PGW involved in the IP session). This configuration has to be consistent with the above mapping tables.
f) It is incomplete since it is not specified how the UE’s private IP is provided from the UE to the AF. The CR on TS 29.213 simply indicates that “how the AF obtains the UE private IP address to be provided to the PCRF is out of scope of the present specification”.  When the AF is a P-CSCF, one can assume that this information is available in the SDP Offer but another mechanism has to be specified to support other types of AF (e.g. for Web applications in the context of the Sponsored Data Connectivity feature).
g) It does not specify how the AF knows whether to provide the UE’s private IP address or the UE’s public IP address to the PCRF over Rx in the Framed-IP address AVP.
Orange therefore recommends that the requirements for enabling PCC procedures to work in the presence of NAT should be further studied and that a new WID be opened to define a consistent set of solutions covering all configurations, within the Release 12 framework. Orange is prepared to take an active part in this work. Orange would like to stress that agreeing Release 11 Change Requests describing partial solutions tailored for a specific configuration, is likely to sow the seeds of backward compatibility issues between Release 11 and 12.
