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*****************   First change ****************

6.5.1.4
UE requested PDN connectivity procedure not accepted by the network

If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and an ESM cause value indicating the reason for rejecting the UE requested PDN connectivity.

The ESM cause IE typically indicates one of the following ESM cause values:
#8:

operator determined barring;

#26:
insufficient resources;

#27:
missing or unknown APN;

#28:
unknown PDN type;

#29:
user authentication failed;

#30:
request rejected by Serving GW or PDN GW;

#31:
request rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#35:
PTI already in use;
#38:
network failure;

#50:
PDN type IPv4 only allowed;

#51:
PDN type IPv6 only allowed;

#53:
ESM information not received;
#54:
PDN connection does not exist;
#55:
multiple PDN connections for a given APN not allowed;
#65:
maximum number of EPS bearers reached;

#66:
requested APN not supported in current RAT and PLMN combination;
#95 – 111:
protocol errors;

#112:
APN restriction value incompatible with active EPS bearer context.
If the ESM cause value is #26 "insufficient resources" or #27 "missing or unknown APN", the network may include a value for timer T3396 (see 3GPP TS 24.008 [13]) in the PDN CONNECTIVITY REJECT message. If the ESM cause value is #26 "insufficient resources" and the PDN CONNECTIVITY REQUEST message was sent by a UE accessing the network with access class 11 - 15 or request type in the PDN CONNECTIVITY REQUEST message was set to "emergency", the network shall not include a value for timer T3396.
Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.
If the ESM cause value is #26 "insufficient resources" and T3396 value IE is included:
-
if the PDN CONNECTIVITY REQUEST message was sent standalone, the UE shall take different actions depending on the timer value received for timer T3396:
-
if the timer value indicates neither zero nor deactivated, the UE shall start timer T3396 and not send another PDN CONNECTIVITY REQUEST message for the same APN until timer T3396 expires, the timer T3396 is stopped, the UE is switched off or the USIM is removed;

-
if the timer value indicates that this timer is deactivated, the UE shall not send another PDN CONNECTIVITY REQUEST message for the same APN until the UE is switched off or the USIM is removed, or the UE receives an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with the same APN from the network; and
-
if the timer value indicates zero, the UE may send another PDN CONNECTIVITY REQUEST message for the same APN;
-
if the PDN CONNECTIVITY REQUEST message was sent together with an ATTACH REQUEST, the UE shall take different actions depending on the timer value received for timer T3396 and integrity protection of the ATTACH REJECT message:

-
if the ATTACH REJECT message is not integrity protected, the UE shall start timer T3396 with a random value from a default range specified in table 11.2.3 defined in 3GPP TS 24.008 [13];

-
if the ATTACH REJECT message is integrity protected, the UE shall proceed as follows:

a)
if the timer value indicates neither zero nor deactivated, the UE shall start timer T3396 and:

-
shall not initate a new attach procedure with the same APN that was sent by the UE, until timer T3396 expires, the timer T3396 is stopped, the UE is switched off or the USIM is removed; and
-
shall not initate a new attach procedure without an APN if the UE did not provide any APN during the attach procedure, until timer T3396 expires, the UE is switched off or the USIM is removed;

b)
if the timer value indicates that this timer is deactivated, the UE:
-
shall not initiate a new attach procedure with the same APN that was sent by the UE, until the UE is switched off or the USIM is removed, or the UE receives an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with the same APN from the network; and
-
shall not initiate a new attach procedure without an APN if the UE did not provide any APN during the attach procedure, until the UE is switched off or the USIM is removed; and
c)
if the timer value indicates that this timer is zero, the UE shall proceed as specified in subclause 5.5.1.2.6 item d;

-
if the UE is switched off when the timer T3396 is running, the UE shall behave as follows when the UE is switched on:

-
let t1 be the time remaining for T3396 timeout at switch off and let t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1.

If the ESM cause value is #27 "missing or unknown APN" and T3396 value IE is included:

-
if the PDN CONNECTIVITY REQUEST message was sent standalone, the UE shall take different actions depending on the timer value received for timer T3396:

-
if the timer value indicates neither zero nor deactivated, the UE shall start timer T3396 and not send another PDN CONNECTIVITY REQUEST message for the same APN until timer T3396 expires, the UE is switched off or the USIM is removed;

-
if the timer value indicates that this timer is deactivated, the UE shall not send another PDN CONNECTIVITY REQUEST message for the same APN until the UE is switched off or the USIM is removed; and

-
if the timer value indicates zero, the UE may send another PDN CONNECTIVITY REQUEST message for the same APN; and

-
if the PDN CONNECTIVITY REQUEST message was sent together with an ATTACH REQUEST, the UE shall take different actions depending on the timer value received for timer T3396 and integrity protection of the ATTACH REJECT message:

-
if the ATTACH REJECT message is not integrity protected, the UE shall start timer T3396 with a random value from a default range specified in table 11.2.3(see 3GPP TS 24.008 [13]);

-
if the ATTACH REJECT message is integrity protected, the UE shall proceed as follows:

a)
if the timer value indicates neither zero nor deactivated, the UE shall start timer T3396 and:

-
shall not initate a new attach procedure with the same APN that was sent by the UE, until timer T3396 expires, the UE is switched off or the USIM is removed; and

-
shall not initate a new attach procedure without an APN if the UE did not provide any APN during the attach procedure, until timer T3396 expires, the UE is switched off or the USIM is removed;
b)
if the timer value indicates that this timer is deactivated, the UE:

-
shall not initiate a new attach procedure with the same APN that was sent by the UE, until the UE is switched off or the USIM is removed; and
-
shall not initiate a new attach procedure without an APN if the UE did not provide any APN during the attach procedure, until the UE is switched off or the USIM is removed; and
c)
if the timer value indicates that this timer is zero, the UE shall proceed as specified in subclause 5.5.1.2.6 item d.
If the T3396 IE is not included and PDN CONNECTIVITY REQUEST was sent standalone, the UE may send a PDN CONNECTIVITY REQUEST message for the same APN. 

If the T3396 IE is not included and PDN CONNECTIVITY REQUEST was sent together with an ATTACH REQUEST, the UE shall proceed as specified in subclause 5.5.1.2.6, item d.

When the timer T3396 is running, the UE is allowed to initiate attach procedure or PDN connectivity procedure if:

-
the UE is accessing the network with access class 11 - 15; or

-
the procedure is for emergency bearer services.
If the ESM cause value is #65 "maximum number of EPS bearers reached", the UE shall not send another PDN CONNECTIVITY REQUEST message in S1 mode in the current PLMN or any PLMN in the list of equivalent PLMNs until the number of active EPS bearers is lower than the current total number of active EPS bearers.

If the ESM cause value is #66 "requested APN not supported in current RAT and PLMN combination", the UE shall not send another PDN CONNECTIVITY REQUEST for the same APN in the current PLMN or any PLMN in the list of equivalent PLMNs in S1 mode until the UE is switched off or the USIM is removed.
*****************   Next change ****************

9.9.4.4
ESM cause

The purpose of the ESM cause information element is to indicate the reason why a session management request is rejected.

The ESM cause information element is coded as shown in figure 9.9.4.4.1 and table 9.9.4.4.1.

The ESM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	ESM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.4.4.1: ESM cause information element
Table 9.9.4.4.1: ESM cause information element
	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	Operator Determined Barring

	0
	0
	0
	1
	1
	0
	1
	0
	
	Insufficient resources

	0
	0
	0
	1
	1
	0
	1
	1
	
	Missing or unknown APN

	0
	0
	0
	1
	1
	1
	0
	0
	
	Unknown PDN type

	0
	0
	0
	1
	1
	1
	0
	1
	
	User authentication failed

	0
	0
	0
	1
	1
	1
	1
	0
	
	Request rejected by Serving GW or PDN GW

	0
	0
	0
	1
	1
	1
	1
	1
	
	Request rejected, unspecified

	0
	0
	1
	0
	0
	0
	0
	0
	
	Service option not supported

	0
	0
	1
	0
	0
	0
	0
	1
	
	Requested service option not subscribed

	0
	0
	1
	0
	0
	0
	1
	0
	
	Service option temporarily out of order

	0
	0
	1
	0
	0
	0
	1
	1
	
	PTI already in use

	0
	0
	1
	0
	0
	1
	0
	0
	
	Regular deactivation

	0
	0
	1
	0
	0
	1
	0
	1
	
	EPS QoS not accepted

	0
	0
	1
	0
	0
	1
	1
	0
	
	Network failure

	0
	0
	1
	0
	0
	1
	1
	1
	
	Reactivation requested

	0
	0
	1
	0
	1
	0
	0
	1
	
	Semantic error in the TFT operation

	0
	0
	1
	0
	1
	0
	1
	0
	
	Syntactical error in the TFT operation

	0
	0
	1
	0
	1
	0
	1
	1
	
	Invalid EPS bearer identity

	0
	0
	1
	0
	1
	1
	0
	0
	
	Semantic errors in packet filter(s)

	0
	0
	1
	0
	1
	1
	0
	1
	
	Syntactical errors in packet filter(s)

	0
	0
	1
	0
	1
	1
	1
	0
	
	Unused (see NOTE 2)

	0
	0
	1
	0
	1
	1
	1
	1
	
	PTI mismatch

	0
	0
	1
	1
	0
	0
	0
	1
	
	Last PDN disconnection not allowed

	0
	0
	1
	1
	0
	0
	1
	0
	
	PDN type IPv4 only allowed

	0
	0
	1
	1
	0
	0
	1
	1
	
	PDN type IPv6 only allowed

	0
	0
	1
	1
	0
	1
	0
	0
	
	Single address bearers only allowed

	0
	0
	1
	1
	0
	1
	0
	1
	
	ESM information not received

	0
	0
	1
	1
	0
	1
	1
	0
	
	PDN connection does not exist

	0
	0
	1
	1
	0
	1
	1
	1
	
	Multiple PDN connections for a given APN not allowed

	0
	0
	1
	1
	1
	0
	0
	0
	
	Collision with network initiated request

	0
	0
	1
	1
	1
	0
	1
	1
	
	Unsupported QCI value

	0
	0
	1
	1
	1
	1
	0
	0
	
	Bearer handling not supported

	0
	1
	0
	0
	0
	0
	0
	1
	
	Maximum number of EPS bearers reached

	0
	1
	0
	0
	0
	0
	1
	0
	
	Requested APN not supported in current RAT and PLMN combination

	0
	1
	0
	1
	0
	0
	0
	1
	
	Invalid PTI value

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	0
	1
	1
	1
	0
	0
	0
	0
	
	APN restriction value incompatible with active EPS bearer context

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0010 0010, "service option temporarily out of order". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".

	

	NOTE 1:
The listed cause values are defined in annex B.
NOTE 2: 
This value was allocated in earlier versions of this protocol, but there is no situation where this value can be used. If received by the network, it shall be treated as 0110 1111, "protocol error, unspecified".


*****************   Next change ****************

Annex B (informative):
Cause values for EPS session management

B.1
Causes related to nature of request

Cause #8 – Operator Determined Barring


This ESM cause is used by the network to indicate that the requested service was rejected by the MME due to Operator Determined Barring.

Cause #26 – Insufficient resources


This ESM cause is used by the UE or by the network to indicate that the requested service cannot be provided due to insufficient resources. 

Cause #27 – Missing or unknown APN

This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network because the access point name was not included although required or if the access point name could not be resolved and is not known to be available in other RATs.

Cause #28 – Unknown PDN type


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network because the PDN type could not be recognised.

Cause #29 – User authentication failed


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.

Cause #30 – Request rejected by Serving GW or PDN GW


This ESM cause is used by the network to indicate that the requested service or operation or the request for a resource was rejected by the Serving GW or PDN GW.

Cause #31 – Request rejected, unspecified


This ESM cause is used by the network or by the UE to indicate that the requested service or operation or the request for a resource was rejected due to unspecified reasons.

Cause #32 – Service option not supported


This ESM cause is used by the network when the UE requests a service which is not supported by the PLMN.

Cause #33 – Requested service option not subscribed


This ESM cause is sent when the UE requests a service option for which it has no subscription.

Cause #34 – Service option temporarily out of order


This ESM cause is sent when the network cannot service the request because of temporary outage of one or more functions required for supporting the service.

Cause #35 – PTI already in use


This ESM cause is used by the network to indicate that the PTI included by the UE is already in use by another active UE requested procedure for this UE.

Cause #36 – Regular deactivation


This ESM cause is used to indicate a regular UE or network initiated release of EPS bearer resources. 

Cause #37 – EPS QoS not accepted


This ESM cause is used by the network if the new EPS QoS cannot be accepted that was indicated in the UE request. 

Cause #38 – Network failure


This ESM cause is used by the network to indicate that the requested service was rejected due to an error situation in the network.

Cause #39 – Reactivation requested

This ESM cause is used by the network to request a PDN connection reactivation.
Cause #41 – Semantic error in the TFT operation.


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to a semantic error in the TFT operation included in the request.

Cause #42 – Syntactical error in the TFT operation.


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to a syntactical error in the TFT operation included in the request.

Cause #43 – Invalid EPS bearer identity

This ESM cause is used by the network or the UE to indicate that the EPS bearer identity value provided to it is not a valid value for the received message or the EPS bearer context identified by the linked EPS bearer identity IE in the request is not active.

Cause #44 – Semantic errors in packet filter(s)


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to one or more semantic errors in packet filter(s) of the TFT included in the request.

Cause #45 – Syntactical error in packet filter(s)


This ESM cause is used by the network or the UE to indicate that the requested service was rejected due to one or more syntactical errors in packet filter(s) of the TFT included in the request.

Cause #47 – PTI mismatch

This ESM cause is used by the UE to indicate that the PTI value which is included in the ESM message that the UE receives does not match a PTI in use.
Cause #49 – Last PDN disconnection not allowed


This ESM cause is used by the network to indicate that the UE requested PDN disconnection procedure on the last remaining PDN connection is not allowed.

Cause #50 – PDN type IPv4 only allowed


This ESM cause is used by the network to indicate that only PDN type IPv4 is allowed for the requested PDN connectivity.

Cause #51 – PDN type IPv6 only allowed


This ESM cause is used by the network to indicate that only PDN type IPv6 is allowed for the requested PDN connectivity.

Cause #52 – single address bearers only allowed


This ESM cause is used by the network to indicate that the requested PDN connectivity is accepted with the restriction that only single IP version bearers are allowed.

Cause #53 – ESM information not received


This ESM cause is used by the network to indicate that the PDN connectivity procedure was rejected due to the ESM information was not received.

Cause #54 – PDN connection does not exist


This ESM cause is used by the network at handover from a non-3GPP access network to indicate that the MME does not have any information about the requested PDN connection.

Cause #55 – Multiple PDN connections for a given APN not allowed


This ESM cause is used by the network to indicate that the PDN connectivity procedure was rejected due to multiple PDN connections for a given APN are not allowed.
Cause #56 – Collision with network initiated request

This ESM cause is used by the network to indicate that the network has already initiated the activation, modification or deactivation of bearer resources which was requested by the UE.
Cause #59 – Unsupported QCI value

This ESM cause is used by the network if the QCI indicated in the UE request cannot be supported.
Cause #60 – Bearer handling not supported

This ESM cause is used by the network to indicate that the procedure requested by the UE was rejected because the bearer handling is not supported.
Cause #65 – Maximum number of EPS bearers reached

This ESM cause is used by the network to indicate that the procedure requested by the UE was rejected as the network has reached the maximum number of simultaneously active EPS bearers per UE.
Cause #66 – Requested APN not supported in current RAT and PLMN combination

This ESM cause is used by the network to indicate that the procedure requested by the UE was rejected as the requested APN is not supported in the current RAT and PLMN.
Cause #81 – Invalid PTI value


This ESM cause is used by the network or UE to indicate that the PTI provided to it is unassigned or reserved.

Cause #112 – APN restriction value incompatible with active EPS bearer context.


This ESM cause is used by the network to indicate that the EPS bearer context(s) have an APN restriction value that is not allowed in combination with a currently active EPS bearer context. Restriction values are defined in 3GPP TS 23.060 [4].
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