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*** 1st Change ***

4b.3
Application Detection and Control Rules
4b.3.1
Functional entities

The PCRF may provide ADC Rules to the TDF by using Sd interface. 

Once the start or stop of the application’s traffic, matching one of those ADC Rules, is detected, if PCRF has previously subscribed to the APPLICATION_START/APPLICATION_STOP Event-Triggers, the TDF shall report the information regarding the detected application’s traffic to the PCRF and apply the enforcement actions, if defined within the corresponding ADC Rule.
4b.3.2
Application Detection and Control Rule Definition
The ADC Rule definition is the same as provided by 4.3b.2. TDF is used instead of PCEF.



















4b.3.3
Operations on ADC Rules
The Operations on ADC Rules are the same as defined by 4.3b.3.






The procedures to perform these operations are further described in clause 4b.5.
*** 2nd Change ***

4b.4.2
TDF
The TDF (Traffic Detection Function) is a functional entity that performs application's traffic  detection and reporting of the detected application by using TDF application identifier and its TDF application instance identifier and its service data flow descriptions, if deducible, to the PCRF.

The TDF shall perform the following enforcement actions to the detected application traffic, if requested by PCRF:

-
Gating;

-
Redirection;

-
Bandwidth limitation.

The PCEF can support Application Detection and Control feature as specified in Clause 4.4.2. In that case Sd interface is not applicable and Gx interface is enhanced with application detection functionalities.

The TDF shall support usage monitoring as specified in clauses 4b.5.6 and 4b.5.7.
*** 3rd Change ***

4b.5.1
Provisioning of ADC rules

4b.5.1.1
General
If PCRF decides, based on subscriber’s profile configuration, that the TDF session should be established with the TDF per corresponding IP-CAN session, during the IP-CAN session establishment or at any point of time when the PCRF decides that the session with TDF is to be established (e.g. subscriber profile changes), the PCRF shall indicate via the Sd reference point, the ADC rules to be applied at the TDF. The TDF-Information AVP shall be either received over Gx within initial CC-Request received from PCEF or pre-provisioned at PCRF. Each ADC rule shall include TDF-Application-Identifier AVP which references the corresponding application for which the rule applies.
When establishing the session with the TDF, the PCRF shall send a TS-Request with the PDN information, if available, within the Called-Station-ID AVP, the UE IPv4 address within the Framed-IP-Address and/or the UE IPv6 prefix within the Framed-IPv6-Prefix AVP. These parameters shall uniquely identify the session between the PCRF and the TDF. Additionally, if available (i.e. received from the PCEF or the BBERF), the PCRF may include the following information: the user identification within the Subscription-Id AVP, the type of IP-CAN within the IP-CAN-Type AVP, the type of the radio access technology within the RAT-Type AVP, the device information within User-Equipment-Info AVP, the the user location information within 3GPP-User-Location-Info, the Routing Area Identity within RAI AVP, the MCC and the MNC of the SGSN/S-GW in the 3GPP-SGSN-MCC-MNC AVP, and the UE time zone information within 3GPP-MS-TimeZone AVP.
Editor's note: It is FFS whether 3GPP-SGSN-Address, 3GPP-SGSN-IPv6-Address and AN-GW-Address AVPs should also be included in the list of the parameters above.
The ADC rules may be transferred to the TDF by using one of the following procedures:

-
PUSH procedure (Unsolicited provisioning): The PCRF may decide to provision ADC rules at TDF session establishment within TS-Request or at any point of time within active TDF session by using RA-Request. To provision ADC rules, the PCRF shall include those ADC rules in either TS-Request or RA-Request message; or

-
PULL procedure (Provisioning solicited by the TDF): In response to a request for ADC rules being made by the TDF, as described in the section 4b.5.2, the PCRF shall provision ADC rules in the CC-Answer.

For each request from the TDF or upon the unsolicited provision, the PCRF shall provision zero or more ADC rules. The PCRF may perform an operation on a single ADC rule by one of the following means:

-
To activate or deactivate an ADC rule that is predefined at the TDF, the PCRF shall provision a reference to this ADC rule within an ADC-Rule-Name AVP and indicate the required action by choosing either the ADC-Rule-Install AVP or the ADC-Rule-Remove AVP.

-
To install or modify a PCRF-provisioned ADC rule, the PCRF shall provision a corresponding ADC-Rule-Definition AVP within an ADC-Rule-Install AVP.

-
To remove an ADC rule which has previously been provisioned by the PCRF, the PCRF shall provision the name of this ADC rule as value of an ADC-Rule-Name AVP within an ADC-Rule-Remove AVP. 

As an alternative to providing a single ADC rule, the PCRF may provide an ADC-Rule-Base-Name AVP within an ADC-Rule-Install AVP or the ADC-Rule-Remove AVP as a reference to a group of ADC rules predefined at the TDF. With an ADC-Rule-Install AVP, a predefined group of ADC rules is activated. With an ADC-Rule-Remove AVP, a predefined group of ADC rules is deactivated.

The PCRF may combine multiple of the above ADC rule operations in a single command.
To activate a predefined ADC rule at the TDF, the rule name within an ADC-Rule-Name AVP shall be supplied within an ADC-Rule-Install AVP as a reference to the predefined rule. To activate a group of predefined ADC rules within the TDF, an ADC-Rule-Base-Name AVP shall be supplied within an ADC-Rule-Install AVP as a reference to the group of predefined ADC rules. 
To install a new or modify an already installed PCRF defined ADC rule, the ADC-Rule-Definition AVP shall be used. If an ADC rule with the same rule name, as supplied in the ADC-Rule-Name AVP within the ADC-Rule-Definition AVP, already exists at the TDF, the new ADC rule shall update the currently installed rule. If the existing ADC rule already has attributes also included in the new ADC rule definition, the existing attributes shall be overwritten. Any attribute in the existing ADC rule not included in the new ADC rule definition shall remain valid.

For deactivating single predefined or removing PCRF-provided ADC rules, the ADC-Rule-Name AVP shall be supplied within an ADC-Rule-Remove AVP. For deactivating a group of predefined ADC rules, the ADC-Rule-Base-Name AVP shall be supplied within an ADC-Rule-Remove AVP.

If the provisioning of ADC rules fails, the TDF informs the PCRF as described in Clause 4b.5.5 ADC Rule Error Handling. Depending on the cause, the PCRF may decide if re-installation, modification, removal of ADC rules or any other action applies.

4b.5.1.2
Gate function

The Gate Function represents a user plane function enabling or disabling the forwarding of application’s traffic. A gate is applicable to the detected application’s traffic. The Flow-Status AVP of the ADC rule shall describe if the possible uplink and possible downlink gate for the detected application’s traffic is opened or closed.

The commands to open or close the gate shall lead to the enabling or disabling of the passage for corresponding detected application’s traffic uplink/downlink. If the corresponding uplink and/or downlink gate is closed, all packets belonging to the detected application’s traffic uplink and/or downlink shall be dropped. If the corresponding uplink and/or downlink gate is opened, all packets belonging to the detected application’s traffic uplink and/or downlink are allowed to be forwarded.

4b.5.1.3
Bandwidth limitation function
The PCRF can provide the maximum allowed bit rate (QoS) for an ADC rule to the TDF. The Provisioning shall be performed using the ADC rule provisioning procedure. The allowed QoS shall be encoded using a QoS-Information AVP within the ADC-Rule-Definition AVP of the ADC rule. If QoS-Information is provided for an ADC rule, the TDF shall enforce the corresponding policy for the detected application’s traffic. Only the Max-Requested-Bandwidth-UL AVP and the Max-Requested-Bandwidth-DL AVP shall be used.
4b.5.1.4
Redirect function
The PCRF can provide the redirect instruction (e.g. redirect the detected application’s traffic to another controlled address) for an ADC rule to the TDF. The Provisioning shall be performed using the ADC rule provisioning procedure. The redirect shall be encoded using a Redirect-Information AVP within the ADC-Rule-Definition AVP of the ADC rule. If Redirect-Information AVP is provided for an ADC rule, the TDF shall implement the redirection for the detected application’s traffic to the corresponding Redirect-Server-Address defined within.the Redirect-Information AVP. The redirect address type (e.g. IPv4, IPv6, URL) shall be defined by the Redirect-Address-Type AVP. The Redirect-Support AVP equal to REDIRECTION_DISABLED may also be included. It indicates whether to disable the redirection for certain already established ADC rule. For a predefined ADC rule, the redirect information shall be included in the rule definition at the TDF.
4b.5.1.5
Usage Monitoring Control

Usage monitoring may be performed for application (s) associated with one or more ADC rules. 

The provisioning of usage monitoring control per ADC rule shall be performed using the ADC rule provisioning procedure. For a dynamic ADC rule, the monitoring key shall be set using the Monitoring-Key AVP within the ADC-Rule-Definition AVP of the ADC rule. For a predefined ADC rule, the monitoring key shall be included in the rule definition at the TDF.
*** 4th Change ***

4b.5.4
Request of TDF Session Termination

When the corresponding IP-CAN session is terminated or at any point of time when the PCRF decides that the session with TDF is to be terminated (e.g. subscriber profile changes), the PCRF shall send a RAR command including the Session-Release-Cause AVP to the TDF. The TDF shall acknowledge the command by sending a RAA command to the PCRF and instantly remove/deactivate all the ADC rules that have been previously installed or activated on that TDF session.

The TDF shall send a CC-Request with CC-Request-Type AVP set to the value "TERMINATION_REQUEST" to PCRF to terminate the TDF session. 

When the PCRF receives the CC-Request, it shall acknowledge this message by sending a CC-Answer to the TDF.

NOTE 1:
According to DCC procedures, the Diameter Credit Control session is being terminated with this message exchange.

Signalling flows for the IP-CAN session termination are presented in 3GPP TS 29.213 [8].
*** 5th Change ***

4b.5.6  
Requesting Usage Monitoring Control 

The PCRF may indicate, via the Sd reference point, the need to apply monitoring control for the accumulated usage of network resources on a per TDF session basis. Usage is defined as volume of user plane traffic. The data collection for usage monitoring control shall be performed per monitoring key, which may apply to one application (i.e. the monitoring key is used by a single ADC rule), or to several applications (i.e., the monitoring key is used by  many ADC rules), or all detected traffic belonging to a specific TDF session.

If the PCRF requests usage monitoring control and if at this time, the PCRF is not subscribed to the "USAGE_REPORT" Event-Trigger, the PCRF shall include the Event-Trigger AVP, set to the value "USAGE_REPORT", in a TS-Request, CC-Answer or RA-Request. 

At TDF session establishment and modification, the PCRF may provide the applicable thresholds for usage monitoring control to the TDF, together with the respective monitoring keys. To provide the initial threshold for one or more monitoring key(s), the PCRF may include the threshold in either TSR, RAR or in the response of a CCR, initiated by the TDF.  
During the IP-CAN session establishment, the PCRF may receive information about total allowed usage per PDN and/ or per UE from the SPR, i.e. the overall amount of allowed traffic volume that are to be monitored for the PDN connections of a user and/or total allowed usage for Monitoring key(s) per PDN and UE and should use it when making a decisions about usage monitoring control. 

In order to provide the applicable threshold for usage monitoring control, the PCRF shall include a Usage-Monitoring-Information AVP per monitoring key. The threshold level shall be provided in its Granted-Service-Unit AVP. Threshold levels may be defined for:

-
the total volume only; or

-
the uplink volume only; or

-
the downlink volume only; or

-
the uplink and downlink volume.

The PCRF shall provide the applicable threshold(s) in the CC-Total-Octets, CC-Input-Octets or CC-Output-Octets AVPs of the Granted-Service-Unit AVP. The monitoring key shall be provided in the Monitoring-Key AVP. The PCRF may provide multiple usage monitoring control instances. The PCRF shall indicate if the usage monitoring instance applies to the TDF session or to one or more ADC rules. For this purpose, the Usage-Monitoring-Level AVP may be provided with a value respectively set to SESSION_LEVEL or ADC_RULE_LEVEL. The PCRF may provide one usage monitoring control instance applicable at TDF session level and one or more usage monitoring instances applicable at ADC Rule level.
If the PCRF wishes to modify the threshold level for one or more monitoring keys, the PCRF shall provide the thresholds for all the different levels applicable to the corresponding monitoring key(s). 
If the PCRF wishes to modify the monitoring key for the TDF session level usage monitoring instance, it shall disable the existing session level monitoring usage instance following the procedures defined in 4b.5.7.4 and shall provide a new TDF session level usage monitoring instance following the procedures defined in this clause. The PCRF may enable the new TDF session level usage monitoring instance and disable the existing TDF session level usage monitoring instance in the same command.

When the accumulated usage is reported in a CCR command, the PCRF shall indicate to the TDF if usage monitoring shall continue for that TDF session, usage monitoring key, or both as follows:

-  If monitoring shall continue for specific level(s), the PCRF shall provide the new thresholds for the level(s) in the CC-Answer using the same AVP as before (CC-Total-Octets, CC-Input-Octets or CC-Output-Octets AVP within the Granted-Service-Unit AVP); 

-  otherwise, if the PCRF wishes to stop monitoring for specific level(s) the PCRF shall not include an updated usage threshold in the CCA command for the stopped level(s) i.e. the corresponding CC-Total-Octets, CC-Input-Octets or CC-Output-Octets AVPs shall not be included within Granted-Service-Units AVP.
When usage monitoring is enabled, the PCRF may request the TDF to report accumulated usage for all enabled monitoring or selected monitoring keys regardless if a usage threshold has been reached by sending to the TDF within the Usage-Monitoring-Information AVP the Usage-Monitoring-Report AVP set to the value USAGE_MONITORING_REPORT_REQUIRED. The PCRF shall only require TDF to report accumulated usage for one or more monitoring keys in a CC-Answer when the TDF has not provided accumulated usage in the CC-Request for the same monitoring key(s).
To specify the usage monitoring key for which usage is requested, the PCRF shall include the usage monitoring key within the Monitoring-Key AVP within the Usage-Monitoring-Information AVP. To request usage be reported for all enabled usage monitoring keys, the PCRF shall omit the Monitoring-Key.

The PCRF shall process the usage reports and shall perform the actions as appropriate for each report.
*** 6th Change ***

4b.5.8
Provisioning of Event Report Indication

The TDF may request from the PCRF to be informed about specific changes occurred in the location information/access network information in either a TSA, a CCR or an RAA command. In this case, the PCRF shall subscribe to the appropriate event triggers in the PCEF according to clause 4.5.3 or in the BBERF according to clause 4a.5.8. 
After receiving the reply of the event subscription from the PCEF, the PCRF shall send the event related information to the TDF by using a RAR command. 
When PCRF is notified that an event is triggered in the PCEF or the BBERF, if the TDF has previously requested to be informed of the specific event, the PCRF shall notify the TDF about the event occurred together with additional related information (i.e. the parameter value). This notification shall be done by using the Event-Report-Indication AVP. There may be neither ADC Rules nor Event Triggers in this message.
When PCRF is notified by PCEF that either an UE_IP_ADDRESS_ALLOCATE or an UE_IP_ADDRESS_RELEASE event of the IP-CAN session occurs in the PCEF, the PCRF shall notify the TDF about the event for the corresponding TDF session. The Framed-IP-Address AVP shall also be provided. This notification shall also be done by using the Event-Report-Indication AVP within a RAR command. There may be neither ADC Rules nor Event Triggers in this message.
NOTE: 
The TDF does not need to subscribe the notification of the UE_IP_ADDRESS_ALLOCATE and UE_IP_ADDRESS_RELEASE. 

*** 7th Change ***

4b.5.9
Application Detection Information
When the start or stop of the application’s traffic, identified by TDF-Application-Identifier, is detected, if PCRF has previously subscribed to the APPLICATION_START/APPLICATION_STOP Event-Triggers, the TDF shall report the information regarding the detected application’s traffic in the Application-Detection-Information AVP in the CCR command.

The corresponding TDF-Application-Identifier AVP shall be included under Application-Detection-Information AVP. When the Event trigger indicates APPLICATION_START, the Flow-Information AVP for the detected application may be included under Application-Detection-Information AVP, if deducible. The Flow-Information AVP, if present, shall contain the Flow-Description AVP and Flow-Direction AVP. The TDF-Application-Instance-Identifier, which is dynamically assigned by the TDF in order to allow correlation of APPLICATION_START and APPLICATION_STOP Event-Triggers to the specific Flow-Information AVP, if service data flow descriptions are deducible, shall also be provided. Also, the corresponding Event-Trigger (APPLICATION_START or APPLICATION_STOP) shall be provided to PCRF. When the TDF-Application-Instance-Identifier is provided along with the APPLICATION_START, it shall also be provided along with the corresponding APPLICATION_STOP. The PCRF then may make the policy decision based on the information received and send the updated PCC to the PCEF and the updated ADC rules to the TDF. 
*** 8th Change ***

4b.5.XX
Time of the day procedures 

TDF shall be able to perform ADC rule request as instructed by the PCRF in a TSR, CCA or a RAR commands. ADC-Revalidation-Time, when set by the PCRF, shall cause the TDF to trigger a PCRF interaction to request ADC rules from the PCRF for an established TDF session. The TDF shall stop the timer once the TDF triggers an ADC_REVALIDATION_TIMEOUT event.

PCRF shall be able to provide a new value for the revalidation timeout by including ADC-Revalidation-Time in CCA or RAR.
PCRF shall be able to stop the ADC revalidation timer by disabling the ADC_REVALIDATION_TIMEOUT event trigger.

If Rule-Activation-Time is specified, then the TDF shall set the ADC rule active after that time.

If Rule-Deactivation-Time is specified, then the TDF shall set the ADC rule to be inactive after that time.

ADC Rule Activation or Deactivation shall not generate any CCR commands with ADC-Rule-Report since PCRF is already aware of the state of the rules.

If Rule-Activation-Time or Rule-Deactivation-Time is specified in the ADC-Rule-Install, then it shall replace the previously set values for the specified ADC rules.
The 3GPP-MS-TimeZone AVP, if available, may be used by the PCRF and by the TDF to derive the Rule-Activation-Time and Rule-Deactivation-Time.
*** 9th Change ***

4b.5.YY
PCRF Failure and Restoration
If the TDF needs to send a TDF Session update request (e.g. following usage threshold reached) towards a PCRF which is known to have restarted since the TDF Session establishment, the TDF should not send the TDF Session update request towards a PCRF, and the TDF may clean up the TDF session related information.
NOTE 1: 
This mechanism in the TDF removes all application traffic control on the PDN connection and has no effect on the state of the PDN connection. It is expected that the PCEF will perform the same detection and clean up of PDN connections affected by the PCRF failure and restoration 
NOTE 2:
The method the TDF uses to determine that a PCRF has restarted is not specified in this release.
*** End of Changes ***

�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected and the CRs which are linked. This is particularly important where the affected specs belong to a different working group than that which will agree the present CR.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





3GPP


