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	MIPv4 security as defined in the RFC3344, and reiterated in TS 33.402 requires the use of the Mobile-Home Authentication Extension and optionally the Mobile-Foreign Authentication Extension to protect MIPv4 registration messages, RRQ/RRP. In the case of MIPv4FACoA TS 33.402 requires the AAA to generate the MN-HA key, FA-RK, and the corresponding SPIs during authentication.  The FA-RK and FA-RK-SPI are delivered to the authenticator in a successful authentication reply.  The MN-HA shared key is delivered to the HA in a successful authorization reply. However, the AVPs needed to deliver these security parameters are not defined on the STa interface between the AAA and authenticator or on the S6b interface between the HA and the AAA. 
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	Two new 3GPP specific AVP codes are defined to transport the MIP-FA-RK and MIP-FA-RK-SPI. 
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not approved:
	The MIPv4 registration request will fail because the PDN-GW and optionally the non 3GPP-GW will not have the needed MIPv4 security parameters to authenticate the registration messages as required by RFC 3344 and TS 33.402.
The S6b interface supports the MN-HA AE which is mandatory in both RFC 3344 and TS 33.402, these AVPs must be made mandatory.  The PDN-GW(HA)  absolutely needs the MN-HA shared key to process the RRQ.
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* * * 1st change * * * *

Table 7.1: 3GPP specific AVP codes 
	1500
	Non-3GPP-User-Data
	Grouped
	29.273 [20]

	1501
	Non-3GPP-IP-Access
	Enumerated
	

	1502
	Non-3GPP-IP-Access-APN
	Enumerated
	

	1503
	AN-Trusted
	Enumerated
	

	1504
	ANID
	UTF8String
	

	1505
	Trace-Info
	Grouped
	

	15xx
	MIP-FA-RK
	OctetString
	

	15yy
	MIP-FA-RK-SPI
	Unsigned32
	

	Note: The AVP codes from 15yy+1 to 1599 are reserved for TS 29.273
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