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12
Commands for USIM Application Toolkit

12.1
General

If a UICC connected to an MT uses USIM Application Toolkit (USAT), some USAT features can be provided by the MT itself, whereas other features can be implemented in the TE. This applies especially to MTs with limited capabilities, where the user interface could be provided by the TE.

If there are multiple entities inside the TE providing USAT services, for the purpose of this specification,  the TE is visible as one entity handling AT commands and responses on the interface to the TA/MT, see figure 12.1-1. 
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Figure 12.1-1: Overview of USAT
The AT commands for definition of the USAT profiles and transmission of USAT proactive commands, USAT terminal responses and USAT envelope commands between the TE and UICC are specified in the subsequent subclauses.
Compared to APDUs, where the MT is the initiator, USAT defines logic where the UICC is the initiator of the USAT proactive commands and the MT sends responses to these commands. Due to that, USAT proactive commands are sent in unsolicited result codes, whereas the associated responses are transported in subsequent AT commands.

Editor’s note:
It is FFS if some mechanism is needed to prevent from misuse or security attacks.


Editor’s note:
It is FFS if Informative Examples are needed to illustrate how the AT commands and responses are used, and if some of the currently specified AT commands for USAT are unnecessary or need modification.
12.2
Commands specific to MTs supporting USAT

12.2.1
Read USAT Profile +CUSATR

Table 12.2.1-1: +CUSATR action command syntax

	Command
	Possible response(s)

	+CUSATR[=<profile_storage>]
	+CUSATR: <profile_storage>,<profile>
[<CR><LF>+CUSATR: <profile_storage>,<profile>
[...]]
+CME ERROR: <err>

	+CUSATR=?
	+CUSATR: (list of supported <profile_storage>s)


Execution command +CUSATR=<profile_storage> returns the profile specified by <profile_storage>. Execution command issued without parameter; +CUSATR, returns all profiles.

Test command returns values supported as a compound value.
Defined values

<profile_storage>: integer type.

0
TE profile that can be set with AT+CUSATW.
1
MT profile that can be set with AT+CUSATW. 

2
MT default profile that reflects the inherent, default supported facilities of the MT.


3
UICC profile that reflects the currently active UICC profile that was sent to the UICC in the last TERMINAL PROFILE command.

4
UICC EFUST. The elementary file that indicates services available in the USIM.
Editor’s note:
It is FFS if the profile for EF UST is needed or if reading can be done with existing AT commands, e.g. +CUAD / +CCHO / +CCHC / +CRLA or if a new AT command should be defined.
<profile>: string type in hexadecimal character format. The profile describing the supported facilities of the referenced <profile_storage> as specified for the Terminal Profile in 3GPP TS 31.111 [92] or for the related EF in 3GPP TS 31.102 [59].

Implementation
Optional.
12.2.2
Write USAT Profile +CUSATW
Table 12.2.2-1: +CUSATW action command syntax

	Command
	Possible response(s)

	+CUSATW[=<profile_storage>,[<profile>]]
	+CME ERROR: <err>

	+CUSATW=?
	+CUSATW: (list of supported <profile_storage>s)


Description
Execution command without parameters resets all stored profiles by blanking the entire profiles, i.e. setting all bits to zero. Adding parameter <profile_storage> to the AT command resets only the referred storage. Execution command issued with accompanied parameter <profile>, stores the given <profile> to non-volatile memory in the MT.
Upon an attempt to store a profile that conflicts with an already stored profile, the operation fails and the profile referred to by command parameter <profile_storage> remains unchanged. The MT responds with intermediate result code +CUSATWC: <profile_storage>,<conflict_profile> where <profile_storage> refers the conflicting profile and then with CME error 'Operation not allowed'; +CME ERROR: 3. The rules for detecting conflicts are defined in 3GPP TS 31.111 [92].
<profile_storage>: integer type.

0
TE. Refers profile storage for the facilities supported by the TE.
1
MT. Refers profile storage for the facilities to be supported by MT, which can be a subset of the default MT facilities (see +CUSATW). The TE can choose to register a subset of the MT default profile, typically omitting facilities also supported by the TE profile.

<profile>: string type in hexadecimal character format. The profile describing the supported USAT facilities of the referenced <profile_storage> as specified for the Terminal Profile in 3GPP TS 31.111 [92].

<conflict_profile>: string type in hexadecimal character format. A bitwise AND of two profiles, showing the conflicts, that is, USAT facilities supported by both profiles. See description of Terminal Profile in 3GPP TS 31.111 [92].
Implementation
Optional.
12.2.3
Activate USAT profile +CUSATA
Table 12.2.3-1: +CUSATA action command syntax

	Command
	Possible response(s)

	+CUSATA
	+CME ERROR: <err>

	+CUSATA?
	

	+CUSATA=?
	


Description
Execution command +CUSATA downloads a profile to the UICC, and activates handling of the profile. The profile in mention is a merge, by a bitwise OR, of the profiles supported by +CUSATW. The +CUSATA command also enables unsolicited result codes +CUSATP: <proactive_command> and +CUSATEND. The MT uses +CUSATP: <proactive_command> to forward to the TE proactive commands issued by the UICC. +CUSATEND is issued by the MT when the UICC indicates that the proactive command session is terminated, i.e. in response to a USAT terminal response, the UICC indicates that no other USAT proactive command is pending. Lastly, terminal responses to the proactive commands can now be issued with +CUSATT= <terminal_response> and envelope commands can be issued with +CUSATE=<envelope_command>.

If, upon +CUSATA, activation is not possible, the intermediate result code +CUSATAS: <post_activation_support>,<UICC_state> is returned with appropriate values, followed by CME error 'Operation not allowed'; +CME ERROR: 3. If the UICC is already in active state and the UICC does not support the "Additional TERMINAL PROFILE after UICC activation" feature (see 3GPP TS 31.111 [92]), the TE has the option to perform a reset of the UICC or use +CFUN to get back to an initial non-active UICC state.

In the case of no USAT support whatsoever, the MT returns CME error 'Operation not supported'; +CME ERROR: 4.

After power up, the MT shall not use the TE profile stored in non-volatile memory before receiving a +CUSATA command.
NOTE:
Before receiving a +CUSATA command, the MT can use either the MT profile or the MT default profile.
All USAT proactive commands that the MT does not process itself and all terminal responses from the TE are transparently forwarded by the MT, except for the following:

a)
SET UP EVENT LIST: If a TE supports the facility SET UP EVENT LIST, events contained in the event list of a SET UP EVENT LIST proactive command which are supported by both the MT and the TE plus those which are not supported by the MT are forwarded to the TE in a +CUSATP unsolicited result code, even if the list is empty (which allows for proper deregistration of events set up earlier).
b)
REFRESH: If a TE supports the facility REFRESH, REFRESH proactive commands are forwarded to the TE to inform it about modified EFs.
Read command returns the current UICC state and whether it supports download/activation of profile after activation.

Test command returns values supported as a compound value.

Refer subclause 9.2 for possible <err> values.

Defined values




<post_activation_support>: integer type. Indicates whether the UICC supports the "Additional TERMINAL PROFILE after UICC activation" feature (see 3GPP TS 31.111 [92]).
0
No support.

1
Supported.

<UICC_state>: integer type.

0
UICC activation not yet completed.
1
UICC active.
<proactive_command>: string type in hexadecimal character format. Proactive command as defined in 3GPP TS 31.111 [92], consisting of the full BER-TLV data object.
Implementation
Optional.

12.2.4
Send USAT terminal response +CUSATT
Table 12.2.4-1: +CUSATT action command syntax

	Command
	Possible response(s)

	+CUSATT=<terminal_response>
	+CME ERROR: <err>

	+CUSATT=?
	


Description
Execution command sends a USAT terminal response to the MT as an answer to a preceding USAT proactive command sent from the UICC with unsolicited result code +CUSATP: <proactive_command> (see +CUSATA command description).
Refer subclause 9.2 for possible <err> values.

Defined values

<terminal_response>: string type in hexadecimal character format. Terminal response to a proactive command as defined in 3GPP TS 31.111 [92], consisting of the full BER-TLV data object.

Implementation
Optional.

12.2.5
Send USAT envelope command +CUSATE

Table 12.2.5-1: +CUSATE action command syntax

	Command
	Possible response(s)

	+CUSATE=<envelope_command>
	+CME ERROR: <err>

	+CUSATE=?
	


Description
Execution command allows the TE to send a USAT envelope command to the MT. Response to the command is returned with intermediate result code +CUSATER: <envelope_response>.
Refer subclause 9.2 for possible <err> values.

Defined values

<envelope_command>: string type in hexadecimal character format. Envelope command as defined in 3GPP TS 31.111 [92], consisting of the full BER-TLV data object.
<envelope_response>: string type in hexadecimal character format. Response to the envelope command as defined in 3GPP TS 31.111 [92], consisting of the full BER-TLV data object.
Implementation
Optional.

***   Next Change   ***


Annex B (normative):
Summary of result codes

ITU‑T Recommendation V.250 [14] result codes which can be used in GSM/UMTS and codes defined in the present document:

Table B.1: Result codes

	Verbose result code

(V.250 command V1 set)
	Numeric

(V0 set)
	Type
	Description

	+CALV
	as verbose
	unsolicited
	refer subclause 8.16

	+CCCM: <ccm>
	as verbose
	unsolicited
	refer subclause 7.16 

	+CCWA: <number>,<type>,<class>[,<alpha>]
	as verbose
	unsolicited
	refer subclause 7.12

	+CCWV
	as verbose
	unsolicited
	refer subclause 8.28

	+CDEV: <elem>,<text>
	as verbose
	unsolicited
	refer subclause 8.10

	+CDIP: <number>,<type>[,<subaddr>,<satype>]
	as verbose
	unsolicited
	refer subclause 7.9

	+CEPTT: <mode>,<data>,<dataid>,<dist-param>[,<number>]
	as verbose
	unsolicited
	refer subclause 11.1.10 

	+CIEV: <ind>,<value>
	as verbose
	unsolicited
	refer subclause 8.10

	+CKEV: <key>,<press>
	as verbose
	unsolicited
	refer subclause 8.10

	+CLAV: <code>
	as verbose
	unsolicited
	refer subclause 8.

	+CLIP: <number>,<type>[,<subaddr>,<satype>[,<alpha>]]
	as verbose
	unsolicited
	refer subclause 7.6

	+CME ERROR: <err>
	as verbose
	final
	refer subclause 9.2

	+COLP: <number>,<type>[,<subaddr>,<satype>[,<alpha>]]
	as verbose
	intermediate
	refer subclause 7.8

	+CR: <type>
	as verbose
	intermediate
	refer subclause 6.9

	+CREG: <stat>[,<lac>,<ci>[,<AcT>]]
	as verbose
	unsolicited
	refer subclause 7.2

	+CRING: <type>
	as verbose
	unsolicited
	refer subclause 6.11

	+CSSI: <code1>[,<index>]
	as verbose
	intermediate
	refer subclause 7.17

	+CSSU: <code2>[,<index>[,<number>,<type>[,<subaddr>,<satype>]]]
	as verbose
	unsolicited
	refer subclause 7.17

	+CTZV: <tz>
	as verbose
	unsolicited
	refer subclause 8.40

	+CUSATAS
	as verbose
	intermediate
	refer subclause 12.2.3

	+CUSATEND
	as verbose
	unsolicited
	refer subclause 12.2.3

	+CUSATER
	as verbose
	intermediate
	refer subclause 12.2.5

	+CUSATP
	as verbose
	unsolicited
	refer subclause 12.2.3

	+CUSATWC
	as verbose
	intermediate
	refer subclause 12.2.2

	+CUSD: <m>[,<str>,<dcs>]
	as verbose
	unsolicited
	refer subclause 7.15

	+CUUS1I: <messageI>
	as verbose
	intermediate
	refer subclause 7.25

	+CUUS1U: <messageU>
	as verbose
	unsolicited
	refer subclause 7.25

	+DR: <type>
	as verbose
	intermediate
	refer subclause 6.13

	+ILRR: <rate>
	as verbose
	intermediate
	refer subclause 4.3

	BUSY
	7
	final
	busy signal detected

	CONNECT
	1
	intermediate
	connection has been established

	CONNECT <text>
	manufacturer specific
	intermediate
	as CONNECT but manufacturer specific <text> gives additional information (e.g. connection data rate)

	ERROR
	4
	final
	command not accepted

	NO ANSWER
	8
	final
	connection completion timeout

	NO CARRIER
	3
	final
	connection terminated

	NO DIALTONE
	6
	final
	no dialtone detected

	OK
	0
	final
	acknowledges execution of a command line

	RING
	2
	unsolicited
	incoming call signal from network

	NOTE:
From v6.2.0 onwards, ATV0 numeric result codes 5, 6, 7 for NO DIALTONE, BUSY and NO ANSWER respectively, have been replaced by numeric result codes 6, 7, 8 respectively, to be aligned with the values listed in ITU-T Recommendation V.250 [14] (previously V.25ter).
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