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A.2.2.2
Major capabilities

Table A.162: Major capabilities

	Item
	Does the implementation support
	Reference
	RFC status
	Profile status

	
	Capabilities within main protocol
	
	
	

	3
	initiate session release?
	[26] 16
	x
	c27

	4
	stateless proxy behaviour?
	[26] 16.11
	o.1
	c29

	5
	stateful proxy behaviour?
	[26] 16.2
	o.1
	c28

	6
	forking of initial requests?
	[26] 16.1
	c1
	c31

	7
	support of indication of TLS connections in the Record-Route header on the upstream side?
	[26] 16.7
	o
	n/a

	8
	support of indication TLS connections in the Record-Route header on the downstream side?
	[26] 16.7
	o
	n/a

	8A
	authentication between UA and proxy?
	[26] 20.28, 22.3
	o
	x

	9
	insertion of date in requests and responses?
	[26] 20.17
	o
	o

	10
	suppression or modification of alerting information data?
	[26] 20.4
	o
	o

	11
	reading the contents of the Require header before proxying the request or response? 
	[26] 20.32
	o
	o

	12
	adding or modifying the contents of the Require header before proxying the REGISTER request or response 
	[26] 20.32
	o
	m

	13
	adding or modifying the contents of the Require header before proxying the request or response for methods other than REGISTER?
	[26] 20.32
	o
	o

	14
	being able to insert itself in the subsequent transactions in a dialog (record-routing)?
	[26] 16.6
	o
	c2

	15
	the requirement to be able to use separate URIs in the upstream direction and downstream direction when record routeing?
	[26] 16.7
	c3
	c3

	16
	reading the contents of the Supported header before proxying the response? 
	[26] 20.37
	o
	o

	17
	reading the contents of the Unsupported header before proxying the 420 response to a REGISTER?
	[26] 20.40
	o
	m

	18
	reading the contents of the Unsupported header before proxying the 420 response to a method other than REGISTER?
	[26] 20.40
	o
	o

	19
	the inclusion of the Error-Info header in 3xx - 6xx responses?
	[26] 20.18
	o
	o

	19A
	reading the contents of the Organization header before proxying the request or response?
	[26] 20.25
	o
	o

	19B
	adding or concatenating the Organization header before proxying the request or response?
	[26] 20.25
	o
	o

	19C
	reading the contents of the Call-Info header before proxying the request or response?
	[26] 20.9
	o
	o

	19D
	adding or concatenating the Call-Info header before proxying the request or response?
	[26] 20.9
	o
	o

	19E
	delete Contact headers from 3xx responses prior to relaying the response?
	[26] 20
	o
	o

	19F
	proxy reading the contents of a body or including a body in a request or response?
	[26]
	o
	c94

	
	Extensions
	
	
	

	20
	the SIP INFO method?
	[25]
	o
	o

	21
	reliability of provisional responses in SIP?
	[27]
	o
	i

	22
	the REFER method?
	[36]
	o
	o

	23
	integration of resource management and SIP?
	[30] [64]
	o
	i

	24
	the SIP UPDATE method?
	[29]
	c4
	i

	26
	SIP extensions for media authorization?
	[31]
	o
	c7

	27
	SIP specific event notification
	[28]
	o
	i

	28
	the use of NOTIFY to establish a dialog
	[28] 4.2
	o
	n/a

	29
	Session Initiation Protocol Extension Header Field for Registering Non-Adjacent Contacts
	[35]
	o
	c6

	30
	extensions to the Session Initiation Protocol (SIP) for asserted identity within trusted networks
	[34]
	o
	m

	30A
	act as first entity within the trust domain for asserted identity?
	[34]
	c5
	c8

	30B
	act as subsequent entity within trust network that can route outside the trust network?
	[34]
	c5
	c9

	30C
	act as entity passing on identity transparently independent of trust domain?
	[34]
	c5
	c96

	31
	a privacy mechanism for the Session Initiation Protocol (SIP)
	[33]
	o
	m

	31A
	request of privacy by the inclusion of a Privacy header
	[33]
	n/a
	n/a

	31B
	application of privacy based on the received Privacy header
	[33]
	c10
	c12

	31C
	passing on of the Privacy header transparently
	[33]
	c10
	c13

	31D
	application of the privacy option "header" such that those headers which cannot be completely expunged of identifying information without the assistance of intermediaries are obscured?
	[33] 5.1
	x
	x

	31E
	application of the privacy option "session" such that anonymization for the session(s) initiated by this message occurs?
	[33] 5.2
	n/a
	n/a

	31F
	application of the privacy option "user" such that user level privacy functions are provided by the network?
	[33] 5.3
	n/a
	n/a

	31G
	application of the privacy option "id" such that privacy of the network asserted identity is provided by the network?
	[34] 7
	c11
	c12

	31H
	application of the privacy option "history" such that privacy of the History-Info header is provided by the network?
	[66] 7.2
	c34
	c34

	32
	Session Initiation Protocol Extension Header Field for Service Route Discovery During Registration
	[38]
	o
	c30

	33
	a messaging mechanism for the Session Initiation Protocol (SIP)
	[50]
	o
	m

	34
	Compressing the Session Initiation Protocol
	[55]
	o
	c7

	35
	private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP)?
	[52]
	o
	m

	36
	the P-Associated-URI header extension?
	[52] 4.1
	c14
	c15

	37
	the P-Called-Party-ID header extension?
	[52] 4.2
	c14
	c16

	38
	the P-Visited-Network-ID header extension?
	[52] 4.3
	c14
	c17

	39
	reading, or deleting the P-Visited-Network-ID header before proxying the request or response?
	[52] 4.3
	c18
	n/a

	41
	the P-Access-Network-Info header extension?
	[52] 4.4
	c14
	c19

	42
	act as first entity within the trust domain for access network information?
	[52] 4.4
	c20
	c21

	43
	act as subsequent entity within trust network for access network information that can route outside the trust network?
	[52] 4.4
	c20
	c22

	44
	the P-Charging-Function-Addresses header extension?
	[52] 4.5
	c14
	m

	44A
	adding, deleting or reading the P-Charging-Function-Addresses header before proxying the request or response?
	[52] 4.6
	c25
	c26

	45
	the P-Charging-Vector header extension?
	[52] 4.6
	c14
	m

	46
	adding, deleting, reading or modifying the P-Charging-Vector header before proxying the request or response?
	[52] 4.6
	c23
	c24

	47
	security mechanism agreement for the session initiation protocol?
	[48]
	o
	c7

	48
	the Reason header field for the session initiation protocol
	[34A]
	o
	o

	48A
	use of the Reason header field in Session Initiation Protocol (SIP) responses?
	[130]
	o
	o

	49
	an extension to the session initiation protocol for symmetric response routeing
	[56A]
	o
	m

	50
	caller preferences for the session initiation protocol?
	[56B]
	c33
	c33

	50A
	the proxy-directive within caller-preferences?
	[56B] 9.1
	o.4
	o.4

	50B
	the cancel-directive within caller-preferences?
	[56B] 9.1
	o.4
	o.4

	50C
	the fork-directive within caller-preferences?
	[56B] 9.1
	o.4
	c32

	50D
	the recurse-directive within caller-preferences?
	[56B] 9.1
	o.4
	o.4

	50E
	the parallel-directive within caller-preferences?
	[56B] 9.1
	o.4
	c32

	50F
	the queue-directive within caller-preferences?
	[56B] 9.1
	o.4
	o.4

	51
	an event state publication extension to the session initiation protocol?
	[70]
	o
	m

	52
	SIP session timer?
	[58]
	o
	o

	53
	the SIP Referred-By mechanism?
	[59]
	o
	o

	54
	the Session Inititation Protocol (SIP) "Replaces" header?
	[60]
	o
	o

	55
	the Session Inititation Protocol (SIP) "Join" header?
	[61]
	o
	o

	56
	the callee capabillities?
	[62]
	o
	o

	57
	an extension to the session initiation protocol for request history information?
	[66]
	o
	o

	58
	Rejecting anonymous requests in the session initiation protocol?
	[67]
	o
	o

	59
	session initiation protocol URIs for applications such as voicemail and interactive voice response
	[68]
	o
	o

	60
	the P-User-Database private header extension?
	[82]
	o
	c95

	61
	Session initiation protocol's non-INVITE transactions?
	[83]
	m
	m

	62
	a uniform resource name for services
	[69]
	n/a
	c35

	63
	obtaining and using GRUUs in the Session Initiation Protocol (SIP)
	[93]
	o
	c36

	64
	Uniform Resource Identifiers (URI) parameters for indicating the calling party's category and originating line information?
	[95]
	o
	c37

	65
	the Stream Control Transmission Protocol (SCTP) as a Transport for the Session Initiation Protocol (SIP)?
	[96]
	o
	o (note2)

	66
	the SIP P-Profle-Key private header extension?
	[97]
	o
	c41

	66A
	making the first query to the database in order to populate the P-Profile-Key header?
	[97]
	c38
	c39

	66B
	using the information in the P-Profile-Key header?
	[97]
	c38
	c40

	67
	managing client initiated connections in SIP?
	[92] 11
	o
	c42

	68
	indicating support for interactive connectivity establishment in SIP?
	[102]
	o
	o

	69
	multiple-recipient MESSAGE requests in the session initiation protocol
	[104]
	n/a
	n/a

	70
	SIP location conveyance?
	[89]
	o
	c94

	70A
	addition or modification of location in a SIP method?
	[89]
	c44
	c45

	70B
	passes on locations in SIP method without modification?
	[89]
	c44
	c46

	71
	referring to multiple resources in the session initiation protocol?
	[105]
	n/a
	n/a

	72
	conference establishment using request-contained lists in the session initiation protocol?
	[106]
	n/a
	n/a

	73
	subscriptions to request-contained resource lists in the session initiation protocol?
	[107]
	n/a
	n/a

	74
	dialstring parameter for the session initiation protocol uniform resource identifier?
	[103]
	o
	n/a

	75
	the P-Answer-State header extension to the session initiation protocol for the open mobile alliance push to talk over cellular?
	[111]
	o
	c60

	76
	the SIP P-Early-Media private header extension for authorization of early media?
	[109] 8
	o
	c51

	81
	addressing an amplification vulnerability in session initiation protocol forking proxies?
	[117]
	c52
	c52

	82
	the remote application identification of applying signaling compression to SIP
	[79] 9.1
	o
	c7

	83
	a session initiation protocol media feature tag for MIME application sub-types?
	[120]
	o
	c53

	84
	identification of communication services in the session initiation protocol? 
	[121]
	o
	c54

	84A
	act as authentication entity within the trust domain for asserted service?
	[121]
	c55
	c56

	85
	SOS URI parameter for marking SIP requests related to emergency calls?
	[91A]
	o
	c93

	92
	message body handling in SIP?
	[150]
	o
	c89

	102
	correct transaction handling for 200 responses to Session Initiation Protocol INVITE requests?
	[163]
	m
	m

	104
	essential correction for IPv6 ABNF and URI comparison in RFC3261?
	[165]
	m
	m

	c1:
IF A.162/5 THEN o ELSE n/a - - stateful proxy behaviour.

c2:
IF A.3/2 OR A.3/9A OR A.3/4 THEN m ELSE o - - P-CSCF, IBCF (THIG) or S-CSCF.

c3:
IF (A.162/7 AND NOT A.162/8) OR (NOT A.162/7 AND A.162/8) THEN m ELSE IF A.162/14 THEN o ELSE n/a - - TLS interworking with non-TLS else proxy insertion.

c4:
IF A.162/23 THEN m ELSE o - - integration of resource management and SIP.

c5:
IF A.162/30 THEN o ELSE n/a - - extensions to the Session Initiation Protocol (SIP) for asserted identity within trusted networks.

c6:
IF A.3/2 OR A.3/9A THEN m ELSE n/a - - P-CSCF or IBCF (THIG).

c7:
IF A.3/2 THEN m ELSE n/a - - P-CSCF.

c8:
IF A.3/2 AND A.162/30 THEN m ELSE n/a - - P-CSCF and extensions to the Session Initiation Protocol (SIP) for asserted identity within trusted networks.

c9:
IF A.3/2 AND A.162/30 THEN m ELSE IF A.3/7C AND A.162/30 THEN o ELSE n/a - - S-CSCF or AS acting as proxy and extensions to the Session Initiation Protocol (SIP) for asserted identity within trusted networks (NOTE 1).

c10:
IF A.162/31 THEN o.2 ELSE n/a - - a privacy mechanism for the Session Initiation Protocol (SIP).

c11:
IF A.162/31B THEN o ELSE x - - application of privacy based on the received Privacy header.

c12:
IF A.162/31 AND A.3/4 THEN m ELSE IF A.3/11 THEN o ELSE n/a - - S-CSCF, E-CSCF.

c13:
IF A.162/31 AND (A.3/2 OR A.3/3 OR A.3/7C OR A.3/9A) THEN m ELSE n/a - - P-CSCF or I-CSCF or AS acting as a SIP proxy or IBCF (THIG).

c14:
IF A.162/35 THEN o.3 ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP).

c15:
IF A.162/35 AND (A.3/2 OR A.3/3 OR A.3/9A) THEN m ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) and P-CSCF or I-CSCF or IBCF (THIG).

c16:
IF A.162/35 AND (A.3/2 OR A.3/3 OR A.3/4 OR A.3/9A) THEN m ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) and P-CSCF or I-CSCF or S-CSCF or IBCF (THIG).

c17:
IF A.162/35 AND (A.3/2 OR A.3/3 OR A.3/9A) THEN m ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) and P-CSCF or I-CSCF or IBCF (THIG).

c18:
IF A.162/38 THEN o ELSE n/a - - the P-Visited-Network-ID header extension.

c19:
IF A.162/35 AND (A.3/2 OR A.3.3 OR A.3/4 OR A.3/7 THEN m ELSE n/a - - private header extensions to the session initiation protocol for the 3rd-Generation Partnership Project (3GPP) and P-CSCF, I-CSCF, S-CSCF, AS acting as a proxy.

c20:
IF A.162/41 THEN o ELSE n/a - - the P-Access-Network-Info header extension.

c21:
IF A.162/41 AND A.3/2 THEN m ELSE n/a - - the P-Access-Network-Info header extension and P-CSCF.

c22:
IF A.162/41 AND A.3/4 THEN m ELSE n/a - - the P-Access-Network-Info header extension and S-CSCF.

c23:
IF A.162/45 THEN o ELSE n/a - - the P-Charging-Vector header extension.

c24:
IF A.162/45 THEN m ELSE n/a - - the P-Charging-Vector header extension.

c25:
IF A.162/44 THEN o ELSE n/a - - the P-Charging-Function-Addresses header extension.

c26:
IF A.162/44 THEN m ELSE n/a - - the P-Charging-Function Addresses header extension.

c27:
IF A.3/2 OR A.3/4 THEN m ELSE x - - P-CSCF or S-CSCF.

c28:
IF A.3/2 OR A.3/3 OR A.3/4 THEN m ELSE o.8 - - P-CSCF or i-CSCF or S-CSCF.

c29:
IF A.3/2 OR A.3/4 THEN n/a ELSE IF A.3/3 THEN o ELSE o.8 - - P-CSCF or S-CSCF or I-CSCF.

c30:
IF A.3/2 o ELSE i - - P-CSCF.

c31:
IF A.3/4 THEN m ELSE x - - S-CSCF.

c32:
IF A.3/4 THEN m ELSE o.4 - - S-CSCF.

c33:
IF A.162/50A OR A.162/50B OR A.162/50C OR A.162/50D OR A.162/50E OR A.162/50F THEN m ELSE n/a - - support of any directives within caller preferences for the session initiation protocol.

c34:
IF A.162/57 THEN m ELSE n/a - - an extension to the session initiation protocol for request history information.

c35:
IF A.3/2 OR A.3/11 THEN m ELSE n/a - - P-CSCF, E-CSCF.

c36:
IF A.3/4 THEN m ELSE n/a - - S-CSCF.

c37:
IF A.3/2 OR A.3/3 OR A.3/4 OR A.3/5 OR A.3/7C OR A.3/9A THEN o ELSE n/a - - cpc URI parameter, P-CSCF, I-CSCF, S-CSCF, BGCF, AS acting as a SIP proxy, IBCG (THIG).

c38:
IF A.162/66 THEN o ELSE n/a - - the SIP P-Profile-Key private header.

c39:
IF A.162/66 AND (A.3/3 OR A.3/9A) THEN m ELSE n/a - - the SIP P-Profile-Key private header, I-CSCF or IBCF (THIG).

c40:
IF A.162/66 AND A.3/4 THEN m ELSE n/a - - the SIP P-Profile-Key private header, S-CSCF.

c41:
IF A.3/3 OR A.3/4 OR A.3/9A THEN o ELSE n/a - - I-CSCF or S-CSCF or IBCF (THIG).

c42:
IF A.3/2 OR A.3/3 OR A.3/4 THEN o ELSE n/a - - P-CSCF, I-CSCF, S-CSCF.

c44:
IF A.162/70 THEN o.5 ELSE n/a - - SIP location conveyance.

c45:
IF A.3/11 THEN m ELSE IF A.162/70 AND A.3/7C THEN o.6 ELSE n/a - - E-CSCF, SIP location conveyance, AS acting as a SIP proxy.

c46:
IF A.162/70 AND A.3/2 OR A.3/3 OR A.3/5 OR A.3/10 THEN m ELSE IF A.162/70 AND A.3/7C THEN o.6 ELSE n/a - - SIP location conveyance, P-CSCF, I-CSCF, S-CSCF, BGCF, additional routeing functionality.

c51:
IF A.3/2 THEN m ELSE o - - P-CSCF.

c52:
IF A.162/6 THEN m ELSE o - - forking of initial requests.

c53:
IF A.3/4 THEN m ELSE n/a - - S-CSCF.

c54:
IF A.3/3 OR A.3/4 OR A.3/7 OR A.3/2 OR A.3/9A THEN m ELSE n/a - - I-CSCF, S-CSCF, BGCF, P-CSCF. IBCF (THIG).

c55:
IF A.162/84 THEN o ELSE n/a - - identification of communication services in the session initiation protocol.

c56:
IF A.3/4 AND A.162/84 THEN m ELSE n/a - - S-CSCF and identification of communication services in the session initiation protocol.

c60:
IF A.3/2 OR A.3/3 OR A.3/4 THEN o ELSE n/a - - P=CSCF, I-CSCF, S-CSCF.
c88:
IF A.3/2 OR A.3/4 OR A.3/7 OR A.3/7C OR A.3/9C OR A.3/11 THEN m ELSE o - - P-CSCF or S-CSCF or AS or AS acting as a SIP proxy or IBCF (Screening of SIP signalling) or E-CSCF.
c89:
IF A.162/19F THEN m ELSE n/a - - proxy reading the contents of a body or including a body in a request or response.
c93:
IF A.3/2 OR A.3/3 THEN m ELSE n/a - - P-CSCF, I-CSCF.
c94:
IF A.3/11 THEN m ELSE o - - E-CSCF.

c95: 
IF A.3/3 OR A.3/4 OR A.3/7C THEN o ELSE n/a - - I-CSCF, S-CSCF, AS acting as a SIP proxy.
c96:
IF (A.3/2 OR A.3/11) AND A.162/98 THEN m ELSE n/a - - P-CSCF, E-CSCF, SOS URI parameter for marking SIP requests related to emergency calls.

o.1:
It is mandatory to support at least one of these items.

o.2:
It is mandatory to support at least one of these items.

o.3:
It is mandatory to support at least one of these items.

o.4
At least one of these capabilities is supported.

o.5:
It is mandatory to support exactly one of these items.

o.6:
It is mandatory to support exactly one of these items. 

o.8
It is mandatory to support at least one of these items.

	NOTE 1:
An AS acting as a proxy may be outside the trust domain, and therefore not able to support the capability for that reason; in this case it is perfectly reasonable for the header to be passed on transparently, as specified in the PDU parts of the profile.

NOTE 2:
Not applicable over Gm reference point (UE – P-CSCF).


PROPOSED CHANGE

K.5.1
Introduction

The following subclauses describe a UEs usage of the Interactive Connectivity Establishment (ICE) procedures as documented in RFC 5245 [99]

PROPOSED CHANGE

K.5.2.1
General

NAT bindings also need to be kept alive for media. RFC 5245 [99] provides requirements for STUN based keepalive mechanisms. UEs that do not implement the ICE procedures as defined in RFC 5245 [99] should implement the keepalive procedures defined in RFC 5245 [99]. In the case where keepalives are required and the other end does not support ICE (such that STUN cannot be used for a keepalive), the UE shall send an empty (no payload) RTP packet with a payload type of 20 as a keepalive as long as the other end has not negotiated the use of this value. If this value has already been negotiated, then some other unused static payload type from table 5 of RFC 3551 [55A] shall be used. When sending an empty RTP packet, the UE shall continue using the sequence number (SSRC) and timestamp as the negotiated RTP steam.

PROPOSED CHANGE

K.5.2.2
Call initiation – UE-origination case

The UE should support the agent requirements for ICE as defined by RFC 5245 [99] when sending the initial INVITE request. RFC 5245 [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the INVITE;

2)
Encoding the candidate addresses in the SDP that is included with the INVITE;

3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;

4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;

5)
Determining and possibly selecting a better active address based on the requirements in RFC 5245 [99];

6)
Subsequent offer/answer exchanges; and

7)
Sending media.

When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in RFC 5389 [100] in order to gather STUN addresses, the TURN client requirements as described in RFC 5766 [101] in order to gather TURN server addresses and the STUN server requirements defined in RFC 5245 [99] as well as the requirements for STUN servers defined in RFC 5389 [100] for responding to connectivity checks.

RFC 5245 [99] provides an algorithm for determining the priority of a particular candidate. The following additional requirements are provided to the UE:

1)
The type preference assigned for each type of candidate from least to highest should be: Relayed Transport Address, STUN address, local address; and

2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses may be assigned a higher local preference than IPv4 addresses based on the operator's policy.

RFC 5245 [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:

1)
If a TURN server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and

2)
If a TURN server is not available, an address obtained via STUN should be used as the initial active transport address.

Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP answer with candidate addresses, perform connectivity checks on the candidate addresses as described in RFC 5245 [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in RFC 5389 [100]. Further, the UE shall also follow the procedures in RFC 5245 [99] when sending media.

PROPOSED CHANGE

K.5.2.3
Call termination – UE-termination case

The UE should support agent requirements for ICE as defined by RFC 5245 [99] when receiving an initial INVITE request. RFC 5245 [99] provides procedures for:

1)
Gathering candidate addresses for RTP and RTCP prior to sending the answer as described in RFC 5245 [99];

2)
Encoding the candidate addresses in the SDP answer as described in RFC 5245 [99];

3)
Acting as a STUN server to receive binding requests from the remote client when it does connectivity checks;

4)
Performing connectivity checks on received candidate addresses for RTP and RTCP;

5)
Determining and possibly selecting a better active address based on the requirements in RFC 5245 [99];

6)
Subsequent offer/answer exchanges; and

7)
Sending media.

When supporting the ICE procedures, the UE shall also support the STUN agent requirements as described in RFC 5389 [100] in order to gather STUN addresses, the TURN client requirements as described in RFC 5766 [101] in order to gather TURN server addresses and the STUN server requirements defined in RFC 5245 [99] as well as the requirements for STUN servers defined in RFC 5389 [100] for responding to connectivity checks.

RFC 5245 [99] provides an algorithm for determining the priority of a given candidate. The additional requirements for the UE:

1)
The priority of candidate addresses from least to highest should be: Relayed Transport Address, STUN address, local address; and

2)
If the UE has a dual IPv4/IPv6 stack, IPv6 addresses MAY be placed at a higher priority than IPV4 addresses based on the operator's policy.

RFC 5245 [99] provides guidance on choosing the in-use candidate and recommends that a UE choose relayed candidates as the in-use address. The following additional requirements are provided to the UE:

1)
If a TURN server is available, the Relayed Transport Address should be used as the initial active transport address (i.e. as advertised in the m/c lines of the SDP); and

2)
If a TURN server is not available, an address obtained via STUN should be used as the initial active transport address.

Regardless of whether the UE supports the above procedures, the UE shall, upon receipt of an SDP offer with candidate addresses, perform connectivity checks on the candidate addresses as described in RFC 5245 [99]. In order to perform connectivity checks, the UE shall act as a STUN client as defined in RFC 5389 [100]. Further, the UE shall also follow the procedures in RFC 5245 [99] when sending media.

When receiving an SDP offer which does not indicate support for ICE, the UE aborts the ICE procedures and reverts to RFC 3264 [27B] offer/answer procedures; per RFC 5245 [99]. However, if the terminating UE is behind a NA(P)T device this may result in the inability to pass media for the session as the terminating UE will respond with its locally assigned IP address which is unreachable. In order to ensure successful media exchange, the terminating UE shall provide either a STUN derived IP address and port or a TURN provided IP address and port in the m/c lines of the SDP answer. If the provided address and port is a TURN address and port, the policy charging and control framework will be unable to establish proper filter criteria as the address is that of the TURN server and not that of the UE or NAT in front of the UE; see RFC 5245 [99] subclause B.3 for further details. To rectify this issue, the terminating UE shall also include a candidate attribute as described in RFC 5245 [99] identifying the server reflexive IP address and port (i.e. the IP address and port on the public side of the NAT) used when a TURN provided address and port is provided in the m/c line of the SDP answer.
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