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PROPOSED CHANGE

6.1.2
Handling of SDP at the originating UE

An INVITE request generated by a UE shall contain a SDP offer and at least one media description. The SDP offer shall reflect the calling user's terminal capabilities and user preferences for the session.

If the desired QoS resources for one or more media streams have not been reserved at the UE when constructing the SDP offer, the UE shall:

- 
indicate the related local preconditions for QoS as not met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value "optional" for the remote segment, if the UE supports the precondition mechanism (see subclause 5.1.3.1); and,

- 
set the related media streams to inactive, by including an "a=inactive" line, according to the procedures described in RFC 4566 [39], unless the UE knows that the precondition mechanism is supported by the remote UE.
NOTE 1:
When setting the media streams to the inactive mode, the UE can include in the first SDP offer the proper values for the RS and RR modifiers and associate bandwidths to prevent the receiving of the RTCP packets, and not send any RTCP packets.

If the desired QoS resources for one or more media streams are available at the UE when the SDP offer is sent, the UE shall indicate the related local preconditions as met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64], as well as the strength-tag value "mandatory" for the local segment and the strength-tag value "optional" for the remote segment, if the UE supports the precondition mechanism (see subclause 5.1.3.1).
NOTE 2: 
If the originating UE does not support the precondition mechanism it will not include any precondition information in SDP.

If the UE indicated support for e2ae-security during registration, as defined in 3GPP TS 33.328 [xyz], and the P-CSCF indicated support for e2ae-security during registration, then upon generating an SDP offer for media plane security containing an SDES crypto attribute as defined in RFC 4568 [168], the UE shall include a media level attribute "a=3ge2ae: requested" (and other appropriate security attributes) for all media , with the following exceptions:

a)
media transported by a protocol with no supported media security mechanism; and

NOTE 3:
This release of this document supports only media security mechanisms for RTP based media.

b)
media for which the UE requests an end-to-end security mechanism.

Editor’s note: it is ffs how the P-CSCF indicates capabilities related to media plane security.

Upon generating the SDP offer for an INVITE request generated after receiving a 488 (Not Acceptable Here) response, as described in subclause 5.1.3.1, the UE shall include SDP payload containing a subset of the allowed media types, codecs and other parameters from the SDP payload of all 488 (Not Acceptable Here) responses related to the same session establishment attempt (i.e. a set of INVITE requests used for the same session establishment). The UE shall order the codecs in the SDP payload according to the order of the codecs in the SDP payload of the 488 (Not Acceptable Here) response.

NOTE 3:
The UE can attempt a session establishment through multiple networks with different policies and potentially can need to send multiple INVITE requests and receive multiple 488 (Not Acceptable Here) responses from different CSCF nodes. The UE therefore takes into account the SDP contents of all the 488 (Not Acceptable Here) responses received related to the same session establishment when building a new INVITE request.

Upon confirming successful local resource reservation, the UE shall create a SDP offer in which: 

-
the related local preconditions are set to met, using the segmented status type, as defined in RFC 3312 [30] and RFC 4032 [64]; and

-
the media streams previously set to inactive mode are set to active (sendrecv, sendonly or recvonly) mode.
Upon receiving an SDP answer, which includes more than one codec for one or more media streams, the UE shall send an SDP offer at the first possible time, selecting only one codec per media stream.

If the UE sends an initial INVITE request that includes only an IPv6 address in the SDP offer, and receives an error response (e.g., 488 (Not Acceptable Here) with 301 Warning header field) indicating "incompatible network address format", the UE shall send an ACK as per standard SIP procedures. Subsequently, the UE may acquire an IPv4 address or use an existing IPv4 address, and send a new initial INVITE request to the same destination containing only the IPv4 address in the SDP offer.
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6.2

Procedures at the P-CSCF

When the P-CSCF receives any SIP request containing an SDP offer, the P-CSCF shall examine the media parameters in the received SDP. If the P-CSCF finds any media parameters which are not allowed on the network by local policy or if available by bandwidth authorisation limitation information coming from the IP-CAN (e.g. via PCRF), the P-CSCF shall return a 488 (Not Acceptable Here) response containing SDP payload. This SDP payload contains either all the media types, codecs and other SDP parameters which are allowed according to the local policy, or, based on configuration by the operator of the P-CSCF, a subset of these allowed parameters. This subset may depend on the content of the received SIP request. The P-CSCF shall build the SDP payload in the 488 (Not Acceptable Here) response in the same manner as a UAS builds the SDP in a 488 (Not Acceptable Here) response as specifed in RFC 3261 [26]. The P-CSCF shall order the SDP payload with the most preferred codec listed first. If the SDP offer is encrypted, the P-CSCF may reject the request.

When the P-CSCF receives a SIP response different from 200 (OK) response containing SDP offer, the P-CSCF shall not examine the media parameters in the received SDP offer, but the P-CSCF shall rather check the succeeding request containing the SDP answer for this offer, and if necessary (i.e. the SDP answer reduced by the UE still breaches local policy, or if available by bandwidth authorisation limitation information coming from the IP-CAN, e.g. via PCRF), the P-CSCF shall return a 488 (Not Acceptable Here) response containing the local policy allowed SDP payload. If the SDP answer is encrypted, the P-CSCF may reject the succeeding request.

When the P-CSCF receives a 200 (OK) response containing SDP offer, the P-CSCF shall examine the media parameters in the received SDP. If the P-CSCF finds any media parameters which are not allowed on the network by local policy or if available by bandwidth authorisation limitation information coming from the IP-CAN (e.g. via PCRF), the P-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, the P-CSCF shall immediately terminate the session as described in subclause 5.2.8.1.2. If the SDP offer is encrypted, the P-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, it may immediately terminate the session as described in subclause 5.2.8.1.2.

In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT controlled by the P-CSCF, or by a hosted NAT, the P-CSCF may need to modify the media connection data in SDP bodies according to the procedures described in annex F and/or annex G.

The P-CSCF shall apply and maintain the same policy within the SDP from the initial request or response containing SDP and throughout the complete SIP session. 

The P-CSCF may inspect, if present, the "b=RS" and "b=RR" lines in order to find out the bandwidth allocation requirements for RTCP.

Additional procedures where the P-CSCF acts as an IMS-ALG are given in subclause 6.7.2.
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6.7.2
IMS-ALG in P-CSCF for media plane security

When the P-CSCF acts as an IMS-ALG, it acts as a B2BUA and modifies the SDP as described as described in 3GPP TS 23.334 [7F].
When the P-CSCF on the originating side indicated support for media plane e2ae-security as defined in 3GPP TS 33.328 [xyz], and the P-CSCF receives an SDP offer containing an SDES crypto attribute as defined in RFC 4568 [172], it shall examine the received media level attributes. If the received offer contains an "a=3ge2ae: requested" attribute then the P-CSCF shall act as an IMS-ALG. The P-CSCF will act as defined in 3GPP TS 23.334 [7F] as far as SDP and SRTP is concerned. In addition, the P-CSCF shall strip the "a=3ge2ae: requested" attribute and the SDES crypto attribute from the received SDP offer.

Editor’s note: it is ffs how the P-CSCF indicates capabilities related to media plane security. 

When the P-CSCF on the terminating side supporting media plane e2ae-security as defined in 3GPP TS 33.328 [xyz] receives an SDP offer not containing SRTP as transport, it may invoke IMS-ALG procedures related to SDP and SRTP as defined in 3GPP TS 23.334 [7F] based on local policy.
NOTE 1: 
A possible local policy is that the IMS-ALG invokes procedures related to SDP and SRTP for Fixed-broadband IP-CAN, but not for cellular IP-CAN.
If the served UE indicated support for end-to-access-edge security, as defined in 3GPP TS 33.328 [19C], during registration and the P-CSCF indicated support for e2ae-security during registration, then the P-CSCF shall include a "a=3ge2ae: applied" SDP attribute (and other appropriate security attributes) for all media, with the following exceptions:

a)
media transported by a protocol with no supported end-to-access-edge media security mechanism; and
NOTE 2:
This release of this document supports only media security mechanisms for RTP based media.

b)
media for which the result of the SDP offer / answer exchange results in the application of an end-to-end security mechanism.
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