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	Reason for change:
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	The current P-CSCF procedures for setting the integrity-protected parameter are incorrect. There are only three bullets that are needed instead of the current four. Additionally, the current procedures set "tls-yes" before authentication has been completed exposing a security risk.

	
	

	Summary of change:
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	The bullets have been updated to correct the procedures related to the integrity-protected parameter and the values "tls-pending" and "tls-yes"
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	The SIP digest with TLS procedures will not be able to be properly implemented resulting in a security risk in the procedures.
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5.2.2.4
SIP digest with TLS as a security mechanism

TLS is optional to implement and is used only in combination with SIP digest authentication. If the P-CSCF supports TLS, then the P-CSCF shall support TLS as described in 3GPP TS 33.203 [19]. If the P-CSCF supports TLS, the P-CSCF shall support TLS ciphersuites as described in 3GPP TS 33.203 [19].

When the P-CSCF receives a REGISTER request from the UE, as defined in subclause 5.2.2.1, the P-CSCF shall additionally:

-
if the REGISTER request was not received over an existing TLS session, not include the integrity-protected parameter; or


-
if the REGISTER request was received protected with a TLS session created during an ongoing authentication procedure, where the Session ID for the TLS session is not yet bound to a private user identity, and includes an authentication challenge response (i.e. response parameter), include an integrity-protected parameter with the value set to "tls-pending"; or
-
if the REGISTER request was received on the TLS session created during a previous authentication procedure and the TLS Session ID for the TLS session matches the private user identity associated with the TLS Session ID during the previously successful registration, include an integrity-protected parameter with the value set to "tls-yes".
NOTE:
The absence of an "integrity protected" parameter in the Authorization header is an indication to the I-CSCF and S-CSCF that this is an initial REGISTER request.

When the P-CSCF receives a 200 (OK) response to a REGISTER request as defined in subclause 5.2.2.1, and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, the P-CSCF shall additionally:

-
create an association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.
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