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* * * First Change * * * *
6.1.7	Security
As indicated in 3GPP TS 33.501 [12], the access to the Nudr_DataRepository API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [13]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [14]) plays the role of the authorization server.
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nudr_DataRepository API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [14], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nudr_DataRepository service.
The Nudr_DataRepository API defines the following scopes for OAuth2 authorization:
Table 6.1.7-1: Oauth2 scopes defined in Nudr_DataRepository API
	Scope
	Description

	"nudr-dr"
	Access to the Nudr DataRepository API

	"nudr-dr:subscription-data"
	Access to the SubscriptionData data set.

	"nudr-dr:subscription-data:authentication-subscription:read"
	Access to read the AuthenticationSubscription resource of the SubscriptionData data set.

	"nudr-dr:subscription-data:authentication-subscription:modify"
	Access to update the AuthenticationSubscription resource of the SubscriptionData data set.

	"nudr-dr:subscription-data:registrations:write"
	Write access to NF registration resources of the SubscriptionData data set.

	"nudr-dr:policy-data"
	Access to the PolicyData data set.

	"nudr-dr:policy-data:ues:read"
	Access to read the UEs resource.

	"nudr-dr:policy-data:ues:am-data:read"
	Access to read the UEs Access and Mobility Policy data.

	"nudr-dr:policy-data:ues:ue-policy-set:read"
	Access to read the UEs Policy Set data.

	"nudr-dr:policy-data:ues:ue-policy-set:create"
	Access to create the UEs Policy Set data.

	"nudr-dr:policy-data:ues:ue-policy-set:modify"
	Access to update the UEs Policy Set data.

	"nudr-dr:policy-data:ues:sm-data:read"
	Access to read the UEs Session Management policy data.

	"nudr-dr:policy-data:ues:sm-data:modify"
	Access to update the UEs Session Management policy data.

	"nudr-dr:policy-data:ues:sm-data:create"
	Access to create the UEs Session Management policy data.

	"nudr-dr:policy-data:sponsor-connectivity-data:read"
	Access to read the sponsored connectivity data.

	"nudr-dr:policy-data:bdt-data:read"
	Access to read the BDT data resource.

	"nudr-dr:policy-data:bdt-data:create"
	Access to create the BDT data resource.

	"nudr-dr:policy-data:bdt-data:modify"
	Access to update the BDT data resource.

	"nudr-dr:policy-data:subs-to-notify:create"
	Access to create Subscriptions resources.

	"nudr-dr:policy-data:subs-to-notify:modify"
	Access to update Subscriptions resources.

	"nudr-dr:policy-data:ues:operator-specific-data:read"
	Access to read the UEs operator specific policy data.

	"nudr-dr:policy-data:ues:operator-specific-data:modify"
	Access to update the UEs operator specific policy data.

	"nudr-dr:policy-data:ues:operator-specific-data:create"
	Access to create the UEs operator specific policy data.

	"nudr-dr:policy-data:slice-control-data:read"
	Access to read Slice specific Policy Control Data.

	"nudr-dr:policy-data:slice-control-data:modify"
	Access to update Slice specific Policy Control Data.

	"nudr-dr:policy-data:group-control-data:read"
	Access to read Group Control Data.

	"nudr-dr:policy-data:group-control-data:modify"
	Access to update Group Control Data.

	"nudr-dr:exposure-data"
	Access to the ExposureData data set.

	"nudr-dr:exposure-data:access-and-mobility-data:create"
	Access to create Access and Mobility data.

	"nudr-dr:exposure-data:access-and-mobility-data:read"
	Access to read Access and Mobility data.

	"nudr-dr:exposure-data:access-and-mobility-data:modify"
	Access to update Access and Mobility data.

	"nudr-dr:exposure-data:session-management-data:create"
	Access to create Session Management data.

	"nudr-dr:exposure-data:session-management-data:read"
	Access to read Session Management data.

	"nudr-dr:exposure-data:session-management-data:modify"
	Access to update Session Management data.

	"nudr-dr:exposure-data:subs-to-notify:create"
	Access to create Subscriptions resources.

	"nudr-dr:exposure-data:subs-to-notify:modify"
	Access to update Subscriptions resources.

	"nudr-dr:application-data"
	Access to the ApplicationData data set.

	"nudr-dr:application-data:pfds:read"
	Access to read PFDData.

	"nudr-dr:application-data:pfds:modify"
	Access to update PFDData.

	"nudr-dr:application-data:pfds:create"
	Access to create PFDData.

	"nudr-dr:application-data:influence-data:read"
	Access to read Traffic Influence Data.

	"nudr-dr:application-data:influence-data:create"
	Access to create Traffic Influence Data.

	"nudr-dr:application-data:influence-data:modify"
	Access to update Traffic Influence Data.

	"nudr-dr:application-data:influence-data:subscriptions:create"
	Access to create Traffic Influence Data Subscriptions.

	"nudr-dr:application-data:influence-data:subscriptions:read"
	Access to read Traffic Influence Data Subscriptions.

	"nudr-dr:application-data:influence-data:subscriptions:modify"
	Access to update Traffic Influence Data Subscriptions.

	"nudr-dr:application-data:bdt-policy-data:read"
	Access to read BDT Policy Data.

	"nudr-dr:application-data:bdt-policy-data:create"
	Access to create BDT Policy Data.

	"nudr-dr:application-data:bdt-policy-data:modify"
	Access to update BDT Policy Data.

	"nudr-dr:application-data:iptv-config-data:read"
	Access to read IPTV Configuration Data.

	"nudr-dr:application-data:iptv-config-data:create"
	Access to create IPTV Configuration Data.

	"nudr-dr:application-data:iptv-config-data:modify"
	Access to update IPTV Configuration Data.

	"nudr-dr:application-data:service-param-data:read"
	Access to read Service Parameter Data.

	"nudr-dr:application-data:service-param-data:create"
	Access to create Service Parameter Data.

	"nudr-dr:application-data:service-param-data:modify"
	Access to update Service Parameter Data.

	"nudr-dr:application-data:am-influence-data:read"
	Access to read AM Influence Data.

	"nudr-dr:application-data:am-influence-data:create"
	Access to create AM Influence Data.

	"nudr-dr:application-data:am-influence-data:modify"
	Access to update AM Influence Data.

	"nudr-dr:application-data:subs-to-notify:create"
	Access to create Subscriptions resources.

	"nudr-dr:application-data:subs-to-notify:read"
	Access to read Subscriptions resources.

	"nudr-dr:application-data:subs-to-notify:modify"
	Access to update Subscriptions resources.

	"nudr-dr:application-data:eas-deploy-data:read"
	Access to read EAS Deployment Information Data.

	"nudr-dr:application-data:eas-deploy-data:create"
	Access to create EAS Deployment Information Data.

	"nudr-dr:application-data:eas-deploy-data:modify"
	Access to update EAS Deployment Information Data.
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[bookmark: historyclause]This Annex specifies the formal definition of the Nudr_DataRepository service. It consists of OpenAPI 3.0.0 specifications, in YAML format.
The OpenAPI 3.0.0 definition related to SubscriptionData shall comply with the definition in 3GPP TS 29.505 [2].
The OpenAPI 3.0.0 definition related to PolicyData, StructuredDataForExposure and ApplicationData shall comply with the definition in 3GPP TS 29.519 [3].
The OpenAPI file for the Nudr_DataRepository API is defined as follows:

openapi: 3.0.0

************text not shown for clarity*********

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudr-dr: Access to the Nudr_DataRepository API
            nudr-dr:subscription-data: Access to the SubscriptionData data set
            nudr-dr:subscription-data:authentication-subscription:read: Access to read the AuthenticationSubscription resource of the SubscriptionData data set
            nudr-dr:subscription-data:authentication-subscription:modify: Access to update the AuthenticationSubscription resource of the SubscriptionData data set
            nudr-dr:subscription-data:registrations:write: Write access to NF registration resources of the SubscriptionData data set
            nudr-dr:policy-data: Access to the PolicyData data set
            nudr-dr:policy-data:ues:read: Access to read the UEs resource
            nudr-dr:policy-data:ues:am-data:read: Access to read the UEs Access and Mobility policy data
            nudr-dr:policy-data:ues:ue-policy-set:read: Access to read the UEs Policy Set data
            nudr-dr:policy-data:ues:ue-policy-set:create: Access to create the UEs Policy Set data
            nudr-dr:policy-data:ues:ue-policy-set:modify: Access to update the UEs Policy Set data
            nudr-dr:policy-data:ues:sm-data:read: Access to read the UEs Session Management Policy data
            nudr-dr:policy-data:ues:sm-data:modify: Access to update the UEs Session Management Policy data
            nudr-dr:policy-data:ues:sm-data:create: Access to create the UEs Session Management Policy data
            nudr-dr:policy-data:sponsor-connectivity-data:read: Access to read the sponsored Connectivity Data
            nudr-dr:policy-data:bdt-data:read: Access to read the BDT data resource
            nudr-dr:policy-data:bdt-data:create: Access to create the BDT data resource
            nudr-dr:policy-data:bdt-data:modify: Access to update the BDT data resource
            nudr-dr:policy-data:subs-to-notify:create: Access to create Subscriptions resources
            nudr-dr:policy-data:subs-to-notify:modify: Access to update Subscriptions resources
            nudr-dr:policy-data:ues:operator-specific-data:read: Access to read the UEs operator specific policy data
            nudr-dr:policy-data:ues:operator-specific-data:modify: Access to update the UEs operator specific policy data
            nudr-dr:policy-data:ues:operator-specific-data:create: Access to create the UEs operator specific policy data
            nudr-dr:policy-data:slice-control-data:read: Access to read Slice specific Policy Control Data
            nudr-dr:policy-data:slice-control-data:modify: Access to update Slice specific Policy Control Data
            nudr-dr:policy-data:group-control-data:read: Access to read Group Control Data
            nudr-dr:policy-data:group-control-data:modify: Access to update Group Control Data
            nudr-dr:exposure-data: Access to the ExposureData data set
            nudr-dr:exposure-data:access-and-mobility-data:create: Access to create ExposureData
            nudr-dr:exposure-data:access-and-mobility-data:read: Access to read ExposureData
            nudr-dr:exposure-data:access-and-mobility-data:modify: Access to update ExposureData
            nudr-dr:exposure-data:session-management-data:create: Access to create ExposureData
            nudr-dr:exposure-data:session-management-data:read: Access to read ExposureData
            nudr-dr:exposure-data:session-management-data:modify: Access to update ExposureData
            nudr-dr:exposure-data:subs-to-notify:create: Access to create Subscriptions resources
            nudr-dr:exposure-data:subs-to-notify:modify: Access to update Subscriptions resources
            nudr-dr:application-data: Access to the ApplicationData data set
            nudr-dr:application-data:pfds:read: Access to read PFDData
            nudr-dr:application-data:pfds:modify: Access to update PFDData
            nudr-dr:application-data:pfds:create: Access to create PFDData
            nudr-dr:application-data:influence-data:read: Access to read Traffic Influence Data
            nudr-dr:application-data:influence-data:create: Access to create Traffic Influence Data.
            nudr-dr:application-data:influence-data:modify: Access to update Traffic Influence Data
            nudr-dr:application-data:influence-data:subscriptions:read: Access to read Traffic Influence Data Subscriptions
            nudr-dr:application-data:influence-data:subscriptions:create: Access to create Traffic Influence Data Subscriptions
            nudr-dr:application-data:influence-data:subscriptions:modify: Access to update Traffic Influence Data Subscriptions
            nudr-dr:application-data:bdt-policy-data:read: Access to read BDT Policy Data
            nudr-dr:application-data:bdt-policy-data:create: Access to create BDT Policy Data
            nudr-dr:application-data:bdt-policy-data:modify: Access to update BDT Policy Data
            nudr-dr:application-data:iptv-config-data:read: Access to read IPTV Configuration Data
            nudr-dr:application-data:iptv-config-data:create: Access to create IPTV Configuration Data
            nudr-dr:application-data:iptv-config-data:modify: Access to update IPTV Configuration Data
            nudr-dr:application-data:service-param-data:read: Access to read Service Parameter Data
            nudr-dr:application-data:service-param-data:create: Access to create Service Parameter Data
            nudr-dr:application-data:service-param-data:modify: Access to update Service Parameter Data
            nudr-dr:application-data:am-influence-data:read: Access to read AM Influence Data
            nudr-dr:application-data:am-influence-data:create: Access to create AM Influence Data
            nudr-dr:application-data:am-influence-data:modify: Access to update AM Influence Data
            nudr-dr:application-data:subs-to-notify:create: Access to create Subscriptions resources
            nudr-dr:application-data:subs-to-notify:read: Access to read Subscriptions resources
            nudr-dr:application-data:subs-to-notify:modify: Access to update Subscriptions resources
            nudr-dr:application-data:eas-deploy-data:read: Access to read EAS Deployment Information Data
            nudr-dr:application-data:eas-deploy-data:create: Access to create EAS Deployment Information Data
            nudr-dr:application-data:eas-deploy-data:modify: Access to update EAS Deployment Information Data

  schemas:

************text not shown for clarity*********

* * * End of Change * * * *
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