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	Reason for change:
	As required in SA3, to support SoR / UPU / AKMA procedures the Kausf shall be generated first and stored in the network:
TS 33.501 6.1.1.1
The anchor key KSEAF  is derived from an intermediate key called the KAUSF. The KAUSF is established between the UE and HN resulting from the primary authentication procedure. The KAUSF may be securely stored in the AUSF based on the home operator's policy on using such key e.g. if the control plane solution for Steering of Roaming (see clause 6.14) or UE Parameter Update procedures (see clause 6.15) or AKMA are supported by the HPLMN. 
On successful primary authentication, the AUSF will report the Kausf to the UDM:
TS 33.501 6.1.4.1
The feature of increased home control is also used to allow the UDM to keep track of the AUSF that stores the Kausf to be used during e.g. the control plane solution for Steering of Roaming or UE Parameter Update procedures; i.e. the AUSF that stores the latest Kausf generated after successful completion of the latest primary authentication reported to the UDM.
However, during EPS to 5GS mobility, the authentication procedure may not be performed as stated in SA3:

TS 33.501 8.2
In case the verification fails or the 5G UE context is not available then the AMF shall treat the Registration Request message as if it was unprotected. In such case, the AMF may either derive a mapped 5G security context from the EPS context received from the source MME as described in clause 8.6.2 or initiate a primary authentication procedure to create a new native 5G security context.
In this case, if the AMF doesn’t perform authentication procedure, the AUSF will not inform the authentication result to the UDM.
However, the AMF doesn’t inform the UDM of SoR/UPU transparent supported when Nudm_UECM service is invoked. The UDM cannot decide whether to require authentication or not. The AMF will indicate whether it support SoR/UPU transparent when it retrieves UE's Access and Mobility Subscription data from the UDM. Then the UDM may decide to require authentication based on the supported features indicated by the AMF. Thus the appliaction error of REAUTHENTICATION_REQUIRED should also be added to Nudm_SDM API.
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* * * First Change * * * *
[bookmark: _Toc11338350][bookmark: _Toc27584953][bookmark: _Toc36456895][bookmark: _Toc45027773][bookmark: _Toc45028608][bookmark: _Toc67681362][bookmark: _Toc145938663]5.2.2.2.3	Access and Mobility Subscription Data Retrieval
Figure 5.2.2.2.3-1 shows a scenario where the NF service consumer (e.g. AMF) sends a request to the UDM to receive the UE's Access and Mobility Subscription data (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request contains the UE's identity (/{supi}), the type of the requested information (/am-data) and query parameters (supported-features, plmn-id, shared-data-ids).




Figure 5.2.2.2.3-1: Requesting a UE's Access and Mobility Subscription Data
1.	The NF service consumer (e.g. AMF) sends a GET request to the resource representing the UE's Access and Mobility Subscription Data, with query parameters indicating the supported-features and/or plmn-id and/or shared-data-ids. 
The optional query parameter shared-data-ids may be included by the NF service consumer to indicate to the UDM that shared AccessAndMobilitySubscriptionData identified by the shared-data-ids are already available at the NF service consumer.
2a.	On Success, the UDM responds with "200 OK" with the message body containing the UE's Access and Mobility Subscription Data as relevant for the requesting NF service consumer. If the UE's Access and Mobility Subscription Data contains the attribute sharedAmDataIDs identifying shared AccessAndMobilitySubscriptionData, and those are not already available at the NF consumer (i.e. the shared data IDs are not included in the shared-data-ids query parameter in the GET request message), the UE's Access and Mobility Subscription Data sent in the 200 OK message body may also contain a list of shared Access And Mobility Subscription data relevant to the UE but not yet available at the NF service consumer.
NOTE 1:	If the UDM initiated a request to obtain SoR information from the SOR-AF, the UDM starts an operator configurable timer up to which the UDM shall wait for a response from the SOR-AF for retrieving the SoR information. The UDM responds back to the NF service consumer for Access and Mobility Subscription Data Retrieval service operation before the timer expires. If the SOR-AF has not provided a response with the SoR information before the timer expires, the UDM shall behave as specified in clause C.2 of 3GPP°TS°23.122 [20] (step 3d). As described in clause C.2 of 3GPP°TS°23.122 [20] (step 4), if UDM supports SOR-CMCI, then UDM indicates in the response to NF service consumer (i.e. AMF) to send acknowledgement that will include the "ME support of SOR-CMCI". UDM will also delete the "ME support of SOR-CMCI" updating AuthenticationSoR of Nudr_DataRepository service as specified in 3GPP TS 29.505 [10] clause 5.2.25, if the UE is performing initial registration or emergency registration. UDM will decide whether to provide SOR-CMCI based on "usimSupportOfSorCmci" retrieved via AuthenticationSoR of Nudr_DataRepository service as specified in 3GPP TS 29.505 [10] clause 5.2.25.
2b.	If there is no valid subscription data for the UE, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
NOTE 2:	Upon reception of any Nudm_EventExposure operation or Nudm_PP operation, or when the validity of an event subscription or provisioned parameter with its associated maximum latency, maximum response time or DL Buffering Suggested Packet Count value expires, UDM may need to adjust the values of active time and/or periodic registration timer and/or DL Buffering Suggested Packet Count. The UDM shall notify AMF and/or SMF if the values are updated (see clause 4.15.3.2.3b and 4.15.6.3a of 3GPP TS 23.502 [3]).
NOTE 3:	If UPU data have previously been provisioned, but have not yet been acknowledged by the UE, e.g. because no AMF was registered at provisioning time, the UDM needs to convey the UPU data (after AUSF protection) within 200 OK AccessAndMobilitySubscriptionDatato to the AMF.
	2c.	On failure or redirection, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the GET response body.

* * * Next Change * * * *
[bookmark: _Toc11338495][bookmark: _Toc27585127][bookmark: _Toc36457083][bookmark: _Toc45027967][bookmark: _Toc45028802][bookmark: _Toc67681561]6.1.3.5.3.1	GET
This method shall support the URI query parameters specified in table 6.1.3.5.3.1-1.
Table 6.1.3.5.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [4] clause 6.6

	plmn-id
	PlmnIdNid
	O
	0..1
	PLMN identity of the PLMN serving the UE

	adjacent-plmns
	array(PlmnId)
	O
	1..N
	PLMN identities of PLMNs adjacent to the PLMN serving the UE. If present the GET response may contain adjacentPlmnRestrictions for the indicated PLMNs.

	disaster-roaming-ind
	boolean
	O
	0..1
	Disaster Roaming Indicator (see 3GPP TS 23.502 [3]).
When present, this IE shall be set as follows:
-	true: Disaster Roaming service is applied;
-	false (default): Disaster Roaming service is not applied.

	shared-data-ids
	array(SharedDataId)
	O
	0..N
	Shared Data IDs identifying shared AccessAndMobilitySubscriptionData that are already available at the NF consumer. An empty array indicates that no shared data are available at the NF consumer. In this case the UDM may include all shared data identified by IDs conveyed in the GET response. 
If this query parameter is absent, shared data shall not be conveyed in the GET response.



If "plmn-id" is included, UDM shall return the Access and Mobility Data for the SUPI associated to the PLMN or SNPN identified by "plmn-id".
If "plmn-id" is not included, UDM shall return the Access and Mobility Data for the SUPI associated to the HPLMN.
This method shall support the request data structures specified in table 6.1.3.5.3.1-2 and the response data structures and response codes specified in table 6.1.3.5.3.1-3.
Table 6.1.3.5.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.5.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AccessAndMobilitySubscriptionData
	M
	1
	200 OK
	Upon success, a response body containing the Access and Mobility Subscription Data shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- DATA_NOT_FOUND

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- REAUTHENTICATION_REQUIRED

	NOTE:	In addition, common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.1.3.5.3.1-4: Headers supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	If-None-Match
	string
	O
	0..1
	Validator for conditional requests, as described in IETF RFC 7232 [25], clause 3.2

	If-Modified-Since
	string
	O
	0..1
	Validator for conditional requests, as described in IETF RFC 7232 [25], clause 3.3



Table 6.1.3.5.3.1-5: Headers supported by the 200 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Cache-Control
	string
	O
	0..1
	Cache-Control containing max-age, as described in IETF RFC 7234 [26], clause 5.2

	ETag
	string
	O
	0..1
	Entity Tag, containing a strong validator, as described in IETF RFC 7232 [25], clause 2.3

	Last-Modified
	string
	O
	0..1
	Timestamp for last modification of the resource, as described in IETF RFC 7232 [25], clause 2.2



* * * Next Change * * * *
[bookmark: _Toc11338625][bookmark: _Toc27585300][bookmark: _Toc36457282][bookmark: _Toc45028182][bookmark: _Toc45029017][bookmark: _Toc67681779][bookmark: _Toc145939209]6.1.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_ SubscriberDataManagement service. The following application errors listed in Table 6.1.7.3-1 are specific for the Nudm_ SubscriberDataManagement service.

Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	NF_CONSUMER_REDIRECT_ONE_TXN
	307 Temporary Redirect
	The request has been asked to be redirected to a specified target for one transaction.

	CONTEXT_NOT_FOUND
	308 Permanent Redirect
	The request has been asked to be redirected to a specified target.

	REAUTHENTICATION_REQUIRED
	403 Forbidden
	Reauthentication is required based on the operator's policy, e.g.if the last authentication is considered obsolete or there is no AUSF instance id stored in the UDM during EPS to 5GS mobility.

	DATA_NOT_FOUND
	404 Not Found
	The requested UE subscription data is not found/does not exist.
This error is applicable to all Nudm_SDM GET operations.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist
This error is applicable to all Nudm_SDM GET operations.

	CONTEXT_NOT_FOUND
	404 Not Found
	It is used during the modification of an existing subscription when no corresponding context exists.

	GROUP_IDENTIFIER_NOT_FOUND
	404 Not Found
	The requested Group Identifier does not exist.

	SUBSCRIPTION_NOT_FOUND
	404 Not Found
	The subscription does not exist.

	UNSUPPORTED_RESOURCE_URI
	501 Not Implemented
	The SDM Subscription contains unsupported resource URI to be monitored.



* * * Next Change * * * *
[bookmark: _Toc11338703][bookmark: _Toc27585385][bookmark: _Toc36457387][bookmark: _Toc45028302][bookmark: _Toc45029137][bookmark: _Toc67681899][bookmark: _Toc145939336]6.2.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_UEContextManagement service. The following application errors listed in Table 6.2.7.3-1 are specific for the Nudm_UEContextManagement service.
Table 6.2.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	NF_CONSUMER_REDIRECT_ONE_TXN
	307 Temporary Redirect
	The request has been asked to be redirected to a specified target for one transaction.

	CONTEXT_NOT_FOUND
	308 Permanent Redirect
	The request has been asked to be redirected to a specified target.

	UNKNOWN_5GS_SUBSCRIPTION
	403 Forbidden
	No 5GS subscription is associated with the user.

	NO_PS_SUBSCRIPTION
	403 Forbidden
	No PS (5GS, EPS, GPRS) subscription is associated with the user.

	ROAMING_NOT_ALLOWED
	403 Forbidden
	The subscriber is not allowed to roam within that PLMN

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	CONTEXT_NOT_FOUND
	404 Not Found
	It is used when no corresponding context exists.

	ACCESS_NOT_ALLOWED
	403 Forbidden
	Access type not allowed for the user.

	RAT_NOT_ALLOWED
	403 Forbidden
	RAT is not allowed for the user

	DNN_NOT_ALLOWED
	403 Forbidden
	DNN not authorized for the user

	REAUTHENTICATION_REQUIRED
	403 Forbidden
	Due to operator policies the user needs to be re-authenticated, e.g. if the last valid authentication is considered obsolete, or there is no AUSF instance id stored in the UDM during EPS to 5GS mobility.

	INVALID_GUAMI
	403 Forbidden
	The AMF is not allowed to modify the registration information stored in the UDM, as it is not the registered AMF.

	SERVICE_NOT_PROVISIONED
	403 Forbidden
	The request is related to a service that is not provisioned for the user in the 5GS subscription data (e.g. MT-SMS not provisioned).

	SERVICE_NOT_ALLOWED
	403 Forbidden
	The request is related to a service that is not allowed for the user in the 5GS subscription data (e.g. MT-SMS is barred).

	SNPN_NOT_ALLOWED
	403 Forbidden
	The user is not authorized to access an SNPN, when the registration to the SNPN is performed by using credentials from the Credentials Holder.

	REAUTHENTICATION_NOT_ALLOWED
	403 Forbidden
	The serving AMF does not allow the UE to be re-authenticated.

	TEMPORARY_REJECT_REGISTRATION_ONGOING
	409 Conflict
	The request cannot be processed due to an ongoing registration procedure.

	TEMPORARY_REJECT_HANDOVER_ONGOING
	409 Conflict
	The request cannot be processed due to an ongoing N2 handover procedure.

	UNPROCESSABLE_REQUEST
	422 Unprocessable Entity
	The request cannot be processed due to semantic errors when trying to process a patch method 

	ABSENT_SUBSCRIBER_SM
	404 Not Found
	The UE is not reachable for MT-SMS (e.g. SMSF registered but not reachable as indicated by SMS message waiting data or by URRP flag)

	DATA_NOT_FOUND
	404 Not Found
	The requested data associated to the UE or Group does not exist

	AF_NOT_ALLOWED
	403 Forbidden
	This AF is not allowed to perform monitoring configuration.

	GROUP_IDENTIFIER_NOT_FOUND

	404 Not Found
	The group does not exist 





* * * End of Changes * * * *
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