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* * * First Change * * * *
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc82676335][bookmark: _Toc146123678]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT27230000___5][6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 75409113: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[15]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".
[16]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[17]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[18]	3GPP TS 24.539: "5G System (5GS); Network to TSN translator (TT) protocol aspects; Stage 3".
[19]	3GPP TS 29.512: "5G System; Session Management Policy Control Service; Stage 3".
[20]	3GPP TS 29.122: "Technical Specification Group Core Network and Terminals; T8 reference point for Northbound APIs".

* * * Next Change * * * *
[bookmark: _Toc146123701]5.2.2.2.2	Creation of a subscription
An NF Service Consumer shall invoke the Subscribe service operation towards the UPF to create a subscription to monitor at least one UPF event. The NF Service Consumer may subscribe to multiple events in a subscription. A subscription may be associated with one UE's PDU session or with any UE.
The NF Service Consumer shall request to create a new subscription by using the HTTP method POST with the URI of the subscriptions collection, see clause 6.1.3.2.


Figure 5.2.2.2.2-1 Subscription creation
1.	The NF Service Consumer shall send a POST request to create a subscription resource in the UPF. The payload body content of the POST request shall contain a representation of the individual subscription resource to be created.
The NF Service Consumer shall include the following information in the HTTP message body:
-	NF ID, indicating the identity of the network function instance creating the subscription;
-	Target of Event Reporting, indicating the target(s) to be monitored, i.e.
-	a specific PDU Session of a UE identified with a UE IP address; or
-	any UE (identified by the "anyUE" flag);
-	List of UPF events requested to be subscribed;
-	Event Reporting Mode, indicating how the events shall be reported (One-time Report or Periodic Report); and
-	UPF event consumer notification URI, indicating the address where to send the event notifications generated by the subscription.
The NF Service Consumer may include the following information in the HTTP message body:
-	a SUPI, PEI or GPSI identifying a specific UE;
-	one or more S-NSSAI(s) and/or DNN(s) of PDU sessions to which the subscription applies;
-	one or more Application ID(s) or traffic filters identifying the traffic to be monitored by the subscription (only applicable to a subscription targeting a specific PDU Session of a UE identified with a UE IP address);
-	Type of measurement, for UPF events supporting multiple types of measurement (e.g. UserDataUsageMeasures event)
-	Granularity of Measurement, indicating that the granularity of the required measurements is per PDU Session, per data flow or per application;
-	Reporting period, defining the period for periodic reporting;
-	Maximum number of reports, defining the maximum number of reports after which the event subscription ceases to exist;
-	Expiry time, suggested by the NF Service Consumer representing the time up to which the subscription is desired to be kept active and the time after which the subscribed event(s) shall stop generating report;
-	Reporting suggestion information, i.e. Report urgency indicating whether the event report can be delayed (i.e. it is delay-tolerant) and if so, the Reporting time information defining the last valid reporting time for the UPF to report the detected event;
-	Deactivate notification flag, indicating that the notification of the available events shall be muted until the event consumer NF provides the retrieval notification flag to retrieve the events stored;
-	Immediate Report Flag per event, indicating an immediate report to be generated with the current event status; and/or
-	Notification Correlation ID, indicating the correlation identity to be signaled in the event notifications generated by the subscription.
-	Sampling ratio, defining the random subset of PDU sessions among target PDU sessions, and the UPF only report the event(s) related to the selected subset of PDU sessions;
-	partitioningCriteria, defining the criteria for partitioning PDU sessions before applying sampling ratio;
2a.	On success (i.e. if the request is accepted), the UPF shall include a HTTP Location header to provide the location of the newly created resource (subscription) together with the status code 201 indicating the requested resource is created in the response message.

If the NF Service Consumer has included more than one events in the event subscription and some of the events cannot be subscribed, the UPF shall accept the request and provide the successfully subscribed event(s) in the CreatedEventSubscription.

If the NF Service Consumer has included the Immediate Report Flag with the value true in the event subscription, and if the current status of the events subscribed are available, the UPF shall include the current status of the events subscribed in the response. Otherwise, the UPF shall generate reports for the events and notify the NF service consumer using the Nupf_EventExposure_Notify service operation. If the events with the Immediate Report Flag set to true are subscribed via an SMF, the notification shall be sent to the actual NF service consumer directly, i.e. the current status of the events subscribed shall not be included in the subscription creation response.
	If the NF Service Consumer has set the event reporting option to ONE_TIME and if the UPF has included the current status of the events subscribed in the response, then the UPF shall not do any subsequent event notification for the corresponding events.
The response, based on operator policy and taking into account the expiry time included in the request, may contain the expiry time, as determined by the UPF, after which the subscription becomes invalid. Once the subscription expires, if the NF Service Consumer wants to keep receiving notifications, it shall create a new subscription in the UPF. The UPF shall not provide the same expiry time for many subscriptions in order to avoid all of them expiring and recreating the subscription at the same time. If the expiry time is not included in the response, the NF Service Consumer shall consider the subscription to be valid without an expiry time.
If the sampling ratio ("sampRatio") attribute is included in the subscription without a partitioningCriteria, the UPF shall select a random subset of PDU sessions among target PDU sessions according to the sampling ratio and only report the event(s) related to the selected subset of PDU sessions. If the partitioningCriteria attribute is also included along with sampling ratio, the UPF shall apply the sampling ratio on the group of PDU sessions determined according to the partitioning criteria.
If the "notifFlag" attribute is included and set to "DEACTIVATE" in the request, the UPF shall mute the event notification and store the available events.
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.2.3.1-3.

* * * Next Change * * * *
[bookmark: _Toc11338348][bookmark: _Toc27584951][bookmark: _Toc36456893][bookmark: _Toc45027771][bookmark: _Toc45028606][bookmark: _Toc67681360][bookmark: _Toc122086242][bookmark: _Toc146123713]5.3.2.2.1	General
The Get service operation is used in the following procedure:
-	AF specific UE ID retrieval as specified in clause 4.15.10 of 3GPP TS 23.502 [3]
This service operation is consumed by querying the "ue-ip-info" resource. The request is sent to the UPF hosting the IP address in the query.


Figure 5.3.2.2.1-1: Retrieval of UE IP Info for a PDU session
1.	The NF Service Consumer shall send an HTTP GET request to the resource URI of "ue-ip-info". The input filter criteria for the discovery request shall be included in query parameters, e.g. the UE (public) IP address and Port Number, and optionally DNN and S-NSSAI.
2a.	On success, "200 OK" shall be returned. The response body shall include a UeIpInfo object which contains relevant attributes matching the query parameters included in the request message.
2b.	On failure, one of the HTTP status code listed in Table 6.2.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.3.2.3.1-3, where applicable.
On redirection, "307 Temporary Redirect" or "308 Permanent Redirect" shall be returned. A RedirectResponse IE may be included in the payload body content of POST response.
[bookmark: OLE_LINK5]
* * * Next Change * * * *
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc82676358][bookmark: _Toc146123718]6.1.2.1	General
HTTP/2, IETF RFC 7540 9113 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Nupf_EventExposure API is contained in Annex A.

* * * Next Change * * * *
[bookmark: _Toc510696613][bookmark: _Toc35971404]6.1.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	CreateEventSubscription
	M
	1
	Payload Content of the Subscribe request to create a subscription.



Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	CreatedEventSubscription 
	M
	1
	201 Created
	Represents successful creation of an UPF Event Subscription

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection.
(NOTE 2)



	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection.
(NOTE 2)



	ProblemDetails
	O
	0..1
	403 Forbidden
	Indicates the creation of subscription has failed due to application error.

The "cause" attribute may be used to indicate one of the following application errors:

[bookmark: _PERM_MCCTEMPBM_CRPT03410203___2]-	PDU_SESSION_NOT_SERVED_BY_UPF

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply, with response body containing an object of ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.2.3.1-4: Headers supported by the 201 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/nupf-ee/<apiVersion>/ee-subscriptions/{subscriptionId}


Table 6.1.3.2.3.1-5: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance. For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].


	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.2.3.1-6: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance. For the case, when a request is redirected to the same target resource via a different SCP, see clause 6.10.9.1 in 3GPP TS 29.500 [4].


	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected




* * * Next Change * * * *
[bookmark: _Toc98500887][bookmark: _Toc104297806][bookmark: _Toc104300117][bookmark: _Toc122098074][bookmark: _Toc146123779]6.2.2.1	General
HTTP/2, IETF RFC 7540 9113 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Nupf_GetPrivateUEIPaddr API is contained in Annex A.

 * * End of Changes * * * *
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