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* * * First Change * * * *

[bookmark: _Toc24986283][bookmark: _Toc34205711][bookmark: _Toc39061895][bookmark: _Toc43277137][bookmark: _Toc49847467][bookmark: _Toc56419442][bookmark: _Toc112683248][bookmark: _Toc138662438]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[7]	IETF RFC 75409113: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[9]	IETF RFC 72319110: "HTTP SemanticsHypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[10]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing"Void.
[11]	IETF RFC 793: "Transmission Control Protocol".
[12]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13]	IETF RFC 7518: "JSON Web Algorithms (JWA)".
[14]	IETF RFC 7516: "JSON Web Encryption (JWE)".
[15]	IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".
[16]	IETF RFC 7515: "JSON Web Signature (JWS)".
[17]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[18]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[19]	3GPP TS 23.003: "Numbering, addressing and identification".
[20]	3GPP TR 21.900: "Technical Specification Group working methods".
[21]	IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures".
[22]	IETF RFC 7807: "Problem Details for HTTP APIs".
[23]	IETF RFC 1952: "GZIP file format specification version 4.3".
[24]	IETF RFC 7694: "Hypertext Transfer Protocol (HTTP) Client-Initiated Content-Encoding"Void.
[25]	3GPP TS 29.518: "5G System; Access and Mobility Management Service; Stage 3".
[26]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT51080000___5][27]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.

* * * Next Change * * * *

[bookmark: _Toc24986294][bookmark: _Toc34205722][bookmark: _Toc39061906][bookmark: _Toc43277148][bookmark: _Toc49847478][bookmark: _Toc56419453][bookmark: _Toc112683259][bookmark: _Toc138662449]4.3.1	General
The protocol stack for the N32 interface is shown below in Figure 4.3.1-1.


Figure 4.3.1-1: N32 Protocol Stack
The N32 interfaces (N32-c and N32-f) use HTTP/2 protocol (see clause 4.2.2 and 4.2.3, respectively) with JSON (see clause 4.2.4) as the application layer serialization protocol. For the security protection at the transport layer, the SEPPs shall support TLS as specified in clause 13.1.2 of 3GPP TS 33.501 [6].
For the N32-f interface, the application layer (i.e the JSON contentpayload) encapsulates the complete HTTP/2 message between the NF service consumer and the NF service producer, by transforming the HTTP/2 headers and the body into specific JSON attributes as specified in clause 6.2. For the scenarios when there are IPX entities between SEPPs, see clause 4.3.2 for TLS/PRINS usage.
* * * Next Change * * * *

[bookmark: _Toc24986296][bookmark: _Toc34205724][bookmark: _Toc39061908][bookmark: _Toc43277150][bookmark: _Toc49847480][bookmark: _Toc56419455][bookmark: _Toc112683261][bookmark: _Toc138662451]4.3.2.1	General
HTTP/2 as described in IETF RFC 7540 9113 [7] shall be used for N32 interface.

* * * Next Change * * * *
[bookmark: _Toc24986297][bookmark: _Toc34205725][bookmark: _Toc39061909][bookmark: _Toc43277151][bookmark: _Toc49847481][bookmark: _Toc56419456][bookmark: _Toc112683262][bookmark: _Toc138662452]4.3.2.2	HTTP standard headers
The HTTP request standard headers and the HTTP response standard headers that shall be supported on the N32 interface are defined in Table 4.2.2.2-1 and in Table 4.2.2.2-2 respectively.
Table 4.3.2.2-1: Mandatory to support HTTP request standard headers
	Name
	Reference
	Description

	Accept
	IETF RFC 7231 9110 [9]
	This header is used to specify response media types that are acceptable.

	Accept-Encoding
	IETF RFC 7231 9110 [9]
	This header may be used to indicate what response content-encodings (e.g gzip) are acceptable in the response.

	Content-Length
	IETF RFC 7230 9110 [910]
	This header is used to provide the anticipated size, as a decimal number of octets, for a potential contentpayload body.

	Content-Type
	IETF RFC 7231 9110 [9]
	This header is used to indicate the media type of the associated representation.

	Via
	IETF RFC 7230 9110 [109]
	This header is used to indicate the intermediate proxies in the service request path. Please refer to clause 6.10.8 of 3GPP TS 29.500 [4] for encoding of the via header



Table 4.3.2.2-2: Mandatory to support HTTP response standard headers
	Name
	Reference
	Description

	Content-Length
	IETF RFC 7230 9110 [109]
	This header may be used to provide the anticipated size, as a decimal number of octets, for a potential contentpayload body.

	Content-Type
	IETF RFC 7231 9110 [9]
	This header shall be used to indicate the media type of the associated representation.

	Content-Encoding
	IETF RFC 7231 9110 [9]
	This header may be used in some responses to indicate to the HTTP/2 client the content encodings (e.g gzip) applied to the response body beyond those inherent in the media type.

	Via
	IETF RFC 7230 9110 [109]
	This header is used to indicate the intermediate proxies in the service response path. Please refer to clause 6.10.8 of 3GPP TS 29.500 [4] for encoding of the via header.

	Server
	IETF RFC 7231 9110 [9]
	This header is used to indicate the originator of an HTTP error response.



* * * Next Change * * * *

[bookmark: _Toc24986300][bookmark: _Toc34205728][bookmark: _Toc39061912][bookmark: _Toc43277154][bookmark: _Toc49847484][bookmark: _Toc56419459][bookmark: _Toc112683265][bookmark: _Toc138662455]4.3.3	Transport Protocol
The Transmission Control Protocol as described in IETF RFC 793 [11] shall be used as transport protocol as required by HTTP/2 (see IETF RFC 7540 9113 [7]).
When there is no IPX between the SEPPs or IPX(s) are offering only IP routing service without modification or observation of the content, TLS shall be used for security protection (see clause 13.1.2 of 3GPP TS 33.501 [6]). When there is IPX between the SEPPs and IPX requires modification or observation of the content, TLS or NDS/IP should be used for security protection as specified in clause 13.1.2 of 3GPP TS 33.501 [6].
NOTE:	When using TCP as the transport protocol, an HTTP/2 connection is mapped to a TCP connection.

* * * Next Change * * * *
[bookmark: _Toc24986312][bookmark: _Toc34205740][bookmark: _Toc39061924][bookmark: _Toc43277166][bookmark: _Toc49847496][bookmark: _Toc56419471][bookmark: _Toc112683277][bookmark: _Toc138662467]5.2.4	N32-f Context Termination Procedure
After the completion of the security capability negotiation procedure and/or the parameter exchange procedures, an N32-f context is established between the two SEPPs. The "n32fContextId" of each SEPP is provided to the other SEPP. This context identifier shall be stored in each SEPP until the context is explicitly terminated by the N32-f context termination procedure. The SEPP that is initiating the N32-f context termination procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/<apiVersion>/n32f-terminate. If a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.4-1.



Figure 5.2.4-1: N32f Context Termination Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f context id information that is to be terminated.
2a.	On success, the responding SEPP, shall:
-	stop sending any further messages over the N32-f towards the initiating SEPP;
-	once all the ongoing N32-f message exchanges with the initiating SEPP are completed or timed out, delete the N32-f context identified by the "n32fContextId" provided in the request.
[bookmark: _PERM_MCCTEMPBM_CRPT51080020___2]The N32-f HTTP/2 connections from the responding SEPP shall not be deleted if they terminate at an IPX, since that HTTP/2 connection may carry traffic towards other PLMN SEPPs as well. The responding SEPP shall return the status code "200 OK" together with an N32ContextInfo contentpayload body that carries the "n32fContextId" of the initiating SEPP that the responding SEPP has stored.
The initiating SEPP shall:
-	stop sending any further messages over the N32-f towards the responding SEPP;
-	once all the ongoing N32-f message exchanges with the responding SEPP are completed or timed out, delete the local N32-f context identified by this "n32fContextId".
2b.	On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.
* * * Next Change * * * *

[bookmark: _Toc24986319][bookmark: _Toc34205747][bookmark: _Toc39061931][bookmark: _Toc43277173][bookmark: _Toc49847503][bookmark: _Toc56419478][bookmark: _Toc112683284][bookmark: _Toc138662474]5.3.2.3	Message Reformatting
A SEPP on the sending side PLMN applies message reformatting in the following cases:
-	When it receives a HTTP/2 request message from an NF service consumer to a an NF service producer in another PLMN;
-	When it receives a response HTTP/2 response message from an NF service producer to an NF service consumer in another PLMN.
-	When it receives a HTTP/2 notification request message from an NF service producer to an NF service consumer in another PLMN;
-	When it receives a HTTP/2 notification response message from an NF service consumer to an NF service producer in another PLMN
The SEPP shall reformat the HTTP/2 message by encapsulating the whole message into the body of a new HTTP POST message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2 request/response message respectively. The HTTP POST request/response body shall be encoded as the "N32fReformattedReqMsg"/"N32fReformattedRspMsg" JSON bodies respectively, as specified in clause 6.2.5.
The "N32fReformattedReqMsg"/"N32fReformattedRspMsg" are structured as given below:


Figure 5.3.2.3-1 JSON representation of a reformatted HTTP message

The "cipherText" part of the reformatted message in FlatJweJson shall be prepared as given below


Figure 5.3.2.3-2 Transformation of HTTP Header and ContentPayload to Encrypt into CipherText
1.	Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the JWE ciphering and integrity protection as an array of arbitrary types in the "DataToIntegrityProtectAndCipher" block with each entry containing either a HTTP header value or the value of a JSON payload IE of the API message being reformatted. The index value "encBlockIdx" in the contentpayload part of DataToIntegrityProtectBlock shall point to the index of a header value or IE value in this input array.
2.	The input block is fed into an encryption function along with the other required inputs for JWE as specified in IETF RFC 7516 [14].
3.	The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL transformation as specified in IETF RFC 4648 [15] clause 5.
4. The output of the BASE64URL transform is them encoded as the ciphertext part of FlatJweJson IE specified in clause 6.2.5.2.11.

* * * Next Change * * * *

[bookmark: _Toc24986320][bookmark: _Toc34205748][bookmark: _Toc39061932][bookmark: _Toc43277174][bookmark: _Toc49847504][bookmark: _Toc56419479][bookmark: _Toc112683285][bookmark: _Toc138662475]5.3.2.4	Message Forwarding to Peer SEPP
Once a SEPP reformats the HTTP/2 message into the "N32ReformattedReqMsg"/"N32ReformattedRspMsg" JSON object as specified in clause 5.3.2, the SEPP forwards the message to the receiving SEPP by invoking a HTTP POST method as shown in figure 5.3.2.4-1 below.



Figure 5.3.2.4-1 Message Forwarding between SEPP on N32-f
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "N32ReformattedReqMsg" IE carrying the reformatted HTTP/2 message. The request message shall contain the "n32fContextId" information provided by the responding SEPP to the initiating SEPP earlier during the parameter exchange procedure (see clause 5.2.3). The responding SEPP shall use the "n32fContextId" information to:
-	Locate the agreed cipher suite and protection policy;
-	Locate the n32ContextId to be used in the response.
[bookmark: _PERM_MCCTEMPBM_CRPT51080026___2]If the HTTP request/response message to be forwarded over N32-f includes an 3gpp-Sbi-Message-Priority header, the initiating/responding SEPP should additionally insert a 3gpp-Sbi-Message-Priority header in the N32-f message with the same contents as the 3gpp-Sbi-Message-Priority header encoded within the "N32ReformattedReqMsg"/ N32ReformattedRspMsg IE respectively.
NOTE 1:	Replicating the information in a N32-f message header enables the receiving SEPP to determine the priority of the forwarded HTTP request/response without having to parse the N32-f message contentpayload.
The HTTP request contentpayload may be compressed hop by hop over N32-f, if the initiating SEPP or IPX and its next hop (IPX or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2a.	On successful processing of the request, the responding SEPP shall:
-	decompress the N32-f HTTP request contentpayload, if it is compressed;
-	reconstruct the HTTP/2 message towards the NF service producer;
-	compress the reconstructed HTTP request if the reconstructed HTTP contentpayload contains a Content-Encoding header indicating gzip compression;
-	forward the reconstructed HTTP/2 message to the NF service producer;
-	wait for the response from the NF service producer; and then
-	once the response from the NF service producer is received, respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "N32ReformattedRspMsg". The "N32ReformattedRspMsg" shall contain the reformatted HTTP response message from the responding PLMN. The response message shall contain the "n32fContextId" information provided by the initiating SEPP to the responding SEPP earlier during the parameter exchange procedure (see clause 5.2.3).
NOTE 2:	For unsuccessful processing of the request with "PLMNID_MISMATCH", see clause 5.3.2.1.
[bookmark: _PERM_MCCTEMPBM_CRPT51080027___2]The responding SEPP shall be able to map the response received from the NF service producer to the HTTP/2 stream ID for the corresponding response it needs to generate towards the initiating SEPP. The HTTP/2 stream ID and the HTTP/2 connection information on either side shall be used to derive this mapping.
The HTTP response contentpayload may be compressed hop by hop over N32-f, if the responding SEPP or IPX and its next hop (IPX or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2b.	On failure or unsuccessful processing of the request, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error as specified in clause 6.2.4.2. The "cause" attribute shall be set to "UNSPECIFIED", if the responding SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.

* * * Next Change * * * *

[bookmark: _Toc56419481][bookmark: _Toc112683287][bookmark: _Toc138662477]5.3.4	JOSE Protected Forwarding Options
The JOSE Protected Forwarding Options is used by the sending SEPP or IPX to discover the communication options supported by its next hop (IPX or SEPP) for N32-f message processing.



Figure 5.3.4-1: Procedure for the discovery of communication options supported by the next hop
1.	The sending SEPP or IPX shall send an OPTIONS request to discover the communication options supported by its next hop (IPX or SEPP) for N32-f message processing.
2.	If the request is accepted, the next hop (IPX or SEPP) shall respond with the status code 204 No Content and include an Accept-Encoding header (as described in IETF RFC 7694 9110 [249]).
On failure, the next hop shall return one of the HTTP status code listed in Table 6.2.4.3.2.1-3.
* * * Next Change * * * *

[bookmark: _Toc24986330][bookmark: _Toc34205758][bookmark: _Toc39061942][bookmark: _Toc43277184][bookmark: _Toc49847514][bookmark: _Toc56419490][bookmark: _Toc112683296][bookmark: _Toc138662486]6.1.2.1	General
HTTP/2, as defined in IETF RFC 7540 9113 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.
HTTP messages and bodies for the N32 handshake API shall comply with the OpenAPI [27] specification contained in Annex A.
* * * Next Change * * * *

[bookmark: _Toc24986356][bookmark: _Toc34205784][bookmark: _Toc39061968][bookmark: _Toc43277210][bookmark: _Toc49847540][bookmark: _Toc56419516][bookmark: _Toc112683322][bookmark: _Toc138662512]6.1.5.2.2	Type: SecNegotiateReqData
Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData
	Attribute name
	Data type
	P
	[bookmark: _PERM_MCCTEMPBM_CRPT51080032___4]Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the request. This IE is used to identify and store the negotiated security capability against the right SEPP.

	supportedSecCapabilityList
	array(SecurityCapability)
	M
	1..N
	This IE shall contain the list of security capabilities that the requesting SEPP supports.
To tear down the N32-f TLS connection, this IE shall set SecurityCapability as "NONE".

	3GppSbiTargetApiRootSupported
	boolean
	C
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is supported for N32f message forwarding.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported
(NOTE 1)

	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs associated with the SEPP, which is sending the request. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6])

	snpnIdList
	array(PlmnIdNid)
	O
	1..N
	A list of SNPN IDs associated with the SEPP, which is sending the request. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6])

	targetPlmnId
	PlmnId
	O
	1
	When present, this IE shall contain a PLMN ID of the target SEPP.

See clause 5.2.2 step 1.

	targetSnpnId
	PlmnIdNid
	O
	0..1
	When present, this IE shall contain a SNPN ID of the target SEPP. See clause 5.2.2 step 1.

	intendedUsagePurpose
	array(IntendedN32Purpose)
	O
	1..N
	This attribute notifies the list of requested usage purpose the N32 is established for.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.7 is supported

	senderN32fFqdn
	Fqdn
	O
	0..1
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection towards a specific FQDN.
(NOTE 2)

	senderN32fPortList
	array(Uinteger)
	O
	1..N
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection using a specific port number.
The N32-f ports list shall contain one port number per security capability encoded in the supportedSecCapabilityList IE and it shall be ordered in the same order as the security capabilities list. For example, if TLS is the first security capability in the supportedSecCapabilityList, then the first N32-f port in the senderN32fPortList shall be for TLS.
(NOTE 3)

	NOTE 1:	The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute name is kept though as defined in the current specification for backward compatibility reason.
NOTE 2: 	If the senderN32fFqdn IE is absent, the receiving SEPP establishes the N32-f connection towards the sending SEPP using the N32-c FQDN and/or local configuration. SEPP implementations complying with earlier releases of the specification may not support this IE.
NOTE 3:	If the senderN32fPortList IE is absent, the receiving SEPP shall use a locally configured port if any, otherwise the default HTTPs port number, i.e., TCP port 443 for "https" URIs as specified in IETF RFC 7540 9113 [7]. SEPP implementations complying with earlier releases of the specification may not support this IE.



* * * Next Change * * * *
[bookmark: _Toc24986357][bookmark: _Toc34205785][bookmark: _Toc39061969][bookmark: _Toc43277211][bookmark: _Toc49847541][bookmark: _Toc56419517][bookmark: _Toc112683323][bookmark: _Toc138662513]6.1.5.2.3	Type: SecNegotiateRspData
Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the response. This IE is used to identify and store the negotiated security capability against the right SEPP.

	selectedSecCapability
	SecurityCapability
	M
	1
	This IE shall contain the security capability selected by the responding SEPP.
When the request is for tearing down the N32-f TLS connection, the responding SEPP shall add SecurityCapability as "NONE".

	3GppSbiTargetApiRootSupported
	boolean
	C
	0..1
	This IE should be present and indicate that the 3gpp-Sbi-Target-apiRoot HTTP header is supported, if TLS security is negotiated for N32f message forwarding and the initiating SEPP indicated support of this header.

When present, it shall indicate if TLS security using the 3gpp-Sbi-Target-apiRoot HTTP header is supported:
- true: supported
- false (default): not supported
(NOTE 1)

	plmnIdList
	array(PlmnId)
	O
	1..N
	A list of PLMN IDs of a single PLMN associated with the SEPP, which is sending the response. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]).
If different PLMNs are represented by different PLMN IDs supported by a SEPP, then the SEPP shall select the PLMN as specified in clause 5.2.2 step 2a.

	snpnIdList
	array(PlmnIdNid)
	O
	1..N
	A list of SNPN IDs of a single SNPN associated with the SEPP, which is sending the response. The list to be stored by the receiving SEPP in a N32-f Context (see clause 5.9.3 in 3GPP TS 33.501 [6]).
If different SNPNs are represented by different SNPN IDs supported by a SEPP, then the SEPP shall select the SNPN as specified in clause 5.2.2 step 2a.

	allowedUsagePurpose
	array(IntendedN32Purpose)
	O
	1..N
	This attribute notifies the list of allowed usage purpose the N32 is established for.

IntendedN32Purpose shall not include attribute "cause".

	rejectedUsagePurpose
	array(IntendedN32Purpose)
	O
	1..N
	This attribute notifies the list of rejected usage purpose the N32 is established for.

Shall only be present if any of the requested usage purpose is rejected.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.7 is supported

	senderN32fFqdn
	Fqdn
	O
	0..1
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection towards a specific FQDN.
(NOTE 2)

	senderN32fPort
	Uinteger
	O
	0..1
	This IE may be present if the sending SEPP wishes the receiving SEPP to establish the N32-f connection using a specific port number.
(NOTE 3)

	NOTE 1:	The attribute name does not follow the naming conventions specified in 3GPP TS 29.501 [5]. The attribute name is kept though as defined in the current specification for backward compatibility reason.
NOTE 2:	If the senderN32fFqdn IE is absent, the receiving SEPP establishes the N32-f connection towards the sending SEPP using the N32-c FQDN and/or local configuration. SEPP implementations complying with earlier releases of the specification may not support this IE.
NOTE 3:	If the senderN32fPort number is absent, the receiving SEPP shall use a locally configured port, if any, otherwise the default HTTPs port number, i.e., TCP port 443 for "https" URIs as specified in IETF RFC 7540 9113 [7]. SEPP implementations complying with earlier releases of the specification may not support this IE.



* * * Next Change * * * *

[bookmark: _Toc112683352][bookmark: _Toc138662542]6.1.7	Feature Negotiation
The feature negotiation mechanism specified in clause 6.6 of 3GPP TS 29.500 [4] shall be used to negotiate the optional features applicable between the c-SEPP and the p-SEPP, for the N32 Handshake service, if any.
The c-SEPP shall indicate the optional features it supports for the N32 Handshake service, if any, by including the supportedFeatures attribute in the HTTP POST request message for following service operations:
-	Security Capability Negotiation procedure, as specified in clause 5.2.2 to negotiate the security capability;
The p-SEPP shall determine the supported features for the requested network as specified in clause 6.6 of 3GPP TS 29.500 [4] and shall indicate the supported features by including the supportedFeatures attribute in contentpayload of the HTTP response for the service operation.
The syntax of the supportedFeatures attribute is defined in clause 5.2.2 of 3GPP TS 29.571 [12].
The following features are defined for the N32 Handshake service.
Table 6.1.7-1: Features of supportedFeatures attribute used by N32 Handshake service
	Feature Number
	Feature
	M/O
	Description

	1
	NFTLST
	O
	N32-f TLS Connection Termination Support

A SEPP that supports this feature shall support handling of Security Capability Negotiation procedure to tear down the N32-f TLS connection as specified in clause 5.2.2).

	Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.



* * * Next Change * * * *

[bookmark: _Toc24986387][bookmark: _Toc34205815][bookmark: _Toc39061999][bookmark: _Toc43277241][bookmark: _Toc49847571][bookmark: _Toc56419547][bookmark: _Toc112683356][bookmark: _Toc138662547]6.2.2.1	General
HTTP/2, as defined in IETF RFC 7540 9113 [7], shall be used as specified in clause 4.3.2.1.
HTTP/2 shall be transported as specified in clause 4.3.3.
HTTP messages and bodies for the JOSE protected message forwarding API on N32-f shall comply with the OpenAPI [27] specification contained in Annex A.
* * * Next Change * * * *

[bookmark: _Toc51871531][bookmark: _Toc49733067][bookmark: _Toc42883199][bookmark: _Toc33962437][bookmark: _Toc24937622][bookmark: _Toc56419564]6.2.4.3.2.1	OPTIONS
This method shall support the URI query parameters specified in table 6.2.4.3.2.1-1.
Table 6.2.4.3.2.1-1: URI query parameters supported by the OPTIONS method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.2.4.3.2.1-2 and the response data structures and response codes specified in table 6.2.4.3.2.1-3.
Table 6.2.4.3.2.1-2: Data structures supported by the OPTIONS Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.2.4.3.2.1-3: Data structures supported by the OPTIONS Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	

	ProblemDetails
	O
	0..1
	405 Method Not Allowed
	

	ProblemDetails
	O
	0..1
	501 Not Implemented
	

	NOTE:	The mandatory HTTP error status codes for the OPTIONS method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.4.3.2.1-4: Headers supported by the 204 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Accept-Encoding
	string
	O
	0..1
	Accept-Encoding, described in IETF RFC 7694 9110 [249]




* * * Next Change * * * *
[bookmark: _Toc24986401][bookmark: _Toc34205829][bookmark: _Toc39062013][bookmark: _Toc43277255][bookmark: _Toc49847585][bookmark: _Toc56419566][bookmark: _Toc112683374][bookmark: _Toc138662565]6.2.5.1	General
This clause specifies the application data model supported by the API.
Table 6.2.5.1-1 specifies the data types defined for the N32 interface.
Table 6.2.5.1-1: N32 specific Data Types
	Data type
	Clause defined
	Description

	N32fReformattedReqMsg
	6.2.5.2.2
	Contains the reformatted HTTP/2 request message

	N32fReformattedRspMsg
	6.2.5.2.3
	Contains the reformatted HTTP/2 response message

	DataToIntegrityProtectAndCipherBlock
	6.2.5.2.4
	HTTP header to be encrypted or the value of a JSON attribute to be encrypted

	DataToIntegrityProtectBlock
	6.2.5.2.5
	Data to be integrity protected

	RequestLine
	6.2.5.2.6
	Contains the request line of the HTTP API request being reformatted and forwarded over N32-f

	HttpHeader
	6.2.5.2.7
	Contains the encoding of HTTP headers in the API request / response

	HttpPayload
	6.2.5.2.8
	Contains the encoding of JSON contentpayload in the API request / response

	MetaData
	6.2.5.2.9
	Contains the meta data information needed for replay protection

	Modifications
	6.2.5.2.10
	Information on inserting of the modifications entry

	FlatJweJson
	6.2.5.2.11
	Contains the integrity protected reformatted block

	FlatJwsJson
	6.2.5.2.12
	Contains the modification from IPXes on path

	IndexToEncryptedValue
	6.2.5.2.13
	Index to the encrypted value

	EncodedHttpHeaderValue
	6.2.5.2.14
	HTTP header value or index to the HTTP header value



Table 6.2.5.1-2 specifies data types re-used by the N32 interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface.
Table 6.2.5.1-2: N32 re-used Data Types
	Data type
	Reference
	Comments

	HttpMethod
	6.1.5.3.5
	

	IeLocation
	6.1.5.3.6
	

	PatchItem
	3GPP TS 29.571 [12]
	

	UriScheme
	3GPP TS 29.571 [12]
	

	Fqdn
	3GPP TS 29.571 [12]
	



* * * Next Change * * * *

[bookmark: _Toc24986404][bookmark: _Toc34205832][bookmark: _Toc39062016][bookmark: _Toc43277258][bookmark: _Toc49847588][bookmark: _Toc56419569][bookmark: _Toc112683377][bookmark: _Toc138662568]6.2.5.2.2	Type: N32fReformattedReqMsg
Table 6.2.5.2.2-1: Definition of type N32fReformattedReqMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 request message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 request message as:
[bookmark: _PERM_MCCTEMPBM_CRPT51080057___2]- The part of original HTTP/2 request message headers and the contentpayload that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
The part of the original HTTP/2 request message headers and contentpayload that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson. 

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the IPXes on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.



* * * Next Change * * * *

[bookmark: _Toc24986405][bookmark: _Toc34205833][bookmark: _Toc39062017][bookmark: _Toc43277259][bookmark: _Toc49847589][bookmark: _Toc56419570][bookmark: _Toc112683378][bookmark: _Toc138662569]6.2.5.2.3	Type: N32fReformattedRspMsg
Table 6.2.5.2.3-1: Definition of type N32fReformattedRspMsg
	Attribute name
	Data type
	P
	Cardinality
	Description

	[bookmark: _PERM_MCCTEMPBM_CRPT51080059___2]reformattedData
	FlatJweJson
	M
	1
	This IE shall contain the integrity protected reformatted block as well as the ciphered part of the reformatted block of the HTTP/2 response message sent between NF service producer and consumer.

The SEPP shall reformat the HTTP/2 response message as:
- The part of original HTTP/2 response message headers and the contentpayload that needs to be only integrity protected is first reformatted into "DataToIntegrityProtectBlock" and then fed as input for the "aad" parameter of the FlatJweJson after subjecting to BASE64URL encoding.
- The part of the original HTTP/2 response message headers and contentpayload that require integrity protection and ciphering is first reformatted into "DataToIntegrityProtectAndCipherBlock" and then fed as input for JWE ciphering and the JWE ciphered block is then BASE64URL encoded and set into the "ciphertext" parameter of the FlatJweJson.

	modificationsBlock
	array(FlatJwsJson)
	C
	1..N
	This IE shall be included if the IPXes on path are allowed to apply modification policies and if they have any specific modification to be applied on the message contained in the DataToIntegrityProtectBlock.



* * * Next Change * * * *
[bookmark: _Toc24986407][bookmark: _Toc34205835][bookmark: _Toc39062019][bookmark: _Toc43277261][bookmark: _Toc49847591][bookmark: _Toc56419572][bookmark: _Toc112683380][bookmark: _Toc138662571]6.2.5.2.5	Type: DataToIntegrityProtectBlock
Table 6.2.5.2.5-1: Definition of type DataToIntegrityProtectBlock
	Attribute name
	Data type
	P
	Cardinality
	Description

	metaData
	MetaData
	C
	0..1
	This IE shall be included if the SEPP encodes additional information for replay protection. When present this IE shall contain the meta data information needed for replay protection.

	requestLine
	RequestLine
	C
	1
	This IE shall be included when a JOSE protected API "request" is forwarded over N32-f. When present, this IE shall contain the request line of the HTTP API request being reformatted and forwarded over N32-f.

	statusLine
	string
	C
	0..1
	This IE shall be included when a JOSE protected API "response" is forwarded over N32-f. When present, this IE shall contain the status line of the HTTP API response being reformatted and forwarded over N32-f.

	headers
	array(HttpHeader)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains HTTP headers. When present this IE shall contain the encoding of HTTP headers in the API request / response.

	payload
	array(HttpPayload)
	C
	1..N
	This IE shall be included when a JOSE protected API request / response contains JSON contentpayload that needs to be sent in clear text. When present this IE shall contain the encoding of JSON contentpayload in the API request / response.



* * * Next Change * * * *

[bookmark: _Toc24986429][bookmark: _Toc34205857][bookmark: _Toc39062041][bookmark: _Toc43277283][bookmark: _Toc49847613][bookmark: _Toc56419594][bookmark: _Toc112683402][bookmark: _Toc138662593]6.3.2.1	General
HTTP/2, as defined in IETF RFC 7540 9113 [7], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nsepp_Telescopic_FQDN_Mapping service shall comply with the OpenAPI [27] specification contained in Annex A.

* * * Next Change * * * *

[bookmark: _Toc24986460][bookmark: _Toc34205888][bookmark: _Toc39062072][bookmark: _Toc43277314][bookmark: _Toc49847644][bookmark: _Toc56419625][bookmark: _Toc112683432][bookmark: _Toc138662623]A.3	JOSE Protected Message Forwarding API on N32-f
openapi: 3.0.0

info:
  version: '1.3.0-alpha.1'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
paths:
  /n32f-process:
    post:
      summary:  N32-f Message Forwarding
      tags:
        - N32-f Forward
      operationId: PostN32fProcess
      parameters:
        - name: Content-Encoding
          in: header
          description: Content-Encoding, described in IETF RFC 72319110
          schema:
            type: string
        - name: Accept-Encoding
          in: header
          description: Accept-Encoding, described in IETF RFC 72319110
          schema:
            type: string
        - name: 3gpp-Sbi-Message-Priority
          in: header
          description: 3gpp-Sbi-Message-Priority, defined in 3GPP TS 29.500
          schema:
            type: string
      requestBody:
        description: Custom operation N32-f Message Forwarding
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/N32fReformattedReqMsg'
      responses:
        '200':
          description: OK (Successful forwarding of reformatted message over N32-f)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/N32fReformattedRspMsg'
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 76949110
              schema:
                type: string
            Content-Encoding:
              description: Content-Encoding, described in IETF RFC 72319110
              schema:
                type: string
            3gpp-Sbi-Message-Priority:
              description: 3gpp-Sbi-Message-Priority, defined in 3GPP TS 29.500
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

    options:
      summary: Discover communication options supported by next hop (IPX or SEPP)
      operationId: N32fProcessOptions
      tags:
        - N32-f Forward
      responses:
        '204':
          description: No Content
          headers:
            Accept-Encoding:
              description: Accept-Encoding, described in IETF RFC 76949110
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '405':
          $ref: 'TS29571_CommonData.yaml#/components/responses/405'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

[…]
    HttpPayload:
      description: Contains the encoding of JSON contentpayload in the API request / response
      type: object
      required:
        - iePath
        - ieValueLocation
        - value
      properties:
        iePath:
          type: string
        ieValueLocation:
          $ref: 'TS29573_N32_Handshake.yaml#/components/schemas/IeLocation'
        value:
          type: object
[…]
* * * Next Change * * * *

[bookmark: _Toc24986464][bookmark: _Toc34205892][bookmark: _Toc39062076][bookmark: _Toc43277318][bookmark: _Toc49847648][bookmark: _Toc56419629][bookmark: _Toc112683436][bookmark: _Toc138662627]B.2	Input Message Containing No Binary Part
Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some contentpayload part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has no multipart/related binary content.
-	The headers and contentpayload that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPX>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2>,
        "ieValueLocation": "BODY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of HTTP header 2>,
      <value of payload 2>
    ]
}

* * * Next Change * * * *

[bookmark: _Toc24986465][bookmark: _Toc34205893][bookmark: _Toc39062077][bookmark: _Toc43277319][bookmark: _Toc49847649][bookmark: _Toc56419630][bookmark: _Toc112683437][bookmark: _Toc138662628]B.3	Input Message Containing Multipart Binary Part
Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some contentpayload part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has two multipart/related binary content out of which one binary content needs to be integrity protected and ciphered while the other is only required to be integrity protected.
-	The headers and contentpayload that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPX>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData type>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <BASE 64 encoded byte array of the binary part>
      }
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData type>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

NOTE:	The "iePath" for Content Type or data is a virtual path, which actually refers to the "Content-Type" and "data" in multipart body.
[bookmark: _PERM_MCCTEMPBM_CRPT57490011___7]EXAMPLE:	If the input HTTP message contains multipart binary part, as:

POST /example.com/namf-comm/v1/ue-contexts/{ueContextId}/n1-n2-messages HTTP/2
Content-Type: multipart/related; boundary=----Boundary
Content-Length: xyz

------Boundary
Content-Type: application/json

{
    "n2InfoContainer": {
      "n2InformationClass": "SM",
      "smInfo": {
        "pduSessionId": 5,
        "n2InfoContent": {
          "ngapIeType": "PDU_RES_SETUP_REQ",
          "ngapData": {
            "contentId": "n2msg"
          }
        }
      }
    },
    "pduSessionId": 5
}
------Boundary
Content-Type: application/vnd.3gpp.ngap
Content-Id: n2msg

{ … N2 Information binary data …}
------Boundary

the binary content needs to be integrity protected will be formatted, as:

"payload":
  [
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contentId",
      "ieValueLocation": "BODY",
      "value": "n2msg"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contenttype",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": "application/vnd.3gpp.ngap"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/data",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": <BASE 64 encoded byte array of N2 Information binary data >
    }
  ]

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of HTTP header 2>,
      <byte array containing BASE 64 encoding of the binary part>
    ]
}


* * * End of Changes * * * *
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