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* * * * * * FIRST CHANGE * * * * * *
[bookmark: _Toc510017314][bookmark: _Toc99190006]3.1	Definitions
For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
IdM client id: The client_id as specified in 3GPP TS 33.179 180 [217] which is used to identify the IdM client to the IdM server.
Authorisation endpoint: An identity management server protocol endpoint used by the identity management client to obtain an authorisation grant, as specified in IETF RFC 6749 [5].
Token endpoint: An identity management server protocol endpoint used by the identity management client to exchange an authorisation grant for an access token, as specified in IETF RFC 6749 [5].
MC UE: A UE that is used to host one or more MC service clients.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.179 [3] apply:
MCPTT UE

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.379 [8] apply:
MCPTT group ID
MCPTT ID

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.228 [13] apply:
Public service identity

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.280 [16] apply:
MC service
MC service client
MC service group
MC service ID
MC service user
MC user
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc510017317][bookmark: _Toc99190009]4.1	Identity management
The Identity Management functional model for MC services is shown in figure 4.1-1 below and consists of the identity management server located in the common services core and the identity management client located in the MC UE. The IdM server and the IdM client in the MC UE establish the foundation for MC services user authentication and user authorisation.


Figure 4.1-1: Functional model for MC services identity management
The CSC-1 reference point, between the IdM client in the UE and the Identity Management server, provides the interface for user authentication. CSC-1 supports OpenID Connect Core 1.0 [6] and IETF RFC 6749 [5].
The OpenID Connect profile for MC services is implemented as described in 3GPP TS 33.180 [17]. The MC services user authentication, the MC services user authorisation, the OpenID Connect Core 1.0 [6] and the OpenID Connect profile described in 3GPP TS 33.180 [17] for MC services forms the basis of the MC services identity management architecture.
Subclause 6.2.1 and subclause 6.3.1 describes the procedures for the MC services user authentication. OIDC is flexible with respect to the user authentication mechanism used. As 3GPP TS 33.180 [17] has indicated that username and password authentication is mandatory to support, that mechanism is included in subclause 6.2.1 and subclause 6.3.1, although other mechanisms are possible.
When the MC services user is authenticated, the procedure will provide an id token, an access token and a refresh token, which are all described in 3GPP TS 33.180 [17]. The access token is scoped to the services the MC services user is authorised for, e.g., group management services, key management services and MC services. The access token will be utilized for MCPTT service authorisation, MCData service authorisation and MCVideo service authorisation as documented in 3GPP TS 24.379 [12], 3GPP TS 24.282 [22] and 3GPP TS 24.281 [21] respectively.
After an MC service user has obtained an access token from their home IdM server, they can acquire a security token from their home IdM server by means of the procedures of subclause  6.2.2, subclause 6.3.2. The security token can be used to acquire an access token from the IdM server of a partner system to allow access to resources in the partner system's domain by means of the procedures of subclause 6.2.3 and subclause 6.3.3.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc510017322][bookmark: _Toc99190014]5.4	HTTP proxy
The HTTP proxy acts as the proxy for all hypertext transactions between the HTTP client and the HTTP server. The HTTP proxy terminates the TLS session with the HTTP client of the MC UE in order to allow the HTTP client to establish a single TLS session for hypertext transactions with multiple HTTP servers as specified in 3GPP TS 23.280 [16].
NOTE:	The HTTP proxy is in the same trust domain as the HTTP servers that are located within a MC  service provider's network.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc510017328][bookmark: _Toc99190020]6.2.3	Token request to a partner system IdM server
Upon an indication from the MC service client to acquire an access token from a partner IdM server to authorise the MC service user to access the resources of a partner system, the IdM client:
1)	shall obtain a valid security token appropriate for inclusion in a Token Request message to be sent to the targeted partner IdM server by the procedures specified in subclause 6.2.2 if the IdM client has not already done so; and
2)	shall generate a Token Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:
a)	shall establish a TLS tunnel to the configured URL of the token endpoint of the partner system IdM server as specified in the MC service user profile MO with the following clarifications:
i)	for MCPTT, use the token endpoint defined in the "/<x>/<x>/OnNetwork/GroupServerInfo/IDMSTokenEndpointList/<x>/Entry/IDMSTokenID" leaf node as defined in the MCPTT service user profile MO 3GPP TS 24.483 [11];
ii)	for MCData, use the token endpoint defined in the "/<x>/<x>/OnNetwork/MCDataGroupList/<x>/Entry/IdMSTokenEndPointList/<x>/IdMSTokenEndPoint" leaf node as defined in the MCData service user profile MO 3GPP TS 24.483 [11]; and
iii)	for MCVideo, use the token endpoint defined in the "/<x>/<x>/OnNetwork/MCVideoGroupList/<x>/Entry/IdMSTokenEndPointList/<x>/IdMSTokenEndPoint" leaf node as defined in the MCVideo service user profile MO 3GPP TS 24.483 [11];
NOTE 1:	The specific IDM token endpoint can be found by finding the server information for a particular MC service group.
NOTE 2:	The specific IDM token endpoint can also be found in the respective MC service user profile document (see 3GPP TS 24.483 [11]) in the parameters corresponding to those identified in steps i), ii) and iii) above.
b)	shall generate an HTTP POST request method according to IETF RFC 7231 [24] including in the entity body the following parameters using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]:
i)	the grant_type parameter set to value of "urn:ietf:params:oauth:grant-type:jwt-bearer" as specified in subclause B.7.4 of 3GPP TS 33.180 [17] and IETF RFC 7253 [19]; and
ii)	all other required parameters specified in subclause B.7.4 of 3GPP TS 33.180 [17]; and
c)	shall send the HTTP POST request method towards the token endpoint of the partner system IdM server.
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc510017335][bookmark: _Toc99190027]A.1	Scope
This annex describes the functionality expected from the HTTP entities (i.e., the HTTP client, the HTTP proxy and the HTTP server) defined by 3GPP TS 23.280 [16] and 3GPP TS 33.179 180 [217].
* * * * * * NEXT CHANGE * * * * * *
[bookmark: _Toc510017343][bookmark: _Toc99190035]A.2.2.2	HTTP request method from HTTP client in UE
The HTTP proxy shall support the server role of IETF RFC 7230 [23], and IETF RFC 2818 [10].
The HTTP proxy shall support transport layer security (TLS) as specified in 3GPP TS 33.180 [17].
The HTTP proxy is configured with the following HTTP proxy parameters:
1)	an FQDN of an HTTP proxy for UEs; and
2)	a TCP port of an HTTP proxy for UEs.
The HTTP proxy shall support establishing TCP connections on the FQDN of HTTP proxy for UEs and the TCP port of HTTP proxy for UEs. The HTTP proxy shall support establishing a TLS tunnel via each such TCP connection as specified in 3GPP TS 33.180 [17]. When establishing the TLS tunnel, the HTTP proxy shall act as TLS server.
Upon reception of an HTTP request method via a TLS tunnel:
1)	if the HTTP request method contains an X-3GPP-Asserted-Identity header field as specified in 3GPP TS 24.109 [15], the HTTP proxy shall reject the HTTP request method with an HTTP 403 (Forbidden) response and do not continue with rest of the steps;
2)	if the HTTP request method contains a Request-URI identifying a resource in a partner's MC service provider, the HTTP proxy shall forward the HTTP request method according to the Request-URI; and
3)	if an HTTP request method contains a Request-URI identifying a resource in own MC service provider, the HTTP proxy shall act as reverse proxy for the HTTP request method and shall forward the HTTP request method according to the MCPTT provider policy.
* * * * * * END OF CHANGES * * * * * *
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