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* * * First Change * * * *
[bookmark: _Toc122090185][bookmark: _Toc130845055][bookmark: _Toc122015892][bookmark: _Toc51922829][bookmark: _Toc51922410][bookmark: _Toc45030049][bookmark: _Toc35935829][bookmark: _Toc34804258][bookmark: _Toc130844227][bookmark: _Toc122097006][bookmark: _Toc114779089][bookmark: _Toc106639579][bookmark: _Toc98506294][bookmark: _Toc90650624][bookmark: _Toc88818702][bookmark: _Toc82716415][bookmark: _Toc74993825][bookmark: _Toc67685998][bookmark: _Toc58594488][bookmark: _Toc56517587][bookmark: _Toc51873459][bookmark: _Toc49849945][bookmark: _Toc45032456][bookmark: _Toc43215208][bookmark: _Toc36463368][bookmark: _Toc34147984][bookmark: _Toc27593108][bookmark: _Toc25168689][bookmark: _Toc20150441][bookmark: _Toc122097806][bookmark: _Toc122097766][bookmark: _Toc19716071][bookmark: _Toc114515095]6.1.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Npanf_ProseKey API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Npanf_ProseKey API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Npanf_ProseKey service.
[bookmark: _Toc35971449][bookmark: _Toc67903566]The Npanf_ProseKey API defines the followinga single scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [8]:"npanf-prosekey" for the entire service, and it does not define any additional scopes at resource or operation level.
Table 6.1.9-X: OAuth2 scopes defined in Npanf_ProseKey API
	Scope
	Description

	"npanf_prosekey"
	Access to the Npanf_ProseKey API.

	"npanf_prosekey:register:invoke"
	Access to invoke register Prose Context

	"npanf_prosekey:retrieve:invoke"
	Access to invoke retrieve CP-PRUK



* * * Next Change * * * *
[bookmark: _Toc122090188][bookmark: _Toc112771082]A.2	Npanf_ProseKey API
openapi: 3.0.0

info:
  title: Npanf_ProseKey
  version: 1.1.0-alpha.1
  description: |
    PAnF ProseKey Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.553 V18.0.0; 5G System; 5G ProSe Anchor Services; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.553/

servers:
  - url: '{apiRoot}/npanf-prosekey/<apiVersion>'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - npanf-prosekey

paths:
  /prose-keys/register:
    post:
      summary: Register the Prose Key
      operationId: ProseKeyRegistration
      tags:
        - prosekey registration
      security:
        - {}
        - oAuth2ClientCredentials:
          - npanf_prosekey
        - oAuth2ClientCredentials:
          - npanf_prosekey
          - npanf_prosekey:register:invoke
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ProseContextInfo'
        required: true
      responses:
        '204':
          description: Successful Response
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

  /prose-keys/retrieve:
    post:
      summary: retrieve the prose key
      operationId: ProseKeyRetrieval
      tags:
        - Prose Key Retrieval
      security:
        - {}
        - oAuth2ClientCredentials:
          - npanf_prosekey
        - oAuth2ClientCredentials:
          - npanf_prosekey
          - npanf_prosekey:retrieve:invoke
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ProseKeyRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ProseKeyResponse'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            npanf-prosekey: Access to the Npanf_ProseKey API
            npanf-prosekey:register:invoke: Access to invoke register Prose Context
            npanf-prosekey:retrieve:invoke: Access to invoke retrieve CP-PRUK

  schemas:
#
#  Structured Data Types
#
    ProseContextInfo:
      description: Prose Context Info.
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        5gPruk:
          $ref: '#/components/schemas/5GPruk'
        5gPrukId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/5GPrukId'
        relayServiceCode:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RelayServiceCode'
      required:
        - supi
        - 5gPruk
        - 5gPrukId
        - relayServiceCode

    ProseKeyRequest:
      description: Prose Key Request.
      type: object
      properties:
        5gPrukId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/5GPrukId'
        relayServiceCode:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RelayServiceCode'
      required:
        - 5gPrukId
        - relayServiceCode

    ProseKeyResponse:
      description: Prose Key Response.
      type: object
      properties:
        5gPruk:
          $ref: '#/components/schemas/5GPruk'
      required:
        - 5gPruk

#
#  Simple Data Types
#
    5GPruk:
      description: ProSe Remote User Key over Control Plane
      type: string
      pattern: '^[A-Fa-f0-9]{64}$'

#
#  Enumeration Data Types
#


* * * End of Changes * * * *

