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Abstract of document:

The document specifies the security architecture, procedures and information flows needed to protect the mission critical service (MCX). The architecture includes mechanisms to protect the Common Functional Architecture and security mechanisms for mission critical applications. This includes Push-To-Talk (MCPTT), Video (MCVideo) and Data (MCData). Additionally, security mechanisms relating to on-network use, off-network use, and multiple security domains are described.

Changes since last presentation to SA Meeting #75:

- 
Completion of MCData.

- 
Multicast signalling corrections based upon feedback from CT1.

- 
Removal of restriction on XML signalling protection.

- 
Addition of requirements from study.

- 
Addition of overview clause.

- 
Editorial corrections

Outstanding Issues:

-
Addition of some more definitions used in the document (copied from TR 33.880).

- 
Clean-up of empty clauses due to restructure since Rel-13:

     
--   
an empty clause on Private call key management.

-- 
an empty clause on Off-network Group Communication.

- 
Explicit statements are required on applicability of existing security procedures to the following feature variants: Ambient listening, File Distribution over HTTP, Broadcast group call, Emergency group call, Remotely initiated call, Ambient Video, Video Push and Video Pull. 
(Note that the security each of these types of communication can be interpreted from the existing specification. For example, Video Push is a variant of a MCVideo private call, and hence is secured via the already defined mechanisms. However, this needs to be stated explicitly in the specification.)
- 
Security of Temporary Groups (as defined by SA6) are not covered. It is not expected that this will be considered as part of Rel-14. 

(The reason for this is that the existing procedural flows for temporary groups do not support key distribution. SA6 was informed of this in an LS from SA3#86 but have not provided a solution.)
- 
Removal of a couple of editor's notes (not expected to be contentious).
Contentious Issues:

- None
Change history of this document:
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