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[bookmark: foreword][bookmark: _Toc42763465][bookmark: _Toc49769235][bookmark: _Toc50194861]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc42763466][bookmark: _Toc49769236][bookmark: _Toc50194862]Introduction
PFCP was first developed in Rel-14 to support CP and UP separation feature in EPC. From Rel-15 onwards PFCP has been reused for the interface between SMF and UPF (i.e. N4 interface) in 5GC. Open interoperability is one of the essential requirements of PFCP. Example scenarios requiring PFCP open interoperability can be:
-	Vertical market is one important use case of 5G, where UPF can be deployed locally on the customer side, while the SMF is centrally deployed on the operator side, therefore the interoperability between SMF and UPF is mandatory.
-	PDU session continuity when the UE moves between different SMF serving areas is supported by I-SMF and PFCP IEs are signalled over N16a, thus the interoperability regarding PFCP between the SMF and the I-SMF is mandatory. 
This Technical Report aims to study the key issues which impact the interoperability of PFCP and potential solutions to resolve the issues.
[bookmark: scope][bookmark: _Toc42763467][bookmark: _Toc49769237][bookmark: _Toc50194863]
1	Scope
The present document identifies the scenarios where the PFCP interoperability needs to be further enhanced for existing function and specifies the corresponding requirements, identifies the key issues which impact the PFCP interoperability, analyses potential solutions to address the key issues.
PFCP used in 4G (e.g. on Sxa, Sxb, Sxc interfaces) and 5G (e.g. on N4, N16a interfaces) are both within scope of the study.
[bookmark: references][bookmark: _Toc42763468][bookmark: _Toc49769238][bookmark: _Toc50194864]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[3]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane Nodes; Stage 3".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[bookmark: definitions][bookmark: _Toc42763469][bookmark: _Toc49769239][bookmark: _Toc50194865]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc42763470][bookmark: _Toc49769240][bookmark: _Toc50194866]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
CP function: A node with a Control Plane function (see 3GPP TS 23.214 [2] and 3GPP TS 23.502 [4]) supporting one or more PFCP entities. A Control Plane function, i.e. a Control Plane Node, is identified by the Node ID, that is set to either an FQDN or an IP address.
UP function: A node with a User Plane function (see 3GPP TS 23.214 [2] and 3GPP TS 23.502 [4]) supporting one or more PFCP entities. A User Plane function, i.e. a User Plane Node, is identified by the Node ID, that is set to either a FQDN or an IP address.
[bookmark: _Toc42763471][bookmark: _Toc49769241][bookmark: _Toc50194867]3.2	Symbols
For the purposes of the present document, the following symbols apply:

[bookmark: _Toc42763472][bookmark: _Toc49769242][bookmark: _Toc50194868]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CP	Control Plane
I-SMF	Intermediate SMF
PFCP	Packet Forwarding Control Protocol
SMF	Session Management Function
UP	User Plane
UPF	User Plane Function
[bookmark: clause4][bookmark: _Toc42763473][bookmark: _Toc49769243][bookmark: _Toc50194869]4	Overall Requirements
Besides the scenarios addressed by 3GPP TS 23.214 [2] and 3GPP TS 29.244 [3], the study shall especially take following scenarios into account:
-	Scenario#1: multiple UP functions are controlled by one CP function, where the UP functions are from different vendors.
-	Scenario#2: one UP function is controlled by multiple CP functions, where the CP functions are from different vendors.
-	Scenario#3: multiple UP functions are controlled by a set of CP functions, where the UP functions are from different vendors and the CP functions are from same vendor.
-	Scenario#4: multiple UP functions are controlled by a set of CP functions, where the UP functions are shared by several network slices.
-	Scenario#5: the UP function(s) are deployed on the customer side while the CP function(s) are deployed on the operator side.
-	Scenario#6: CP function and UP function are implemented/developed as virtualized/container based NF.
The following requirements shall be considered during the study:
-	Requirement#1: the study shall try to avoid multiple options which may cause interoperability issues.
[bookmark: OLE_LINK2]-	Requirement#2: the study shall identify the potential issues when the UP functions are deployed on the customer side and determine if specific extensions are required to address them.
-	Requirement#3: the study may consider protocol extensions for the widely used features that are not supported by PFCP, provided the corresponding stage 2 requirements are defined, or they do not require stage 2 requirements.
-	Requirement#4: For use cases where multiple CP functions not part of an NF set are considered, proposals shall take into account that each CP function may not support the same functionality.
-	Requirement#5: For use cases where multiple UP functions are considered, proposals shall take into account that each UP function may not support the same functionality.
[bookmark: _Toc42763474][bookmark: _Toc49769244][bookmark: _Toc50194870]5	Key Issues
[bookmark: _Toc49769245][bookmark: _Toc50194871]5.1	General
Key issue definitions should follow common template, which would make it easier to reference them when specifying respective solutions:
-	Only one key issue shall be specified in a clause, identified with the clause title;
-	The first sub clause shall describe in detail why the use case or scenario is deemed problematic. This is essentially a justification for adding the key issue to the study;
-	The next sub clause shall formally define the key issue with a short and clear statement. This statement will be used to check how accurately the proposed solution matches the requirement in the key issue.
This clause describes the issues that have been identified regarding PFCP, e.g.:
- Interoperability issue caused by multiple options co-existence
- Widely used features not fully standardized
- ……
Each clause will describe one key issue
[bookmark: _Toc42763475][bookmark: _Toc49769246][bookmark: _Toc50194872]5.2	Key Issue #1: UPF support for multiple network slice sharing
[bookmark: _Toc49769247][bookmark: _Toc50194873]5.2.1	Description of the use case 
In 5G system, multiple network slices with different functions and performance requirement may have different control plane functions, while they share the same UPF. Therefore, the UPF is expected to serve PDU sessions with different QoS and network separation requirements (in corresponding to different network slice), and the UPF will allocate different user plane resource (e.g. CPU/Memory/bandwidth/delay budget) to those PDU session.
[bookmark: _Toc49769248][bookmark: _Toc50194874]5.2.2	Key issue definition
In current specifications, the S-NSSAI transmitted on the N4 interface is only used for performance measurement, when UPF are shared by several network slices (e.g. eMBB slice and IoT slice), UPF needs to know, which slice the PFCP session (PDU session) is pertaining to.
[bookmark: OLE_LINK1]In spite of the fact that the Network Instance ID transmitted on N4 interface can provide the UPF with information about the network slice of the PDU session, the definition of Network Instance ID is not clear in the current specifications, and this approach also has some limitations, e.g. when an operator would like to use the same Network Instance ID for different network slices.
In order to solve the dilemma described above, this key issue aims at addressing following aspects for scenario 4:
[bookmark: _Hlk49360178]1.	Study possible protocol enhancement over PFCP to enable a UPF to support multiple network slices.
2.	Study the potential missing functionalities to enable an UPF to support multiple network slices.
[bookmark: _Toc49769249][bookmark: _Toc50194875]5.3	Key Issue #2: Header Enrichment for HTTPS
[bookmark: _Toc22552194][bookmark: _Toc22930359][bookmark: _Toc22987227][bookmark: _Toc23256813][bookmark: _Toc25353537][bookmark: _Toc25918783][bookmark: _Toc31011400][bookmark: _Toc43297398][bookmark: _Toc49769250][bookmark: _Toc50194876]5.3.1	Description of the use case
Lots of websites use HTTPS schema to provide various services, including security sensitive service like personal banking. For those security sensitive services, local regulations may require recording which user has invoked the service. On the other hand, some value-added services (e.g. controlled by operators) may also require providing useful user information (e.g. user location) to the server, e.g. for making accurate service decision based on user information. In order to support such kind of requirements, header enrichment shall be supported for HTTPS, i.e. attaching the UE information (e.g. MSISDN, user location) to the service requests sent from the UE.
[bookmark: _Toc49769251][bookmark: _Toc50194877]5.3.2	Key issue definition
This key issue will study the following aspects:
-	How does the SMF instruct the UPF to perform Header Enrichment for HTTPS?
-	How does the UPF detect the HTTPS packets and attach header fields and values to the detected HTTPS packets?
-	If security sensitive information is potentially transmitted to the server, how to ensure the transmission in a safe way?
Editor's Note:	It needs SA3 evaluation on whether security sensitive information is allowed to be transmitted to the server, and if allowed how to ensure the secure transmission.
[bookmark: _Toc49769252][bookmark: _Toc50194878]5.4	Key Issue #3: Interoperability issues caused by multiple options co-existence
[bookmark: _Toc49769253][bookmark: _Toc50194879]5.4.1	Description of the use case
As described in clause 3 in the WID of BEPoP (C4-203630), there are multiple technical choices lead to deviation between different implementations. Solutions for effective interoperability mechanism between CP and UP function(s) need to be identified. 
[bookmark: _Toc49769254][bookmark: _Toc50194880]5.4.2	Key issue definition
This key issue shall study solutions to:
-	Identify whether End Marker should be allowed to be generated only by one side of CP or UP function, or recommend in which scenarios should be generated by CP function and in which scenarios should be generated by UP function.
-	Identify whether UE IP address should be allowed to be allocated only by one side of CP or UP function, or recommend in which scenarios should be allocated by CP function and in which scenarios should be allocated by UP function.
[bookmark: OLE_LINK22][bookmark: OLE_LINK23]-	Identify whether downlink data should be allowed to be buffered only by one side of CP or UP function, or recommend in which scenarios should be buffered by CP function and in which scenarios should be buffered by UP function.
-	Identify whether traffic redirection should be allowed to be enforced only by UP function for EPS to align with 5GS, or propose solutions to solve the interoperability issue caused by traffic redirection between EPS and 5GS.
[bookmark: _Toc42763476][bookmark: _Toc49769255][bookmark: _Toc50194881]5.5	Key Issue #4: UE IP address/prefix allocation by SMF in SMF set
In early stage of 5G deployment, the operator may choose CP function to support the UE IP address/prefix allocation since CP function is required to support this feature as mandatory. But along with the network and business expansion, SSET and MPAS feature may be deployed. Then the operator may want to have the same UE IP address/prefix allocation policy with SSET and MPAS to ensure the solution continuity. In this case, a mechanism to support UE IP address/prefix allocation in SMF should be introduced.
Since a PFCP session may be taken over by another SMF of the same SMF set, the UE IP address/prefix allocation and usage may be quite complex in SMF set. So, the mechanism should avoid the UE IP address/prefix allocation conflict.
[bookmark: _Toc49769256][bookmark: _Toc50194882]5.PH	Key Issue #PH: <KI#PH>
[bookmark: _Toc49769257][bookmark: _Toc50194883]5.PH.1	Description of the use case 
Description of the use case or scenario that justifies  <KI#PH> 
[bookmark: _Toc49769258][bookmark: _Toc50194884]5.PH.2	Key issue definition 
Short and clear statement, which describes the key issue. 

[bookmark: _Toc42763477][bookmark: _Toc49769259][bookmark: _Toc50194885]6	Solutions
This clause describes the potential solutions to address the key issues described in clause 5.
Each clause will describe one solution which may address one or more key issues.
[bookmark: _Toc42763478][bookmark: _Toc49769260][bookmark: _Toc50194886]6.1	Solution#1: Header Enrichment for HTTPS
[bookmark: _Toc49769261][bookmark: _Toc50194887]6.1.1	Description
When HTTPS schema is used, HTTP messages are transmitted in encrypted SSL/TLS packets. Before sending HTTP message to the remote server, the client shall first perform SSL/TLS handshake procedure to set up SSL/TLS connection with the remote server. In this solution, the SSL/TLS protocol refers to TLS version 1.2 and onwards.
The initial SSL/TLS handshake messages are exchanged in clear text, which provides possibility to the UP Function to insert some customized information in the initial SSL/TLS handshake messages. A simple way is, when detecting an initial SSL/TLS handshake message (i.e. ClientHello message) from an UE, the UP Function can append additional SSL/TLS extension to the SSL/TLS handshake message to carry customized field names and values. 
Editor's Note:	It needs SA3 evaluation on whether security sensitive information is allowed to be transmitted to the server, e.g. encapsulated by application layer encryption method.
In order to support Header Enrichment for HTTPS, both the CP Function (e.g. SMF) and UP Function (e.g. UPF) shall be enhanced to support corresponding functionalities. 
To instruct the UP Function to detect SSL/TLS packets and perform Header Enrichment for HTTPS, the CP Function shall:
-	Create UL PDR for detecting uplink SSL/TLS packets towards the remote server;
[bookmark: _GoBack]-	Create FAR and associate it to the UL PDR. In the FAR, provide header field names and values which are required to be inserted into SSL/TLS handshake messages. And set the Header Type of Header Enrichment IE to "SSL/TLS" (or set to "HTTPS").
Upon instruction from the SMF, the UP Function shall:
-	Install the UL PDR and FAR, and keep monitoring uplink IP packets from the UE and check whether it is SSL/TLS packets;
-	Once SSL/TLS packets from the UE is detected, further inspect whether the SSL/TLS packets carries initial SSL/TLS handshake message from the UE (i.e. ClientHello message);
-	Once the initial SSL/TLS handshake message from the UE is detected, insert additional SSL/TLS extension and carry the required field names and the values in the additional SSL/TLS extension, and finally forward the altered SSL/TLS packets onwards.
[bookmark: _Toc49769262][bookmark: _Toc50194888]6.1.2	Impacts on services, entities and interfaces
CP Function:
-	Indicate to UP Function that detection of SSL/TLS handshake message is required and indicated header field names and values are to be inserted to SSL/TLS handshake message;
UP Function:
-	Detect SSL/TLS handshake message from UE;
-	Insert the required header field names and values to the detected SSL/TLS handshake messages from UE.
[bookmark: _Toc49769263][bookmark: _Toc50194889]6.1.3	Pros

[bookmark: _Toc49769264][bookmark: _Toc50194890]6.1.4	Cons
[bookmark: _Toc42763479][bookmark: _Toc49769265][bookmark: _Toc50194891]6.2	Solution#2: <S#2>
[bookmark: _Toc49769266][bookmark: _Toc50194892]6.1.1	General
The description below is to address the solution for Key Issue#1:
The SMF deployed in SMF set supports the UE IP address/prefix allocation by SMF. Each SMF in the SMF set has an individual UE IP address/prefix list and make a record for each UE IP address/prefix to indicate whether it is available or not. The UE IP address/prefix for each SMF in the SMF set is not be the same to avoid the UE IP address/prefix allocation conflict.
The SMF allocate the available one from the UE IP address/prefix list by checking the usage indication. When an UE IP address/prefix have been allocated, the SMF marked this UE IP address/prefix as unavailable.
Each SMF also records all the UE IP address/prefix lists controlled by other SMFs in SMF set and dynamically make a record for each IP address/prefix to indicate whether the session using this IP address/prefix is controlled by this SMF or not.
The SMF broadcasts the recovery message towards all other SMFs in SMF set after recover from a failure. Upon receiving the recovery message, other SMFs share the maintained IP address/prefix list with usage indication records. The recovered SMF can make the record for its individual UE IP address/prefix list to indicate whether it is available or not according to these shared information. The other SMFs may redirect some of the PFCP sessions back to the recovered SMF which originally created these PFCP sessions. The session redirection can be triggered by other mechanism like SMF set load balance.
The SMF broadcasts the available UE IP address(es)/prefix(s) message towards all the SMFs in SMF set in case these UE IP address(es)/prefix(s) is released and they are not belonging to its individual UE IP address/prefix list. The SMF which originally allocate these UE IP address(es)/prefix(s) will change the usage indicator to available again. If the SMF is failed, other SMFs in the SMF set cannot reuse the UE IP addresses that were still available in the failed SMF.
Editor's note:	If a SMF is added or removed to/from the SMF set, how to support the IP ranges/ prefixes re-assignment is FFS.
[bookmark: _Toc49769267][bookmark: _Toc50194893]6.1.2	Signalling flow
Editor's note:	The signalling flow is to be updated.
[bookmark: _Toc49769268][bookmark: _Toc50194894]6.1.3	Impacts on services, entities and interfaces
Editor's note:	This clause provides the impact analysis on services, entities and interfaces which is to be studied.
[bookmark: _Toc42763480][bookmark: _Toc49769269][bookmark: _Toc50194895]7	Evaluations and Conclusions
This clause evaluates the potential solutions described in clause 6 and provides conclusions.
Each clause will evaluate the solutions for one key issue, and concludes on the solution for that key issue.
[bookmark: _Toc42763481][bookmark: _Toc49769270][bookmark: _Toc50194896]7.1	Evaluation and Conclusions of Solutions for Key Issue#1
Evaluation and Conclusions of Solutions for Key Issue#1
[bookmark: _Toc42763482][bookmark: _Toc49769271][bookmark: _Toc50194897]7.2	Evaluation and Conclusions of Solutions for Key Issue#2
Evaluation and Conclusions of Solutions for Key Issue#2
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