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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the stage 3 protocol and data model for PIN-9 interface between the PIN application server and PIN server. It provides stage 3 protocol definitions and message flows, and specifies the API for each service offered by the PIN server over PIN-9 interface. The stage 2 functional requirements are defined in 3GPP TS 23.542 [16].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 29.122: "T8 reference point for Northbound Application Programming Interfaces (APIs)".

[3]
3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[4]
OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.

[5]
3GPP TR 21.900: "Technical Specification Group working methods".

[6]
3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows".

[7]
3GPP TS 23.433: "Service Enabler Architecture Layer for Verticals (SEAL); Data Delivery enabler for vertical applications".

[8]
3GPP TS 33.434: "Service Enabler Architecture Layer for Verticals (SEAL); Security Aspects".

[9]
3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs; Stage 2".

[10]
3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".

[11]
3GPP TS 33.122: "Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".

[12]
IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[13]
IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[14]
IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[15]
IETF RFC 7807: "Problem Details for HTTP APIs".

[16]
3GPP TS 23.542: "Application layer support for Personal IoT Network".
3
Definitions of terms, symbols and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

PIN
Personal IoT Network
4
Overview
This clause will introduce the Interface/APIs specified in this document.

It will include the relevant architecture aspects of the interface.
5
Services offered by PIN Server

5.1
Introduction
This clause will list the different services produced by the PIN Server.

Table 5.1-x summarizes the corresponding APIs defined for this specification.

Table 5.1-x: API Descriptions

	Service Name
	Clause
	Description
	OpenAPI Specification File
	API Name
	Annex

	<service name>
	<ref clause>
	<short description as included in the OpenAPI file>
	<file name>
	<apiName in the URI>
	<ref Annex>


NOTE:
When 3GPP TS 29.122 [2] is referenced for the common protocol and interface aspects for API definition in the clauses under clause 5, the service producer (i.e. PIN Server) takes the role of the SCEF and the service consumer takes the role of the SCS/AS.

5.2
<Service 1> Service

One clause per service, where <service 1> is to be replaced by the service name (e.g. UAE_C2OperationModeManagement).

5.2.1
Service Description

This clause will provide a general description of the related service, include a description of the functional elements involved in the invocation of the service, i.e. Service Producer and Service Consumer(s), and list the service operations it supports.
5.2.2
Service Operations

One clause per service operation.

This clause will include a description of the different service operations supported by the service. For RESTful service operations, the service operations depict the resources and the methods they support.

5.2.2.1
Introduction

This clause will contain a generic introduction of the service operations described in the following clauses.

5.2.2.2
<Service Operation 1>
5.2.2.2.1
General

This clause provides a general description of the service operation.
5.2.2.2.2
<Procedure 1 using service operation 1 of service 1>

5.2.2.2.3
<Procedure 2 using service operation 1 of service 1>

And so on if there are more than 2 procedures that need to be described for the service.

Clauses 5.2.2.2.x are optional to include. They can be specified e.g. if a service operation is implemented using different combinations of resources and methods.

5.2.2.3
<Service operation 2>

And so on if there are more than 2 service operations to be described for the service.
5.3
<Service 2 > Service

And so on if there are more than two services offered by the PIN Server. Same structure as in clause 5.2.

6
API Definitions
6.1
<Service 1> Service API

6.1.1
Introduction

This clause specifies the API Name and Version.

The <Service 1> shall use the <Service 1> API.
The API URI of the <Service 1> API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests shall have the Resource URI structure defined in clause 5.2.4 of 3GPP TS 29.122 [2], i.e.:

{apiRoot}/<apiName>/<apiVersion>/<apiSpecificSuffixes>

with the following components:

-
The {apiRoot} shall be set as described in clause 5.2.4 of 3GPP TS 29.122 [2].

-
The <apiName> shall be "<service 1 API name>".

-
The <apiVersion> shall be "v1".

-
The <apiSpecificSuffixes> shall be set as described in clause 5.2.4 of 3GPP TS 29.122 [2].
NOTE:
When 3GPP TS 29.122 [2] is referenced for the common protocol and interface aspects for API definition in the clauses under clause 5, the service producer (i.e. PIN Server) takes the role of the SCEF and the service consumer takes the role of the SCS/AS.

6.1.2
Usage of HTTP

The provisions of clause 5.2.2 of 3GPP TS 29.122 [2] shall apply for the <Service 1> API.
6.1.3
Resources

6.1.3.1
Overview
This clause will describe the structure for the Resource URIs and the resources and methods used for the service.

This clause describes the structure for the Resource URIs and the resources and methods used for the service.

Figure 6.1.3.1-1 depicts the resource URIs structure for the <Service1> API.

Example:


[image: image3.emf]{apiRoot}/nudm_sdm/<apiVersion>

/resources

/{supi}

/nssai

/amf_data

/smf_data

/{dnn}

/smsf_data

/release


Figure 6.1.3.1-1: Resource URI structure of the <xyz > API

Figure 6.1.3.1-1 illustrates resource URI structure with an example. Clause 5.2.1-1 in 3GPP TS 29.501 [3] specifies graphical conventions used in the resource URI structures.

Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.1.3.1-1: Resources and methods overview

	Resource purpose/name
	Resource URI (relative path after API URI)
	HTTP method or custom operation
	Description (service operation)

	<Resource name>
	<relative path after API URI>
	GET
	<Operation executed by GET>

	
	
	PUT
	<Operation executed by PUT>

	
	
	PATCH
	<Operation executed by PATCH>

	
	
	POST
	<Operation executed by POST>

	
	
	DELETE
	<Operation executed by DELETE>

	
	
	Custom operation
	<Operation executed by custom operation>


6.1.3.2
Resource: <resource 1>

Where <resource 1> is to be replaced by the resource name, e.g. "Real-time UAV Status Subscriptions".

6.1.3.2.1
Description

This clause will specify what the resource represents or what it is used for.

6.1.3.2.2
Resource Definition

This clause will describe the Resource URI and the supported resource variables. "<apiName>" and "<apiVersion>" are placeholders (not resource URI variables) which are ultimately replaced by their values defined in clause 6.1.1. The "<apiName>" placeholder should hence be replaced by its value (e.g. "uae-c2opmode-mngt") as defined in clause 6.1.1. However, for the sake of simplicity and in order to avoid to have to update all the occurrences of the API version when the latter is changed, the "<apiVersion>" should be kept in the resource URI when present in the core of the specification.

Resource URI: {apiRoot}/<apiName>/<apiVersion>/xxx
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	<name>
	<type>
	<definition>


6.1.3.2.3
Resource Standard Methods

The following clauses will specify the standard methods supported by the resource.

It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.

6.1.3.2.3.1
< method 1 >
This clause will specify the meaning of the method applied on the resource.

This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the <method 1> method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	<name> or n/a
	<type> or <leave empty>
	<M, C or O>
	0..1 or 1 or 0..N or 1..N or <leave empty>
	<only if applicable>
	


This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the <method 1> Request Body on this resource

	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>


Table 6.1.3.2.3.1-3: Data structures supported by the <method 1> Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>

or

<Meaning of the error case with additional statement regarding error handling>

	NOTE:
The manadatory HTTP error status code for the HTTP <method 1> method listed in table 5.2.6-1 of 3GPP TS 29.122 [2] also apply.


Table 6.1.3.2.3.1-4: Headers supported by the <e.g. GET> method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	<header name> 
	<data type>

e.g. string
	"M", "C" or "O"
	"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>


Table 6.1.3.2.3.1-5: Headers supported by the <e.g. 200> response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	<header name> 
	<data type>

e.g. string
	"M", "C" or "O"
	"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>


Table 6.1.3.2.3.1-6: Links supported by the 200 Response Code on this endpoint

	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	<link name>

e.g. search
	<resource 1>

e.g. Stored Search (Document)
	<method 1>

e.g. GET
	<parameter>

e.g. searchId
	<description of the link>


6.1.3.2.3.2
< method 2 >
And so on if there are more than two methods supported by the resource. Same structure as in clause 6.1.3.2.3.1.
6.1.3.2.4
Resource Custom Operations

The following clauses will specify the custom operations supported by the resource.

It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.

6.1.3.2.4.1
Overview
Table 6.1.3.2.4.1-1: Custom operations
	Operation name
	Custom operaration URI
	Mapped HTTP method
	Description

	<custom operation name>
	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	
	


6.1.3.2.4.2
Operation: < operation 1 >
This clause will specify the meaning of the operation applied on the resource.

6.1.3.2.4.2.1
Description

This clause will describe the custom operation and what it is used for, and the custom operation's URI.
6.1.3.2.4.2.2
Operation Definition

This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource

	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>


Table 6.1.3.2.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>

or

<Meaning of the error case with additional statement regarding error handling>

	NOTE:
The manadatory HTTP error status code for the <e.g. HTTP POST> method listed in table 5.2.6-1 of 3GPP TS 29.122 [2] also apply.


6.1.3.2.4.3
Operation: < operation 2 >
And so on if there are more than two operations supported by the resource. Same structure as in clause 6.1.3.2.4.1.

6.1.3.3
Resource: <resource 2>

And so on if there are more than two resources supported by the service. Same structure as in clause 6.1.3.2.
6.1.4
Custom Operations without associated resources

6.1.4.1
Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.

Table 6.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	


6.1.4.2
Operation: <operation 1>

Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.

It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.

6.1.4.2.1
Description

This clause will describe the custom operation and what it is used for, and the custom operation's URI.
6.1.4.2.2
Operation Definition

This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and 6.1.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource

	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>


Table 6.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>

or

<Meaning of the error case with additional statement regarding error handling>

	NOTE:
The manadatory HTTP error status code for the <e.g. HTTP POST> method listed in table 5.2.6-1 of 3GPP TS 29.122 [2] also apply.


6.1.4.3
Operation: < operation 2>

And so on if there are more than one custom operations supported by the service. Same structure as in clause 6.1.4.2.

6.1.5
Notifications

6.1.5.1
General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the Northbound and Application Layer Interfaces/APIs (NBI) specified in clause 5.2.5 of 3GPP TS 29.122 [2].
Notifications shall comply to clause 5.2.5 of 3GPP TS 29.122 [2].

Table 6.1.5.1-1: Notifications overview

	Notification
	Callback URI
	HTTP method or custom operation
	Description

(service operation)

	<notification 1>

e.g. Status Change Notification


	< Callback URI >

e.g. {StatusCallbackUri}
	e.g POST
	e.g. Notify Event 

	
	
	
	


6.1.5.2
<notification 1>

6.1.5.2.1
Description

The Event Notification is used by the NF service producer to report one or several observed Events to a NF service consumer that has subscribed to such Notifications.

6.1.5.2.2
Target URI

The Callback URI "{notifUri}" shall be used with the callback URI variables defined in table 6.1.5.2.2-1.
Table 6.1.5.2.2-1: Callback URI variables
	Name
	Definition

	notifUri
	String formatted as URI with the Callback Uri


6.1.5.2.3
Standard Methods

6.1.5.2.3.1
POST

This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-1.

Table 6.1.5.2.3.1-2: Data structures supported by the POST Request Body

	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>


Table 6.1.5.2.3.1-3: Data structures supported by the POST Response Body

	Data type
	P
	Cardinality
	Response codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>

or

<Meaning of the error case with additional statement regarding error handling>

	NOTE:
The mandatory HTTP error status codes for the HTTP POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [2] also apply.


6.1.5.3
<notification 2>

And so on if there are more than one notifications supported by the service. Same structure as in clause 6.1.5.2.

6.1.6
Data Model

6.1.6.1
General

This clause specifies the application data model supported by the API.

Data types that may be common to multiple APIs (offered by the same or different NFs) should be specified in a new separate TS (similar approach as for TS 29.230 for Diameter AVPs).

Table 6.1.6.1-1 specifies the data types defined for the <Service 1> API.

Table 6.1.6.1-1: <Service 1> API specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	
	
	
	


Table 6.1.6.1-2 specifies data types re-used by the <Service 1> API from other specifications, including a reference to their respective specifications, and when needed, a short description of their use within the <Service 1> API.

Table 6.1.6.1-2: <Service 1> API re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	
	
	
	


6.1.6.2
Structured data types
This clause will specify the structured data types.
6.1.6.2.1
Introduction

This clause defines the structures to be used in resource representations.

6.1.6.2.2
Type: <TypeName 1>

Table 6.1.6.2.2-1: Definition of type <TypeName 1>

	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>
	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N"
	<only if applicable>
	

	
	
	
	
	
	

	
	
	
	
	
	


6.1.6.2.3
Type: <TypeName 2>

And so on if there are more types to specify.
6.1.6.3
Simple data types and enumerations
This clause will define simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
6.1.6.3.1
Introduction

This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.

6.1.6.3.2
Simple data types

The simple data types defined in table 6.1.6.3.2-1 shall be supported.

Table 6.1.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, i.e. boolean, integer, number, or string>
	
	


6.1.6.3.3
Enumeration: <EnumType1>

The enumeration <EnumType1> represents <something>. It shall comply with the provisions defined in table 6.1.6.3.3-1.

Table 6.1.6.3.3-1: Enumeration < EnumType1>

	Enumeration value
	Description
	Applicability

	
	
	


6.1.6.3.4
Enumeration: <EnumType2>

And so on if there are more enumerations to define.
6.1.6.4
Data types describing alternative data types or combinations of data types
6.1.6.4.1
Type: <TypeName 1>

The data types describing alternative data types or combinations of data types shall represent an OpenAPI schema object using the "oneOf", "anyOf" or "allOf"  keyword to list alternative or to be combined data types (see the OpenAPI specification [4] and https://swagger.io/docs/specification/data-models/oneof-anyof-allof-not/).

An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches , i.e. a list of mutually exclusive alternative data types., as described using the OpenAPI "oneOf" keyword, if the instance matches against one and only one of the alternative data types.

An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of non-exclusive alternative data types, as described using the OpenAPI "anyOf" keyword, if the instance matches against one or more of the alternative data types.

An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of to be combined data types, as described using the OpenAPI "allOf" keyword, if the instance matches against all of the to be combined data types."Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON elements in a JSON object.

Table 6.1.6.4.1-1: Definition of type <Type name 1> as a list of <"mutually exclusive alternatives" / "non-exclusive alternatives" / "to be combined data types">

	Data type
	Cardinality
	Description
	Applicability

	"<type>" or "array(<type>)" or "map(<type>)"
	"1" or "M..N"
	<only if applicable>
	


6.1.6.4.2
Type: <TypeName 2>

And so on if there are more types to specify.
6.1.6.5
Binary data

6.1.6.5.1
Binary Data Types

Table 6.1.6.5.1-1: Binary Data Types

	Name
	Clause defined
	Content type

	< Binary Data 1 >

e.g. N1 SM Message


	< clause >

e.g. 6.1.6.5.2
	<content type>

e.g. vnd.3gpp.5gnas

	
	
	


6.1.6.5.2
< Binary Data 1 >

And so on if there are more binary data to specify

6.1.7
Error Handling

This clause will include a reference to the general error handling principles specified in TS 29.122, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in clauses 6.1.3. and 6.1.4.

6.1.7.1
General

For the <API Name> API, HTTP error responses shall be supported as specified in clause 5.2.6 of 3GPP TS 29.122 [2]. Protocol errors and application errors specified in clause 5.2.6 of 3GPP TS 29.122 [2] shall be supported for the HTTP status codes specified in table 5.2.6-1 of 3GPP TS 29.122 [2].

In addition, the requirements in the following clauses are applicable for the <API Name> API.
6.1.7.2
Protocol Errors

No specific procedures for the <API name> API are specified.
Or add specific information for the API if applicable.

6.1.7.3
Application Errors

The application errors defined for the <API name> API are listed in Table 6.1.7.3-1.

Table 6.1.7.3-1: Application errors

	Application Error
	HTTP status code
	Description

	
	
	


6.1.8
Feature negotiation

The optional features in table 6.1.8-1 are defined for the <API name> API. They shall be negotiated using the extensibility mechanism defined in clause 5.2.7 of 3GPP TS 29.122 [2].

Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	


The feature number is a unique integer number within the API designating the feature. The first feature obtains the number 1, and subsequent features obtain the next numbers (2,3 …).

The feature name is unique name within the API used to designate the feature e.g. in "Applicability" columns of various tables within the API definition.

In the Description column, a description of the feature is provided. A possible withdrawal of the feature is also indicated in the description column; the deficits leading to the withdrawal of the feature are then also explained in that column.

6.1.9
Security

The provisions of clause 6 of 3GPP TS 29.122 [2] shall apply for the <API name> API.

6.2
< Service 2> Service API

And so on if there are more than two services supported by the NF. Same structure as in clause 6.1.

7
Using Common API Framework

7.1
General

When CAPIF is used with a PIN Server service, the PIN Server shall support the following functionalities as defined in 3GPP TS 29.222 [10]:

-
the API exposing function and the related APIs over CAPIF-2/2e and CAPIF-3/3e reference points;

-
the API publishing function and the related APIs over CAPIF-4/4e reference point;

-
the API management function and the related APIs over CAPIF-5/5e reference point; and

-
at least one of the security methods for authentication and authorization, and the related security mechanisms.

In a centralized deployment as defined in 3GPP TS 23.222 [9], where the CAPIF core function and the API provider domain functions are co-located, the interactions between the CAPIF core function and the API provider domain functions may be independent of the CAPIF-3/3e, CAPIF-4/4e and CAPIF-5/5e reference points.

When CAPIF is used with a PIN Server service, the PIN Server shall register all the northbound APIs features in the CAPIF Core Function.

7.2
Security

When CAPIF is used for external exposure, before invoking an API exposed by the PIN Server, the service API consumer acting as an API invoker shall negotiate the security method (PKI, TLS-PSK or OAuth 2.0) with the CAPIF core function and ensure that the PIN Server has enough credentials to authenticate the service API consumer, as defined in clauses 5.6.2.2 and 6.2.2.2 of 3GPP TS 29.222 [10].

If PKI or TLS-PSK is selected as the security method to be used between the service API consumer and the PIN Server, upon API invocation, the PIN Server shall retrieve the authorization information from the CAPIF core function as described in clause 5.6.2.4 of 3GPP TS 29.222 [10].

As indicated in 3GPP TS 33.122 [11], the access to the PIN Server APIs may be authorized by means of the OAuth 2.0 protocol (see IETF RFC 6749 [12]), using the "Client Credentials" authorization grant, where the CAPIF core function (see 3GPP TS 29.222 [10]) plays the role of the authorization server.

NOTE 1:
In this release, only "Client Credentials" authorization grant is supported.
If OAuth 2.0 is selected as the security method to be used between the service API consumer and the PIN Server, the service API consumer shall, prior to consuming the services offered by the PIN Server APIs, obtain a "token" from the authorization server, by invoking the Obtain_Authorization service operation as described in clause 5.6.2.3.2 of 3GPP TS 29.222 [10].

The PIN Server APIs do not define any scopes for OAuth 2.0 authorization. It is the PIN Server responsibility to check whether the service API consumer is authorized to use an API based on the provided "token". Once the PIN Server verifies the "token", it shall check whether the PIN Server identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the service API consumer has full authority to access any resource or operation provided by the invoked API.

NOTE 2:
For the aforementioned security methods, the PIN Server needs to apply admission control according to access control policies after performing the authorization checks.
Annex A (normative):
OpenAPI specification

A.1
General

This Annex specifies the formal definition of the API(s) defined in the present specification. It consists of OpenAPI specifications in YAML format.

This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of information elements and methods within the API(s).

NOTE 1:
The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the specification also apply.

Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a Git-based repository that uses the GitLab software version control system (see clause 5.3.1 of 3GPP TS 29.501 [5] and clause 5B of 3GPP TR 21.900 [7]).
A.2
<Service 1> API

Where <Service 1> is to be replaced by the name of the Service (e.g. UAE_C2OperationModeManagement).

One clause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document.

openapi: 3.0.0

info:

  title: <API Name>

  version: 1.0.0-alpha.1

  description: |

    <API Name> Service.  
    © <2023>, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  

    All rights reserved.

externalDocs:

  description: >

    3GPP TS 29.<xxx> V<x.y.z>; <TS Name>.

  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.xxx/

servers:

  - url: '{apiRoot}/<API name in lower letters. Composed names are separated with a hyphen>/v1'

    variables:

      apiRoot:

        default: https://example.com

        description: apiRoot as defined in clause 5.2.4 of 3GPP TS 29.122

security:

  - {}

  - oAuth2ClientCredentials: []

paths:
  # API specific definitions, below is an example
  /subscriptions:

    post:

      summary: subscribe to notifications

      operationId: CreateIndividualSubcription

      tags:

        - Subscriptions (Collection)

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/NsmfEventExposure'

      responses:

        '201':

          description: Success

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/<xxx>'

          headers:

            Location:

              description: >

                Contains the URI of the newly created resource, according to the structure:

                {apiRoot}/<API name in lower letters. Composed names are separated with a hyphen>/<version>/subscriptions/{subId}
              required: true

              schema:

                type: string

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:

        myNotification:

          '{$request.body#/notifUri}':

            post:

              requestBody:

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/<yyy>'

              responses:

                '204':

                  description: No Content, Notification was succesfull.
                '400':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'

                '403':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'

                '404':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'

                '411':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'

                '413':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'

                '415':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'

                '429':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'

                '500':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'
  /subscriptions/{subId}:

    get:

      summary: retrieve subscription
      operationId: GetIndividualSubcription

      tags:

        - IndividualSubscription (Document)

      parameters:

        - name: subId

          in: path

          description: Event Subscription ID

          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Resource representation is returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/<xxx>'

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '406':

          $ref: 'TS29571_CommonData.yaml#/components/responses/406'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    put:

      summary: update subscription
      operationId: ReplaceIndividualSubcription

      tags:

        - IndividualSubscription (Document)

      tags:

      requestBody:

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/<xxx>'

      parameters:

        - name: subId

          in: path

          description: Event Subscription ID

          required: true

          schema:

            type: string

      responses:

        '200':

          description: OK. Resource was succesfully modified and representation is returned

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/<xxx>'

        '204':

          description: No Content. Resource was succesfully modified

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '411':

          $ref: 'TS29571_CommonData.yaml#/components/responses/411'

        '413':

          $ref: 'TS29571_CommonData.yaml#/components/responses/413'

        '415':

          $ref: 'TS29571_CommonData.yaml#/components/responses/415'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
    delete:

      summary: unsubscribe from notifications
      operationId: DeleteIndividualSubcription

      tags:

        - IndividualSubscription (Document)

      parameters:

        - name: subId

          in: path

          description: Event Subscription ID

          required: true

          schema:

            type: string

      responses:

        '204':

          description: No Content. Resource was succesfully deleted

        '400':

          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29571_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '429':

          $ref: 'TS29571_CommonData.yaml#/components/responses/429'

        '500':

          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29571_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
components:

  securitySchemes:

    oAuth2ClientCredentials:

      type: oauth2

      flows:

        clientCredentials:

          tokenUrl: '{tokenUrl}'

          scopes: {}

  schemas:

    # API specific definitions
A.3
<Service 2> API

And so on if there are more than two services supported by the NF.

Annex B (informative):
Withdrawn API versions

B.1
General

This Annex lists withdrawn API versions of the APIs defined in the present specification. 3GPP TS 29.501 [5] clause 4.3.1.6 describes the withdrawal of API versions.
B.2
<Service 1> API

Where <Service 1> is to be replaced by the name of the Service (e.g. UAE_C2OperationModeManagement).

One clause is introduced per Service.

The API versions listed in table B.2-1 are withdrawn for the <Service 1> API.
Table B.2-1: Withdrawn API versions of the <Service 1> service
	API version number
	Remarks

	
	


In the Remarks column, the deficits leading to the withdrawal of an API version are explained.

B.3
<Service 2> API

And so on if there are more than two services supported by the NF.
Annex B (informative):
Change history

	Change history

	Date
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	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	2023-03
	CT3#126
	
	
	
	
	TS skeleton for Application layer support for Personal IoT Network (PINAPP); Personal IoT Network (PIN) Server Services.
	0.0.0

	2023-04
	CT3#127e
	
	
	
	
	Inclusion of C3-231265
	0.1.0
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