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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document contains the architecture, requirements, use cases, procedures and definitions of interfaces for policy management for 4G networks.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same  Release as the present document.
[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
ETSI IFA 023 v3.1.1: "Network Function Virtualisation (NFV); Management and Orchestration; Report on Policy Management in MANO".
3
Definitions, symbols and abbreviations
3.1
Definitions

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

NM        Network Management

EM        Element Management

PAF       Policy Administration Function
PF          Policy Function      

IRP        Integration Reference Point

NE         NetworkElement

NFVO    Network Functions Virtualization Orchestrator

NFVI     Network Functions Virtualization Infrastructure
VIM      Virtualized Infrastructure Manager

VNF      Virtualized Network Function
VNFM   VNF Manager
4.
Overview

NFV policy management system may have policy conflict problem, which is a newly created policy may be conflict with an existing policy. 

There are two potential policy conflict detection approaches, one is policy conflict detection in the Policy Function (PF), which makes the policy execution decisions, and the other one is policy conflict detection in the Policy Administration Function (PAF), which defines the network policy. There are multiple scenarios for policy conflict. For example, if the events are the same and the same condition are triggered (e.g. scaling policy on a VNF), but two policies have different actions, the conflict should be detected and resolved. It is not easy for one PF to resolve all of scenarios of the policy conflict. Hence, it is reasonable to enable PAF to resolve policy conflict, while the conflict detected by PAF or PF based on different specific scenarios, and this specification try to resolve the problem.
5.
Policy management architecture

In order to delegate the support of policy control for virtualized NFs such as automatic scale in/out under certain condition , 3GPP management system would use the ETSI NFV defined related  policy features/services. Consequently, two important logical functions are needed for the definition of the 3GPP policy management architecture.
1) Policy Administration Function (PAF) provides the services as follows:
- Allows the operator to define and administrate the network policy

2) Policy Function (PF) makes the decision for policy execution and provides the services as follows: 

- Activating/deactivating the network policy 

- Event subscription/notification of the network policy execution

- Providing relevant data and parameters during the process of policy execution (e.g. execution time consuming) 

The 3GPP global policy management system would affect the behavior of all 3GPP defined nodes and would delegate the support of policy for virtualized NFs in ETSI MANO systems[2].  For NFV related policy management, 3GPP mainly focus on NM acting as PAF and EM acted as PF, and the interface between the NM and EM can be updated to support policy related operations. Hence, 3GPP policy management architecture under NFV scenario is as follows. 
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Figure 5-1 NFV policy management architecture in reference point presentation

NFV related policy interfaces between 3GPP management system and MANO such as Os-Ma-nfvo and Ve-Vnfm-em have been defined by ETSI.
6
Business level requirements

6.1 
Requirements

REQ-POM_PO-CON-1 3GPP management system should be able to support the capability about the network policy. 
6.2 
Actor roles

See detailed actors and roles for each use case in clause 6.4.
6.3 
Telecommunication resources

See detailed telecommunication resources for each use case in clause 6.4.
6.4
High-level use cases

6.4.1
Deploy the netwrok function
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	According to the network deployment policy, 3GPP system use the policy to deploy the corresponding network.
	

	Actors and Roles
	NM create/delete/update/query/activate/deactivate the network deployment policy, EM execute the NM’s policy operation request, and notifies NM policy conflict, if exist.
	

	Telecom resources
	3GPP management system (EM, NM)
	

	Assumptions
	3GPP management system want to deploy a network 
	

	Pre conditions
	The operator designs the network deployment requirement and need deploy the network based on the requirement.
	

	Begins when 
	There is a new network policy about the network deployment.
	

	Step 1 (M)
	The operator sets up the network deployment policy through NM.
	

	Step 2 (M)
	The NM activates the policy and notifies related EM.
	

	Step 3 (M)
	The EM follows the policy to design the network then the network is instantiated by the management system.
	

	Ends when
	The EM informs the NM that the policy has been executed.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The network is correctly configured and normally running
	

	Traceability
	REQ-POM_PO-CON-1
	


7
Specification level requirements

7.1 
Requirements

REQ-POM-FUN-01 
The IRPAgent shall provide the capability to allow the IRPManager to create the network policy. 
REQ-POM-FUN-02 
The IRPAgent shall provide the capability to allow the IRPManager to delete the network policy. 
REQ-POM-FUN-03 
The IRPAgent shall provide the capability to allow the IRPManager to update the network policy. 
REQ-POM-FUN-04 
The IRPAgent shall provide the capability to allow the IRPManager to query the network policy. 
REQ-POM-FUN-05 
The IRPAgent shall provide the capability to allow the IRPManager to activate the network policy. 
REQ-POM-FUN-06 
The IRPAgent shall provide the capability to allow the IRPManager to deactivate the network policy. 
REQ-POM-FUN-07
The IRPAgent should notify the IRPManager when there is a network policy conflict.

7.2 
Actor roles
See detailed actors and roles for each use case in clause 7.4.
7.3 
Telecommunications resources
See detailed telecommunication resources for each use case in clause 7.4
7.4 
Use cases
7.4.1
Create a policy in the context of NFV
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	To create a policy such as deploying the SBC from IMS and P-GW from EPC in the same Data Centre.
	

	Actors and Roles
	IRPManager as user
	

	Telecom resources
	3GPP management system (NM, EM).
	

	Assumptions
	3GPP management systems are running normally, scenarios and policy requirements are clearly defined.
	

	Pre conditions
	The systems is correctly configured and normally running.
	

	Begins when 
	The IRPManager decides to create a policy.
	

	Step 1 (M)
	The IPRManager makes a decision to create a network policy according to the network requirements, such as deploying the SBC. 
	

	Step 2 (M)
	After the completion of the policy creation process, the IRPAgent informs the IRPManager on the result of the process. 
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The policy is created and stored in theIRPAgent.
	

	Traceability 
	REQ-POM-FUN -01
	


7.4.2
Delete a policy in the context of NFV
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	To delete a policy such as deploying the SBC from IMS and P-GW from EPC in the same Data Center.
	

	Actors and Roles
	IRPManager as user
	

	Telecom resources
	3GPP management system (NM, EM).
	

	Assumptions
	3GPP management systems are running normally, scenarios and policy requirements are clearly defined.
	

	Pre conditions
	The systems is correctly configured and normally running. There is a network policy stored in the IRPAgent.
	

	Begins when 
	The IRPManager decides to delete a policy.
	

	Step 1 (M)
	The IPRManager makes a decision to delete the existing policy.
	

	Step 2 (M)
	After the completion of the policy deletion process, the IRPAgent informs the IRPManager on the result of the process. 
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The policy is deleted in theIRPAgent.
	

	Traceability 
	REQ-POM-FUN -02
	


7.4.3
Update a policy in the context of NFV
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	To update an existing network policy.
	

	Actors and Roles
	IRPManager as user
	

	Telecom resources
	3GPP management system (NM, EM).
	

	Assumptions
	3GPP management systems are running normally, scenarios and policy requirements are clearly defined.
	

	Pre conditions
	The systems is correctly configured and normally running. There is a network policy stored in the IRPAgent.
	

	Begins when 
	The IRPManager decides to update a policy.
	

	Step 1 (M)
	The IPRManager makes a decision to update the existing policy.
	

	Step 2 (M)
	After the completion of the policy update process, the IRPAgent informs the IRPManager on the result of the process. 
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The policy is updated and stored in theIRPAgent.
	

	Traceability 
	REQ-POM-FUN -03
	


7.4.4
Query a policy in the context of NFV
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	To query an existing network policy.
	

	Actors and Roles
	IRPManager as user
	

	Telecom resources
	3GPP management system (NM, EM).
	

	Assumptions
	3GPP management systems are running normally, scenarios and policy requirements are clearly defined.
	

	Pre conditions
	The systems is correctly configured and normally running. There is a network policy stored in the IRPAgent.
	

	Begins when 
	The IRPManager decides to query a policy.
	

	Step 1 (M)
	The IPRManager makes a decision to query the existing policy.
	

	Step 2 (M)
	After the completion of the policy query process, the IRPAgent informs the IRPManager on the result of the process. 
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The policy information is returned to the IPRManager.
	

	Traceability 
	REQ-POM-FUN -04
	


7.4.5
Activate a policy in the context of NFV
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	To activate an existing network policy.
	

	Actors and Roles
	IRPManager as user
	

	Telecom resources
	3GPP management system (NM, EM).
	

	Assumptions
	3GPP management systems are running normally, scenarios and policy requirements are clearly defined.
	

	Pre conditions
	The systems is correctly configured and normally running. There is a network policy stored in the IRPAgent.
	

	Begins when 
	The IRPManager decides to active a policy.
	

	Step 1 (M)
	The IPRManager makes a decision to active the existing policy.
	

	Step 2 (M)
	After the completion of the policy activation process, the IRPAgent informs the IRPManager on the result of the process. 
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The policy is activated in theIRPAgent.
	

	Traceability 
	REQ-POM-FUN -05
	


7.4.6
Deactivate a policy in the context of NFV
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	To query an existing network policy.
	

	Actors and Roles
	IRPManager as user
	

	Telecom resources
	3GPP management system (NM, EM).
	

	Assumptions
	3GPP management systems are running normally, scenarios and policy requirements are clearly defined.
	

	Pre conditions
	The systems is correctly configured and normally running. There is an active network policy stored in the IRPAgent.
	

	Begins when 
	The IRPManager decides to deactive a policy.
	

	Step 1 (M)
	The IPRManager makes a decision to deactive the existing policy.
	

	Step 2 (M)
	After the completion of the policy deactivation process, the IRPAgent informs the IRPManager on the result of the process. 
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The policy is deactivated in theIRPAgent.
	

	Traceability 
	REQ-POM-FUN -06
	


7.4.7
Reporting policy conflicts in the context of NFV
	Use Case Stage
	Evolution / Specification
	<<Uses>>

Related use 

	Goal
	To query an existing network policy.
	

	Actors and Roles
	IRPManager as user
	

	Telecom resources
	3GPP management system (NM, EM).
	

	Assumptions
	3GPP management systems are running normally, scenarios and policy requirements are clearly defined.
	

	Pre conditions
	The systems is correctly configured and normally running. There is a network policy stored in the IRPAgent.
	

	Begins when 
	The IRPManager decides to update a policy.
	

	Step 1 (M)
	The IPRManager makes a decision to query the existing policy.
	

	Step 2 (M)
	After the completion of the policy conflicts notification process, the IRPAgent informs the IRPManager on the result of the process. 
	

	Ends when
	Ends when all mandatory steps identified above are successfully completed or when an exception occurs.
	

	Exceptions
	One of the steps identified above fails.
	

	Post Conditions
	The policy conflicts notifacation is returned to the IRPManager.
	

	Traceability 
	REQ-POM-FUN -07
	


8.
Policy management procedures 
8.1
General description for policy management procedures

There are two kinds of management procedures. The first kind includes those operations that allow the NM to invoke policy management operations towards the EM.
· Policy Creation;

· Policy Deletion;

· Policy  Update;

· Policy  Query;

· Policy Activation;

· Policy Deactivation;
The second kind includes the operation that the EM notifies NM policy conflicts found in EM.

· Policy Conflicts Notification. 
8.2
Policy Creation
After the NM (IRP Manager) decides to create a policy (ies), it will send the create request to the EM (IRP Agent). 
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Figure 8.2: policy creation message flow

8.3
Policy Deletion
After the NM (IRP Manager) decides to delete a policy (ies), it will send the delete request to the EM (IRP Agent). 
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Figure 8.3: policy deletion message flow

8.4
Policy Update

After the NM (IRP Manager) decides to update a policy (ies), it will send the update request to the EM (IRP Agent). 
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Figure 8.4: policy update message flow

8.5
Policy Query

After the NM (IRP Manager) decides to query a policy, it will send the query request to the EM (IRP Agent). For the query request, the EM (IRP Agent) sends back the response with the policy to the NM (IRP Manager).
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Figure 8.5: policy query message flow

8.6
Policy Activation
After the NM (IRP Manager) decides to activate a policy (ies), it will send the policy activation request to the EM (IRP Agent). 
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Figure 8.6: policy activation message flow

8.7
Policy Deactivation
After the NM (IRP Manager) decides to deactivate a policy (ies), it will send the policy deactivation request to the EM (IRP Agent). 
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Figure 8.7: policy deactivation message flow

8.8
Policy Conflicts Notification
When the EM (IRP Agent) receives new or updated policy (ies) from NM (IRP Manager), it will check whether the each received policy is conflicts with the previous storage policy. If the conflict is detected, the EM (IRP Agent) will notify the information to the NM (IRP Manager).
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Figure 8.8: policy conflicts notification message flow
9 
Policy management interface definitions

9.1
Description
This interface allows the NM and the EM to invoke policy management operations between  themselves.

The following policy management operations are defined:

· Policy Creation;

· Policy Deletion ;

· Policy Update;

· Policy Query;

· Policy Activation;

· Policy Deactivation;

· Policy Conflicts Notification.

9.2
Policy Creation
9.2.1
Input parameters

The input parameters sent when invoking the operation shall follow the indications provided in table below.
	Parameter Name
	Support Qualifier
	Information Type / Legal Values
	Comment 

	designer
	 M
	 String
	Human readable name of designer of the policy.

	name
	 M
	String
	Human readable name of the policy.

	EMId
	 M
	Identifier
	Identifier of the EM which enforces the policy.

	policy
	 M
	Not specified
	Specifies the policy identifier uniquely identifying the policy.


9.2.2
Output parameters

The output parameters returned by the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Matching Information / 

Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string
	Identifier of the policy information created by the EM.


9.2.3
Results

In case of success, the corresponding policy information is created by the EM (IRP Agent). In case of failure, appropriate error information is returned.

9.3
Policy Deletion
9.3.1
Input parameters

The input parameters sent when invoking the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string (Reference to

PolicyInfo)
	Identifier(s) of policy information.


9.3.2
Output parameters

The output parameters returned by the operation shall follow the indications provided in table below.

	Parameter Name
	Supported Qualifier
	Matching Information / 

Information Type / Legal Values
	Comment 

	deletedpolicyInfoId
	M
	string (Reference to

PolicyInfo)
	Identifier(s) of the deleted policy information.


9.3.3
Results

In case of success, the policy information are deleted by the EM (IRP Agent), and a success indicator is returned to the NM (IRP Manager). In case of failure, appropriate error information is returned.

9.4
Policy Update

9.4.1
Input parameters

The input parameters sent when invoking the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string
	Identifier of the policy information to be updated by the EM.

	designer
	M
	string
	Human readable name of designer of the policy.

	name
	M
	string
	Human readable name of the policy.

	version
	M
	Version
	Version of the policy.

	EMId
	M
	Identifier
	Identifier of the EM which enforces the policy.

	policy
	M
	Not specified
	Specifies the policy identifier uniquely identifying the policy.


9.4.2
Output parameters

The output parameters returned by the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Matching Information / 

Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string
	Identifier of the policy information updated by the EM.


9.4.3
Results

In case of success, the corresponding policy information is updated by the EM (IRP Agent). In case of failure, appropriate error information is returned.

9.5
Policy Query 
9.5.1
Input parameters

The input parameters sent when invoking the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string
	Identifier of the policy information to be queried by the NM.


9.5.2
Output parameters

The output parameters returned by the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Matching Information / 

Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string
	Identifier of the policy information stored in the EM.

	policy
	M
	Not specified
	Specifies the policy identifier uniquely identifying the policy.


9.5.3
Results

In case of success, the corresponding policy information is returned by the EM (IRP Agent). In case of failure, appropriate error information is returned.

9.6
Policy Activation
9.6.1
Input parameters

The input parameters sent when invoking the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string (Reference to PolicyInfo)
	Identifier(s) of policy information. 


9.6.2
Output parameters

The output parameters returned by the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Matching Information / 

Information Type / Legal Values
	Comment 

	activatedPolicyInfoId
	M
	string (Reference to PolicyInfo)
	Identifier(s) of the activated policy(ies).


9.6.3
Results

In case of success, the policy(ies) information are activated by the EM (IRP Agent) , and a success indicator is returned to the NM (IRP Manager). In case of failure, appropriate error information is returned.

9.7
Policy Deactivation
9.7.1
Input parameters

The input parameters sent when invoking the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string (Reference to PolicyInfo)
	Identifier(s) of policy information. 


9.7.2
Output parameters

The output parameters returned by the operation shall follow the indications provided in table below.

	Parameter Name
	Support Qualifier
	Matching Information / 

Information Type / Legal Values
	Comment 

	deactivatedPolicyInfoId
	M
	string (Reference to PolicyInfo)
	Identifier(s) of the deactivated policy(ies).


9.7.3
Results

In case of success, the policy(ies) information are deactivated by the EM (IRP Agent), and a success indicator is returned to the NM (IRP Manager). In case of failure, appropriate error information is returned.

9.8
Policy Conflicts Notification
9.8.1
Trigger conditions

The notification is produced when a policy conflict is detected by EM (IRP Agent).

9.8.2
Input parameters

The attributes of the notificaiton shall follow the indications provided in table below.

	Parameter Name
	Supported Qualifier
	Information Type / Legal Values
	Comment 

	policyInfoId
	M
	string (Reference to PolicyInfo)
	Identifiers of conflicted policy information.


10
Solution Set (SS) definitions
This specification defines the following policy management Solution Set Definitions:

Annex A provides the XML Definitions.
Annex B provides the SOAP Solution Set.
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S5-187385   Add Policy management architecture 
S5-187386   Add Business level requirements
	0.2.0

	2019-06
	SA5#125Adhoc
	S5-194428

S5-194429
S5-194430

S5-194431

S5-194432

S5-194433

S5-194434

S5-194435
	
	
	
	Update to implement the agreed pCRs  in SA5#125Adhoc:

S5-194428  Policy Management Procedures

S5-194429  Policy Creation
S5-194430  Policy Deletion

S5-194431  Policy Update

S5-194432  Policy Query

S5-194433  Policy Activation

S5-194434  Policy Deactivation

S5-194435  Policy Conflicts Notification
	0.3.0

	2019-08
	SA5#126
	S5-195179

S5-195843

S5-195845

S5-195846

S5-195847
	
	
	
	Update to implement the agreed pCRs  in SA5#126:

S5-195179  Add abbreviations

S5-195843  Add references

S5-195845  Add overview

S5-195846  Rewrite business level requirements

S5-195847  Add specification level requirements
	0.4.0

	2019-10
	SA5#127
	S5-196658
	
	
	
	Update to implement the agreed pCRs  in SA5#127:

S5-196658  Add Solution Set(SS) definitions
	0.5.0
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