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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document specifies the protocols and the associated procedures for application layer support for Personal IoT Network (PINAPP) as specified in 3GPP TS 23.542 [2] for:

a)
PIN application communication among PIN peers (over the PIN-2, PIN-3, and PIN-4 interfaces); and

b)
PIN application communication between the PIN peer and the PIN server (over the PIN-6, PIN-7, and PIN-10 interfaces).

The present specification also defines the message format, message contents, error handling and system parameters applied by the protocols for PINAPP.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.542: "Application layer support for Personal IoT Network".

[3]
3GPP TS 22.261: "Service requirements for the 5G system".
[4]
IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
3
Definitions of terms, symbols and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
PIN application enabler server: An entity that provides the server side functionalities corresponding to the PIN application enabler layer.

PIN element application enabler client: An entity that provides the client side functionalities corresponding to the PIN application enabler layer.

PIN gateway application enabler client: An entity that provides the client side functionalities corresponding to the PIN application enabler layer.

PIN management application enabler client: An entity that provides the client side functionalities corresponding to the PIN application enabler layer.
PIN peer: The appellative of the element in the PIN, which can be a PINE, a PEGC, or a PEMC.

For the purposes of the present document, the following terms given in 3GPP TS 22.261 [3] apply:

Personal IoT Network
PIN Element

PIN Element with Gateway Capability
PIN Element with Management Capability
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
FQDN
Fully Qualified Domain Name

GPSI
Generic Public Subscription Identifier
MIME
Multipurpose Internet Mail Extensions
PAE-S
PIN Application Enabler Server

PEMC
PIN Element with Management Capability

PEAE-C
PIN Element Application Enabler Client

PEGC
PIN Element with Gateway Capability

PGAE-C
PIN Gateway Application Enabler Client

PIN
Personal IoT Network

PINAPP
Application layer support for Personal IoT Network

PINE
PIN Element

PMAE-C
PIN Management Application Enabler Client
URI
Uniform Resource Identifier
4
Overview
4.1
General

To support the application layer support for Personal IoT Network (PINAPP), the PINE contains a PIN element application enabler client (PEAE-C), the PEGC contains a PIN gateway application enabler client (PGAE-C), the PEMC contains a PIN management application enabler client (PMAE-C), and the PIN server contains a PIN application enabler server (PAE-S). The communication in PINAPP includes:

a)
PIN application communication among PIN peers (over the PIN-2, PIN-3, and PIN-4 interfaces); and

b)
PIN application communication between the PIN peers and the PIN server (over the PIN-6, PIN-7, and PIN-10 interfaces),

wherein:
a)
the PEAE-C communicates with PGAE-C over the PIN-2 interface;

b)
the PEAE-C communicates with PMAE-C over the PIN-3 interface;

c)
the PGAE-C communicates with PMAE-C over the PIN-4 interface;

d)
the PMAE-C communicates with PAE-S over the PIN-6 interface;

e)
the PGAE-C communicates with PAE-S over the PIN-7 interface; and

f)
the PEAE-C communicates with PAE-S over the PIN-10 interface.
The HTTP protocol interactions for the above interfaces are specified in clause 5.

The coding of all the messages is specified in clause 6.
The message format and the message contents are specified in clause 7.
5
PIN application layer procedures

5.1
General

5.2
PIN server discovery
5.2.1
General

The purpose of PIN server discovery procedure is to receive one or more endpoint information (e.g. URI, FQDN, IP address, etc.) of PAE-S for a PEAE-C.

The following procedures are defined for PIN server discovery:

a)
static PAE-S discovery as specified in clause 5.2.2; and

b)
PAE-S discovery via PGAE-C as specified in clause 5.2.3.


5.2.2
Static PAE-S discovery
For static PAE-S discovery, a PEAE-C can discover a PAE-S by one or more of the following: 

a)
endpoint information that is pre-configured in PINE;

b)
endpoint information that is pre-configured information in its client (i.e. PEAE-C);

c)
input of the user;
d)
derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario; and
e)
DNS query for PIN server.
5.2.3
PAE-S discovery via PGAE-C

5.2.3.1
PEAE-C procedure
When the PEAE-C needs to receive one or more endpoint information of PAE-S, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI corresponding to the PGAE-C;

NOTE:
How to obtain the URI corresponding to the PGAE-C is left to UE implementation.

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the <pinapp-info> root element and within the <server-discovery-request> element:

1)
shall include a <ue-id> element set to the identity of the PEAE-C (i.e. GPSI);
2)
may include a <mac-address> element set to the MAC address of the PEAE-C; and

3)
may include a <ue-location> element set to the location information of the PEAE-C.
The PEAE-C shall send the generated HTTP POST request towards the PGAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-response> element in the <pinapp-info> root element,

the PEAE-C shall store the endpoint information of PAE-S and consider the client procedure for PAE-S discovery via PGAE-C is complete.
5.2.3.2
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the <pinapp-info> root element

the PGAE-C shall:

a)
if the endpoint information of PAE-S is available in the PGAE-C, the PGAE-C shall generate an HTTP 200 (OK) response according to IETF RFC 7231 [4] and send the HTTP 200 (OK) response towards the PEAE-C. In the HTTP 200 (OK) response message, the PGAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-response> element in the <pinapp-info> root element and within the <server-discovery-response> element:
i)
shall include a <endpoint-information-content> element set to the endpoint information of PAE-S; and

b)
else, if the endpoint information of PAE-S is not available in PGAE-C, the PGAE-C shall send the HTTP POST request message received from PEAE-C to PMAE-C directly to request the endpoint information of PIN serve from the PMAE-C.

Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-response> element in the <pinapp-info> root element,

the PGAE-C shall send the HTTP 200 (OK) response message received from PMAE-C to PEAE-C directly to deliver the endpoint information of PAE-S towards PEAE-C.
5.2.3.3
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the <pinapp-info> root element,

the PMAE-C shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-response> element in the <pinapp-info> root element and within the <server-discovery-response> element:
i)
shall include a <endpoint-information-content> element set to the endpoint information of PAE-S; and

b)
send the HTTP 200 (OK) response towards the PGAE-C.





5.2.3.2
PAE-S discovery via PGAE-C completion
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-response> element in the <pinapp-info> root element,

the PEAE-C shall store the endpoint information of PAE-S and consider the client procedure for PAE-S discovery via PGAE-C is complete.
5.3
PIN Registration to PIN server

5.3.1
General

The purpose of PIN Registration to PAE-S procedure is to register to PAE-S before consuming a certain PIN service for a PIN peer. 

The PIN Registration to PAE-S procedure is different for different PIN peers:
a)
for the PMAE-C, the PMAE-C directly registers to the PAE-S. The PAE-S allocates the PIN client ID to this PEAE-C and hence the PEAE-C receives the role of being PMAE-C in a PIN;

b)
for PGAE-C, the following procedures are supported:

1)
the PGAE-C directly registers to the PAE-S. The PAE-S allocates the PIN client ID to this PGAE-C; and

2)
the PMAE-C substitutes the PEAE-C or the PGAE-C to register to PAE-S. The PAE-S allocates the PIN client ID to this PEAE-C; and

c)
for PEAE-C, the following procedures are supported:

1)
the PEAE-C registers to the PAE-S via the PGAE-C. The PAE-S allocates the PIN client ID to this PEAE-C; and

2)
the PMAE-C substitutes the PEAE-C or the PGAE-C to register to PAE-S. The PAE-S allocates the PIN client ID to this PEAE-C.
The following procedures are defined for PIN Registration to PAE-S:

a)
PIN registration to PAE-S as a PMAE-C as specified in clause 5.3.2;
b)
PIN registration to PAE-S as a PGAE-C as specified in clause 5.3.3; and
c)
PIN registration to PAE-S as a PEAE-C as specified in clause 5.3.4.


5.3.2
PIN registration to PAE-S as a PMAE-C 

5.3.2.1
PEAE-C procedure
When the PEAE-C needs to register to the PAE-S, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of PAE-S;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <registration-request-pemc> element in the <pinapp-info> root element and within the <registration-request-pemc> element:

1)
shall include a <ue-id> element set to the identity of the PEAE-C (i.e. GPSI);
2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;

3)
shall include a <pin-id> element set to the identifier of the PIN that the PEAE-C intends to register as PMAE-C;

3)
may include a <mac-address> element set to the MAC address of the PEAE-C;

4)
may include a <vendor-name> element set to the vendor’s name of the PEAE-C;

5)
may include a <device-description> element set to the description of the PEAE-C; and

6)
may include a <pine-address> element set to the IP address of the PEAE-C if available in the PEAE-C.

The PEAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <registration-accept-pemc> element in the <pinapp-info> root element,

the PEAE-C shall store the assigned PIN client ID and the assigned role precedence of PMAE-C (if available), and consider the PIN registration to PAE-S as a PMAE-C is complete. From this time onward, the PEAE-C acts as the PMAE-C in the PIN identified by the requested PIN ID.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <registration-reject-pemc> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN registration to PAE-S as a PMAE-C is rejected by the PAE-S.
5.3.2.2
PAE-S procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <registration-request-pemc> element in the <pinapp-info> root element,

the PAE-S shall check whether the PEAE-C identified by the GPSI is authorized to be a PMAE-C of a PIN. 
If the PEAE-C identified by the GPSI is authorized to be a PMAE-C of a PIN, PAE-S shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <registration-accept-pemc> element in the <pinapp-info> root element and within the <registration-accept-pemc> element:
i)
shall include a <pin-client-id> element set to the assigned PIN client ID of the PEAE-C; and

ii)
may include a <role-precedence> element set to the assigned role precedence of the PEAE-C as the role of PMAE-C. In case if the PIN has already been created by other PMAE-C, the PEAE-C is assigned to the secondary PMAE-C irrespective of the role precedence requested by the PEAE-C; and
b)
send the HTTP 200 (OK) response towards the PEAE-C.
If the PEAE-C identified by the GPSI is not authorized to be a PMAE-C of a PIN, PAE-S shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <registration-reject-pemc> element in the <pinapp-info> root element and within the <registration-reject-pemc> element:
i)
shall include a <cause> element set to an appropriate cause for PIN registration to PAE-S as a PMAE-C failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.
























5.3.3
PIN registration to PAE-S as a PGAE-C

Editor's note: The PIN registration to PAE-S as a PGAE-C is FFS.
5.3.4
PIN registration to PAE-S as a PEAE-C

Editor's note: The PIN registration to PAE-S as a PEAE-C is FFS.
5.4
PIN Management
5.4.1
General

The following procedures are defined for PIN Management:

a)
PIN creation procedure as specified in clause 5.4.2;
b)
PIN deletion procedure as specified in clause 5.4.3;
c)
PIN discovery procedure as specified in clause 5.4.4;

d)
PIN modification procedure as specified in clause 5.4.5;

e)
PIN status subscription procedure as specified in clause 5.4.6;

f)
PINE management procedure as specified in clause 5.4.7;

g)
Multiple PEMCs or PEGCs procedure as specified in clause 5.4.8;

h)
PIN profile recovery procedure as specified in clause 5.4.9;
i)
Credential provision procedure as specified in clause 5.4.10;
j)
PIN heartbeat procedure as specified in clause 5.4.11; and
k)
PIN services management procedure as specified in clause 5.4.12.
5.4.2
PIN creation procedure

5.4.2.1
PMAE-C procedure
When the PMAE-C needs to create a PIN, then the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:
a)
shall set the Request-URI to the URI of the PAE-S;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-request> element in the <pinapp-info> root element and within the <pin-creation-request> element:

1)
shall include a <ue-id> element set to the UE identity of the PMAE-C (i.e. GPSI or identity token) or the PIN client ID of PMAE-C;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
may include a <pin-client-profile> element set to the PIN client profile(s) available in the PMAE-C;

4)
may include a <ue-location> element set to the location of the PMAE-C;

5)
may include a <pine-list> element set to the identifier(s) of the PEAE-C(s) intending to be added into the PIN, which have already communicated with PEMC via 3GPP access or non-3GPP access. In case of no PEAE-C is available to the PMAE-C, the <pine-list> element includes the identifier of PMAE-C itself; and

6)
may include a <additional-pemc> element set to the identifier(s) of PMAE-C(s) that are allowed to manage the PIN, if any.
The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-accept> element in the <pinapp-info> root element,

the PMAE-C:

a)
shall consider the PIN creation procedure is accepted by the PAE-S;
b)
shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4] towards the PGAE-C and send the generated HTTP POST request towards the PGAE-C according to IETF RFC 7231 [4] if:

1)
the <access-control-info> element is received from the PAE-S; or

2)
the access control info is decided by PMAE-C and available in the PMAE-C.

NOTE 1:
PMAE-C is allowed to notify the PGAE-C due to other UE implementation conditions. 


In the HTTP POST request, the PMAE-C:

1)
shall set the Request-URI to the URI corresponding to the PGAE-C;

2)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
3)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the <pinapp-info> root element and within the <pin-creation-notification-request> element:

i)
shall include a <pin-id> element set to the assigned PIN ID of the newly created PIN;
ii)
may include a <access-control-info> element set to the access control information for the PGAE-C;
iii)
shall include a <pin-member-indication> element set to indicate that the PIN element is made the member of the newly created PIN identified by the PIN ID;

iv)
may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C;

v)
may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) that are selected by the PAE-S to act as the PGAE-C(s) for the PIN; and
vi)
shall include a <heartbeat-timer> element set to the heartbeat timer received from PAE-S; and
NOTE 2:
In case of PMAE-C acts as the PGAE-C of the PIN, step b) is not needed.

c)
may generate a series of HTTP POST request messages according to procedures as specified in IETF RFC 7231 [4] towards the PEAE-C(s) in the <pine-list> element accordingly and send the generated HTTP POST request towards the PEAE-C(s) accordingly as specified in IETF RFC 7231 [4]. In each HTTP POST request, the PMAE-C:

1)
shall set the Request-URI to the URI corresponding to the specific PEAE-C;

2)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
3)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the <pinapp-info> root element and within the <pin-creation-notification-request> element:

i)
shall include a <pin-id> element set to the assigned PIN ID of the newly created PIN;
ii)
may include a <access-control-info> element set to the access control information for the specific PEAE-C;
iii)
shall include a <pin-member-indication> element set to indicate that the PIN element is made the member of the newly created PIN identified by the PIN ID;

iv)
may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C;

v)
may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) that are selected by the PAE-S to act as the PGAE-C(s) for the PIN; and
vi)
shall include a <heartbeat-timer> element set to the heartbeat timer from PAE-S.
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-accept> element in the <pinapp-info> root element,

the PMAE-C shall consider the PIN peer(s) that send the message are accepted to be added into the PIN. 

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-reject> element in the <pinapp-info> root element,

the PMAE-C shall consider the PIN peer(s) that send the message are not accepted to be added into the PIN.

The PIN is then created by the PMAE-C within the accepted PIN peer(s).

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-reject> element in the <pinapp-info> root element,

the PMAE-C shall consider the PIN creation procedure is rejected by the PAE-S.
5.4.2.2
PAE-S procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-request> element in the <pinapp-info> root element,

the PAE-S shall check whether the PMAE-C is authorized to create a PIN.
If the PMAE-C is authorized to be a PMAE-C of a PIN, PAE-S shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-accept> element in the <pinapp-info> root element and within the <pin-creation-accept> element:
i)
shall include a <pin-id> element set to the assigned PIN ID of the newly created PIN;

ii)
shall include a <valid-timer> element set to the valid expiration time of the newly created PIN;

iii)
may include a <pine-list> element set to the identifier(s) of the PEAE-C(s) that are added into the PIN. The list contains the identifier of PEMC and optionally the list of PIN elements which are authorized to be added into the PIN based on the <pine-list> received from PMAE-C;

iv)
shall include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) that are selected by the PAE-S to act as the PGAE-C(s) for the PIN. In case of no appropriate PEAE-C to act as a PGAE-C, the <pegc-id> element set to identifier of the PMAE-C (i.e. the PAE-S indicates PMAE-C to be the PGAE-C);

v)
may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C that is selected by the PAE-S to act as the PGAE-C for the PIN;
vi)
may include a <access-control-info> element set to the access control information for the PGAE-C that is selected by the PAE-S to act as the PGAE-C for the PIN; and
vii)
shall include a <heartbeat-timer> element set to a heartbeat timer for PMAE-C, PGAE-C, and PEAE-C; and
b)
send the HTTP 200 (OK) response towards the PEAE-C.

If the PMAE-C is not authorized to be a PMAE-C of a PIN, PAE-S shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-reject> element in the <pinapp-info> root element and within the <pin-creation-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PIN creation failure; and
b)
send the HTTP 403 (Forbidden) response towards the PMAE-C.
5.4.2.3
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the <pinapp-info> root element,

the PGAE-C:

a)
shall consider the PGAE-C has been successfully added into the PIN and acts as the PGAE-C of the PIN identified by the <pin-id> element; and

b)
shall perform either of the following to response to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-reject> element in the <pinapp-info> root element and within the <pin-creation-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN creation notification failure; and

c)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) response towards PMAE-C.
5.4.2.4
PEAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-request> element in the <pinapp-info> root element,

the PEAE-C:

a)
shall consider the PEAE-CPEAE-C has been successfully added to the PIN;

b)
shall perform either of the following to respond to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-reject> element in the <pinapp-info> root element and within the <pin-creation-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN creation notification failure; and

c)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) response towards PMAE-C.


























































































5.4.3
PIN deletion procedure

5.4.3.1
General

The purpose of PIN deletion procedure is to delete a specific PIN. Both the PAE-S and the PMAE-C are supported to initiate the PIN deletion procedure, and the decision PIN deletion can be made by both the PAE-S and the PMAE-C (i.e. explicit PIN deletion procedure and local PIN deletion procedure). Once the PIN is successfully deleted, the PEAE-C in the PIN shall not be able to utilize the services provided by the PIN anymore and cannot access the PAE-S. The network resources allocated for this PIN shall be released.
The following procedures are defined for PIN deletion procedure:

a)
Explicit PIN deletion procedure as specified in clause 5.4.3.2; and

b)
Local PIN deletion procedure as specified in clause 5.4.3.3.


5.4.3.2
Explicit PIN deletion procedure
5.4.3.2.1
PAE-S requested PIN deletion procedure
5.4.3.2.1.1
PAE-S procedure
The PAE-S may initiate a PAE-S requested PIN deletion procedure when:

a)
the PIN continues to exist after its valid duration timer associated with the PIN; or

b)
the PAE-S decides to not provide any PIN service for this PIN.

When the PAE-S needs to delete a PIN, then the PAE-S shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PAE-S:
a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element and within the <pin-service-switch-request> element:

1)
shall include a <pin-id> element set to the identifier of the PIN to be deleted.

The PAE-S shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element,

the PAE-S shall consider the PIN has been considered as deleted in the PMAE-C. The PAE-S shall stop all the procedures related to the PIN and release all the network resources allocated for this PIN.
5.4.3.2.1.2
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PMAE-C shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4] and send the generated HTTP 200 (OK) response towards the PAE-S according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element; and

b)
shall generate a series of HTTP POST request messages according to procedures as specified in IETF RFC 7231 [4] towards the PIN peer(s) in the PIN and send the generated HTTP POST request towards the PIN peer(s) accordingly as specified in IETF RFC 7231 [4]. In each HTTP POST request, the PMAE-C:

1)
shall set the Request-URI to the URI corresponding to the specific PIN peer.

2)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
3)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element and within the <pin-deletion-notification-request> element:

i)
shall include a <pin-id> element set to the identifier of the PIN to be deleted.

Upon reception of either of the following:

a)
an HTTP 200 (OK) response message containing:
1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element; or

b)
an HTTP 403 (Forbidden) response message containing:
1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element;
the PMAE-C shall consider that the PIN has been treated as deleted in the corresponding PIN peer(s).

NOTE:
Whether PMAE-C needs to take other actions for PIN peer(s) that send <pin-deletion-notification-reject> element is left to UE implementation. 
When receiving all the response(s) from the PIN peer(s), the PIN is considered as deleted in the PMAE-C from this time onward. The PMAE-C shall delete all the information related to this PIN.
5.4.3.2.1.3
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PGAE-C:

a)
shall consider the PIN has been deleted;

b)
shall invalidate the access control information of the PIN in the PGAE-C;

c)
shall perform either of the following to respond to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

d)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) response towards the PMAE-C.
5.4.3.2.1.4
PEAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PEAE-C:

a)
shall consider the PIN has been deleted; and

b)
shall perform either of the following to respond to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

c)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) response towards the PMAE-C.
5.4.3.2.2
PMAE-C requested PIN deletion procedure
5.4.3.2.2.1
PMAE-C procedure
When the PMAE-C needs to delete a PIN, then the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:
a)
shall set the Request-URI to the URI of the PAE-S;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-request> element in the <pinapp-info> root element and within the <pin-deletion-request> element:

1)
shall include a <pin-id> element set to the PIN ID of the PIN to be deleted; and

2)
shall include a <security-credentials> element set to the security credentials of the PIN to be deleted.
The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-accept> element in the <pinapp-info> root element,

the PMAE-C:

a)
shall consider the PIN deletion procedure is accepted by the PAE-S;
b)
shall generate a series of HTTP POST request messages according to procedures as specified in IETF RFC 7231 [4] towards the PIN peer(s) in the PIN accordingly and send the generated HTTP POST request towards the PIN peer(s) accordingly as specified in IETF RFC 7231 [4]. In each HTTP POST request, the PMAE-C:

1)
shall set the Request-URI to the URI corresponding to the specific PIN peer.

2)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
3)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element and within the <pin-deletion-notification-request> element:

i)
shall include a <pin-id> element set to the identifier of the PIN to be deleted.

Upon reception of either of the following:

a)
an HTTP 200 (OK) response message containing:
1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element; or

b)
an HTTP 403 (Forbidden) response message containing:
1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element;
the PMAE-C shall consider that the PIN has been treated as deleted in the corresponding PIN peer.

NOTE:
Whether PMAE-C needs to take other actions for PIN peer(s) that send <pin-deletion-notification-reject> element is left to UE implementation. 
When receiving all the response(s) from PIN peer(s), the PIN is considered as deleted in the PMAE-C from this time onward. The PMAE-C shall delete all the information related to this PIN.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-reject> element in the <pinapp-info> root element,

the PMAE-C shall consider that the PMAE-C requested PIN deletion procedure is rejected by the PAE-S. The PMAE-C may initiate a local PIN deletion procedure as specified in clause 5.4.3.3 if still needed.
5.4.3.2.2.2
PAE-S procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-request> element in the <pinapp-info> root element,

the PAE-S shall verify whether the PMAE-C is authorized to delete a PIN.

If the PMAE-C is authorized to delete the PIN, the PAE-S shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-accept> element in the <pinapp-info> root element.

From this time onward, the PIN is considered as deleted in the PAE-S. The PAE-S shall stop all the procedures related to the PIN and release all the network resources allocated for this PIN.
If the PMAE-C is not authorized to delete a PIN, the PAE-S shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-reject> element in the <pinapp-info> root element and within the <pin-deletion-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PIN deletion failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.
5.4.3.2.2.3
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PGAE-C:

a)
shall consider the PIN has been deleted;

b)
shall invalidate the access control information in the PGAE-C; and

c)
shall perform either of the following to respond to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

d)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) towards the PMAE-C.
5.4.3.2.2.4
PEAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PEAE-C:

a)
shall consider the PIN has been deleted;

b)
shall perform either of the following to respond to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

c)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) towards the PMAE-C.





























































5.4.3.3
Local PIN deletion procedure

5.4.3.3.1
PMAE-C procedure
The PMAE-C may initiate a local PIN deletion procedure initiation procedure when:

a)
PMAE-C receives the request from the user or for any other reason which are implementation specific; or
b)
the duration associated with the PIN expires.

Editor’s note:
The precedence between explicit PIN deletion procedure and local PIN deletion procedure is FFS.

When the PMAE-C needs to locally delete a PIN, the PMAE-C:

a)
shall generate a series of HTTP POST request messages according to procedures as specified in IETF RFC 7231 [4] towards the PAE-S and the PIN peer(s) in the PIN accordingly. In each HTTP POST request, the PMAE-C:

1)
shall set the Request-URI to the URI corresponding to the PAE-S or the specific PIN peer.

2)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
3)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element and within the <pin-deletion-notification-request> element:

i)
shall include a <pin-id> element set to the identifier of the PIN to be deleted; and

b)
shall send the generated HTTP POST request towards the PAE-S and the PIN peer(s) accordingly as specified in IETF RFC 7231 [4].
Upon reception of either of the following:

a)
an HTTP 200 (OK) response message containing:
1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element; or

b)
an HTTP 403 (Forbidden) response message containing:
1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element;
the PMAE-C shall consider that the PIN has been treated as deleted in the PAE-S or the corresponding PIN peer(s).

NOTE:
Whether PMAE-C needs to take other actions for PIN peer(s) that send <pin-deletion-notification-reject> element is left to UE implementation. 
When receiving all the response(s) from the PAE-S and the PIN peer(s), the PIN is considered as deleted in the PMAE-C from this time onward. The PMAE-C shall delete all the information related to this PIN.
5.4.3.3.2
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PGAE-C:

a)
shall consider the PIN has been deleted;

b)
shall invalidate the access control information of the PIN in the PGAE-C;

c)
shall perform either of the following to respond to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

d)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) response towards the PMAE-C.

5.4.3.3.3
PEAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PEAE-C:

a)
shall consider the PIN has been deleted; and

b)
shall perform either of the following to respond to PMAE-C:

1)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-accept> element in the <pinapp-info> root element; or
2)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PEAE-C:
i)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

ii)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-reject> element in the <pinapp-info> root element and within the <pin-deletion-notification-reject> element:

A)
shall include a <cause> element set to an appropriate cause for PIN deletion notification failure; and

c)
shall send the generated HTTP 200 (OK) response or HTTP 403 (Forbidden) response towards the PMAE-C.
5.4.3.3.4
PAE-S procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-deletion-notification-request> element in the <pinapp-info> root element,

the PAE-S:

a)
shall consider the PIN has been deleted in the PMAE-C;

b)
shall stop all the procedures related to the PIN and release all the network resources allocated for this PIN;

c)
shall generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-creation-notification-accept> element in the <pinapp-info> root element; and

d)
shall send the generated HTTP 200 (OK) response towards the PMAE-C.












5.4.4
PIN discovery procedure

5.4.4.1
General

This clause describes the procedures for PIN discovery procedure. 

The purpose of PIN discovery procedure is to discover a specific PIN for a PEAE-C. The PEAE-C can discover and decide whether to join in a PIN. The PEAE-C can discover the PIN by: 

a)
if the PINE have an application layer connection with the PEMC of a PIN (e.g. via WiFi, Bluetooth, etc.), the PIN elements can receive the necessary information of a PIN from the application layer connection; or
b)
if the PEGC can be set as open access (e.g. with no user name or password), the PIN element can communicate with PAE-S to receive the necessary information of a PIN from PAE-S via the PGAE-C. 
The following procedures are defined for PIN discovery procedure:

a)
PIN discovery with assistance of PMAE-C as specified in clause 5.4.4.2; and

b)
PIN discovery with assistance of PAE-S via PGAE-C as specified in clause 5.4.4.3.


5.4.4.2
PIN discovery with assistance of PMAE-C

5.4.4.2.1
PEAE-C procedure
When the PEAE-C needs to discover a PIN, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-info> root element and within the <pin-discovery-request> element:

1)
shall include a <ue-id> element set to the PIN client ID of the PEAE-C;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
may include a <pin-client-profile> element set to the PIN client profile available in the PEAE-C;

4)
may include a <ue-location> element set to the location of the PEAE-C; and

5)
may include a <requested-pin-service> element set to the service information of the request PIN service(s).
The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN discovery procedure with assistance of PMAE-C is accepted by the PMAE-C and decides whether to join the PIN according to the <pin-discovery-accept> element.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN discovery procedure with assistance of PMAE-C is rejected by the PMAE-C.
5.4.4.2.2
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-info> root element,

the PMAE-C shall check whether the PEAE-C is allowed to discover the PIN that the PMAE-C manages.


If the PEAE-C is allowed to discover the PIN that the PMAE-C manages, PMAE-C shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-info> root element and within the <pin-discovery-accept> element:
i)
shall include a <pin-id> element set to the PIN ID of the PIN;
ii)
may include a <pin-description> element set to the description of the PIN (e.g., the vendor's name, location, the type of PIN, etc.);

iii)
may include a <pin-service-list> element set to the list of services that the PIN can provide (e.g. PIN service provider identifier, PIN service type, PIN service feature, etc.); and

iv)
may include a <pemc-info> element set to the identifier and IP address of PMAE-C; and
b)
send the HTTP 200 (OK) response towards the PEAE-C.






If the PEAE-C is not allowed to discover the PIN that the PMAE-C manages, PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-info> root element and within the <pin-discovery-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PIN discovery failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.





5.4.4.3
PIN discovery with assistance of PAE-S via PGAE-C

5.4.4.3.1
PEAE-C procedure
When the PEAE-C needs to discover a PIN, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of the PAE-S;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-info> root element and within the <pin-discovery-request> element:

1)
shall include a <ue-id> element set to the PIN client ID of the PEAE-C;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
may include a <filter-info> element set to the filter information (e.g. the interesting area, the interesting type of PIN, etc);

4)
may include a <ue-location> element set to the location of the PEAE-C; and

5)
may include a <requested-pin-service> element set to the service information of the request PIN service(s).
The PEAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
NOTE:
The HTTP POST request message is routed to PAE-S with the assistance of the PGAE-C.
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN discovery procedure with assistance of PAE-S via PGAE-C is accepted by the PAE-S and decides whether to join the PIN according to the <pin-discovery-accept> element.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN discovery procedure with assistance of PAE-S via PGAE-C is rejected by the PAE-S.
5.4.4.3.2
PAE-S procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-request> element in the <pinapp-info> root element,

the PAE-S shall check whether the PEAE-C is allowed to discover the PIN that the PEAE-C is interested in.


If the PEAE-C is allowed to discover the PIN that the PEAE-C is interested in, PAE-S shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-accept> element in the <pinapp-info> root element and within the <pin-discovery-accept> element:
i)
shall include a <pin-id> element set to the PIN ID(s) of the PIN(s), including all the candidate PIN(s) the PEAE-C is allowed to discover based on the <filter-info> element and the corresponding PIN profile;
ii)
may include a <pin-description> element set to the description of the PIN (e.g., the vendor's name, location, the type of PIN, etc.) for each PIN;

iii)
may include a <pin-service-list> element set to the list of services that the PIN can provide (e.g. PIN service provider identifier, PIN service type, PIN service feature, etc.) for each PIN; and

iv)
may include a <pemc-info> element set to the identifier and IP address of PMAE-C for each PIN; and
b)
send the HTTP 200 (OK) response towards the PEAE-C.

NOTE:
The HTTP 200 (OK) response message is routed to PEAE-C with the assistance of the PGAE-C.






If the PEAE-C is not allowed to discover the PIN that the PEAE-C is interested in, PAE-S shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-discovery-reject> element in the <pinapp-info> root element and within the <pin-discovery-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PIN discovery failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.

NOTE:
The HTTP 403 (Forbidden) response message is routed to PEAE-C with the assistance of the PGAE-C.




5.4.5
PIN modification procedure 
5.4.5.1
General

The following procedures are defined for PIN modification:

a)
PMAE-C replacement without PAE-S support as specified in clause 5.4.5.2;

b)
PGAE-C replacement without PAE-S support as specified in clause 5.4.5.3;

c)
PMAE-C replacement with PAE-S support as specified in clause 5.4.5.4; and

d)
PGAE-C replacement with PAE-S support as specified in clause 5.4.5.5.

5.4.5.2
PMAE-C replacement without PAE-S support

5.4.5.2.1
General

In this clause, the PMAE-C that initiates the PMAE-C replacement without PAE-S support procedure is called the "initiating PMAE-C", and the requested PMAE-C is called the "target PMAE-C".
5.4.5.2.2
Initiating PMAE-C procedure
When the PMAE-C needs to request the another PMAE-C to takeover the role of primary PEMC in a PIN, the initiating PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the initiating PMAE-C:
a)
shall set the Request-URI to the URI of the target PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-request> element in the <pinapp-info> root element and within the <pin-pemc-takeover-request> element:

1)
shall include a <pin-id> element set to the identity of the involved PIN;

2)
shall include a <current-pemc-id> element set to the identity of the initiating PMAE-C; and

3)
shall include a <new-pemc-id> element set to the identity of the target PMAE-C.

The initiating PMAE-C shall send the generated HTTP POST request towards the target PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-accept> element in the <pinapp-info> root element,

the initiating PMAE-C shall:

a)
update the PIN dynamic profile information with PEMC role change details;

b)
deliver the PIN dynamic profile information to the target PMAE-C; and

Editor's note: How to deliver the PIN dynamic profile information to the target PMAE-C is FFS.

c)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to notify the PIN modification. 

From this time onward, the initiating PMAE-C is no longer considered as the primary PMAE-C of the PIN.
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-reject> element in the <pinapp-info> root element,

the initiating PMAE-C shall consider the PMAE-C replacement without PAE-S support is rejected by the target PMAE-C. The initiating PMAE-C may select another PMAE-C in the PIN to initiate a PMAE-C replacement without PAE-S support as specified in clause 5.4.5.2.
5.4.5.2.3
Target PMAE-C procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-request> element in the <pinapp-info> root element,

the target PMAE-C shall determine whether to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN.

If the target PMAE-C determines to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN, the target PMAE-C shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the target PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-accept> element in the <pinapp-info> root element and within the <pin-pemc-takeover-accept> element:
i)
shall include a <pin-id> element set to the PIN ID of the PIN; and

b)
send the HTTP 200 (OK) response towards the initiating PMAE-C.
If the target PMAE-C determines not to takeover the role of PMAE-C for the initiating PMAE-C in the indicated PIN, the target-PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the target PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pemc-takeover-reject> element in the <pinapp-info> root element and within the <pin-pemc-takeover-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PMAE-C replacement without PAE-S support failure; and
b)
send the HTTP 403 (Forbidden) response towards the target PMAE-C.

5.4.5.3
PGAE-C replacement without PAE-S support

5.4.5.3.1
PMAE-C procedure
When the PMAE-C needs to request the another PGAE-C to takeover the role of current PGAE-C in a PIN (e.g. detect the unavailable of current PGAE-C), the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:
a)
shall set the Request-URI to the URI of the target PGAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-request> element in the <pinapp-info> root element and within the <pin-pegc-takeover-request> element:

1)
shall include a <pin-id> element set to the identity of the involved PIN;

2)
shall include a <current-pegc-id> element set to the identity of the current PGAE-C; and

3)
shall include a <new-pegc-id> element set to the identity of the target PGAE-C.

The PMAE-C shall send the generated HTTP POST request towards the target PGAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-accept> element in the <pinapp-info> root element,

the initiating PMAE-C shall:

a)
update the PIN dynamic profile information with PEGC role change details;

b)
deliver the PIN dynamic profile information to the target PGAE-C; and

Editor's note: How to deliver the PIN dynamic profile information to the PGAE-C is FFS.

c)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) (not including the target PGAE-C) in the PIN as specified in clause 5.4.6.3 to notify the PIN modification. 

From this time onward, the target PGAE-C is considered as the new PGAE-C of the PIN.
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-reject> element in the <pinapp-info> root element,

the initiating PMAE-C shall consider the PGAE-C replacement without PAE-S support is rejected by the target PGAE-C. The initiating PMAE-C may select another PGAE-C in the PIN to initiate a PGAE-C replacement without PAE-S support as specified in clause 5.4.5.4.
5.4.5.3.2
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-request> element in the <pinapp-info> root element,

the target PGAE-C shall determine whether to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN.

If the target PGAE-C determines to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN, the target PGAE-C shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-accept> element in the <pinapp-info> root element and within the <pin-pegc-takeover-request> element:
i)
shall include a <pin-id> element set to the PIN ID of the PIN; and

b)
send the HTTP 200 (OK) response towards the initiating PMAE-C.
If the target PGAE-C determines not to takeover the role of PGAE-C for the current PGAE-C in the indicated PIN, the target PGAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-pegc-takeover-reject> element in the <pinapp-info> root element and within the <pin-pegc-takeover-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PGAE-C replacement without PAE-S support failure; and
b)
send the HTTP 403 (Forbidden) response towards the target PMAE-C.
5.4.6
PIN status management procedure

5.4.6.1
General 
The following procedures are defined for PIN status management:

a)
PIN status subscribe as specified in clause 5.4.6.2;
b)
PIN status update as specified in clause 5.4.6.3;
c)
PIN status notify as specified in clause 5.4.6.4; and
d)
PIN status unsubscribe as specified in clause 5.4.6.5.

5.4.6.2
PIN status subscribe

5.4.6.2.1
Requesting entity procedure

The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.

To subscribe the PIN status from the PMAE-C, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:

a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-request> element in the <pinapp-info> root element and within the <pin-status-subscribe-request> element:

1)
shall include a <ue-id> element set to the identity of the requesting entity;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
shall include a <pin-id> element set to the identity of the PIN to be subscribed;

4)
shall include a <subscribed-event> element set to the PIN status event type(s) for which the subscriber is notified. More than one PIN status event types can be included;

5)
may include a <notification-target-address> element set to the target address (e.g. URL, IP address) where the notification should be sent to; and

6)
may include a <expected-subscription-time> element set to the expected expiration time for the subscription.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-accept> element in the <pinapp-info> root element,

the requesting entity shall:

a)
consider it has successfully subscribed the PIN status event identified by the <subscription-id> element; and

b)
start a subscription timer if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The requesting entity shall consider the subscription is valid within the subscription timer.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-reject> element in the <pinapp-info> root element,

the requesting entity shall consider the PIN status subscribe is rejected by the PMAE-C.
5.4.6.2.2
PMAE-C procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to subscribe the requested PIN status even type(s) or not.
If the requesting entity is authorized to subscribe at least one requested PIN status even type(s), the PMAE-C shall: 

a)
create and store the subscription for the requesting entity for the PIN;

b)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-accept> element in the <pinapp-info> root element and within the <pin-status-subscribe-accept> element:
i)
shall include a <subscription-id> element set to the identity of the authorized subscription by the PMAE-C. More than one identity can be indicated; and

ii)
may include a <authorized-subscription-time> element set to the authorized expiration time for the subscription;

c)
send the HTTP 200 (OK) response towards the requesting entity; and

d)
start a subscription timer for the requesting entity if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The PMAE-C shall treat the requesting entity as implicitly unsubscribed the PIN status event(s) if the requesting entity does not update the PIN status subscription within the subscription timer.
If the requesting entity is not authorized to subscribe all the requested PIN status even types, the PMAE-C shall: 

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-subscribe-reject> element in the <pinapp-info> root element and within the <pin-status-subscribe-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PIN status subscribe failure; and
b)
send the HTTP 403 (Forbidden) response towards the requesting entity.

5.4.6.3
PIN status update

5.4.6.3.1
Requesting entity procedure
The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.
To maintain the subscribed PIN status event(s) from the PEMC within the subscription timer as specified in clause 5.4.6.2.1, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:

a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-request> element in the <pinapp-info> root element and within the <pin-status-update-request> element:

1)
shall include a <ue-id> element set to the identity of the requesting entity;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
shall include a <subscribed-event> element set to the PIN status event type(s) for which the subscriber is notified. More than one PIN status event types can be included;

4)
may include a <notification-target-address> element set to the target address (e.g. URL, IP address) where the notification should be sent to; and

5)
may include a <expected-subscription-time> element set to the expected expiration time for the subscription.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-accept> element in the <pinapp-info> root element,

the requesting entity shall:

a)
consider it has successfully updated the subscription information for all the requested PIN status even types; and

b)
start a subscription timer if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The requesting entity shall consider the subscription is valid within the subscription timer.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-reject> element in the <pinapp-info> root element,

the requesting entity shall consider the PIN status update is rejected by the PMAE-C and invalidate all the subscription towards the PMAE-C when the subscription timer expires.
5.4.6.3.2
PMAE-C procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to update the subscription information of the requested PIN status even type(s) or not.
If the requesting entity is authorized to update the subscription information for all the requested PIN status even types, the PMAE-C shall: 

a)
update the subscription for the requesting entity for the PIN;

b)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-accept> element in the <pinapp-info> root element and within the <pin-status-update-accept> element:
i)
may include a <authorized-subscription-time> element set to the authorized expiration time for the subscription;

c)
send the HTTP 200 (OK) response towards the requesting entity; and

d)
start a subscription timer for the requesting entity if the <authorized-subscription-time> element is included. The value of the subscription timer shall be equal to the value in the <authorized-subscription-time> element. The PMAE-C shall treat the requesting entity as implicitly unsubscribed the PIN status event(s) if the requesting entity does not update the PIN status subscription within the subscription timer.
If the requesting entity is not authorized to update the subscription information for at least one requested PIN status even type, the PMAE-C shall: 

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-update-reject> element in the <pinapp-info> root element and within the <pin-status-update-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PIN status update failure; and
b)
send the HTTP 403 (Forbidden) response towards the requesting entity.

5.4.6.3
PIN status notify

5.4.6.3.1
PMAE-C procedure
The receiving entity can be a PEAE-C, PGAE-C, or PAE-S.
When an event occurs at the PMAE-C that satisfies trigger conditions for notifying a receiving entity (e.g. to provide updated PIN status when a PINE joins into the PIN). To notify the updated PIN status, the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:

a)
shall set the Request-URI to the URI of the receiving entity;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-notify> element in the <pinapp-info> root element and within the <pin-status-notify> element:

1)
shall include a <pin-status-event-type> element set to the PIN status event type needs to be notified. More than one PIN status event type can be indicated;

2)
if the PIN status event type includes "PINE management":

i)
shall include a <pine-management-type> element set to "PINE joins into a PIN" or "PINE leaves a PIN";

ii)
shall include a <pine-id> element set to the identity of the PEAE-C that joins into the PIN or leaves the PIN. More than one identity can be included within a same <pine-management-type> element;

iii)
may include a <pin-client-profile> element set to the PIN client profile of the PEAE-C if <pine-management-type> element is set to "PINE joins into a PIN". More than one PIN client profile can be included;

3)
if the PIN status event type includes "PIN modification":

i)
may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) in the PIN;

ii)
may include a <pegc-address> element set to the IP address or port number for each PGAE-C respectively if <pegc-id> element is included;
iii)
may include a <access-control-info> element set to the access control information for each PGAE-C respectively if <pegc-id> element is included;
iv)
may include a <pemc-id> element set to the identifier(s) of the PMAE-C(s) in the PIN;

v)
may include a <pemc-address> element set to the IP address or port number for each PMAE-C respectively if <pemc-id> element is included; and

4)
if the PIN status event type includes "PIN profiles update":

i)
shall include a <pin-profile> element set to the PIN profile of the PIN.
The PMAE-C shall send the generated HTTP POST request towards the receiving entity according to IETF RFC 7231 [4].
5.4.6.3.2
Receiving entity procedure

The receiving entity can be a PEAE-C, PGAE-C, or PAE-S.
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-notify> element in the <pinapp-info> root element,

the receiving entity shall store, update, or remove the corresponding information in the receiving entity according to the <pin-status-notify> element. Additionally:

a)
if the receiving entity is a PGAE-C, and:

1)
the <pin-status-event-type> element includes "PINE management" and the <pine-management-type> element is set to "PINE joins into a PIN", the PGAE-C shall determine whether to enable the PEAE-C to access the network (i.e. enable the access control information for this PEAE-C); or

2)
the <pin-status-event-type> element includes "PINE management" and the <pine-management-type> element is set to "PINE leaves a PIN", the PGAE-C shall disable the access control information for this PEAE-C.

5.4.6.4
PIN status unsubscribe

5.4.6.4.1
Requesting entity procedure

The requesting entity can be a PEAE-C, PGAE-C, or PAE-S.

To unsubscribe the PIN status from the PMAE-C, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:

a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-request> element in the <pinapp-info> root element and within the <pin-status-unsubscribe-request> element:

1)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service; and

2)
shall include a <unsubscription-id> element set to the identity of the subscription to be unsubscribed. More than one identity can be indicated.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-accept> element in the <pinapp-info> root element,

the requesting entity shall consider it has successfully unsubscribed the PIN status event identified by the <unsubscription-id> element; and

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-reject> element in the <pinapp-info> root element,

the requesting entity shall consider the PIN status unsubscribe is rejected by the PMAE-C.
5.4.6.4.2
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the requesting entity is authorized to unsubscribe the subscription information or not.
If the requesting entity is authorized to unsubscribe all the requested subscription information, the PMAE-C shall: 

a)
update the subscription information for the requesting entity for the PIN;

b)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-accept> element in the <pinapp-info> root element; and

c)
send the HTTP 200 (OK) response towards the requesting entity.

If the requesting entity is authorized to unsubscribe at least one requested subscription information, the PMAE-C shall: 

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-status-unsubscribe-reject> element in the <pinapp-info> root element and within the <pin-status-unsubscribe-reject>:
i)
shall include a <cause> element set to an appropriate cause for PIN status unsubscribe failure; and
b)
send the HTTP 403 (Forbidden) response towards the requesting entity.
5.4.7
PINE management procedure
5.4.7.1
General 
The purpose of PINE management procedure is to add or remove a PINE from a PIN for a PMAE-C, or join or leave a PIN for a PEAE-C. 

The following procedures are defined for PIN Registration to PAE-S:

a)
PEAE-C requested joining into a PIN via PMAE-C as specified in clause 5.4.7.2;
b)
PEAE-C requested joining into a PIN via PGAE-C as specified in clause 5.4.7.3;
c)
PEAE-C requested leaving a PIN via PMAE-C as specified in clause 5.4.7.4;
d)
PEAE-C requested leaving a PIN via PGAE-C as specified in clause 5.4.7.5; and

e)
PMAE-C requested removing a PEAE-C from a PIN as specified in clause 5.4.7.6.
5.4.7.2
PEAE-C requested joining into a PIN via PMAE-C

5.4.7.2.1
PEAE-C procedure
When the PEAE-C needs to join into a PIN via the PMAE-C, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
NOTE:
PEAE-C can obtain the IP address of PMAE-C and the PIN profile of the PIN by the implementation-specific ways. 
a)
shall set the Request-URI to the URI of PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element and within the <pin-management-pine-join-request> element:

1)
shall include a <pin-id> element set to the identity of the PIN to be joined into;
2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;

3)
shall include a <ue-id> element set to the identity of the PEAE-C;
4)
may include a <pin-client-profile> element set to the PIN client profile(s) of the PEAE-C; and

5)
may include a <endpoint-information-content> element set to the endpoint information of PAE-S;

The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element,

the PEAE-C shall store the information of the PIN and consider the PEAE-C has successfully joined into the PIN. 
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the PEAE-C requested joining into a PIN is rejected by the PMAE-C.
5.4.7.2.2
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to join into the PIN or not. 
If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PEAE-C, the PMAE-C shall:

a)
generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PEAE-C according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element and within the <pin-management-pine-join-accept> element:
i)
shall include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C;
ii)
may include a <pin-client-profile> element set to the PIN client profile information updated by the PMAE-C;

iii)
may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;

iv)
may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C of the PIN for each PGAE-C;
v)
may include a <access-control-info> element set to the access control information of the PIN for each PGAE-C; and
b)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to notify the PEAE-C joining into the PIN.
If the PEAE-C is not authorized to join into the PIN, the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.
5.4.7.3
PEAE-C requested joining into a PIN via PGAE-C

5.4.7.3.1
PEAE-C procedure
When the PEAE-C needs to join into a PIN via the PGAE-C, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of PGAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element and within the <pin-management-pine-join-request> element:

1)
shall include a <pin-id> element set to the identity of the PIN to be joined into;
2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;

3)
shall include a <ue-id> element set to the identity of the PEAE-C;
4)
may include a <pin-client-profile> element set to the PIN client profile(s) of the PEAE-C; and

5)
may include a <endpoint-information-content> element set to the endpoint information of PAE-S;

The PEAE-C shall send the generated HTTP POST request towards the PGAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element,

the PEAE-C shall store the information of the PIN and consider the PEAE-C has successfully joined into the PIN. 
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the PEAE-C requested joining into a PIN is rejected by the PMAE-C.
5.4.7.3.2
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,

the PGAE-S shall verify whether the PEAE-C is authorized to join into the PIN or not. 
If the PEAE-C is authorized to join into the PIN, the PGAE-C:

a)
shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C; and

b)
may forward the received HTTP POST request message with changing the Request-URI to the URI of the PAE-S;

Editor's note: The case that PEAE-C is not authorized to join into the PIN is FFS.
Upon reception of either of the following:

a)
an HTTP 200 (OK) response message containing:

1)
a Content-Type header field set to “application/vnd.3gpp.pinapp-info+xml”; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element, or

b)
an HTTP 403 (Forbidden) response message containing:

1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element,

the PGAE-C shall forward the received HTTP 200 (OK) response or the received HTTP 403 (Forbidden) response message to the PEAE-C. 

5.4.7.3.3
PAE-S procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,

the PAE-S shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C. 
Upon reception of either of the following:

a)
an HTTP 200 (OK) response message containing:

1)
a Content-Type header field set to “application/vnd.3gpp.pinapp-info+xml”; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element, or

b)
an HTTP 403 (Forbidden) response message containing:

1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element,

the PAE-S shall forward the received HTTP 200 (OK) response or the received HTTP 403 (Forbidden) response message to the PGAE-C. 

5.4.7.3.4
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to join into the PIN or not. The PMAE-C may receive multiple HTTP POST request messages containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-request> element in the <pinapp-info> root element,

at the same time for the same PEAE-C, the PMAE-C should progress all the HTTP POST request messages. 
If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:

a)
generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PGAE-C according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element and within the <pin-management-pine-join-accept> element:
i)
shall include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C;
ii)
may include a <pin-client-profile> element set to the PIN client profile information updated by the PMAE-C (e.g., default and backup PEGCs assigned to PINE);

iii)
may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;

iv)
may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C(s) of the PIN; and
v)
may include a <access-control-info> element set to the access control information of the PIN; and

b)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to notify the PINE joining into the PIN.
NOTE 1:
In case of multiple HTTP POST request messages are received for the same PEAE-C, the PMAE-C initiates the PIN status notify procedure only once. 
If the PEAE-C is authorized to join into the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:

a)
generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PAE-S according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-accept> element in the <pinapp-info> root element and within the <pin-management-pine-join-accept> element:
i)
shall include a <heartbeat-timer> element set to the heartbeat timer value assigned to PEAE-C;
ii)
may include a <pin-client-profile> element set to the PIN client profile information updated by the PMAE-C (e.g., default and backup PEGCs assigned to PINE);

iii)
may include a <pegc-id> element set to the identifier(s) of the PGAE-C(s) of the PIN;

iv)
may include a <pegc-address> element set to the assigned IP address or port number of the PGAE-C(s) of the PIN; and
v)
may include a <access-control-info> element set to the access control information of the PIN; and 

b)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to notify the PINE joining into the PIN.
NOTE 2:
In case of multiple HTTP POST request messages are received for the same PEAE-C, the PMAE-C initiates the PIN status notify procedure only once. 
If the PEAE-C is not authorized to join into the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN failure; and
b)
send the HTTP 403 (Forbidden) response towards the PGAE-C.
If the PEAE-C is not authorized to join into the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-join-reject> element in the <pinapp-info> root element and within the <pin-management-pine-join-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PEAE-C requested joining into a PIN failure; and
b)
send the HTTP 403 (Forbidden) response towards the PAE-S.

5.4.7.4
PEAE-C requested leaving a PIN via PMAE-C

5.4.7.4.1
PEAE-C procedure
When the PEAE-C needs to leave a PIN via the PMAE-C, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element and within the <pin-management-pine-leave-request> element:

1)
shall include a <pin-id> element set to the identity of the PIN to leave;
2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service; and
3)
shall include a <ue-id> element set to the identity of the PEAE-C.

Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element,

the PEAE-C shall consider that it has successfully left the PIN. 
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the request of leaving the PIN is rejected by the PMAE-C.
5.4.7.4.2
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to leave the PIN or not. 
If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PEAE-C, the PMAE-C shall:

a)
generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PEAE-C according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element; and

b)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to notify the PINE leaving the PIN.
If the PEAE-C is not authorized to leave the PIN, the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.
5.4.7.5
PEAE-C requested leaving a PIN via PGAE-C

5.4.7.5.1
PEAE-C procedure
When the PEAE-C needs to leave a PIN via the PGAE-C, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of PGAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element and within the <pin-management-pine-leave-request> element:

1)
shall include a <pin-id> element set to the identity of the PIN to leave;
2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service; and
3)
shall include a <ue-id> element set to the identity of the PEAE-C.

Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element,

the PEAE-C shall consider that it has successfully left the PIN. 
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the request of leaving the PIN is rejected by the PMAE-C.
5.4.7.5.2
PGAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,

the PGAE-S shall verify whether the PEAE-C is authorized to leave the PIN or not. 
If the PEAE-C is authorized to leave into the PIN, the PGAE-C shall either:

a)
forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C; or

b)
forward the received HTTP POST request message with changing the Request-URI to the URI of the PAE-S;

Editor's note: The case that PEAE-C is not authorized to leave the PIN is FFS.
Upon reception of either of the following:

a)
an HTTP 200 (OK) response message containing:

1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element, or

b)
an HTTP 403 (Forbidden) response message containing:

1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,

the PGAE-C shall forward the received HTTP 200 (OK) response or the received HTTP 403 (Forbidden) response message to the PEAE-C. 

5.4.7.5.3
PAE-S procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,

the PAE-S shall forward the received HTTP POST request message towards the PMAE-C with changing the Request-URI to the URI of the PMAE-C. 
Upon reception of either of the following:

a)
an HTTP 200 (OK) response message containing:

1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element, or

b)
an HTTP 403 (Forbidden) response message containing:

1)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,

the PAE-S shall forward the received HTTP 200 (OK) response or the received HTTP 403 (Forbidden) response message to the PGAE-C. 

5.4.7.5.4
PMAE-C procedure
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,

the PMAE-C shall verify whether the PEAE-C is authorized to leave the PIN or not. 
If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:

a)
generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PGAE-C according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element; and
b)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to notify the PINE leaving the PIN.
If the PEAE-C is authorized to leave the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:

a)
generate an HTTP 200 (OK) response and send the HTTP 200 (OK) response towards the PAE-S according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element; and

b)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to notify the PINE leaving the PIN.
If the PEAE-C is not authorized to leave the PIN and the HTTP POST request message is received from PGAE-C, the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)
send the HTTP 403 (Forbidden) response towards the PGAE-C.
If the PEAE-C is not authorized to leave the PIN and the HTTP POST request message is received from PAE-S, the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)
send the HTTP 403 (Forbidden) response towards the PAE-S.
5.4.8
Multiple PEMCs or PEGCs procedure
5.4.9
PIN profile recovery procedure

5.4.9.1
PMAE-C procedure

When the PMAE-C needs to retrieve a PIN profile of a PIN from PAE-S, the PMAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:
a)
shall set the Request-URI to the URI corresponding to the PAE-S;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-request> element in the <pinapp-info> root element and within the <pin-profile-query-request> element:

1)
shall include a <pin-id> element set to the identifier of the PIN that the PMAE-C intends to retrieve the PIN profile;
2)
shall include a <security-credentials> element set to the security credentials corresponding to the PIN; and

3)
shall include a <ue-id> element set to the identity of the PMAE-C.
The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-accept> element in the <pinapp-info> root element,

the PMAE-C shall store the retrieved PIN profile of the PIN, and consider the PIN profile recovery procedure is complete.
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-reject> element in the <pinapp-info> root element,

the PMAE-C shall consider the PIN profile recovery is rejected by the PAE-S.
5.4.9.2
PAE-S procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-request> element in the <pinapp-info> root element,

the PAE-S shall determine whether the PMAE-C is one of the managers of the PIN and whether the PMAE-C is authorized to perform the PIN profile recovery. 
If the PMAE-C is authorized to perform the PIN profile recovery, the PAE-S shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-accept> element in the <pinapp-info> root element and within the <pin-profile-query-accept> element:
i)
shall include a <pin-profile> element set to the PIN profile of the PIN identified by the PIN ID; and
b)
send the HTTP 200 (OK) response towards the PMAE-C.
If the PMAE-C is not authorized to perform the PIN profile recovery, the PAE-S shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-profile-query-reject> element in the <pinapp-info> root element and within the <pin-profile-query-reject> element:
i)
shall include a <cause> element set to an appropriate cause for PIN profile recovery failure; and
b)
send the HTTP 403 (Forbidden) response towards the PMAE-C.
5.4.10
Credential provision procedure
5.4.11
PIN heartbeat
5.4.11.1
General

If the heartbeat timer expires at the PMAE-C without receiving a PIN heartbeat message from the PEAE-C or PGAE-C, the PMAE-C shall determine that the corresponding PEAE-C or PGAE-C is not available.
If the heartbeat timer expires at the PAE-S without receiving a PIN heartbeat message from the PMAE-C, the PAE-S shall determine that the PMAE-C is not available.

The following procedures are defined for PIN heartbeat:

a)
PIN heartbeat for PGAE-C and PEAE-C as specified in clause 5.4.11.2; and
b)
PIN heartbeat for PMAE-C as specified in clause 5.4.11.3.
5.4.11.2
PIN heartbeat for PGAE-C and PEAE-C

5.4.11.2.1
Requesting entity procedure

The requesting entity can be a PEAE-C or a PGAE-C.

To indicate the availability of the requesting entity within the current heartbeat timer, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:

a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the <pinapp-info> root element and within the <pin-heartbeat> element:

1)
shall include a <ue-id> element set to the PIN client ID of the requesting entity.

The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4]. 

5.4.11.2.2
PMAE-C procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the <pinapp-info> root element,
the PMAE-C shall update the availability of the requesting entity.

5.4.11.3
PIN heartbeat for PMAE-C

5.4.11.3.1
PMAE-C procedure

To indicate the availability of the PMAE-C within the current heartbeat timer, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:

a)
shall set the Request-URI to the URI of the PAE-S;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the <pinapp-info> root element and within the <pin-heartbeat> element:

1)
shall include a <ue-id> element set to the PIN client ID of the PMAE-C.

The PMAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4]. 
5.4.11.3.2
PAE-S procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-heartbeat> element in the <pinapp-info> root element,
the PAE-S shall update the availability of the PMAE-C.

5.4.12
PIN services management
5.4.12.1
PEAE-C registers new service

5.4.12.1.1
PEAE-C procedure

When the PEAE-C needs to register a new service in a PIN, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 72S31 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-request> element in the <pinapp-info> root element and within the <pin-service-registration-request> element:

1)
shall include a <pin-id> element set to the identity of the involved PIN;

2)
shall include a <requesting-pine-id> element set to the identity of the PEAE-C;

3)
shall include a <service-type> element set to the type of the requesting new service(s). More than one new service can be included;

4)
shall include a <service-id> element set to the identity of the requesting new service(s); and

5)
shall include a <service-description> element set to human readable description of the service. 

The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-accept> element in the <pinapp-info> root element,

the PEAE-C shall consider the new service(s) has successfully been registered in the PIN.
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the new service(s) is reject to be registered in the PIN.
5.4.12.1.2
PMAE-C procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-request> element in the <pinapp-info> root element,

the PMAE-C shall determine whether the PEAE-C is allowed to register new service(s) or not and whether the new service(s) are allowed to be offered by the PIN or not.

If the PEAE-C is allowed to register the new service(s) and all the new services are allowed to be offered by the PIN, the PMAE-C shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml";
2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-accept> element in the <pinapp-info> root element and within the <pin-service-registration-accept> element:
i)
shall include a <pin-id> element set to the PIN ID of the PIN; and

ii)
shall include a <requesting-pine-id> element set to the identity of the PEAE-C;

b)
send the HTTP 200 (OK) response towards the PEAE-C; and

c)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to update the PIN profile.
If the PEAE-C is not allowed to register the new service(s) or at least one new service is not allowed to be offered by the PIN, the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-registration-reject> element in the <pinapp-info> root element and within the <pin-service-registration-reject> element:
i)
shall include a <pin-id> element set to the PIN ID of the PIN;
ii)
shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and
iii)
shall include a <cause> element set to an appropriate cause for PIN service registration failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.
5.4.12.2
PEAE-C de-registers existing service

5.4.12.2.1
PEAE-C procedure

When the PEAE-C needs to de-register the existing service(s) in a PIN, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 72S31 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-request> element in the <pinapp-info> root element and within the <pin-service-deregistration-request> element:

1)
shall include a <pin-id> element set to the identity of the involved PIN;

2)
shall include a <requesting-pine-id> element set to the identity of the PEAE-C;

3)
shall include a <service-type> element set to the type of the requesting service(s). More than one service can be included;

4)
shall include a <service-id> element set to the identity for each requesting service(s); and

5)
shall include a <service-description> element set to human readable description for each requesting service(s). 

The PEAE-C shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-accept> element in the <pinapp-info> root element,

the PEAE-C shall consider the service(s) has successfully been de-registered in the PIN.
Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the service(s) is reject to be deregistered in the PIN.
5.4.12.2.2
PMAE-C procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-request> element in the <pinapp-info> root element,

the PMAE-C shall determine whether the PEAE-C is allowed to deregister all the requesting service(s) or not.

If the PEAE-C is allowed to deregister all the requesting service(s), the PMAE-C shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml";
2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-accept> element in the <pinapp-info> root element and within the <pin-service-deregistration-accept> element:
i)
shall include a <pin-id> element set to the PIN ID of the PIN; and

ii)
shall include a <requesting-pine-id> element set to the identity of the PEAE-C;

b)
send the HTTP 200 (OK) response towards the PEAE-C; and

c)
initiate a PIN status notify procedure towards PAE-S and PIN peer(s) in the PIN as specified in clause 5.4.6.3 to update the PIN profile.
If the PEAE-C is not allowed to deregister at least one requesting service(s), the PMAE-C shall:

a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-deregistration-reject> element in the <pinapp-info> root element and within the <pin-service-deregistration-reject> element:
i)
shall include a <pin-id> element set to the PIN ID of the PIN;
ii)
shall include a <requesting-pine-id> element set to the identity of the PEAE-C; and
iii)
shall include a <cause> element set to an appropriate cause for PIN service deregistration failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.
5.5
PIN communication via 5GS triggered by PEGC
Editor’s note:
The details of procedures for PIN communication via 5GS triggered by PEGC is FFS.
5.6
Application server discovery in PIN
5.7
Service Switch 

5.7.1
General

The purpose of PIN service switch procedure is to enable a PEAE-C participating in a PIN, to transfer application traffic to a different PEAE-C or PGAE-C participating in the same PIN. Two scenarios are supported for the PIN service switch procedure:
a)
PIN service switch with PAE-S support; and
b)
PIN service switch without PAE-S support (e.g. using only internal PIN communication).
5.7.2
PIN service switch with PAE-S support

5.7.2.1
General

The purpose of PIN service switch with PAE-S support is to enable a PEAE-C participating in a PIN, to transfer application traffic to a different PEAE-C or PGAE-C participating in the same PIN, with assistance from the PAE-S. The PEAE-C requests assistance with service switch from the PAE-S. The PAE-S assistance can be in the form of authorization, identifying a PIN and the corresponding PMAE-C, identifying the appropriate PINE where the service can be switched and inititating the procedure with PMAE-C.
The following procedures are defined for the PIN service switch with PAE-S support:

a)
PIN Service Switch with assistance from PAE-S as specified in clause 5.7.2.2; and

b)
PIN Service Switch Configure with assistance from PAE-S as specified in clause 5.7.2.3.
5.7.2.2
PIN Service Switch with assistance from PAE-S
5.7.2.2.1
PEAE-C procedure

When the PEAE-C needs to switch service in a PIN, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)
shall set the Request-URI to the URI of the PAE-S;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-request> element in the <pinapp-info> root element and within the <pin-service-switch-request> element:

1)
shall include a <pin-client-identifier> element set to the PIN client ID of the PEAE-C;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
shall include a <pin-id> element set to the PIN ID, which identifies the PIN where the service will be switched;

4)
shall include a <application-client-identifier> element set to the identifier of the application client, which identifies the application client in PINE where the service is terminated;

5)
shall include a <application-server-identifier> element set to the identifier of the application server, which identifies the application server producing the service;

6)
shall include a <application-session-identifier> element set to the identifier of the application traffic, which identifies the application traffic to be switched;
7)
may include a <application-traffic-descriptor> element set to the descriptor of application traffic flows (e.g., IP 4 tuple); and

8)
may include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C.

The PEAE-C shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-accept> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN service switch request is accepted by the PAE-S and shall store the PIN client ID of the target PEAE-C if available.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN service switch request is not accepted by the PAE-S.
5.7.2.2.2
PAE-S procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-request> element in the <pinapp-info> root element,

the PAE-S shall verify whether the PEAE-C is authorized to request service switch to a PIN and whether the PIN can support the service switch.

If the PEAE-C is allowed to switch service in a PIN, the PAE-S shall:

a)
generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-accept> element in the <pinapp-info> root element and within the <pin-service-switch-accept> element:
i)
may include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C if target PIN client is not provided in the PIN service switch request; and

b)
shall send the HTTP 200 (OK) response towards the PEAE-C.

If the PEAE-C is not allowed to switch service in a PIN, the PAE-S shall:
a)
generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PAE-S:

1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-service-switch-reject> element in the <pinapp-info> root element and within the <pin-service-switch-reject> element:

i)
shall include a <cause> element set to an appropriate cause for PIN service switch failure; and
b)
send the HTTP 403 (Forbidden) response towards the PEAE-C.

5.7.2.3
PIN Service Switch Configure procedure with assistance from PAE-S
5.7.2.3.1
PAE-S procedure

If the PAE-S has accepted the service switch request to a PIN from the PEAE-C, the PAE-S shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PAE-S:
a)
shall set the Request-URI to the URI of the PMAE-C;

b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-request> element in the <pinapp-info> root element and within the <pin-configuration-service-switch-configure-request> element:

1)
shall include a <pin-server-identifier> element set to the PIN server ID of the PAE-S;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
shall include a <pin-id> element set to the PIN ID, which identifies the PIN where the service will be switched;

4)
shall include a <application-client-identifier> element set to the identifier of the application client, which identifies the application client in PINE where the service is terminated;

5)
may include a <application-server-identifier> element set to the identifier of the application server, which identifies the application server producing the service;

6)
shall include a <application-session-identifier> element set to the identifier of the application traffic, which identifies the application traffic to be switched;
7)
may include a <application-traffic-descriptor> element set to the description of application session, which is to be switched; and

8)
may include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C.

The PAE-S shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-accept> element in the <pinapp-info> root element,

the PAE-S shall consider the PIN configuration service switch configure request is accepted by the PMAE-C.

Upon reception of an HTTP 403 (Forbidden) response message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-reject> element in the <pinapp-info> root element,

the PEAE-C shall consider the PIN configuration service switch configure request is not accepted by the PMAE-C.
5.7.2.3.2
PMAE-C procedure

Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-request> element in the <pinapp-info> root element,

the PMAE-C shall check whether the PIN and receiving entity can support the requested service switch.
If the both the PIN and target PEAE-C can support the requested service switch, the PMAE-C shall generate the HTTP POST request message towards the receiving entity, according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PMAE-C:
a)
shall set the Request-URI to the URI of the receiving entity (PGAE-C or PEAE-C);
b)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-accept> element in the <pinapp-info> root element and within the <pin-management-service-switch-configure-accept> element:

1)
shall include a <pin-management-client-identifier> element set to the PEMC ID of the PMAE-C;

2)
shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;

3)
shall include a <pin-id> element set to the PIN ID, which identifies the PIN where the service will be switched;

4)
shall include a <application-client-identifier> element set to the identifier of the application client, which identifies the application client in PINE where the service is terminated;

5)
shall include a <application-server-identifier> element set to the identifier of the application server, which identifies the application server producing the service;

6)
may include a <pegc-id> element set to the PEGC ID of the PGAE-C, if the receiving entity is the PGAE-C;

7)
shall include a <application-traffic-identifier> element set to the identifier of the application session, which identifies the application session to be switched;
8)
may include a <application-traffic-descriptor> element set to the description of application session, which is to be switched; and

9)
shall include a <target-pin-client-identifier> element set to the PIN client ID of the target PEAE-C, if the receiving entity is PMAE-C.
The PMAE-C shall send the generated HTTP POST request towards the receiving entity according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message from the receiving entity, with:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-accept> element in the <pinapp-info> root element,

the PMAE-C shall consider the PIN management service switch configure request is accepted by the receiving entity, and the PMAE-C:

a)
shall generate an HTTP 200 (OK) response message according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-accept> element in the <pinapp-info> root element; and

b)
shall send the generated HTTP 200 (OK) response message towards the PAE-S according to IETF RFC 7231 [4].

Upon reception of an HTTP 403 (Forbidden) response message from the receiving entity, with:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-reject> element in the <pinapp-info> root element,
the PMAE-C shall consider the PIN management service switch configure request is not accepted by the receiving entity, and the PMAE-C:

a)
shall generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PMAE-C:

1)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

2)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-reject> element in the <pinapp-info> root element and within the <pin-management-service-switch-configure-reject> element:

i)
shall include a <cause> element set to an appropriate cause for PIN service switch configure failure; and
b)
shall send the HTTP 403 (Forbidden) response towards the PAE-S.

If either the PIN or the target PEAE-C cannot support the requested service switch, the PMAE-C shall generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
a)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-configuration-service-switch-configure-reject> element in the <pinapp-info> root element and within the <pin-configuration-service-switch-configure-reject> element:
1)
shall include a <cause> element set to indicate the cause of the failure.
The PMAE-C shall send the generated HTTP 403 (Forbidden) response towards the receiving entity according to IETF RFC 7231 [4].
5.7.2.3.3
Receiving entity procedure

The receiving entity can be a PGAE-C or PEAE-C.
Upon reception of an HTTP POST request message containing:

a)
a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
an application/vnd.3gpp.pinapp-info+xml MIME body with a < pin-management-service-switch-configure-request> element in the <pinapp-info> root element,

the receiving entity shall check whether receiving entity can be configured to support the service switch request.
If the PGAE-C can be configured to support the requested service switch, receiving entity shall generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the receiving entity:
a)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-accept> element in the <pinapp-info> root element.

The receiving entity shall send the generated HTTP 200 (OK) response towards the PMAE-C according to IETF RFC 7231 [4].
If the receiving entity cannot be configured to support the requested service switch, receiving entity shall generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the receiving entity:
a)
shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and

b)
shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-service-switch-configure-reject> element in the <pinapp-info> root element and within the <pin-management-service-switch-configure-reject> element:
1)
shall include a <cause> element set to indicate the cause of the failure.
The receiving entity shall send the generated HTTP 403 (Forbidden) response towards the PMAE-C according to IETF RFC 7231 [4].
5.8
Service Continuity
6
Coding
6.1
General
Editor’s note:
This clause contains the definition and contents of the messages used in the procedures described in the present document.
6.2
Messages between PIN element and PIN element
6.2.1
General
Editor’s note:
This clause defines the XML schema and MIME type related to messages between PIN element and PIN element.
6.2.2
Structure
6.2.3
MIME type
6.2.4
XML schema
6.2.5
Data semantics
6.2.6
IANA registration
6.3
Messages between PIN element and PIN server

6.3.1
General
Editor’s note:
This clause defines the XML schema and MIME type related to messages between PIN element and PIN server.
6.3.2
Structure
6.3.3
MIME type
6.3.4
XML schema
6.3.5
Data semantics

6.3.6
IANA registration
7
Parameters in PIN application layer procedures.
7.1
General
Editor’s note:
This clause contains the format for the parameters used in the procedures described in the present document.
7.2
Parameter format
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