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[bookmark: foreword][bookmark: _Toc164778811]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
[bookmark: introduction][bookmark: _Toc164778812]Introduction
This TR provides guidelines for CAPIF usage for the benefit of the Application developer and API provider communities.
[bookmark: scope][bookmark: _Toc164778813]
1	Scope
This TR provides guidelines for CAPIF usage for the benefit of the Application developer and API provider communities. This document also describes the usage and deployment options in CAPIF.
The work takes into consideration the work done for CAPIF in 3GPP TS 23.222 [2] and 3GPP TS 29.222 [3] and 3GPP TS 33.122 [4], and other related work outside 3GPP.

[bookmark: references][bookmark: _Toc164778814]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs; Stage 2".
[3]	3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".
[4]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[5]		ETSI GS MEC 011 V3.1.1: "Multi-access Edge Computing (MEC); Edge Platform Application Enablement".
[6]	3GPP TR 23.958: "Edge Application Standards in 3GPP and Alignment with External Organizations ".
[7]	EVOLVED-5G ICT-41 project, https://evolved-5g.eu
[8]	NEF emulator version 2.2.3, February 2024. https://github.com/EVOLVED-5G/NEF_emulator
[9]	ETSI Software Development Group: "OpenCAPIF", https://ocf.etsi.org
[10]	ETSI Software Development Group GitLab repository: "OpenCAPIF", https://labs.etsi.org/rep/ocf/capif.
[11]		GSMA PRD OPG.02 - "Operator Platform Telco Edge Requirements Version 6.0", https://www.gsma.com/futurenetworks/wp-content/uploads/2024/02/OPG.02-v6.0-Operator-Platform-Requirements-and-Architecture.pdf.

[bookmark: definitions][bookmark: _Toc164778815]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc164778816]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the terms given in clause 3 of 3GPP TS 23.222 [2] and clause 3 of 3GPP TS 29.222 [3] shall also apply.
[bookmark: _Toc164778817]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc164778818]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the abbreviations given in clause 3 of 3GPP TS 23.222 [2] and clause 3 of 3GPP TS 29.222 [3] shall also apply.


[bookmark: _Toc129708874][bookmark: _Toc164778819]4	Overview of CAPIF
[bookmark: _Toc28009641][bookmark: _Toc34061759][bookmark: _Toc36036515][bookmark: _Toc43284754][bookmark: _Toc45132533][bookmark: _Toc51193227][bookmark: _Toc51760426][bookmark: _Toc59014876][bookmark: _Toc59015392][bookmark: _Toc68165434][bookmark: _Toc83229530][bookmark: _Toc90648729][bookmark: _Toc105593621][bookmark: _Toc114209335][bookmark: _Toc138681195][bookmark: _Toc144228557][bookmark: _Toc164778820]4.1	Introduction
3GPP specifies multiple northbound API-related specifications. To avoid duplication and inconsistency of approaches between different API specifications and to specify common services (e.g. authorization), 3GPP developed a common API framework (CAPIF) that includes aspects applicable to any northbound service APIs. The key CAPIF specifications are: 
-	3GPP TS 23.222 [2] defines the CAPIF architecture and procedures and was developed by the 3GPP SA6 3GPP working group; 
-	3GPP TS 29.222 [3] defines the API messages and protocol for CAPIF APIs and was developed by the 3GPP CT3 working group; and 
-	3GPP TS 33.122 [4] defines CAPIF security procedures and was developed by the 3GPP SA3 working group. 
[bookmark: _Toc28009642][bookmark: _Toc34061760][bookmark: _Toc36036516][bookmark: _Toc43284755][bookmark: _Toc45132534][bookmark: _Toc51193228][bookmark: _Toc51760427][bookmark: _Toc59014877][bookmark: _Toc59015393][bookmark: _Toc68165435][bookmark: _Toc83229531][bookmark: _Toc90648730][bookmark: _Toc105593622][bookmark: _Toc114209336][bookmark: _Toc138681196][bookmark: _Toc144228558][bookmark: _Toc164778821]4.2	Functional Architecture 
The CAPIF functional architecture is specified in 3GPP TS 23.222 [2] and consists of CAPIF core function, API Provider Domain Functions and API invoker. CAPIF architecture is based on the well-known Service Oriented Architecture (SOA) design paradigm, where a Service producer (i.e. API provider) is able to publish (1) the offered service APIs which can be discovered (2) by the Service consumers (e.g. API invokers) and further can invoke (3) the discovered service APIs as per the authorization. 


Figure 4.2-1: CAPIF based on SOA
Figure 4.2-1 provides an illustration of CAPIF based on SOA with the following relationship:
1.	The functionalities related to Service Access Controller are supported by CAPIF core function.
2.	The Service producer is the API Provider Domain Functions.
3.	 The Service consumer is the API Invoker.
Most CAPIF APIs are provided by a CAPIF core function entity and can be consumed by applications (API invokers) and application providers (CAPIF defines an API provider as three functions: API exposure, API publishing, and API management). CAPIF core function APIs enable onboarding, publishing, discovery, authentication, registration, authorization, logging, charging, monitoring, configuration, topology hiding, and other procedures. One CAPIF API (AEF security) is provided by the API exposure function. 


Figure 4.2-1: Functional model for the CAPIF to support 3rd party API providers
(adapted from 3GPP TS 23.222 [2] Figure 6.2.1-1: Functional model for the CAPIF to support 3rd party API providers).
Editor's Note: Figure 4.2-1 is to be simplified, including deleting API provider domain 1, API invoker 2, API invoker 3.  
The CAPIF architecture includes multiple deployment models e.g. centralized vs. distributed, single vs. multiple API providers (see 3GPP TS23.222 [2] clause 7). 
[bookmark: _Toc28009643][bookmark: _Toc34061761][bookmark: _Toc36036517][bookmark: _Toc43284756][bookmark: _Toc45132535][bookmark: _Toc51193229][bookmark: _Toc51760428][bookmark: _Toc59014878][bookmark: _Toc59015394][bookmark: _Toc68165436][bookmark: _Toc83229532][bookmark: _Toc90648731][bookmark: _Toc105593623][bookmark: _Toc114209337][bookmark: _Toc138681197][bookmark: _Toc144228559][bookmark: _Toc164778822]4.3	Functional Entities
[bookmark: _Toc28009644][bookmark: _Toc34061762][bookmark: _Toc36036518][bookmark: _Toc43284757][bookmark: _Toc45132536][bookmark: _Toc51193230][bookmark: _Toc51760429][bookmark: _Toc59014879][bookmark: _Toc59015395][bookmark: _Toc68165437][bookmark: _Toc83229533][bookmark: _Toc90648732][bookmark: _Toc105593624][bookmark: _Toc114209338][bookmark: _Toc138681198][bookmark: _Toc144228560]API invoker: Typically provided by a 3rd party application provider who has service agreement with PLMN operator 
The API invoker supports several CAPIF capabilities such as supporting authentication, obtaining authorization, and discovering service APIs and invoking service APIs.
[bookmark: _Toc28009645][bookmark: _Toc34061763][bookmark: _Toc36036519][bookmark: _Toc43284758][bookmark: _Toc45132537][bookmark: _Toc51193231][bookmark: _Toc51760430][bookmark: _Toc59014880][bookmark: _Toc59015396][bookmark: _Toc68165438][bookmark: _Toc83229534][bookmark: _Toc90648733][bookmark: _Toc105593625][bookmark: _Toc114209339][bookmark: _Toc138681199][bookmark: _Toc144228561]CAPIF core function (CCF): Supports capabilities used by other functional entities, for example the following:
-	For the API invoker: authenticating the API invoker, providing authorization information, and service API discovery.
-	For the API exposing function: (AEF) providing the service API access policy, providing API routing information, and charging of service API invocations.
-	For the API publishing function: publishing and storing the service APIs information.
-	For the API management function: providing the service API invocation log for auditing, storing configurations of the API provider policies, and updating registration information of API provider domain functions.
A CAPIF core function can also interact with another CAPIF core function for API publishing and discovery. 
[bookmark: _Toc28009646][bookmark: _Toc34061764][bookmark: _Toc36036520][bookmark: _Toc43284759][bookmark: _Toc45132538][bookmark: _Toc51193232][bookmark: _Toc51760431][bookmark: _Toc59014881][bookmark: _Toc59015397][bookmark: _Toc68165439][bookmark: _Toc83229535][bookmark: _Toc90648734][bookmark: _Toc105593626][bookmark: _Toc114209340][bookmark: _Toc138681200][bookmark: _Toc144228562]API exposing function (AEF): The API exposing function (AEF) is the provider of the Service APIs and is also the service communication entry point of the Service API to API invokers. 
[bookmark: _Toc28009647][bookmark: _Toc34061765][bookmark: _Toc36036521][bookmark: _Toc43284760][bookmark: _Toc45132539][bookmark: _Toc51193233][bookmark: _Toc51760432][bookmark: _Toc59014882][bookmark: _Toc59015398][bookmark: _Toc68165440][bookmark: _Toc83229536][bookmark: _Toc90648735][bookmark: _Toc105593627][bookmark: _Toc114209341][bookmark: _Toc138681201][bookmark: _Toc144228563]API publishing function (APF): The API publishing function (APF) enables the API provider to publish the Service APIs information to enable the discovery of Service APIs by the API invoker.
[bookmark: _Toc28009648][bookmark: _Toc34061766][bookmark: _Toc36036522][bookmark: _Toc43284761][bookmark: _Toc45132540][bookmark: _Toc51193234][bookmark: _Toc51760433][bookmark: _Toc59014883][bookmark: _Toc59015399][bookmark: _Toc68165441][bookmark: _Toc83229537][bookmark: _Toc90648736][bookmark: _Toc105593628][bookmark: _Toc114209342][bookmark: _Toc138681202][bookmark: _Toc144228564]API management function (AMF): The API management function (AMF) enables the API provider to manage service APIs such as querying the Service API invocation log for auditing, monitoring the events, and configuring the API provider policies. 
[bookmark: _Toc164778823]4.4	Relationship between CAPIF and OAuth 2.0
The mapping between the CAPIF and OAuth 2.0 is described in this subclause. The CAPIF architecture given in subclause 6.2.0 of 3GPP TS 23.222 [2] can use OAuth 2.0 token's mechanism to authorize API invokers. As per OAuth 2.0, API invoker performs the function of the client, the CAPIF core function performs the function of the authorization server, and the API exposing function performs the exposure of the protected resources. The API invoker is authorized with an authorization grant type of client credentials described in subclause 6.5 of 3GPP TS 33.122 [4].
The RNAA architecture given in subclause 6.2.2 of 3GPP TS 23.222 [2] supports an authorization grant type of authorization code grant. The resource owner client in the RNAA architecture has the role of the resource owner, authorizing the API invoker to invoke the API exposing function.

[bookmark: _Toc164778824]5	Role of Stakeholders for API Exposure
[bookmark: _Toc164778825]5.1	Stakeholders in CAPIF
Several stakeholders are considered to interact within the API exposure ecosystem, for instance: MNO, NPN owners, aggregators, Application Service Developers (ASP), authorization service providers, identity service providers, resource owners, API invokers.
The functional model description for CAPIF is given in subclause 6.2.0 of 3GPP TS 23.222 [2]. Different business relationships are considered for CAPIF as follows:
-	Basic CAPIF business relationships are given in subclause 5.1 of 3GPP TS 23.222 [2]. 
-	CAPIF business relationships for RNAA are provided in subclause 5.2 of 3GPP TS 23.222 [2]. 
-	In case of interconnection among CAPIF providers, CAPIF business relationships are given in subclause 4.12 3GPP TS 23.222 [2]
Some exemplary business relationships are reproduced in Figure 5.1-1.


Figure 5.1-1: Basic business relationships in CAPIF
CAPIF has three main stakeholder roles (CAPIF provider, API provider, and API invoker) and RNAA has resource owner role.
[bookmark: _Toc164778826]5.2	Basic roles
[bookmark: _Toc164778827]5.2.1	CAPIF provider
The CAPIF provider contains an instance of CAPIF core function and may contain API provider and API invokers and it could be a PLMN, SNPN or 3rd party. The CAPIF provider and the API provider can be part of the same organization (e.g. PLMN operator), in which case the business relationship between the two is internal to a single organization. The CAPIF provider and the API provider can be part of different organizations, in which case the business relationship between the two must exist [2].
[bookmark: _Toc164778828]5.2.2	API provider
The API provider hosts one or more service APIs and has a service API arrangement with CAPIF provider to offer the service APIs to the API invoker.
Requirements for enabling API invoker is given in subclause 4.1.2 3GPP TS 23.222 [2].
[bookmark: _Toc164778829]5.2.3	API invoker
The API invoker is typically provided by a 3rd party application provider who has service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network. The API invoker may be either an application on a server or an application on a UE [2].
Requirements for supporting 3rd party API providers is given in subclause 4.1.3 3GPP TS 23.222 [2].
[bookmark: _Toc164778830]5.2.4	Resource owner
The resource owner is an entity capable of granting access to a protected resource related to the resource exposed by the API provider. In the current release, it is a user of the UE hosting the API invoker that can authorize the API access [2].
Requirements for supporting RNAA is given in subclause 4.17.2 3GPP TS 23.222 [2].
[bookmark: _Toc164778831]5.3	Mapping of stakeholders to CAPIF roles
NOTE: The mapping of the stakeholders to the CAPIF roles is FFS.

[bookmark: _Toc164778832]6	Exemplary Use Cases and Adoption
Editor's Note: This clause will provide the main representative usage examples for CAPIF and adoption in 3GPP, ETSI, etc.  

[bookmark: _Toc151631584][bookmark: _Toc164778833]6.1	ETSI MEC deployment based on CAPIF
The ETSI MEC platform is the collection of essential functionalities required to run MEC applications on a particular Virtualisation infrastructure and enable them to provide and consume MEC services. In clause B.2.2 of ETSI GS MEC 011 V3.1.1 [5] it is shown the mapping service management APIs and CAPIF APIs. Additionally, in clause 7.2 of 3GPP TR 23.958 [6] it is possible to find a deployment option for ETSI MEC based on CAPIF.

[bookmark: _Toc161219935][bookmark: _Toc164778834]6.2	GSMA Operator Platform deployment via CAPIF
The GSMA Operator Platform defines a common platform exposing operator services/capabilities to customers/application providers in the 5G-era. It is defined the requirement of an Operator Platform’s SBI-NR with CAPIF in clause 5.1.4.2.2 of GSMA PRD OPG.02 [11] and it is described the application session continuity support for handovers between 4G and 5G by based on combined SCEF+NEF via CAPIF in clause 5.2.2.6.7 of GSMA PRD OPG.02 [11].
Figure 6.2-1 illustrates integrated fundamental GSMA Operator Platform deployment of the SCEF and the NEF with the CAPIF. In this deployment model, the GSMA Operator Platform functions as the API invoker.
NOTE:	An Operator Platform's SBI-NR can work without CAPIF. If CAPIF is not supported, the SBI-NR API will provide an alternate means of providing these functions.



Figure 6.2-1: Integrated GSMA Operator Platform deployment of the SCEF and the NEF with the CAPIF

[bookmark: _Toc164778835]6.32	Open-source implementation of CAPIF
As stated in clause B.2.2.3 in 3GPP TS 23.222 [2], the NEF can implement the functionalities of the API provider domain functions, as reproduced in Figure 6.32-1. 


Figure 6.32-1: NEF implements the service specific aspect compliant with the CAPIF architecture
Evolved-5G [7] (ICT-41-2020 project from call H2020-ICT-2018-2020) developed an open-source project of the CAPIF Release 17 under the Apache-2.0 license. EVOLVED-5G implementation of CAPIF  works with an open-source implementation of a NEF emulator available in [8]. The NEF emulator used for Evolved-5G implementation supports two services, namely Nnef_EventExposure and Nnef_AFsessionWithQoS [8].
Evolved-5G implementation has been used as the seed code for OpenCAPIF SDG [9] created by ETSI in January 2024. 
OpenCAPIF has adopted the following APIs from CAPIF:
-	JWT Authentication APIs
-	CAPIF Invoker Management API
-	CAPIF Publish API
-	CAPIF Discover API
-	CAPIF Security API
-	CAPIF Events API
-	CAPIF Provider Management API
The implementation also includes a Testing Suite of the above services.
Every CAPIF API is implemented in a separate container for future scalability adaptation. All APIs are exposed and support mutual TLS authentication as specified in 3GPP TS 33.122 [4]. 
The Source Code of OpenCAPIF and the instructions to deploy it are included in the ETSI GitLab repository [10].
[bookmark: _Toc164778836]6.43	NEF Publishes an API 
The 5GS network exposure function (NEF) can use CAPIF capabilities to publish and manage its APIs, including managing charging. One of several possible deployment arrangements is shown in Figure 6.4-1.Signalling for the NEF to publish APIs to the CAPIF core function is shown in Figure 6.3-1, followed by example request and response content. 


Figure 6.4-1: NEF implements the CAPIF API provdier domain functions 




Figure 6.3-1: Publish a service API 

Signalling for the NEF to publish its APIs to the CAPIF core function is shown in Figure 6.4-2, followed by example request and response content. 



Figure 6.4-2: Publish a service API 

Details of the signalling flow in Figure 6.43-12 are as follows: 
1. Register_API_Provider 
The API provider includes: 
-	API provider domain ID 
-	API provider domain functions profiles

Table 6.43-1: Register API_provider request
	HTTP POST CAPIF_core_function_URL/{apiRoot}/api-provider-management/v1/registrations 
{
  "regSec": "string",
  "apiProvFuncs": [
    {
      "apiProvFuncId": "string",
      "regInfo": {
        "apiProvPubKey": "string",
        "apiProvCert": "string"
      },
      "apiProvFuncInfo": "string"
    }
  ],
  "apiProvDomInfo": "string",
  "suppFeat": "string",
  "failReason": "string"
}



The CAPIF core function assigns identities for the API provider domain functions and returns them in the response. 

2. 201 Created 
The API provider domain has been registered successfully. 
Table 6.43-2: Register API provider response
	201 
Location: {apiRoot}/api-provider-management/v1/registrations/{registrationId} 
{
  "apiProvDomId": "string",
  "regSec": "string",
  "apiProvFuncs": [
    {
      "apiProvFuncId": "string",
      "regInfo": {
        "apiProvPubKey": "string",
        "apiProvCert": "string"
      },
      "apiProvFuncInfo": "string"
    }
  ],
  "apiProvDomInfo": "string",
  "suppFeat": "string",
  "failReason": "string"
}



3. CAPIF_Publish_Service_API
The API publishing function sends information on APIs. The published APIs resource represents all published service APIs of the NEF.

Table 6.43-3: Publish API request 
	HTTP POST CAPIF_core_function_URL/{apiRoot}/published-apis/<apiVersion>/apfId/service-apis
{
  "apiName": "string",
  "apiId": "string",
  "apiStatus": {
    "aefIds": [
      "string"
    ]
  },
  "aefProfiles": [
    null,
    null
  ],
  "description": "string",
  "supportedFeatures": "string",
  "shareableInfo": {
    "isShareable": "boolean",
    "capifProvDoms": [
      "string"
    ]
  },
  "serviceAPICategory": "string",
  "apiSuppFeats": "string",
  "pubApiPath": {
    "ccfIds": [
      "string"
    ]
  },
  "ccfId": "string"
}



4. 201 Created
The service API has been published successfully The URI of the created resource is returned in the "Location" HTTP header. 
Table 6.43-4: Publish API response
	{
201 {apiRoot}/published-apis/<apiVersion>/{apfId}/service-apis/{serviceApiId}
Location:
  "apiName": "string",
  "apiId": "string",
  "apiStatus": {
    "aefIds": [
      "string"
    ]
  },
  "aefProfiles": [
    null,
    null
  ],
  "description": "string",
  "supportedFeatures": "string",
  "shareableInfo": {
    "isShareable": "boolean",
    "capifProvDoms": [
      "string"
    ]
  },
  "serviceAPICategory": "string",
  "apiSuppFeats": "string",
  "pubApiPath": {
    "ccfIds": [
      "string"
    ]
  },
  "ccfId": "string"
}




5. CAPIF administrator creates policy 

Table 6.4-5: CAPIF administrator creates policy 
	{apiRoot}/access-control-policy/<apiVersion>/accessControlPolicyList/{serviceApiId}




Editor's Note: The table above is to be populated with example policy. 

6. CAPIF_Access_Control_Policy_API 
Table 6.4-6: GET access control policy request 
	HTTP GET CAPIF_core_function_URL/{apiRoot}/access-control-policy/<apiVersion>/accessControlPolicyList/{serviceApiId}





7. 200 OK
Table 6.4-7: GET access control policy response
	200
{
  "apiInvokerPolicies": [
    {
      "apiInvokerId": "string",
      "allowedTotalInvocations": 0,
      "allowedInvocationsPerSecond": 0,
      "allowedInvocationTimeRangeList": [
        {
          "startTime": "2024-04-08T14:33:53.792Z",
          "stopTime": "2024-04-08T14:33:53.792Z"
        }
      ]
    }
  ]
}




Editor's Note: An example of the CAPIF core function configuring service API policy is to be added. 
Editor's Note: The tables above showing JSON content are to be populated with example values. 
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