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[bookmark: foreword][bookmark: _Toc151631569]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
[bookmark: introduction][bookmark: _Toc151631570]Introduction
This TR provides guidelines for CAPIF usage for the benefit of the Application developer and API provider communities.
[bookmark: scope][bookmark: _Toc151631571]
1	Scope
This TR provides guidelines for CAPIF usage for the benefit of the Application developer and API provider communities. This document also describes the usage and deployment options in CAPIF.
The work takes into consideration the work done for CAPIF in 3GPP TS 23.222 [2] and 3GPP TS 29.222 [3] and 3GPP TS 33.122 [4], and other related work outside 3GPP.

[bookmark: references][bookmark: _Toc151631572]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs; Stage 2".
[3]	3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs; Stage 3".
[4]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[bookmark: definitions][bookmark: _Toc151631573]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc151631574]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the terms given in clause 3 of 3GPP TS 23.222 [2] and clause 3 of 3GPP TS 29.222 [3] shall also apply.
[bookmark: _Toc151631575]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc151631576]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
For the purposes of the present document, the abbreviations given in clause 3 of 3GPP TS 23.222 [2] and clause 3 of 3GPP TS 29.222 [3] shall also apply.
[bookmark: _Toc129708874][bookmark: _Toc151631577]4	Overview of CAPIF
[bookmark: _Toc28009641][bookmark: _Toc34061759][bookmark: _Toc36036515][bookmark: _Toc43284754][bookmark: _Toc45132533][bookmark: _Toc51193227][bookmark: _Toc51760426][bookmark: _Toc59014876][bookmark: _Toc59015392][bookmark: _Toc68165434][bookmark: _Toc83229530][bookmark: _Toc90648729][bookmark: _Toc105593621][bookmark: _Toc114209335][bookmark: _Toc138681195][bookmark: _Toc144228557][bookmark: _Toc151631578]4.1	Introduction
3GPP specifies multiple northbound API-related specifications. To avoid duplication and inconsistency of approaches between different API specifications and to specify common services (e.g. authorization), 3GPP developed a common API framework (CAPIF) that includes aspects applicable to any northbound service APIs. The key CAPIF specifications are: 
-	3GPP TS 23.222 [2] defines the CAPIF architecture and procedures and was developed by the 3GPP SA6 3GPP working group; 
-	3GPP TS 29.222 [3] defines the API messages and protocol for CAPIF APIs and was developed by the 3GPP CT3 working group; and 
-	3GPP TS 33.122 [4] defines CAPIF security procedures and was developed by the 3GPP SA3 working group. 
[bookmark: _Toc28009642][bookmark: _Toc34061760][bookmark: _Toc36036516][bookmark: _Toc43284755][bookmark: _Toc45132534][bookmark: _Toc51193228][bookmark: _Toc51760427][bookmark: _Toc59014877][bookmark: _Toc59015393][bookmark: _Toc68165435][bookmark: _Toc83229531][bookmark: _Toc90648730][bookmark: _Toc105593622][bookmark: _Toc114209336][bookmark: _Toc138681196][bookmark: _Toc144228558][bookmark: _Toc151631579]4.2	Functional Architecture 
The CAPIF functional architecture is specified in 3GPP TS 23.222 [2] and consists of CAPIF core function, API Provider Domain Functions and API invoker. CAPIF architecture is based on the well-known Service Oriented Architecture (SOA) design paradigm, where a Service producer (i.e. API provider) is able to publish (1) the offered service APIs which can be discovered (2) by the Service consumers (e.g. API invokers) and further can invoke (3) the discovered service APIs as per the authorization. 


Figure 4.2-1: CAPIF based on SOA
Figure 4.2-1 provides an illustration of CAPIF based on SOA with the following relationship:
1.	The functionalities related to Service Access Controller are supported by CAPIF core function.
2.	The Service producer is the API Provider Domain Functions.
3.	 The Service consumer is the API Invoker.
Most CAPIF APIs are provided by a CAPIF core function entity and can be consumed by applications (API invokers) and application providers (CAPIF defines an API provider as three functions: API exposure, API publishing, and API management). CAPIF core function APIs enable onboarding, publishing, discovery, authentication, registration, authorization, logging, charging, monitoring, configuration, topology hiding, and other procedures. One CAPIF API (AEF security) is provided by the API exposure function. 


Figure 4.2-1: Functional model for the CAPIF to support 3rd party API providers
(adapted from 3GPP TS 23.222 [2] Figure 6.2.1-1: Functional model for the CAPIF to support 3rd party API providers).
Editor's Note: Figure 4.2-1 is to be simplified, including deleting API provider domain 1, API invoker 2, API invoker 3.  
The CAPIF architecture includes multiple deployment models e.g. centralized vs. distributed, single vs. multiple API providers (see 3GPP TS23.222 [2] clause 7). 
[bookmark: _Toc28009643][bookmark: _Toc34061761][bookmark: _Toc36036517][bookmark: _Toc43284756][bookmark: _Toc45132535][bookmark: _Toc51193229][bookmark: _Toc51760428][bookmark: _Toc59014878][bookmark: _Toc59015394][bookmark: _Toc68165436][bookmark: _Toc83229532][bookmark: _Toc90648731][bookmark: _Toc105593623][bookmark: _Toc114209337][bookmark: _Toc138681197][bookmark: _Toc144228559][bookmark: _Toc151631580]4.3	Functional Entities
[bookmark: _Toc28009644][bookmark: _Toc34061762][bookmark: _Toc36036518][bookmark: _Toc43284757][bookmark: _Toc45132536][bookmark: _Toc51193230][bookmark: _Toc51760429][bookmark: _Toc59014879][bookmark: _Toc59015395][bookmark: _Toc68165437][bookmark: _Toc83229533][bookmark: _Toc90648732][bookmark: _Toc105593624][bookmark: _Toc114209338][bookmark: _Toc138681198][bookmark: _Toc144228560]API invoker: Typically provided by a 3rd party application provider who has service agreement with PLMN operator 
The API invoker supports several CAPIF capabilities such as supporting authentication, obtaining authorization, and discovering service APIs and invoking service APIs.
[bookmark: _Toc28009645][bookmark: _Toc34061763][bookmark: _Toc36036519][bookmark: _Toc43284758][bookmark: _Toc45132537][bookmark: _Toc51193231][bookmark: _Toc51760430][bookmark: _Toc59014880][bookmark: _Toc59015396][bookmark: _Toc68165438][bookmark: _Toc83229534][bookmark: _Toc90648733][bookmark: _Toc105593625][bookmark: _Toc114209339][bookmark: _Toc138681199][bookmark: _Toc144228561]CAPIF core function (CCF): Supports capabilities used by other functional entities, for example the following:
-	For the API invoker: authenticating the API invoker, providing authorization information, and service API discovery.
-	For the API exposing function: (AEF) providing the service API access policy, providing API routing information, and charging of service API invocations.
-	For the API publishing function: publishing and storing the service APIs information.
-	For the API management function: providing the service API invocation log for auditing, storing configurations of the API provider policies, and updating registration information of API provider domain functions.
A CAPIF core function can also interact with another CAPIF core function for API publishing and discovery. 
[bookmark: _Toc28009646][bookmark: _Toc34061764][bookmark: _Toc36036520][bookmark: _Toc43284759][bookmark: _Toc45132538][bookmark: _Toc51193232][bookmark: _Toc51760431][bookmark: _Toc59014881][bookmark: _Toc59015397][bookmark: _Toc68165439][bookmark: _Toc83229535][bookmark: _Toc90648734][bookmark: _Toc105593626][bookmark: _Toc114209340][bookmark: _Toc138681200][bookmark: _Toc144228562]API exposing function (AEF): The API exposing function (AEF) is the provider of the Service APIs and is also the service communication entry point of the Service API to API invokers. 
[bookmark: _Toc28009647][bookmark: _Toc34061765][bookmark: _Toc36036521][bookmark: _Toc43284760][bookmark: _Toc45132539][bookmark: _Toc51193233][bookmark: _Toc51760432][bookmark: _Toc59014882][bookmark: _Toc59015398][bookmark: _Toc68165440][bookmark: _Toc83229536][bookmark: _Toc90648735][bookmark: _Toc105593627][bookmark: _Toc114209341][bookmark: _Toc138681201][bookmark: _Toc144228563]API publishing function (APF): The API publishing function (APF) enables the API provider to publish the Service APIs information to enable the discovery of Service APIs by the API invoker.
[bookmark: _Toc28009648][bookmark: _Toc34061766][bookmark: _Toc36036522][bookmark: _Toc43284761][bookmark: _Toc45132540][bookmark: _Toc51193234][bookmark: _Toc51760433][bookmark: _Toc59014883][bookmark: _Toc59015399][bookmark: _Toc68165441][bookmark: _Toc83229537][bookmark: _Toc90648736][bookmark: _Toc105593628][bookmark: _Toc114209342][bookmark: _Toc138681202][bookmark: _Toc144228564]API management function (AMF): The API management function (AMF) enables the API provider to manage service APIs such as querying the Service API invocation log for auditing, monitoring the events, and configuring the API provider policies. 
[bookmark: _Toc151631581]4.4	Relationship between CAPIF and OAuth 2.0
The mapping between the CAPIF and OAuth 2.0 is described in this subclause. The CAPIF architecture given in subclause 6.2.0 of 3GPP TS 23.222 [2] can use OAuth 2.0 token's mechanism to authorize API invokers. As per OAuth 2.0, API invoker performs the function of the client, the CAPIF core function performs the function of the authorization server, and the API exposing function performs the exposure of the protected resources. The API invoker is authorized with an authorization grant type of client credentials described in subclause 6.5 of 3GPP TS 33.122 [4].
The RNAA architecture given in subclause 6.2.2 of 3GPP TS 23.222 [2] supports an authorization grant type of authorization code grant. The resource owner client in the RNAA architecture has the role of the resource owner, authorizing the API invoker to invoke the API exposing function.

[bookmark: _Toc151631582]5	Role of Stakeholders for API Exposure
Editor's Note: This clause will provide the description of different roles 

[bookmark: _Toc151631583]6	Exemplary Use Cases and Adoption
Editor's Note: This clause will provide the main representative usage examples for CAPIF and adoption in 3GPP, ETSI, etc.  
[bookmark: _Toc151631584]6.x	Use Case X
Editor's Note: This clause will include a specific use case with a descriptive title.

[bookmark: _Toc151631585]7	Summary
Editor's Note: This clause will include general takeaways and summary statements


[bookmark: clause4][bookmark: _Toc151631586]
Annex A (informative):
Change history
	[bookmark: historyclause]Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	2023-10
	SA6#57
	
	
	
	
	TR Initial Version as per S6-233407
	0.0.0

	2023-10
	SA6#57
	
	
	
	
	Implementation of the following pCRs approved by SA6:
S6-233386
	0.1.0

	2023-11
	SA6#58
	
	
	
	
	Implementation of the following pCRs approved by SA6:
S6-233904, S6-233908, S6-233909, S6-233910.
	0.2.0



3GPP
image1.jpeg
s




image2.png
=

A GLOBAL INITIATIVE




image3.emf
Service Consumer

(API invoker)

Service Producer

(API provider domain 

functions)

Service Access Controller

(CCF)

1. API publish

2. API discover

3. API invocation


Microsoft_Visio_Drawing.vsdx
Service Consumer
(API invoker)
Service Producer
(API provider domain functions)
Service Access Controller
(CCF)

1. API publish

2. API discover

3. API invocation



image4.emf
CAPIF-1e

CAPIF core function

API exposing function

Service APIs

Service APIs Service APIs

CAPIF-3

CAPIF-2e

CAPIF-1

CAPIF-2

PLMN Trust Domain

CAPIF-4

API publishing function

API provider domain 1

CAPIF APIs

CAPIF-3e

CAPIF-4e

CAPIF-5

API management function

API exposing function

API publishing function

API provider domain 2

API management function

CAPIF-5e

API invoker 

3

CAPIF-2

3

rd

 

party Trust Domain

CAPIF-2e

API invoker 

2

API invoker 

1

CAPIF-1e

Service APIs

Service APIs Service APIs

CAPIF-1e

CAPIF-2e

CAPIF-2e

CAPIF-7e


oleObject1.bin
�

�

CAPIF-1e


CAPIF core function


API exposing function


Service APIs


Service APIs


Service APIs


CAPIF-3


CAPIF-2e


CAPIF-1


CAPIF-2



