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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

 During the production of the 3GPP Release 7 specifications it was recognized that the IP Multimedia Subsystem was suitable for serving both mobile and fixed installations and a number of specifications developed by ETSI TISPAN were therefore embedded in the 3GPP specifications to form the Common IMS. Among other aspects, Common IMS requires that the IMS is able to connect with Next Generation Corporate Networks (NGCN), also known as IP-PBXs (see ETSI TS 181 019 [3]).

Managing the connection to IP-PBXs which do not use registration procedures when connecting to the IMS and operate in a static mode that is to enable the IMS to receive and send traffic to an IP-PBX, is realized by means of configuration within the network. ETSI TS 183 025 [8] describes two ways to connect NGCNs to a public IMS network, the subscription based business trunking and the peering based business trunking for which a static mode of operation can be studied in this TR, 

It was however observed that the number of implementations of IP-PBXs that are operated in a static mode (e.g. based on the SIPConnect specifications recently released by the SIP Forum) increases.

The purpose of this study is to enable the IMS to manage connections to a large number of IP-PBXs that are operated in a static mode, with minimized configuration in the network.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
ETSI TS 181 019: "Business Communications Requirements".

[4]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"

[5]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS) Stage 2"

[6]
3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions"

[7]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3"

[8]
ETSI TS 182 025: "Business trunking; Architecture and functional description"

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

IP-PBX in Static Mode of Operation: an IP-PBX (Next Generation Corporate Network) where the IP-PBX does not initiate any IMS level registration procedure for its users or itself towards the operator IMS, but rather the IP-PBX maintains a static connection to the IMS.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Use cases

5
Architecture Requirements

The solution shall:

-
allow the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users.
-
allow the IMS to execute functions subject to regulatory requirements (emergency calling, legal interception)  

-
be scalable
-
be resilient against a single failure in the operator’s network: the IP-PBX users shall still be able to originate and receive new sessions during such outage.
-
allow the IMS to authenticate the IP-PBXs and provide security according to the network domain security TS 33.310 [4].

-
allow for the invocation of application servers in the operator's IMS network to IP-PBX users.

Editor's Note: clarification of services to be supported by the operator's IMS network is FFS

6
Solution Alternatives

6.1
IBCF and Transit reuse

6.1.1
High level architecture

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and transit function is shown in Figure 6.1-1. 
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Figure 6.1-1: High level architecture with using an IBCF and transit function

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and transit function is shown in Figure 6.1-1, as per TS 23.228 [5]. 

The solution has the following characteristics:

- 
It allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users based on the procedures of TS 23.228 [5], Clause 4.15.

- 
It allows the IBCF and E-CSCF to execute functions subject to regulatory requirements (emergency calling, legal interception) as per TS 23.167 [6]. 

- 
Is scalable, as it uses registration independent load balancing of Transit Functions according to TS 23.228 [5] Clause 4.23.3, that allows that traffic from the IP-PBX is distributed among different Transit Functions. As the IBCF does not require downloaded user state, load sharing can also be done among IBCFs.  
- 
It allows the IMS to authenticate the IP-PBXs and provide security according to the network domain security TS 33.310 [4].

- 
It allows for the invocation of application servers in the operator's IMS network to IP-PBX users according to TS 23.228 [5] Clause 4.15.3. The invocation of the AS is done on an IP-PBX basis. 

-
It allows multiple IBCF's to be used to reach the PBX if required.

6.1.2
High level Flows

6.1.2.1 General
Detailed flows can be found in TS 23.228 [5], Clause 5.19.
6.1.2.2 Terminating procedures

This clause depicts a terminating use case. 

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310, using certificates.  The certificates need to be provided by a trusted root.  The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake. 

If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Rq interface. The Rq interface and its interactions are not depicted in flows. 
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Figure 6.1-2: Terminating procedures.

The following steps are performed: 

1.
An INVITE is sent from the remote side via an incoming IBCF towards the Transit function with a Request-URI targeting a user allocated to a particular PBX. 

NOTE 1:
The INVITE from the IBCF may be sent via an I-CSCF before it ends up in the Transit function. In such case, the I-CSCF will detect that this is not a subscribed user, and therefore decide to route to the Transit function. 

2.
The Transit function is configured with a set of Transit invocation criteria that are triggered to find a correct AS to route to. As this is a termination case, the Request-URI is used to determine the served user. 

NOTE 2:
To avoid large configurations in the Transit function for each enterprise, it is possible to have generic filter criteria that triggers the related ASs.  The filter criteria information can be based on the same type of information as configured in the transit routing tables.
3.
The Transit function forwards the request to the Enterprise AS. The AS may identify the PBX the user belongs to and perform any enterprise specific actions for the user if required. 

4.
The AS identifies the particular PBX the enterprise user belongs to, and optionally also the IBCF(s) serving the PBX, and forwards the INVITE toward the PBX (e.g., by creating a route to the PBX, adding the TRF, IBCF, and PBX in the route headers). 

5. 
The INVITE is forwarded using the normal Route header to the IBCF.

6.
The IBCF will forward the INVITE to the PBX using the Route information provided by the AS.  If no security association exist between the IBCF and PBX (and TLS is used), TLS will be initiated as a result of trying to send the INVITE.  Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.  

7.
The session setup is completed.  

6.1.2.3 Originating procedures

This clause depicts a originating use case. 

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310, using certificates.  The certificates need to be provided by a trusted root.  The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake. 

If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Rq interface. The Rq interface and its interactions are not depicted in flows. 
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Figure 6.1-3: Originating procedures.

The following steps are performed: 

1.
A user within the PBX tries to establish a call.  The PBX sends an INVITE towards IMS via the IBCF (contact point for the PBX).  If no security association exist between the IBCF and PBX (and TLS is used), TLS will be initiated as a result of trying to send the INVITE.  Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.  The INVITE is assumed to include a calling party identity (such as in the P-Asserted-Identity). 

2.
The IBCF may apply general screening rules to the request, and may also add a P-Served-User-Identity to the INVITE with the identity of the PBX (retrieved from the certificate).  By doing so, the IBCF will not need to be provisioned with PBX specific rules and assert the P-Asserted-Identity. A basic validation of the P-Asserted-Identity can however be done based on the identity of the PBX (e.g., match of domain part of SIP URI). Additionally, the IBCF adds the orig parameter to the INVITE to indicate that this is an origination request.  The IBCF sends the INVITE to the Transit function (possibly via the I-CSCF). 

3.
The Transit function is configured with a set of Transit invocation criteria that are triggered to find a correct AS to route to. As this is an origination case (as indicated by the Orig parameter), the P-Served-User-Identity is used to identify the served user (PBX).  

NOTE 1:
To avoid large configurations in the Transit function for each enterprise, it is possible to have generic filter criteria that triggers the related ASs. The filter criteria information can be based on the same type of information as configured in the transit routing tables.

4.
The Transit function forwards the request to the Enterprise AS. The AS identify the PBX based on the P-Served-User-Identity and can further assert that the P-Asserted-Identity provided is allowed and correct for the PBX.  The AS may based on this information apply any enterprise specific actions for the user if required. 

NOTE 2:
The assertion of the identity can be used based on two different components, the P-Served-User-Identity provided by the IBCF (that identifies the trusted PBX used based on the certificate), and possibly additionally, the IP address of the PBX provided in e.g., the Via header. 

5.
The AS forwards the INVITE for further onward routing towards the remote side. 

6.
Transit function performs onward routing towards the remote side. 

7.
The session setup is completed.  

6.2
enhanced IBCF

6.2.1
High level architecture

The architecture for the support of IP-PBX in static mode of operation based on enhancements to the IBCF is shown in Figure 6.2-1


[image: image6]
Figure 6.2-1: High level architecture with using an enhanced IBCF

Editor's Note: it is for further study what services besides routing are provided by the IMS to the IP-PBX users

Editor's Note: the need and requirements for Xya and Cx' interface is for further study
6.2.1.1
eIBCF

The eIBCF terminates the Xya reference point from the HSS as well as the Xyb reference point towards the NGCN SIP connect 1.1 IP-PBX operating in Static Mode. 

The eIBCF also supports the establishment of security association and can handle request URI in the format specified in TS 24.229 [7] for GINI.

6.2.1.2
Cx’ reference point

The Cx reference point between the HSS and the S-CSCF is also enhanced in order to support reception of information pushed by the HSS.

6.2.2
Session setup

Figure 6.2-2 shows the IP-PBX session set up procedures


[image: image7]
Figure 6.2-2: Session set up for eIBCF alternative

1-2. The HSS pushes the diameter IP-PBX data to the eIBCF. This data include the IP address of the IP-PBX, the IP-PBX name, the number blocks assigned to the PBX as well as the IP-PBX certificates used to established a security association with TLS.

Editor’s Note: It is for further study what trigger is used for the HSS to initiate this procedure. 

3-4. The HSS also pushes the IP-PBX data to the S-CSCF. This completes the registration simulation procedures on the S-CSCF side.

Editor’s Note: the complete set of data that needs to be sent by the HSS is for further study. Also how the information is used is for further study.
5-6. The eIBCF subscribes to user profile updates 

7-8. The S-CSCF subscribes to the user profile updates 

9. 
A security association using TLS is set up between the IMS and the IP-PBX

10.
The IP-PBX in static mode of operation performs a DNS query which returns the address of the eIBCF or the IP-PBX is provisioned with the eIBCF IP-address.

11.
The S-CSCF sets up the service profile for the IP-PBX.

Editor's note: it needs to be determined if HSS interaction is required

12a. The IP-PBX user sets up a call

12b. The IMS receives a call for the IP-PBX

13.
The eIBCF progresses the session as per 24.229 [7].

6.2.3
PBX is deleted in the HSS

As no registration of the IP-PBX users takes place in this alternative, the HSS must inform the S-CSCF and the eIBCF when the PBX is deleted. Deregistration equivalent procedure, consisting in the S-CSCF and eIBCF deleting the IP-PBX service profile must be performed.

6.3
IBCF and S-CSCF reuse

6.3.1
High level architecture

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and S-CSCF function is shown in Figure 6.3-1. This model is based on the existing TISPAN specification [8] clause 5.3 for connecting a PBX in peering mode (which is as applicable for static mode). 
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Figure 6.3-1: High level architecture with using an IBCF and S-CSCF

The architecture for the support of IP-PBX in static mode of operation based on the reuse of the IBCF and S-CSCF function is shown in Figure 6.3-1, as per TS 23.228 [5] and ETSI TS 182 025 [8]. 

The solution has the following characteristics:

- 
It allows the IMS to handle sessions directed to the IP-PBX users and originated from the IP-PBX users based on the procedures of TS 23.228 [5] and ETSI TS 182 025 [8].

- 
It allows the IBCF and E-CSCF to execute functions subject to regulatory requirements (emergency calling, legal interception) as per TS 23.167 [6]. 

- 
It allows the IMS to authenticate the IP-PBXs and provide security according to the network domain security TS 33.310 [4].

- 
It allows for the invocation of application servers in the operator's IMS network to IP-PBX users according to TS 23.228 [5]. 

-
It allows multiple IBCF's to be used to reach the PBX if required.

6.3.2
High level Flows

6.3.2.1 Terminating procedures

This clause depicts a terminating use case.  A pre-requisite is that the enterprise is provisioned as a user (possible wildcard user) in the HSS and have correct iFCs provisioned. 

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310, using certificates.  The certificates need to be provided by a trusted root.  The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake. 

If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Rq interface. The Rq interface and its interactions are not depicted in flows. 
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Figure 6.3-2: Terminating procedures.

The following steps are performed: 

1.
An INVITE is sent from the remote side via an incoming IBCF towards the I-CSCF with a Request-URI targeting a user allocated to a particular PBX. 

2.
The I-CSCF performs the normal user location request towards HSS to find the served user and an S-CSCF. The I-CSCF forwards the request to the S-CSCF. 

3.
The S-CSCF performs normal (un-registered) terminating service invocation for the incoming request. 

4.
The S-CSCF forwards the request to the Enterprise AS. The AS may identify the PBX the user belongs to and perform any enterprise specific actions for the user if required. 

5.
The AS identifies the particular PBX the enterprise user belongs to, and optionally also the IBCF(s) serving the PBX, and forwards the INVITE toward the PBX (e.g., by creating a route to the PBX, adding the S-CSCF, IBCF, and PBX in the route headers). 

6. 
The INVITE is forwarded using the normal Route header to the IBCF.

7.
The IBCF will forward the INVITE to the PBX using the Route information provided by the AS.  If no security association exist between the IBCF and PBX (and TLS is used), TLS will be initiated as a result of trying to send the INVITE.  Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.  

8.
The session setup is completed.  

6.3.2.2 Originating procedures

This clause depicts a originating use case. A pre-requisite is that the enterprise is provisioned as a user (possible wildcard user) in the HSS and have correct iFCs provisioned.

This scenario assumes that security and authentication between the PBX and IMS is done using the TLS procedures according to TS 33.310, using certificates.  The certificates need to be provided by a trusted root.  The IBCF is provisioned with its own certificate, and will receive the PBX certificate during the TLS handshake. 

If the network between the PBX and IBCF complies with the peering based interconnect procedures according to ETSI TISPAN TS 182 025 [8], the IBCF may deploy the Rq interface. The Rq interface and its interactions are not depicted in flows. 
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Figure 6.3-3: Originating procedures.

The following steps are performed: 

1.
A user within the PBX tries to establish a call.  The PBX sends an INVITE towards IMS via the IBCF (contact point for the PBX).  If no security association exist between the IBCF and PBX (and TLS is used), TLS will be initiated as a result of trying to send the INVITE.  Once the TLS session is setup (using the certificates), the INVITE will be sent over the secure connection.  The INVITE is assumed to include a calling party identity (such as in the P-Asserted-Identity). 

2.
The IBCF may apply general screening rules to the request, and may also add a P-Served-User-Identity to the INVITE with the identity of the PBX (retrieved from the certificate).  By doing so, the IBCF will not need to be provisioned with PBX specific rules and assert the P-Asserted-Identity. A basic validation of the P-Asserted-Identity can however be done based on the identity of the PBX (e.g., match of domain part of SIP URI). Additionally, the IBCF adds the orig parameter to the INVITE to indicate that this is an origination request.  The IBCF forwards the INVITE to the I-CSCF. 

3.
The I-CSCF performs the normal (originating request) user location request towards HSS to find the served user and an S-CSCF. The I-CSCF forwards the request to the S-CSCF. 

4.
The S-CSCF performs normal (un-registered) originating service invocation for the incoming request. 

5.
The S-CSCF forwards the request to the Enterprise AS. The AS may identify the PBX the user belongs to and perform any enterprise specific actions for the user if required. 

6.
The AS forwards the INVITE to S-CSCF for further onward routing towards the remote side. 

7.
The S-CSCF performs onward routing towards the remote side. 

8.
The session setup is completed.  

6.4
P-CSCF based

6.4.1
High level architecture

This architecture alternative relates to the subscription based business trunking way to connect NGCNs / IP-PBXs to a IMS public network as described  in ETSI TS 182 025 [8] where the P-CSCF is the entry point at the IMS service layer.
Editor’s Note: The use of the term "subscription based trunking" to be confirmed. 

Subscription based business trunking keeps the enterprise details in the HSS. Management is therefore dealt with in the same manner as any other end user. This carries one set of conveniences/advantages for the operator.

Peering based business trunking keeps the enterprise details as configuration details in the interfacing IMS entity. Management is therefore dealt with in the same manner as the peering arrangements with any other public network operator. This carries a different set of conveniences/advantages for the operator.
The architecture for the support of IP-PBX in static mode of operation is based on enhancements to the P-CSCF and is shown in Figure 6.4-1.
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Figure 6.4-1: High level architecture with using a P-CSCF

The P-CSCF performs all the normal functions of a P-CSCF and in addition the P-CSCF will register on behalf of the IP-PBX with the main IMS public identity of the IP-PBX when the connection with the IP-PBX is set.

The P-CSCF is preconfigured with IP-PBX data (the IP address of the IP-PBX, the IP-PBX main IMS public identity and private identity as well as the IP-PBX certificates used to establish a security association with TLS).
The S-CSCF performs all the normal functions of an S-CSCF. In particular, when registering the IP-PBX main public identity, it will receive the service profiles of the IMS public identities (e.g. PBX extensions or ranges of PBX extensions) that may be defined in the IRSET associated to the main public identity of the IP-PBX.

The other IMS procedures such as session set up, deregistration are not impacted.
The characteristics of this solution are:

-
IP-PBX does not need to do a registration

-
Service profiles may be dedicated to an IP-PBX extension or to a range of extensions

-
 Possibility of geo-redundancy with pre-configuration of the IP-PBX in two P-CSCFs.

Editor's Note: How multiple P-CSCFs are handled with respect to call delivery and security aspects is FFS
6.5
Standalone BusTI-GW solution

6.5.1
High level architecture

The architecture for the support of IP-PBX in static mode of operation based on BusTI-GW is shown in Figure 6.5-1
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Figure 6.5-1: high level architecture with using an BusTI-GW

6.5.1.1
BusTI-GW
The BusTI-GW performs IMS registration on behalf IP-PBX user. And it acts as a SIP B2BUA in the MO and MT. The BusTI-GW is pre-configured or provisioned with IP-PBX user information.
6.5.2
Registration and session setup

Figure 6.5-2 shows the IP-PBX registration and session set up procedures
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Figure 6.5-2: registration and session establishment using BusTI-GW

1. The BusTI-GW is pre-configured or provisioned with IP-PBX user information.
2.
BusTI-GW performs IMS registration on behalf of IP-PBX users in accordance to the procedures described in 23.228 [5]

3a.
The IP-PBX user sets up a call.

3b.
The P-CSCF receives a session to IP-PBX user.

4.
The session set up progresses then as per 23.228 [5].
Editor's Notes: Whether multiple simultaneous interconnection/peering points can be supported is FFS.

6.5.3
Deregistration

De-registration procedures is the same with 23.228 [5].
7
Alternatives Assessment and Conclusions
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