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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

1
Scope
The present document contains the study on EPC nodes failure and restoration.
This document will consider any necessary operational protocol recovery mechanisms in the EPS in order to restore the subscriber service in the event of EPC node failure or clean up the hanging resource in other EPC nodes if the recovery of the failed node is not possible. The document will address the following aspects:

-
list the different network failure scenarios to be analyzed for EPC nodes: MME, S4-SGSN, SGW and PGW; 

-
identify precisely the problems resulting from the current definition of the standards;
-
list various possible solutions;

-
identify pros and cons of possible solutions;
-
conclude on potential enhancements to the standards (depending on gains vs complexity).
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.007: "Restoration procedures".
[3]
3GPP TS 29.274: "Evolved General Packet Radio Service (GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".
[4]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".
[5]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".
[6]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[7]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

Editor’s note: To be completed or section removed.
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

EPC
Evolved Packet Core

EPS
Evolved Packet System
GTP
GPRS Tunnelling Protocol

MME
Mobility Management Entity
PGW
PDN Gateway

SGW
Serving Gateway

Editor’s note: To be completed.
4
Requirements analysis and assumptions
The following are the requirements considered as the criteria for developing solutions provided in this study. 
-
The impact or degradation of the service affect on the user shall be minimised.
-
The solution shall not cause overload or congestion in the Core Network and RAN.
-
The solution shall support pre-Rel10 UEs but not necessary with the same level of efficiency and performance to that provided for UEs from Rel-10 onwards.

-
The solution should minimise the resource reservation in the Core Network and RAN.

-
The impact for the hPLMN by EPC node failure of vPLMN shall be minimised.
5
Failure scenarios

5.1
Introduction

The following figure shows the network elements of the EPC. According to this the targets for the study are coloured red in the following figure.
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Figure 5.1-1: Network elements to be considered in the study

The following clauses cover each of the possible failure cases and indicate how they affect service.

5.2
MME failure

5.2.1
Introduction
This section will analyse the scenarios for MME failure and corresponding consequences according to the current procedures.
MME failure will be detected by the SGW as per restart procedure specified in 3GPP TS 23.007 [2]. MME failure will take place in the following scenarios:

-
MME failure with Restart;

-
MME failure without Restart.

5.2.2
MME failure with Restart

According to the current mechanism described in 3GPP TS 23.007 [2], when an SGW detects that a peer MME has restarted, it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. Since there are no bearer/MM contexts in the SGW, the mobile terminated service can not be delivered to the UE for long time. The UE will reattach to the network only when the UE has uplink signalling or data to send.
5.2.3
MME failure without Restart

Editor’s Note: to be completed
5.3
SGSN failure

5.3.1
Introduction
This section will analyse the scenarios for SGSN failure and corresponding consequences according to the current procedures.
SGSN failure will be detected by the SGW as per restart procedure specified in 3GPP TS 23.007 [2]. SGSN failure will take place in the following scenarios:

-
SGSN failure with Restart;

-
SGSN failure without Restart.

5.3.2
SGSN failure with Restart

According to the current mechanism described in 3GPP TS 23.007 [2], when an SGW detects that a peer SGSN has restarted, it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. Since there are no bearer/MM contexts in the SGW, the mobile terminated service can not be delivered to the UE for long time. The UE will reattach to the network only when the UE has uplink signalling or data to send.

5.3.3
SGSN failure without Restart

Editor’s Note: to be completed

5.4
SGW failure

5.4.1
Introduction
This section will analyse the scenarios for SGW failure and corresponding consequences according to the current procedures.
SGW failure will be detected by the PGW, MME and SGSN as per restart procedure specified in 3GPP TS 23.007 [2]. SGW failure will take place in the following scenarios:

-
SGW failure with Restart;

-
SGW failure without Restart.

5.4.2
SGW failure with Restart

According to the current mechanism described in 3GPP TS 23.007 [2], when a PGW/MME/SGSN detects that a peer SGW has restarted, it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal PGW/MME/SGSN resources associated with those PDN connections. Since there are no bearer/MM contexts in the PGW, the mobile terminated service can not be delivered to the UE for long time. If the MME/SGSN performs implementation specific action to cleanup external resources, including at eNodeB/RNC and UE, the UE will be reattached to the network and the EPS services will be restored. Otherwise the UE will be reattached to the network only when the UE has uplink signalling or data to send.
5.4.3
SGW failure without Restart

Editor’s Note: to be completed
5.5
PGW failure

5.5.1
Introduction
This section will analyse the scenarios for PGW failure and corresponding consequences according to the current procedures.
PGW failure will be detected by the SGW as per restart procedure specified in 3GPP TS 23.007 [2]. PGW failure will take place in the following scenarios:

-
PGW failure with Restart;

-
PGW failure without Restart.

5.5.2
PGW failure with Restart
According to the current mechanism described in 3GPP TS 23.007 [2], when a SGW detects that a peer PGW has restarted, it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. Since there are no bearer/MM contexts in the PGW, the mobile terminated service can not be delivered to the UE for long time. In Rel-10, if the SGW detects the PGW has restarted, the SGW may send a PGW Restart Notification message to the MME/S4-SGSN. When the MME/S4-SGSN receives the PGW Restart Notification message, it should delete all PDN connection table data associated with the restarted PGW. If the MME/SGSN performs implementation specific action to cleanup external resources, including at eNodeB/RNC and UE, the UE may reattach to the network again.
5.5.3
PGW failure without Restart

Editor’s Note: to be completed
6
Alternative solutions 

6.1
Alternative Solutions for MME failure
6.1.1
Solution 1 Down Link Data Triggered Attach (DLDTA)
6.1.1.1
Description 
The Down Link Data Triggered Attach (DLDTA) is an optional feature for MME, S4-SGSN and SGW.
6.1.1.1.1
Down Link Data Triggered Attach (DLDTA) procedure
The DLDTA enables UEs to make the re-attach to the EPS possible triggered by an arrival of the downlink packet after the MME has restarted. The DLDTA is composed of the following components.

a)
The MME marks an EPS bearer as the subject for the DLDTA:


When EPS bearer is established, based on the operator policy the MME marks an EPS bearer as the subject for the DLDTA by setting the DLDTA flag in the EPS bearer Context. The MME may activate the DLDTA for all EPS bearers or based on QCI, Priority Level or/and APN.

NOTE1:
MME may activate the DLDTA for minimal number of EPS bearers. For example, in order to make the IMS terminating call to be a trigger for the UE re-attachment, the DLDTA is only activated for those of EPS bearers which has the QCI=5 (IMS Signalling).
b)
The SGW maintains the IMSI, latest TA-list per UE:


If the UE has at least one EPS bearer that has the DLDTA flag active and the latest TA list is changed , for example due to the mobility management procedure, the MME transfers the latest TA list to the corresponding SGW by the Create Session Request message or/and the Modify Bearer Request message. 

If the SGW receives the dedicated Modify Bearer Request message from the MME only for the purpose of updating the latest TA list, the SGW shall not forward the Modify Bearer Request message to the PGW. Instead, the SGW sends the Modify Bearer Response message to the MME.

NOTE2:
The TA list is essential in case of MME restart since it allows avoiding the IMSI page for the entire coverage of an MME (which is extremely stressful for the EPS system, since a large number of eNBs is typically covered by one MME). To minimize any extra S11 signalling during Intra-MME Intra-SGW relocations, the MME may store in the SGW a list of TAIs (or a Paging Area ID representing such list) which is a superset of the actual list of TAIs returned to the UE during the Attach / TAU procedures. It should be up to each MME implementation to decide which exact TAIs list to store in the SGW.
c)
The SGW maintains the S5/S8 bearers after the MME has restarted:


If the SGW detects the MME restart by referring to the increase of the restart counter, instead of removing associated resources, the SGW maintains the S5/S8 bearers if the DLDTA flag is active. This makes it possible for the SGW to receive a down link packet from the PGW.

When SGW starts maintaining the S5/S8 bearers, SGW starts the DLDTA timer for corresponding MME. If the DLDTA timer expires, the maintained resources due to the DLDTA shall be locally deleted. This treatment is required in case the other SGW is chosen when UE re-attaches to the EPC after the MME failure. A value of the DLDTA timer may be equal to the periodic tracking area update timer (timer T3412) as specified in the 3GPP TS 24.301 [4]. There is one DLDTA timer in the SGW.
NOTE 3:
From Rel-10 onwards, operators may configure subscriber's specific Periodic TAU/RAU timer in the HLR/HSS. See 3GPP TS 23.401 [6] subclause 4.3.17.3. It is however sufficient to use a single DLDTA timer in the SGW. This timer may be set e.g. to the largest TAU timer allocated to subscribers with DLDTA.
When SGW receives the Create Session Request message from the UE while the DLDTA timer is running, the SGW deletes all DLDTA related resources for the UE and then proceeds with the Create Session Request message handling.

d)
Downlink data packet/ Control signal message arrives to the SGW while the DLDTA timer is running:

When SGW receives the downlink data packet/ Control signal message from the PGW using the EPS bearer that has the DLDTA flag active, the SGW sends the enhanced Downlink Data Notification message with the IMSI and TA list to the MME in order to page UE. The TA list on the enhanced Downlink Data Notification message is used by MME for sending the page message over the S1-MME interface if the MME does not have a valid UE context. 
The SGW shall reject the control message received from the PGW with an appropriate cause value.
If the MME receives the Downlink Data Notification message with the IMSI to a UE either who has the valid UE context or the MME has received the Cancel Location Request message for that UE after the MME restarted, the MME does not send page message over the S1-MME interface and replies the Downlink Data Notification Acknowledge to the SGW with cause value "Re-Attach Success". In this case, the SGW releases the corresponding internal resources and may perform bearer deactivation procedure toward the P-GW according to 3GPP TS 23.007[2].
NOTE 4:
In case the HSS sends the Cancel Location Request message to the MME while MME is being failed (out of service), the Downlink Data Notification message with the IMSI triggers the IMSI page unfortunately.
Upon receiving a page message with IMSI, UE starts the re-attach procedure as specified in subclause 5.6.2.2.2 of the 3GPP TS 24.301 [4].
e)
The SGW pages UE again if MME cannot find the UE context when the Data Notification message is received:
When the SGW receives the Downlink Data Notification Acknowledge message with error cause "context not found" from the MME for the EPS bearer that has the DLDTA flag active, then the SGW re-sends the enhanced Down Link Data Notification with IMSI and TA list. This procedure is required in case the downlink packet arrives from the PGW right before the SGW detects the MME restart.

f)
The other mobility related procedures:
When the MME is changed due to the mobility management, source MME shall forward the DLDTA flag in the EPS bearer Context to new MME.

When the SGW is changed due to the mobility management, the latest TA list is informed to new SGW.

g)
The ISR related procedures:
If the ISR is active, the SGW maintains both the latest TA list and the latest RAI.

The procedure d) in this subclause can be executed per S4/S11 interface independently irrespective of the ISR activation status.The figure 6.1.1-1 outlines the overall DLDTA procedure.
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Figure 6.1.1.1.1-1: The overall DLDTA procedure
6.1.1.2
Evaluation
6.1.1.2.1
Pros
This subclause lists the pros of solution 1 DLDTA as following:

EPS Service after MME Restart: This approach enables UEs to make the re-attach to the EPS possible triggered by an arrival of the downlink packet after the MME has restarted;
No inter PLMN dependency: This approach does not require any support from the EPC node across PLMNs. The approach only requires support in the SGW and MME;
IMSI paging in the latest TAI list: This approach performs the IMSI paging in the latest TAI list which is stored in the SGW. This can avoid paging in all TAI list served by the MME and save some radio resource.

6.1.1.2.2
Cons

This subclause lists the cons of solution 1 DLDTA as following:

Extra signaling over S11 interface: This approach requires the TAI list for each UE to be stored in the SGW in order to avoid sending the paging request for the UE in all the TAI lists supported by the MME. Hence, the change in TAI list needs to be updated by sending extra signaling message over the S11 interface in the intra MME intra SGW TAU procedure. This extra signaling can however be minimized by storing in the SGW a list of TAIs (or a Paging Area ID representing such list) which is a superset of the actual list of TAIs returned to the UE during the Attach / TAU procedures.
Resources maintained in the SGW after the MME restart detection: This approach requires reservation of UE resource (IMSI, S5/S8 bearer contexts and TAI list) until downlink packets arrives for the UE or DLDTA timer expires;

UE movement before old SGW receives the downlink packets on the maintained bearers: If the UE moves to new MME area, it would reattach to the network through the new MME. If the UE has already reattached to another MME and the old SGW receives the downlink packets on the maintained bearers to trigger the IMSI paging. e.g. if the UE establishes a new PDN connection to a different APN which was used by the UE before the MME restarts. This will cause UE to reattach to the network again.

Mobile Terminated Service which triggers the paging will fail: The SGW receives the downlink packets on the maintained bearers which will trigger the paging. However the downlink packets will be dropped by the SGW and can not be delivered to the UE.
6.1.2
Solution 2 for MME failure by reattachment with HSS interaction
6.1.2.1

Description
This solution enables the UE to reattach to EPS triggered by downlink data packets or signaling after MME restarts. This solution includes the following steps:

1)
The SGW maintains the IMSI and S5/S8 bearers after detection of MME restart
If the SGW detects the MME restarts by referring to restart counter, instead of removing associated resources, the SGW maintains the S5/S8 bearers. This makes it possible for the SGW to receive downlink data packets or signaling from the PGW. How to maintain the S5/S8 bearers is based on the maintaining policy which is decided by the MME or PCRF during the bearer establishment procedure.
When SGW starts maintaining the S5/S8 bearers, SGW starts a timer for corresponding restarted MME. The timer value may be equal to periodic tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [4]. If the timer expires, the maintained resources shall be locally deleted. 

When SGW receives the Create Session Request message for the UE while the timer is running, the SGW deletes all maintained resources for the UE and then proceeds with the Create Session Request message handling as specified in 3GPP TS 29.274 [3].

2) Downlink data packets or signaling arrives to the SGW while the timer in the step1) is still running.

When the SGW receives the downlink data packets on the maintaining bearer or signaling for establishing new bearers, the SGW shall reject the signaling message received from the PGW with an appropriate cause value and sends an enhanced Downlink Data Notification message including IMSI to the associated MME.
3) The MME will check whether  the UE has been registered to another MME.

After the MME receives enhanced Downlink Data Notification message including IMSI, the MME will check whether the UE has been registered to another MME by sending enhanced Update Location Request including IMSI and restoration indication to the HSS. If the UE has not been registered to another MME, the HSS will send Update Location Response including subscription data. Otherwise the HSS will reject Update Location Request with appropriate cause.

NOTE:
This step can avoid double IMSI paging if the UE has already reattached to another MME and the old SGW receives the downlink packets on the maintained bearers. e.g. if the UE establishes a new PDN connection to a different APN which was used by the UE before the MME restarts.
4) The MME pages the UE in the MME serving area using the IMSI if the UE has not been registered to another MME.

Upon receiving a page message with IMSI, UE starts the reattach procedure as specified in subclause 5.6.2.2.2 of 3GPP TS 24.301 [4].
6.1.2.2

Evaluation
6.1.2.2.1
Pros
This subclause lists the pros of solution 2 MME failure by reattachment with HSS interaction as following:

EPS Service after MME Restart: This approach enables UEs to make the re-attach to the EPS possible triggered by an arrival of the downlink packet after the MME has restarted;
No extra signaling over S11 interface: This approach requires to send the paging request for the UE in all the TAI lists served by the MME. Hence, there is no extra signaling message over the S11 interface in the intra MME intra SGW TAU procedure;

Double IMSI paging can be avoided if the UE has already reattached to another MME: After the MME receives enhanced Downlink Data Notification message including IMSI, the MME will check whether the UE has been registered to another MME. This can avoid double IMSI paging if the UE has already reattached to another MME and the old SGW receives the downlink packets on the maintained bearers.
6.1.2.2.2
Cons

This subclause lists the cons of solution 2 MME failure by reattachment with HSS interaction as following:

Resources maintained in the SGW after the MME restart detection: This approach requires reservation of UE resource (IMSI, S5/S8 bearer contexts) until downlink packets arrives for the UE or the timer as specified in the step 1) in subclause 6.1.2.1 expires;

Mobile Terminated Service which triggers the paging will fail: The SGW receives the downlink packets on the maintained bearers which will trigger the paging. However the downlink packets will be dropped by the SGW and can not be delivered to the UE.
IMSI paging in the MME serving area: The MME performs the IMSI paging in all TAI lists served by the MME. Some radio resources for IMSI paging will be consumed. 

PLMN dependency for inbound roaming UE: the MME will check whether the UE has been registered to another MME by sending enhanced Update Location Request including IMSI and restoration indication to the HSS. The HSS in the HPLMN will be enhanced for the inbound roaming UE.
6.1.3
Solution 3 Pro-active Paging based approach for MME Failure
6.1.3.1
Description

In the event of failure of the MME, the network may initiate the paging for EPS services using the IMSI as specified in 3GPP TS 24.301 [3]. Network initiating paging using the IMSI as soon as the MME failure is detected is termed as Pro-active paging. The trigger for this type of paging is detection of the failure of the MME. 
Following terms are used for the depiction of this solution.

Anchor MME – The MME which has the UE’s Bearer/MM context, and hence anchoring the UE before the failure, is termed as Anchor MME. 

Paging MME – The MME which is selected by the SGW to perform IMSI based paging procedure is termed as Paging MME. If the SGW is not configured within an MME pool then the Anchor MME and Paging MME are the same. In the case of MME pools, the SGW can select any MME or set of MMEs from the MME pool as Paging MME(s).
6.1.3.1.1
General

The Pro-active paging approach based on UE Context Reestablishment (UCR) is divided into following two phases:
· Preparation phase: During this phase, the MME is in good health and has a valid UE context. The Anchor MME prepares the SGW to assist the MME to reestablish the UE’s context in the event of the Anchor MME’s failure. This phase is characterized by the following functions.

i. Based on various criteria, the Anchor MME decides to enable/disable the context reestablishment for a particular UE, which is referred as "UE Requiring Context Reestablishment" (URCR) status. The URCR status "enabled" indicates that the UE is subjected to context reestablishment. The UE’s URCR status is provided by the Anchor MME to the associated SGW.

ii. For the UE with URCR status enabled, the Anchor MME provides the associated SGW with the Data to Assist IMSI Paging (DAIP). The associated SGW stores the URCR status and the latest DAIP for each UE as provided by the Anchor MME.

· Execution phase: This phase is executed only when the SGW detects failure of the Anchor MME. If the SGW is configured with the MME pool, this phase can be triggered as soon as the SGW detects failure of the Anchor MME. However, in the absence of the MME pool, this phase can be triggered only on the detection of the Anchor MME restart. This phase is characterized by the following functions. 

i. For UEs with URCR status enabled, the SGW provides DAIP to the Paging MME for each UE. In case of the MME pool, the SGW can select a different Paging MME for the different UEs and hence the IMSI based paging procedure can be done in parallel. If the MME has failed with a Restart, the SGW may select the anchor MME as paging the MME; otherwise, if the MME has failed without a Restart, the SGW shall select an MME different from the failed MME in the MME pool as paging the MME.
ii. On the reception of the UE’s DAIP, the MME initiates "Paging for EPS/GPRS services using IMSI" as specified in 3GPP TS 24.301 [4].

iii. On reception of the "Paging using IMSI", the UE initiates "Initial Attach" procedure and hence reattaches to the network. As the UE’s context is reestablished in the network, the EPS services can be delivered to the UE.

6.1.3.1.2
Preparation phase
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Figure 6.1.3.1.2-1: UE Context Reestablishment procedures, Preparation phase

1)
During session establishment and session modification procedures, the Anchor MME decides to enable/disable URCR status of the UE based on various criteria as given below.
-
Subscription profile e.g. High priority users;

-
Currently active PDN connection, currently active bearer’s QCI/ARP values etc;

-
Operator’s local policy;

Based on the above criteria, the Anchor MME can decide to change the current URCR status to "enabled" or "disabled". Hence the previously "enabled" URCR status can be "disabled" dynamically by the Anchor MME; the previously "disabled" URCR status can be "enabled" by the Anchor MME based on the EPS services currently activated by the UE.
MME may activate URCR status of the UE for minimal number of UEs based on QCI, Priority Level or/and APN of UE’s PDN connections. For example, in order to make the IMS terminating call to be a trigger for the UE re-attachment, the URCR is only enabled for those of UE which has the QCI=5 bearer (IMS Signaling). Or in order to allow the high priority user to re-attach to the network, the URCR is only activated for the high priority users.
2)
During the existing/additional S11 interface signaling for the session establishment and/or session modification, the MME sends the URCR status to the associated SGW. If the URCR status is "enabled", the Anchor MME may provide the latest DAIP to the SGW. The DAIP is a container to hold UE paging related information, which can be used by the Paging MME to initiate IMSI based paging request message to the UE in the event of Anchor MME failure. From the SGW point of view, the DAIP is just transparent container whose content is specific to the implementation of the Anchor MME and Paging MME. 

3)
The SGW shall store the URCR status and latest DAIP for the UE, if it receives from Anchor MME. If the latest DAIP is not provided then the SGW assumes old value of DAIP as the latest value of DAIP. The Anchor MME shall provide the DAIP when the URCR status for a particular UE is enabled for the first time.
6.1.3.1.3
Execution phase
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Figure 6.1.3.1.3-1: UE Context Reestablishment procedures, Execution phase

1)
The SGW detects failure of the associated Anchor MME as specified in 3GPP TS 23.007 [2] section 18 and 3GPP TS 29.274 [3] section 7.8.

2)
On the detection of the failure of the Anchor MME, the SGW performs restoration procedure as specified in 3GPP TS 23.007 [2] section 16.1.1. Additionally, the SGW checks the URCR status of the affected UEs. If the URCR status of the UE is enabled then the SGW sends "Paging Indication Request" message to the Paging MME. The SGW shall provide the latest DAIP to the Paging MME in "Paging Indication Request" message.

In case of the MME pool, the selection of the Paging MME(s) is left to the SGW implementation. The simplest approach can be to select different MMEs as Paging MMEs (from the MME pool) for the different UEs in round robin cycle. The Paging MME(s) in the MME pool automatically acts as a load balancing MMEs and helps in executing the IMSI based paging procedure simultaneously. 3) 
The Paging MME acknowledges the reception of the Paging Indication message by sending "Paging Indication Response" message to SGW. The SGW shall distinguish the scenarios of the MME failure, if the MME has failed with a restart, the SGW may select the anchor MME as the paging MME; otherwise, if the MME has failed without a Restart, the SGW shall select an MME different from the failed MME, from the MME pool, as the paging MME.
4)
The Paging MME initiates IMSI based paging based on the information received in the DAIP for the specified IMSI. Please refer to 3GPP TS 24.301 [4] for IMSI based paging procedure.
5) On reception of the paging request message with IMSI as UE identity, the UE shall deactivate any EPS bearer context(s) locally and initiates "Initial Attach" procedure. On the successful completion of the initial attach procedure the UE is reattached to the network and hence able to receive any EPS services.

6.1.3.2
Evaluation

6.1.3.2.1
Pros

EPS Service Delivery after MME Restart/Failure: This approach initiates the re-establishment of the UE’s context as soon as the restart/failure of the MME is detected. Once the UE is re-attached to the network, at the most paging procedure may be initiated (if the UE is in idle mode) to delivery EPS services to the UE. Since the paging procedure is less resource intensive and has predictably lower latency value, this approach is guaranteed to deliver EPS services with reasonable low latency.

No inter PLMN dependency: This approach does not require any support from the EPC node across PLMNs. The approach only requires support in the SGW and MME.
No/Minimal Resource Reservation in EPC nodes post MME restart/failure: Post MME failure, this approach requires reservation of the UE related resources (DAIP in SGW) for a comparatively short time, till the related information is provided to the paging MME, and hence has no or negligible impact on capacity of the EPC nodes.
No dependency on any session/mobility related parameter: The pro-active paging has no dependency upon the session/mobility parameters (such as TAU timer value). Hence, pro-active paging approach is well suited for present and future types of EPS services.
6.1.3.2.2
Cons

Extra signaling over S11 interface: The approach requires latest value of the TAI list to be updated in the SGW in order to avoid sending the paging request for the UE in all the TAI lists supported by the MME. Hence, the change in TAI list needs to be updated by sending extra Modify Bearer Request message over S11 interface, in case there session management signaling. 

UE movement before the paging MME sends paging request message: If the UE moves to new MME area, it would reattach to the network through the new MME and enter the connected mode. If the UE inactivity timer is short, the UE may enter the idle mode in the new MME. If the paging MME has not initiated the paging request, before the UE enters idle mode under new MME, the paging request would cause UE to reattach to the network again.

Possible overload of Radio and Core Network Nodes: This approach initiates paging towards all the UE for which the URCR status is enabled, as soon as the MME restart/failure is detected. Depending upon various parameters, such as: number of UEs for which URCR status is enabled, number of eNBs handled by the failed/restarted MME, the attach procedure processing rate of the MME, number of MMEs in the MME pool, number of AF servers etc, this approach may cause overload of radio and/or core network. For in-bound roamers, the IMS nodes in HPLMN may be impacted.
Resource Reservation in EPC nodes pre MME restart/failure: Pre MME restart/failure, this approach requires reservation of the UE related resources (DAIP) in SGW.
6.1.4
Solution 4 for MME Failure by using the MME self-stored paging information  
6.1.4.1

Description
This solution enables the UE to reattach to EPS triggered by downlink data packets or signaling after MME restarts. This solution includes the following steps:

1)
The SGW maintains the IMSI and S5/S8 bearers after detection of MME restart
If the SGW detects the MME restarts by referring to restart counter, instead of removing associated resources, the SGW maintains the S5/S8 bearers. This makes it possible for the SGW to receive downlink data packets or signaling from the PGW. Which S5/S8 bearer contexts to be maintained are based on the local operator's configuration in SGW such as APN, QCI and ARP.  SGW should delete bearer contexts which are not supposed maintained.
When SGW starts maintaining the S5/S8 bearers, SGW starts a timer for corresponding restarted MME. The timer value may be equal to periodic tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [4]. If the timer expires, the maintained resources shall be locally deleted. 

When SGW receives the Create Session Request message for the UE while the timer is running, the SGW deletes all maintained resources for the UE and then proceeds with the Create Session Request message handling as specified in 3GPP TS 29.274 [3].

2) Downlink data packets or signaling arrives to the SGW while the timer in the step1) is still running.

When the SGW receives the downlink data packets on the maintaining bearer or signaling for establishing new bearers, the SGW shall reject the signaling message received from the PGW with an appropriate cause value and sends an enhanced Downlink Data Notification message including IMSI to the associated MME.  

After SGW sends enhanced downlink data notification, if the corresponding Create Session Request message for this IMSI is not received within a configurable timer (which is a rather short timer), the SGW can then assume the UE has attached to other MME and other SGW, thus SGW can safely delete all maintained bearer contexts for this UE.
3) The MME pages the UE using S-TMSI and TAI list which were stored together with IMSI and possible other parameters in non-volatile memory before the MME restart. Such paging information (S-TMSI, TAI list, IMSI, SGW FQDN and PGW FQDN) should be kept in the non-volatile memory after MME restarts for a configurable timer e.g. Periodic TAU timer or UE is re-attached before it can release the resource. How to implement the non-volatile memory is implement specific; this may be e.g. local MME non-volatile memory or an external backup system.
Paging information stored in an external backup system can be used when MME fails without restart. When an alternative MME in the MME pool receives the Downlink Data Notification with IMSI, it can use this stored paging information from the failed MME to page UEs. How to retrieve and utilize these paging information is implementation specific.
NOTE 1: 
As one of example, if the number of UEs (e.g. UEs with QCI=5 IMS PDN connections) to be recovered are 500K and 200 bytes per UE (should be sufficient to contain TAI List + STMSI + IMSI + SGW FQDN + PGW FQDN etc), the amount of paging information to be stored in non-volatile memory is about 100Mbyte uncompressed data. 
4) For those UEs which are not yet attached to other MMEs will response the Paging message and start with Service Request procedure, the Service Request will be rejected by MME using cause codes #10
(Implicitly detached) which then trigger UE to perform a new attach procedure as specified in subclause 5.6.1 of 3GPP TS 24.301 [4].  For those UE which are attached to other MMEs will not response the paging message.
6.1.4.2

Evaluation

6.1.4.2.1
Pros

This subclause lists the pros of solution 4 as following:

EPS Service after MME Restart: This approach enables UEs to make the re-attach to the EPS possible triggered by an arrival of the downlink packet after the MME has restarted;
No inter PLMN dependency: This approach does not require any support from the EPC node across PLMNs. The approach only requires support in the SGW and MME;
No extra signaling over S11 interface: This approach requires some information to avoid sending the paging request for the UE in all the TAI lists served by the MME. However those are stored in non-volatile memories of MME, therefore there is no extra signaling message over the S11 interface in the intra MME intra SGW TAU procedure to pass those from MME to S-GW during normal operation.

No extra information in SGW: Based on the same reason above, this approach doesn’t need to store extra information in SGW for normal operation which are already stored in MME. 
Paging with S-TMSI in the latest TAI list: This approach performs, rather than IMSI paging, paging with S-TMSI in the latest TAI list which is stored in the non-volatile memory of MME. This approach can limit the scope/target of paging and can avoid paging in all TAI list served by the MME. This saves some radio resource. Additionally paging with S-TMSI forces UE to finally reattach to the same MME (for MME failure with restart) /SGW/PGW that are connected before MME fails.
6.1.4.2.2 Cons

This subclause lists the cons of solution 4 as following:

Resources maintained in the SGW/MME after the MME restart detection: This approach requires reservation of UE resource (S5/S8 bearer contexts) until downlink packets arrives for the UE or timer set in S-GW expires. And also IMSI, TAI list and S-TMSI are required storing in MME during normal operation.
Mobile Terminated Service which triggers the paging will fail: The SGW receives the downlink packets on the maintained bearers which will trigger the paging. However the downlink packets will be dropped by the SGW and can not be delivered to the UE. 

Non-volatile storage is required: This approach requires MME to store some information for paging UE in non-volatile storage/external system.
Require extra radio signaling: After UE receives paging with S-TMSI, extra radio signaling “Service Request and Rejection” are required before UE initiates attach process.
6.2
Alternative Solutions for SGSN failure

6.2.1
Solution 1 Down Link Data Triggered Attach (DLDTA)
6.2.1.1
Description 
The Down Link Data Triggered Attach (DLDTA) is an optional feature for MME, S4-SGSN and SGW.
6.2.1.1.1
Down Link Data Triggered Attach (DLDTA) procedure
This alternative is described in the sub-clause 6.1.1.1.1 for MME failure. Refer to the sub-clause 6.1.1.1.1, with appropriate substitution of terminology as shown below.

-
MME (S4-SGSN;

-
TA list ( RAI (No substitution is required in the ISR related procedures.);
-
timer (timer T3412) as specified in the 3GPP TS 24.301 [4] ( timer (timer T3312);
-
UE starts the re-attach procedure as specified in subclause 5.6.2.2.2 of the 3GPP TS 24.301 [4] ( UE starts the re-attach procedure as specified in subclause 4.7.9.1.2 of the 3GPP TS 24.008 [5];
 -
S1-MME interface ( Iu PS interface.
6.2.1.2
Evaluation

This pros and cons of the solution 1 DLDTA for S4-SGSN restart is similar to the pros and cons of the solution 1 DLDTA for MME restart as specified in section 6.1.1.2.
6.2.2
Solution 2 for SGSN failure by reattachment with HSS interaction
6.2.2.1
Description 
This solution is described in the sub-clause 6.1.2.1 for MME failure. Refer to the sub-clause 6.1.2.1, with appropriate substitution of terminology as shown below.

-
MME ( S4-SGSN;

-
tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [4] ( routing area update timer (timer T3312) as specified in 3GPP TS 24.008 [5];
-
UE starts the re-attach procedure as specified in subclause 5.6.2.2.2 of the 3GPP TS 24.301 [4] ( UE starts the re-attach procedure as specified in subclause 4.7.9.1.2 of the 3GPP TS 24.008 [5];
6.2.2.2
Evaluation

This pros and cons of the solution 2 for S4-SGSN failure by reattachment with HSS interaction is similar to the pros and cons of solution 2 for MME failure by reattachment with HSS interaction as specified in section 6.1.2.2.
6.2.3
Solution 3 Pro-active Paging based approach for S4-SGSN Failure
6.2.3.1
Description

This pro-active paging based approach for S4-SGSN failure is similar to the pro-active paging based approach for MME failure as specified in section 6.1.3.

6.2.3.2
Evaluation

This pros and cons of the pro-active paging based approach for S4-SGSN failure/restart is similar to the pros and cons of the pro-active paging based approach for MME failure/restart as specified in section 6.1.3.2.
6.2.4
Solution 4 for SGSN failure by using the MME self-stored paging information
6.2.4.1
Description 
This solution is described in the sub-clause 6.1.x.1 for MME failure. Refer to the sub-clause 6.1.x.1, with appropriate substitution of terminology as shown below.

-
MME ( S4-SGSN;

-
tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [4] ( routing area update timer (timer T3312) as specified in 3GPP TS 24.008 [5];
-    S-TMSI ( P-TMSI;

-
TAI list ( RAI;

-
UE starts the service request procedure and subsequently initial attach procedure as specified in subclause 5.6.1 of the 3GPP TS 24.301 [4] ( UE starts the service request procedure and subsequently attach procedure in case of Iu Mode as specified in subclause 4.7.9.1.1 and 4.7.13 of the 3GPP TS 24.008 [5] or send any LLC frame to response paging request and subsequently attach procedure in case of A/Gb mode as specified in subclause 8.1.4 of the 3GPP TS 23.060 [7];

6.2.4.2
Evaluation

Editor’s Note: to be completed
6.3
Alternative Solutions for SGW failure

6.3.1
Solution 1 for SGW failure by MME/S4-SGSN re-establishing resources with a new SGW

6.3.1.1

Description
The solution enables the UE not to reattach to the EPS after SGW failure or restart. The solution includes the following steps:

1)
The MME/S4-SGSN and PGW maintain the bearers and MM contexts after detection of SGW failure
If the MME/S4-SGSN detects the SGW failure or restarts by referring to restart counter, instead of removing associated resources, the MME/S4-SGSN and PGW maintain the bearers and MM contexts. The MME/S4- SGSN needs to know whether the PGW supports the capability to maintain the old PDN connection after SGW failure or restarts, vice versa: which can be learned based on local configuration or new signaling between MME and PGW. This makes it possible for the MME/S4-SGSN to select a new SGW for the UE. 
2)
The MME/S4-SGSN selects a new SGW for the ECM_IDLE UE.
The MME/S4-SGSN selects a new SGW for the ECM_IDLE UE based on the last visited TAI/RAI. Then MME/S4-SGSN sends a Create Session Request message to the new SGW to establish the bearer contexts. The new SGW will send a Modify Bearer Request message to the PGW to update the bearer context in the PGW. 

3)
The MME/S4-SGSN releases S1/Iu resources and selects a new SGW for the ECM_CONNECTED UE.
The MME/S4-SGSN firstly releases S1/Iu resources of ECM_CONNECTED UE. Then the MME/S4-SGSN will handle the UE as the same way for the ECM_IDLE UE. If the eNodeB detects the SGW failure or restart, the eNodeB will request the MME to release the S1-U resource.
4)
The MME/S4-SGSN establishes the S1 connection for the ECM_CONNECTED UE as specified in the subclause 5.3.4.3 of 3GPP TS 23.401[6].
6.3.1.2

Evaluation
6.3.1.2.1

Pros

This subclause lists the pros of solution 1 by MME/S4-SGSN re-establishing resources with a new SGW as following:

….

6.3.1.2.2

Cons
This subclause lists the cons of solution 1 by MME/S4-SGSN re-establishing resources with a new SGW as following:
Maintained resources in the MME/S4-SGSN and PGW after SGW failure or restart detection: The MME/S4-SGSN and PGW maintain resources (MM contexts and bearer contexts) for each UE after SGW failure or restart detection during the procedure of re-establishing resources with a new SGW;

PLMN dependency for inbound roaming UE: The MME/S4-SGSN needs to know whether the PGW in the HPLMN supports the capability to maintain the old PDN connection after SGW failure or restarts, vice versa;
6.4
Alternative Solutions for PGW failure

6.4.1
Solution 1 for PGW failure
6.4.1.1

Description

When the MME/S4-SGSN detects the PGW has restarted, the MME should release the PDN connections. If the UE has multiple PDN connections, the MME/S4-SGSN shall send the release cause "reactivation required" to the UE. If the UE has only one PDN connections, the MME/S4-SGSN shall send the release cause "explicit detach with reattach required" to the UE.
6.4.1.2

Evaluation
6.4.1.2.1

Pros
This subclause lists the pros of solution 1 for PGW failure as following:

Service recovery soon: The service will be recovered soon if the release cause "reactivation required" or "explicit detach with reattach required" is sent to UE.

6.4.1.2.2

Cons
This subclause lists the cons of solution 1 for PGW failure as following:

Possible RAN overload: When the MME/S4-SGSN detects the PGW has restarted, the MME/S4-SGSN may perform cleanup external resources including at eNodeB/RNC and UE. This may cause RAN overload. 
6.5
EPC restoration procedure if the ISR is activated

6.5.1
Introduction

ISR function provides a mechanism to limit signalling during the inter RAT cell reselection for the idle mode UE, which is specified in 3GPP TS 23.401 [6]. If the ISR is activated, the MME maintains the SGSN control plane IP address and TEID, the SGSN maintains the MME control plane IP address and TEID, and the SGW maintains control plane IP addresses and TEIDs of the MME and the SGSN.

This section analyses the procedures for EPC node failure if the ISR is activated.

6.5.2
Alternative Solutions for MME/SGSN failure
6.5.2.1
Solution 1 for MME/SGSN Failure Without Restoration
6.5.2.1.1
Description

When the MME/S4-SGSN detects a failure in the ISR associated CN node (i.e. S4-SGSN/MME), the MME/S4-SGSN shall remove the failure CN node control plane address and TEID and mark the UE context as ready for ISR deactivation.During the UE performing a common or periodic TAU/RAU, the MME/S4-SGSN shall disable the ISR by not indicate ISR activated in the TAU/RAU Accept message which is a regular ISR functionality as specified in 3GPP TS 23.401 [6] or 3GPP TS 23.060[7]. When receiving the TAU/RAU Accept message, the UE shall set its TIN to "GUTI" or "P-TMSI" as no ISR activated is indicated. Upon receiving the ISR disabled indication from MME/S4-SGSN, the SGW shall delete any ISR resources for the UE which is a regular ISR functionality as specified in 3GPP TS 23.401 [6].
Editor's Note 1: It is FFS the MME/S4-SGSN may deactivate the ISR by GUTI/P-TMSI relocation procedure without waiting for the UE to perform TAU/RAU or reattach.
When the SGW detects a failure in the ISR associated CN node (i.e. MME or S4-SGSN has restarted) for an UE:
1)
The SGW maintains the UE contexts:

Instead of removing associated resources, the SGW maintains the UE contexts after the detection of CN node failure if ISR is activated.
When SGW starts maintaining the UE bearers, SGW starts a timer for corresponding failure S4-SGSN/MME, e.g. ISR deactivate timer. The timer value may be equal to or bit longer than the periodic routing area update timer (timer T3312) as specified in 3GPP TS 24.008 [5] or periodic tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [4]. If the timer expires, the ISR resources (i.e. failure CN node control plane address and TEID) shall be locally deleted. When SGW receives the Create Session Request message for the UE while the timer is running, the SGW deletes all maintained resources for the UE and then proceeds with the Create Session Request message handling as specified in 3GPP TS 29.274 [3].

2)
Downlink data packets or signaling arrives to the SGW while the timer in the step1) is still running.

When the SGW receives a downlink user plane or control plane packet on a maintained bearer, the SGW shall send an enhanced Downlink Data Notification message including IMSI to the failure CN node (i.e. S4-SGSN/ MME) and send a normal Downlink Data Notification message to the normal MME/S4-SGSN.

Editor's Note 2: It is FFS whether SGW sends IMSI DDN towards the failed CN node for downlink activity (control or User) for certain bearers only or for all bearers present when the CN node failed.
3)  The failure CN node (i.e. S4-SGSN/MME) pages the UE and force the UE to re-attach to the network, and the normal MME/S4-SGSN pages the UE in the TAI List using S-TMSI or pages the UE in the RAI using the P-TMSI. 
When UE camps on the failure CN node related network, the paging procedure and UE behaviour upon receiving the paging message is as specified in the subclause 24 "network triggered service restoration procedure" of the 3GPP TS 23.007 [5].

When UE camps on the normal CN node related network, the UE behaviour upon receiving the paging message is as specified in subclause 5.6.1 of the 3GPP TS 24.301 [4] or subclause 4.7.9.1.1 of the 3GPP TS 24.008 [5] or subclause 8.1.4 of the 3GPP TS 23.060 [7].
For the mobility procedure with MME/SGSN failure, the behavior of ISR associated SGW and SGSN/MME is the same as the existing behavior as specified in 3GPP TS 23.401 [6].
6.5.2.1.2
Evaluation
6.5.2.1.2.1

Pros
This subclause lists the pros of solution 1 for MME/SGSN Failure without Restoration as following:

No inter PLMN dependency: This approach does not require any support from the EPC node across PLMNs. The approach only requires support in the SGW and MME/SGSN.
UE can be paged even when UE camps on the failure MME/SGSN: When the SGW detects a failure in the MME/SGSN, and the UE is activated in SGSN/MME or in idle state, SGW shall maintain the associated bearer contexts including the ISR resource. When UE camps on the failure MME/SGSN, if MT service is initiated, the IMSI paging will be performed in the both in MME and SGSN, and the UE starts the reattach procedure.
Mobile Terminated Service: When The SGW receives the downlink packets on the maintained bearers which will trigger the paging, if UE activated in the ISR associated MME/SGSN instead of the failure SGSN/MME, a  S-TMSI paging or P-TMSI paging will performed to keep the service continuity.

6.5.2.1.2.2

Cons
This subclause lists the cons of solution 1 for MME/SGSN Failure without Restoration as following:

Resources maintained in the SGW and ISR associated SGSN/MME after the MME/SGSN restart detection: This approach requires reservation of UE resource in SGW and ISR associated SGSN/MME, e.g. SGW maintains the failure MME/SGSN control planes address and TEID the until the timer as specified in the step 1) in subclause 6.1.2.1.1 expires.
6.5.2.2
Solution 2 for MME/SGSN Failure Without Restoration: IMSI paging in all accesses
6.5.2.2.1
Description
Upon detection of MME failure, the SGW deletes all the non-marked bearers (same behavior according to compromise). Similarly, SGSN also deletes the UE context upon detection of MME failure. The SGW, upon receiving a downlink packet on a marked bearer, should send IMSI DDN to both the SGSN and MME. The UE is IMSI paged in both UTRAN and E-UTRAN. The context is deleted when the timer expires.
6.5.2.2.2
Evaluation
Editor’s Note: to be completed
6.5.3
Alternative Solutions for SGW failure
6.5.3.1
Solution 1 for SGW failure
6.5.3.1.1
Description

When the MME detects a SGW restarts if ISR is activated, the MME shall deactivate the ISR by removing the S4-SGSN control plane address and TEID when the UE is in the ECM-CONNECTED state. The MME then performs the restoration procedure as specified in subclause 6.3.  For the ECM-IDLE UE, the MME shall first page the UE to bring the UE to ECM-CONNECTED. If paging the UE fails, the MME should adjust its paging retransmission strategy (e.g. limit the number of short spaced retransmissions) to take into account the fact that the UE might be in GERAN/UTRAN coverage. 

NOTE:
The MME should only perform the SGW reselection for the UEs camping on the LTE, ISR activated UEs may camp in the 2G/3G, so paging is needed.
When the S4-SGSN detects a SGW restarts if ISR is activated, the S4-SGSN shall deactivate the ISR by removing the MME control plane address and TEID when the UE is in the PMM-CONNECTED state. The S4-SGSN then performs the restoration procedure as specified in subclause 6.3. For the PMM-IDLE UE, the S4-SGSN shall first page the UE to bring the UE to PMM-CONNECTED. If paging the UE fails, the S4-SGSN should adjust its paging retransmission strategy (e.g. limit the number of short spaced retransmissions) to take into account the fact that the UE might be in E-UTRAN coverage.
6.5.3.1.2
Evaluation
Editor’s Note: to be completed
7
Conclusions and recommendations

7.1
MME restoration

7.1.1
Comparison of proposed solutions

Table 7.1.1-1 comparison of each solution proposed in subclause 6.1 
	
	Solution 1 
Down Link Data Triggered Attach (DLDTA)
	Solution 2 
reattachment with HSS interaction
	Solution 3 
Pro-active Paging based approach
	Solution 4 
using the MME self-stored paging information 

	Background
	Reactive solution to reattach the UE when the first downlink data packet is received for the UE, by IMSI paging the UE over the last known TAI list maintained in SGW.
	Reactive solution to reattach the UE when the first downlink data packet is received for the UE, by IMSI paging the UE over the entire MME area, after HSS interaction. 
	Proactive solution to reattach the UE after the MME failure is detected, by IMSI paging the UE over the last known location information maintained in SGW.
	Reactive solution to reattach the UE when the first downlink data packet is received for the UE, by S-TMSI paging the UE over the last known TAI list maintained in non-volatile memory of MME.

	Entity triggering the UE paging
	SGW when it receives downlink data packet on a bearer with e.g. special value of QCI, APN (MME policy).
	SGW when it receives downlink data packet on a specific bearer (MME or PCRF policy).
	MME when SGW detects MME failure, for UEs marked as URCR, e.g. based on subscription profile, QCI/ARP, operator’s policy (MME policy). 
	SGW when it receives downlink data packet on a bearer with e.g.  special value of QCI, APN (SGW policy).

	EPC nodes impacted
	MME

SGW
	MME

SGW
HSS
	MME

SGW
	MME

SGW

	Existing EPC procedure impacted
	Extra information TA list is required to pass for each UE in the session mobility procedures between SGW and MME. Intra MME intra SGW TAU may require S11 signalling.


	None.
	Extra information URCR status and “DAIP” (MME  implementation specific container for subsequent  IMSI paging) are required to pass in the session mobility procedures between SGW and MME. Intra MME intra SGW TAU may require S11 signalling.
	None.

	Existing EPC procedure dependency
	Node Features notification (NOTE2, NOTE3)
	Node Features notification (NOTE3)
	Node Features notification (NOTE2, NOTE3)
	Node Features notification (NOTE3)

	Existing EPC signalling impacted
	Signalling for paging notification (depending on terminating traffic) between SGW and MME when the downlink data packet arrives after MME restarts as this is done per UE.
	Signalling for paging notification (depending on terminating traffic) between SGW and MME when the downlink data packet arrives after MME restarts as this is done per UE.
	Extra signalling for paging notification between SGW and MME when the MME restart is detected. This is bulk notification message. 


	Signalling for paging notification (depending on terminating traffic) between SGW and MME when the downlink data packet arrives after MME restarts as this is done per UE.

	new EPC signalling required
	intra MME, intra SGW TAU may require S11 signalling
	Enhanced Update Location Request including IMSI and Response are required to support for interaction between MME and HSS.
	intra MME, intra SGW TAU may require S11 signalling
	None.

	Additional EPC resources required
	SGW running extra timer to remove the hanging PDN connections if no downlink data packet is received.

SGW keeping extra information TA list for each UE.
	SGW running extra timer to remove the hanging PDN connections if no downlink data packet is received.


	SGW keeping the extra information “DAIP” for specific UEs (as directed by MME).
	SGW running extra timer to remove the hanging PDN connections if no downlink data packet is received.
MME stores S-TMSI, TAI list, IMSI and possible other parameters in the MME non-volatile memories.

	Restarted MME overload impacts 
	Depends on Terminating traffic
	Depends on Terminating traffic
	Since the proactive paging is done, the MME may need to IMSI page for all URCR enabled UEs. That may cause MME overload.
	Depends on Terminating traffic

	RAN resources impacts
	the IMSI paging in the latest TAI list can avoid paging in all TA served by the MME and save some radio resource
	Paging in all TA served by the MME may cause heavy impacts for radio resource.
	Since the proactive paging is done, the MME may need to IMSI page for all URCR enabled UEs. That may impact heavy RAN resources

the IMSI paging in the latest TAI list can avoid paging in all TA served by the MME and save some radio resource
	Paging with S-TMSI, TAI list and IMSI can limit the scope of paging that means can save RAN resource.

	Impacts on EPC services after MME restart/failure
	The first call after restart will fail (IMS voice , CSFB) until the UE is reattached
	The first call after restart will fail (IMS voice , CSFB) until the UE is reattached
	MO and MT calls will fail until the  UE is reattached
	The first call after restart will fail (IMS voice , CSFB) until the UE is reattached

	Roaming impacts
	None
	The HSS in the HPLMN is required to be enhanced for the inbound roaming UE.
	None
	None

	Covering Scenario

Failure with Restart/
Failure without Restart/
Failure with and without Restart
	Failure with and without restart
	Failure with and without restart
	Failure with and without restart
	Failure with and without restart 

	Other merits
	
	No need to pass any extra information on S11 and stored in S-GW for preparation

Double IMSI paging can be avoided if the UE has already reattached to another MME
	
	No need to pass any extra information on S11 and stored in S-GW for preparation

Paging with S-TMSI can avoid meaningless re-attach process e.g. caused by IMSI paging even after UE already attached to the different MME.

	Other drawbacks
	The PDN connection in SGW, PGW may remain hanging if the UE attaches to the network via different (than the original) MME, SGW and PGW until timer set on S-GW expired.
	The PDN connection in SGW, PGW may remain hanging if the UE attaches to the network via different (than the original) MME, SGW and PGW until timer set on S-GW expired.

Benefit of HSS interaction for avoiding double IMSI paging might be limited. Most of the case if UE already attach to the different MME, few down link packet comes to old network.
	During the time when the MME is down, the UE may get attached to network via different MME, SGW and PGW. 
Some solution might be required to avoid paging for such UE when the MME restarts.
Additional mechanism to pace the UE paging is required to avoid Core network and RAN resource impacts. Re-attach process includes impact for EPC nodes/IMS nodes/AS for all URCR enabled UEs are occurred.

Once UE could not respond IMSI paging e.g. temporally unreachable, UE can not receive services until periodic TAU if UE camps on the same TA before and after unreachable because IMSI paging should not be re-tried.
	

	NOTE 1:   MME does not generate extra signalling towards SGW if SGW does not support this restoration　solution. 

NOTE 2:   SGW does not maintain bearers after detecting MME restart if MME does not support this restoration solution.


7.1.2
Conclusion

Through the preceding technical investigation within this technical report, it is concluded that certain serious misoperations can occur upon MME failure with the procedures currently specified in 3GPP, e.g. a subscriber may not be able to receive any IMS terminating call until other procedure (such as TAU) makes the UE  reattach to the network. 

It is recommended to standardize the following compromise solution to provide service resiliency after an MME failure with restart. 
This compromise solution enables the UE to reattach to the EPS triggered by downlink data packets or signaling after the MME restarts. This solution includes the following steps:

1)
The SGW maintains the IMSI and S5/S8 bearers after detection of an MME restart
If the SGW detects that the MME has restarted (i.e. SGW receives the incremented restart counter from the MME), instead of removing associated resources, the SGW marks and maintains the corresponding S5/S8 bearers configured to be maintained. This makes it possible for the SGW to receive downlink data packets or signalling from the PGW or PCRF in case of PMIP based S5/S8. Which S5/S8 bearers are to be maintained/marked in the SGW after an MME restart is based on the operator's policy.

Editor’s Note: It is FFS for the MME or SGW to decide which bearers are to be maintained in the SGW after an MME restart
When an SGW marks the S5/S8 bearers, the SGW shall start a timer. The timer value is based on the preconfiguration. The value may be equal to the periodic tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [4]. If the timer expires, the maintained resources shall be locally deleted. 

If the SGW receives the Create Session Request message for the UE while the timer is running, the SGW shall delete all bearers for this UE and then proceeds with the Create Session Request message handling as specified in 3GPP TS 29.274 [3].

2)
Downlink data packets or signalling arrives at the SGW while the timer in the step1) is still running.

If the SGW receives a downlink data packet or a control plane message on the marked bearer, the SGW shall send an enhanced Downlink Data Notification message including the IMSI to the associated MME.  The SGW shall discard the received downlink data packet or reject the signalling message (received from the PGW or PCRF in case of PMIP based S5/S8) with an appropriate cause value.
Editor's Note: It is FFS whether it is necessary to define a specific Cause in the DDN Ack message allowing an MME to instruct the SGW to release the bearers of the UE.
3)
The MME pages and forces the UE to re-attach to the network. The paging area and subscriber's identity i.e. IMSI or S-TMSI used during the paging procedure is implementation dependent. Upon receiving a page message with the IMSI, the UE starts the reattach procedure as specified in subclause 5.6.2.2.2 of 3GPP TS 24.301 [4]. Upon receiving a page message with the S-TMSI, the UE starts the Service Request procedure, this will be rejected by the MME which triggers the UE to reattach to the network as specified in subclause 5.6.2.2.1 of 3GPP TS 24.301 [4].
NOTE 1:
Paging in the MME serving area will cause excessive use of radio resources. How to reduce the impact on the radio resources is implementation dependent. As an example, the MME can send the paging area in the Private Extension IE to the SGW in an existing S11 message. After MME restarts, the SGW can send the paging area in the Private Extension IE in the Downlink Data Notification message with the IMSI to the MME. Then the MME can page the UE in this paging area contained in the Private Extension IE. This may enable a reduction in the size of the paging area to be addressed. As another example, the MME may store and recover the IMSI, S-TMSI, TAI list, SGW/PGW FQDN and other necessary information in a proprietary way (e.g. in an internal non-volatile memory or in an external proprietary server, etc.
NOTE 2:
If a UE re-attaches to another MME, whilst this MME has  failed (out of service) and some DL user plane packet are still received on the old maintained S5/S8 bearers, paging the UE with the IMSI forces the UE (if in idle mode) to re-attach once more to the EPS.
It is further recommended that Stage 2 and Stage 3 work be specified within existing specifications as defined within Annex A.
7.2
SGSN Restoration

7.2.1
Conclusion
Through the preceding technical investigation within this technical report, it is concluded that certain serious misoperations can occur upon SGSN failure with the procedures currently specified in 3GPP, e.g. a subscriber may not be able to receive any IMS terminating call until other procedure (such as RAU) makes the UE  reattach to the network. 

It is recommended to adopt the solution included in chapter 7.1.2 for MME restoration with appropriate substitution of terminology as shown below for the SGSN failure: 
-
MME ( S4-SGSN;

-
tracking area update timer (timer T3412) as specified in 3GPP TS 24.301 [4] ( routing area update timer (timer T3312) as specified in 3GPP TS 24.008 [5];
-    S-TMSI ( P-TMSI;

-
TAI list ( RAI;

-
Upon receiving a page message with the IMSI, the UE starts the reattach procedure as specified in subclause 5.6.2.2.2 of 3GPP TS 24.301 [4]. ( Upon receiving a page message with the IMSI, the UE starts the reattach procedure as specified in subclause 4.7.9.1.2 of the 3GPP TS 24.008[5].
-
Upon receiving a page message with the S-TMSI, the UE starts the Service Request procedure, this will be rejected by the MME which triggers the UE to reattach to the network as specified in subclause 5.6.2.2.1 of 3GPP TS 24.301 [4]. ( Upon receiving a page message with the P-TMSI, UE starts the service request procedure and subsequently attach procedure in case of Iu Mode as specified in subclause 4.7.9.1.1 and 4.7.13 of the 3GPP TS 24.008 [5] or send any LLC frame to response paging request and subsequently attach procedure in case of A/Gb mode as specified in subclause 8.1.4 of the 3GPP TS 23.060 [7].

It is further recommended that Stage 2 and Stage 3 work be specified within existing specifications as defined within Annex A. 
Annex A (informative):
Impacts to Specifications

Table A.1 identifies the existing specifications within CT Working Groups that require modification to define the MME/S4-SGSN Node Restoration procedure recommended by this feasibility study.

Table A.1 Impacts for MME/S4-SGSN restoration
	Existing Specification
	Responsible WG
	Brief summary of impacts

	3GPP TS 23.007
	CT4
	The steps 1, 2 and 3 in the subclause 7.1.2  will be specified.
The possible examples in the NOTE1 to reduce the impact on the radio resources will NOT be specified in TS 23.007 



	3GPP TS 29.274
	CT4
	A supported feature is defined for the Downlink Data Notification with TEID “0”
Extension to TEID “0” Downlink Data Notification message to contain the IMSI.



	3GPP TS 23.008
	CT4
	Possible Additional data to be stored in MME/S4-SGSN, SGW


No new specifications are required. 
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