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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document investigates core network overload scenarios and potential general handling solutions, in particular:
1. Identify and document events that have occurred and caused network disturbances, also the possible scenarios that have high possibility for occurrence in the3GPP network, which may result in overload for core network entities. Such scenarios/events may include HLR/HSS overload by RNC restart, and misbehaving/3GPP-non-compliant mobiles causing unpredictable system response ,

2. Analyse the criticality of the scenarios and determine whether it is required to take actions for the identified scenarios

3. Study ways to mitigate and eliminate overload scenarios that are identified to be critical.

4. This study will focus on core network control plane overload aspects. User plane overload aspects may be considered at a later stage if deemed necessary. 

The information provided about the HSS/HLR overload will serve as a starting basis for the study. All currently deployed 3GPP networks should be covered in the study, including LTE
The study should avoid overlap with other parallel activities within 3GPP, in such situations close cooperation with the specific WG needs to be maintained.

During the study, if potential security threats such as denial of service attack scenarios are identified, SA WG3 must then be informed to take appropriate measures.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]                        3GPP TS 23.116: “Super-Charger technical realization”.
[4]                        IETF  RFC 3588: “Diameter Base Protocol”
[5]
3GPP TS 23.401: "GPRS Enhancements for E-UTRAN Access".

[6]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[7]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".
[8]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

4
Scenarios and problem analysis for core network overload
4.1      General

The following clauses describe and analyse scenarios which may cause overload of  core network entities due to high signalling load caused by, e.g.
1. Flood of registrations caused by special mobility events

· Mass of mobile users attempting simultaneously to perform registration procedures such as Attach or location updating. Examples are scenarios where a train or bus is crossing LAI/RAI boarders, or a big plane arrives at an airport.

NOTE:  These scenarios and potential solutions may be similar to those that were addressed by the former “Registration in Densely-Populated Area (RED)” work item which are documented in TR 23.880..
2. Frequent RAT-reselection due to scattered 3G/4G coverage
· Frequent loss of broadband coverage may potentially cause extremely frequent intersystem change activities by e.g. smart phones. 

3. Flood of registrations after O&M operations

· Restart of RAN nodes (i.e. RNC and BSC) may cause a massive number of registration attempts,  depending on the behaviour of the base stations controlled by the restarted RAN nodes. This is discussed in more detail in sub-clause 4.2
· Restart or failure of CN nodes which handle  mobility management (MSC server/VLR, SGSN, MME) 

NOTE:  A related study item dealing with CN node failures in EPC is performed by CT4. The work is  documented in TR 23.857.
4.2        Scenario 1: Overlaid RATs and failure of RAN node
NOTE: While the following description focuses on GSM and UMTS, it may also be applicable to other combinations of RATs.

Many geographic areas are now covered by more than one radio technology (e.g. GSM and UMTS) and many of the customers in those areas have devices that support both GSM and UMTS.  

Typically the GSM/UMTS cells are configured with (release 99) neighbour cell/cell reselection information that ‘push’ GSM/UMTS devices to UMTS whenever there is [reasonable] UMTS coverage.  In Release 8, the adoption of “absolute priorities” for RAT re-selection, seems to mean that the GSM/UMTS/LTE device will change to the highest priority RAT whenever it has even minimal quality coverage of that RAT.

It seems that when some RNCs restart, they issue commands to the NodeBs that cause the NodeBs to themselves restart and/or to do ‘something’ to their control channels (e.g. perhaps to set the cell as “barred”, or, to stop transmitting any power on the pilot channel ?) . In turn, it appears that this disruption of the control channels cause the mobiles to perform cell reselection. If all the NodeBs are in a similar, restarting, situation then the mobiles move to GSM.

Typically the GSM cells are in a different Routing Area and frequently a different Location Area to the 3G cells. Hence the mobile performs an LA and RA update. While camped on the GSM cells, the received neighbour cell information and cell reselection parameters encourage the mobiles to keep looking for UMTS cells. So, within seconds of the UMTS cells completing their restarts, the mobiles return to UMTS and perform another RA and LA update.

This can be the cause of a huge surge in Mobility Management signalling that can damage MSCs/SGSNs and/or HLRs.

Note that currently the behaviour of GSM BSCs upon restart may be less of an issue. This is because, IF their BCCHs are switched off upon BSC restart, the 2G-only devices have no other RAT to select to, and, any GSM/UMTS/LTE devices will probably be already camped on UMTS/LTE if there is any coverage. 

4.3      Scenario 2
5
Architecture Principles
The study should follow the principles as defined below:
1. Already specified overload control means as well as tools available to manage or handle the overload scenarios should be examined and preferred, if they are adequate, and these should be improved if possible, or if deemed necessary. 

2. General overload handling solutions that work regardless of the cause are preferred.

3. The study will focus initially on providing a solution that does not require UE modifications. However the study does not preclude the possibility for improving UE behaviour.
6
Solutions and function flow descriptions
6.1
Improved Control of user registration attempts 

6.1.1       Introduction
This section addresses solutions which provide improved control of user registration attempts in order to avoid unnecessary load of core network entities involved in mobility management, i.e. MSC/VLR, SGSN, MME  and HSS/HLR, e.g.:

· Flexible network control of Attach and location updating procedures (LAU, RAU, TAU) to avoid overload of core network nodes,

· Avoiding frequent RAT reselection when ISR is not applicable.

The solution space includes, 

· existing concepts, such as:

· control of UE inter RAT-activities of the UE  by appropriate setting of parameters impacting inter-RAT cell selection/reselection
· selective RA update procedure

· deployment of ISR functionality

· improvements to existing concepts and new concepts, such as, e.g.:

· additional  cause values in registration reject messages indicating core network overload  

· overload control functionality developed under the NIMTC work item

6.1.2
Solution 1: Optimizing the periodic LAU/RAU/TAU signalling

In Rel-10, TS23.401/23.060 has specified mechanism for optimising the LAU/RAU/TAU signalling. The following solution describes how this mechanism can be used to improve the core network load conditions.

To prevent network from overload caused by unnecessary periodic LAU/RAU/TAU signalling, Core network entity, i.e. SGSN/MME, based on operator policy and/or subscription information received from HSS, may generate a longer periodic update timer, i.e. periodic LAU/RAU/TAU timer, for some specific UE, e.g. UE configured for MTC, and allocate it to the UE. Such UE then would not initiate too frequent a periodic update procedure which helps to reduce the interacting with core network entity and thus the possibility core network entity falls into overload.
6.1.3
Solution 2: NAS Reject solution

When the core network entity (e.g. MSC/VLR, SGSN and MME) is overload or detects other core network entity overload (e.g. HLR/HSS), it rejects the NAS request for registration attempt (e.g. Attach Request, LAU Request, RAU Request, TAU Request). Dedicated cause value, as specified in TS 24.008 [7] or TS 24.301 [8], is included in the reject message indicating core network overload.

Editor’s Note: If the core network entity (e.g. MSC/VLR, SGSN and MME) needs to know other core network entity (e.g. HLR/HSS) overload status is FFS.
A back-off time can also be included in the NAS reject message to defer the UE to initiate NAS request again, e.g. as specified in TS 23.401 [5] and TS 23.060 [6] for APN based congestion control.

The GPRS Attach and RAU reject messages specified in TS 24.008 [7] (and R’97 specification 04.08) already carry a timer T3302 that may be suitable for this purpose.
6.1.4
  Ideas for RAN node restart CN overload prevention

With the possible exception of O&M specifications, the following mechanisms are believed to be achievable with the existing 3GPP specifications.

When performing RNC/(e)NodeB restarts:

a)  use Access Class Barring bits on the (e) NodeB rather than Cell Barring. This is because ACB shall not trigger cell reselection while Cell Barring shall trigger reselection.

b) do not restart all the nodeBs/UMTS cells at the same time. By staggering the time of nodeB restarts, most mobiles will perform intra-UMTS cell reselection and remain in the same LA/RA, rather than performing inter-RAT cell reselection.

c) do NOT use GSM features that dynamically allocate extra SDCCH signalling channels. This is because GSM radio interface signalling channel congestion can be used to slow down the rate at which mobiles update to 2G. 

This is particularly useful as, until 4 (CS domain) / 5 (PS domain) failed GSM access attempts, the mobile’s temporary 3G core network IDs and registered 3G LA/RA are not deleted, thus, a return to 3G during this period does not lead to any update to the 3G nodes.

d) activate ACB on GSM cells while performing a UMTS restart in that geographic area. (This can delay the 2G LA/RA update and hence avoid the deletion of the UMTS temporary IDs and registered LAI/RAI).

e) on UMTS cells activate ACB for “mobility management events” while performing a GSM or LTE restart in that geographic area. . (This can delay the 3G LA/RA update and hence avoid the deletion of the other RAT’s temporary IDs and registered LAI/RAI).

f) configure GSM cells/BSC to reject/delay/ignore Channel Request messages that indicate mobility management events, (This can delay the 2G LA/RA update and hence avoid the deletion of the UMTS temporary IDs and registered LAI/RAI).

g) configure GSM cells/BSC, to locally (from within the BSS) return Location Update Reject messages (e.g. with a cause value indicating “search for other LAs in this PLMN”) .
6.2
Solutions targeting at HSS/HLR overload prevention

6.2.1       Introduction

This section addresses solutions aiming to prevent HSS/HLR overload, e.g: 

· minimizing HSS/HLR interrogations in registration procedures,

· optimization of HSS/HLR message content,

· mechanisms to enable core network nodes (MSC/VLR, SGSN, MME) to obtain information on HSS/HLR load status.

The solution space includes, 

· existing concepts, such as:

· provision of Super-Charger functionality as defined in  TS 23.116 [3] 
· overload protection function for HSS  using Diameter  (see e.g. RFC 3588 [4])

· avoidance of unnecessary authentication procedures
· new concepts, such as, e.g.:

· potential optimizations in user profile download from HSSload indicators in messages sent by the HSS/HLR 

7
Conclusions
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