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Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc108369182]Introduction
Personal IoT Networks (PIN) is based on the greatly increasing number of consumers IoT devices. These devices can either be wearable devices or can be IoT devices in the home. Users create Personal IoT Networks out of all these Personal IoT devices mainly in their homes or around their body. This technical report identifies the key issues and corresponding application architecture and related solutions with recommendations for the normative work based on 3GPP TS 22.261 [2] and 3GPP TR 22.859 [3].
[bookmark: scope][bookmark: _Toc108369183]
1	Scope
The present document is a technical report capturing the study on application layer support for Personal IoT networks (PIN). The aspects of the study include analyzing application layer architecture requirements of PIN, identifying key issues and supporting PIN application layer functional model. The study also includes information and support from 3GPP network to PIN, service or applications discovery within a PIN or by the UE outside of a PIN via 3GPP network.
The study takes into consideration the work done for PIN in 3GPP TS 23.700-78 [4] and other related work in 3GPP.
[bookmark: references][bookmark: _Toc108369184]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for the 5G system".
[3]	3GPP TR 22.859: "Study on Personal Internet of Things (PIoT) networks".
[4]	3GPP TR 23.700-88: "Study on architecture enhancements for Personal IoT Network (PIN)".

[bookmark: definitions][bookmark: _Toc108369185]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc108369186]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Access Control Information: A set of information that assists the authorized PINE in a PIN to access 5GS network via PEGC, for example, the username or password. 
Application Server: Application software resident in the data network performing the server function.
Endpoint information: A set of information of device or server for visits or communication, such as URI(s), FQDN(s), IP address(es).
PIN enabler: Refers to the overall functionality provided by the entities such as PIN Client, PIN Gateway Client, PIM Management Client, and PIN server in support of applications as per the architecture defined in solution 7.2. 
PIN management: Refers to the create, maintenance and delete of PIN.
PIN Profile: A set of data and information about the PIN and PIN elements resides in the PIN. Service Switch: A mechanism to switch the service traffic flow between Application server and PINE to application server and other PINE. 

[bookmark: _Toc108369187]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc108369188][bookmark: _Hlk83975617]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
PIN	Personal IoT Network
PINAPP	Personal IoT Network Application 
PEMC	PIN Element with Management Capability
PEGC	PIN Element Gateway Capability

[bookmark: clause4][bookmark: _Toc108369189]4	Key issues
[bookmark: _Toc108369190]4.1	Key issue #1: PIN Management
As indicated in clause 6.38 of TS 22.261[2], the following requirements will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall support mechanisms to identify a PIN, a PIN Element.
-	The 5G system shall be able to support PINs with PIN Elements subscribed to more than one network operator (e.g., a PIN Element that is a MUSIM UE and subscribes to different operators respectively, one PIN Element subscribed to network operator A and another PIN Element subscribed to network operator B).
In order to avail PIN management, for example, PIN creating/modifying/deleting UE or PINAPP should be able to trigger PIN management request to MNO. What is critical is whether and how the UE or PINAPP triggers PIN managment request. Also, for MNO, how to receive and authenticate PIN management request is FFS. 
After creating a PIN, in order to avail PIN service to other PIN elements (e.g.: IoT device), the PIN elements should be able to newly added into a PIN. So for the management of PIN, add or remove the PIN elements into a PIN is nessasary. Also, one of the most important features of PIN is PEGC can communicate with 5G network and some of the PIN elements interact directly to other elements interanl a PIN. How to manage the specific permissions, for example, communicate with UE outside of PIN or connect to 5G network are important. 
It is required to study the following:
-	Who can manage (create/modify/delete) a PIN?
-	Whether and how to triggers a PIN network management request, for example, PIN creating/modifying/deleting? What parameters are required in PIN network management request? 
-	How to add/remove PIN elements into a PIN after PIN establishment? What parameters or information are needed during adding/removing PIN elements into a PIN? How to configure newly added PIN element? 
-	Determine the certain PIN services in PIN.
-	What information about the PIN and PIN elements needs to be maintained at the PIN server, PEMC and PEGC for the management of PIN and its elements and whether and how they are notified about the changes to this information.
-	What set of events occurring in the PIN (e.g., PIN element added, PIN element removed etc.,) need to trigger the updates to the information maintained at the PIN server, PEMC and PEGC.
-	What information can be created or modified or deleted by the authorized user.
NOTE X:	PIN management services defined by SA2 will be reused and under consideration in PINAPP.
[bookmark: _Toc108369191]4.2	Key issue #2: PINAPP accesses 5G network by application mechanism
As indicated in clause 6.38 of TS 22.261[2], the following requirements will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall enable the network operator to provide any 5G services to any UE via a PEGC.
-	The 5G system shall support applications on an Application Server connected to a PIN.
As a feature, PINAPP within a PIN can communicate with other devices, services and applications within the same PIN. Furthermore, PINAPP can connect the 5G Network via a PEGC. Also, as a feature, some of the PINAPP in PIN has the permissions that they can communicate with other UE or application outside of PIN with the help of 5GC. 
From the aspects of PINAPP accesses 5G network by application mechanism, it is required to study the following:
-	How to PIN to realize that PINAPP access 5G network by application mechanism?
NOTE:	How to derive the route control information for PINAPP to access 5GS is in the scope of SA2, and not discussed in SA6.
[bookmark: _Toc108369192]4.3	Key issue #3: Service switch in PIN
As indicated in clause 6.38 of TS 22.261[2], the following requirements will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall support mechanisms to aggregate, switch or split the service between non-3GPP RAT and PIN direct connections using licensed spectrum.
-	The 5G system shall support applications on an Application Server connected to a CPN or PIN.
When UE is located outside of PIN, the UE has the direct connection to application server via 5GS. When UE moves into the coverage of PIN, some of the PIN application in PIN has the capability, for example, to terminate the application traffic from application server. These PIN applications have better experience than the UE, in screen or sound. 
It is required to study the following:
-	How to support application mechanism for service switching in a PIN between different PIN applications for achieving better service experience? 
NOTE:	The coordination with SA2 about the support for switching application traffic between RATs is needed.
[bookmark: _Toc108369193]4.4	Key issue #4: PIN Application Server Discovery
As indicated in 3GPP TS 22.261 [2], clause 6.38.2.1, the following requirement will be studied in this TR:
-	The 5G system shall support applications on an Application Server connected to a PIN.
Supporting Application Servers connected to a PIN can involve service or applications discovery by PIN Elements or by a UE outside of a PIN via 3GPP network.
Application clients can be running on PIN elements in a PIN and may want to discover and connect to an Application Server connected to the PIN. At the same time UEs running Application Clients outside of a PIN may try to discover and connect to an Application Server connected to the PIN.
It is required to study the following:
-	How to enable discovery of Application Server, connected to a PIN, by Application Clients running in the same PIN?
-	How to enable discovery of Application Server, connected to a PIN, by Application Clients running in a different PIN?
-	How to enable discovery of Application Server, connected to a PIN, by Application Clients running in a UE outside of the PIN over 3gpp network?
-	How to manage Application Server discovery by MNOs or third-party application service providers?
-	Evaluate the applicability of Edge Enabler Layer and CAPIF for PIN application service discovery.
Editor's Note:	SA1 is consulted for feedback on applicability of the KI.
[bookmark: _Toc108369194]4.5	Key issue #5: Service continuity
As indicated in clause 6.38 of TS 22.261[2], the following requirements that describes the service continuity will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall be able to minimize service disruption when a PIN Element changes the communication path from one PIN Element (e.g. PIN Element with Gateway Capability) to another PIN Element or operator provided mobile access. The communication path between PIN Elements may include licensed and unlicensed spectrum as well as 3GPP and non-3GPP access.
The PIN application is the application deployed on PIN elements (for example, the UE) in PIN. One of the PIN application features is, the PIN application in UE can have a direct communication with other PIN application into a PIN, without have any routing from 5GS. 
But, there are the situations that may have a service disruption or relocation: 
-	When UE moves out of a PIN or the terminal PIN application is in the status of moving, the original direct communication between two PIN applications may be influenced and changed (for example, the direct communication between two PIN applications may be routed via PEGC); 
-	Usually if a PIN application on a UE is consuming service from an application server and due to UE mobility, the PIN application on the UE should continue to receive services from the application server.
It is required to study the following:
-	How to the support the service continuity when the PIN application in UE is in the status of moving?
-	How to the support the service continuity when UE moves out of a PIN and keep the communication towards the PIN application?
NOTE 1:	Some of the service continuity work has relationship to SA2 work and depends on the SA2's feedback later.
[bookmark: _Toc108369195]4.6	Key issue #6: PEMC/PEGC replacement in PIN
For the management of PIN and to enable PIN elements communicate with 5GC, each active PIN will have atleast one PEMC and PEGC PIN elements sucessfully configured and registered. The PEMC or PEGC PIN elements may cease to perform their role because of any of the following reasons :
1.	Power drain of PIN elements acting as PEMC or PEGC 
2.	Their validity duration allowed to perform the role of PEMC or PEGC is expiring
3.	PEMC or PEGC PIN elements moving out of coverage of cellular network
Hence there is a need for other existing PIN elements to take the role of PEMC or PEGC inorder to succesfully manage the PIN and to avoid service disruption.
It is required to study the following:
-	Whether and how the need for PEMC or PEGC role change is determined?
-	How another active PIN element take over the role or is assigned the role of PEMC or PEGC?
-	Whether and how the existing active PIN elements is notified about the role change?
-	Whether and how the required dynamic or context information of PIN is made available to the new element taking the role of PEMC or PEGC

[bookmark: _Toc108369196]5	Architecture requirements
[bookmark: _Toc108369197]5.1	General
This clause provides a general description of enhancements to the architecture requirement and its enhancements.
[bookmark: _Toc108369198]5.2	Requirements
This clause lists the architecture requirements.
[bookmark: _Toc108369199]6	Architecture
[bookmark: _Toc108369200]6.1	General
This clause provides a general description of the architecture of PINAPP.
[bookmark: _Toc108369201]7	Solutions
[bookmark: _Toc108369202][bookmark: _Toc82472211][bookmark: _Toc82473756][bookmark: _Toc82473818]7.1	Mapping of solutions to key issues
Table 7.2-1 Mapping of solutions to key issues
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[bookmark: _Toc108369203][bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631]7.2	Solution #1: PINAPP architecture
Editor's note:	Further updates of PINAPP architecture is needed.
[bookmark: _Toc82472202][bookmark: _Toc82473747][bookmark: _Toc82473809][bookmark: _Toc108369204]7.2.1	Architecture assumption
[bookmark: _Toc82472212][bookmark: _Toc82473757][bookmark: _Toc82473819][bookmark: _Toc365055][bookmark: _Toc82472203][bookmark: _Toc82473748][bookmark: _Toc82473810]
The Figure 7.2.1-1 shows the application architecture for enabling PINAPP.  


Figure 7.2.1-1: PINAPP architecture
The UE or PIN elements have PIN client. The UE or PIN Element with gateway capability (PEGC) performs the role of an entity supporting gateway capability for PIN. The PEGC provides gateway functionality for the PIN elements. The UE or PIN Element with management capability (PEMC) performs the role of an entity supporting management capability for PIN. The PEMC provides management functionality for the PIN elements.
The interactions between PEMC and PIN client are supported over PIN-3. The interactions between PEMC and PEGC are supported over PIN-4. The interactions between PEGC and PIN client are supported over PIN-2. The interactions between PIN clients from different UEs or PIN elements are supported over PIN-5. 
NOTE 1:	It is possible that an application client on PIN elements can communicate with application server directly via 5GS or indirectly via PEGC.
NOTE 2:	It is possible that an application client can communicate with other application client in the same PIN directly or via PEGC.
NOTE 3:	It is possible that an application client can communicate with other application client in another PIN via PEGC.
Editor's Note: Whether the suggested architecture for PINAPP is sufficient to meet the PIN related requirements or not is FFS
[bookmark: _Toc108369205][bookmark: _Toc82472204][bookmark: _Toc82473749][bookmark: _Toc82473811]7.2.2	Functional elements
The functional entities of the application architecture for enabling PINAPP are described in this clause.
[bookmark: _Toc108369206]7.2.2.1	PIN element with Management Capabilities (PEMC)
PEMC: A PIN Element with Management Capability is a PIN Element that provides a means for an authorised administrator to configure and manage a PIN.
It provides following functionalities:
-	For a network operator or authorized user to configure the policies of the PIN;
-	Provide life span information of the PIN to the authorized user or the PIN elements;
-	Maintain the UEs or PIN elements who joined the PIN. It includes maintaining available services, capability to act as a relay to other UEs or PIN elements; and
-	To configure and manage a PIN; including:
-	authorizing the UEs or PIN elements requesting to join the PIN;
-	authorizing the PEGC;
-	configuring UEs or PIN elements to enable service discovery of other UEs or PIN Elements;
-	add new UEs or PIN elements to the PIN;
-	configure UEs and PIN elements to enable direct communications; and
-	configure UEs and PIN elements to communicate with each other when gateway device is unavailable.
Editor's note:	Whether configurations are required to enable direct communication and to enable communication when the gateway device is unavailable is FFS.
7.2.2.2	PIN Server
PIN server: Deployed by operator in network, and provisioning of configuration information to UE (PINAPP). Authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN.
[bookmark: _Toc108369207]7.2.2.3	PIN element with Gateway Capabilities (PEGC)
PEGC: A PIN Element with Gateway Capability is a PIN Element that provide any 5G services to any UE or PINAPP via a PEGC connected.
[bookmark: _Toc108369208]7.2.2.4	PIN client
PIN client: The PIN enabler layer deployed in PIN elements to enable the management procedure to PEMC and routing control procedure to PEGC.
It provides the following functionalities for the application clients in the UE or PIN element:
-	Registering the available service and capabilities;
-	Perform service discovery of other UEs or PIN elements;
-	Communicate with PIN clients of other UEs or PIN elements;
-	Act as a relay for other UEs or PIN elements;
-	Selects relay for direct communication; and
-	Indicate whether the UE or PIN element, in which the PIN client resides, is discoverable or not.
[bookmark: _Toc108369209]7.2.2.5	Application client
Application client: AC is the application resident in the PIN elements performing the client function. 
[bookmark: _Toc82472206][bookmark: _Toc82473751][bookmark: _Toc82473813][bookmark: _Toc108369210]7.2.3	Reference Points
Editor's note:	The supports of each reference point is FFS.
PIN - 1: The interactions related to enabling PINAPP, between the Application client and the PIN client. 
PIN - 2: This reference point exists between PIN client and PEGC which connects PIN client of UE to PEGC. The PIN client uses this interface to communicate with other PIN clients within PIN or to access 3GPP network.. 
PIN - 3: This reference point exists between the PIN client and PEMC and following functionalities are supported over this reference point:
-	Authorizing PIN clients to access PIN;
-	Service discovery of other UEs or PIN elements;
-	Discovery and selection of relay UEs or PIN elements;
 -	Notifying the PIN information modification details (e.g. PEMC change, PEGC change, PIN capabilities change).
PIN - 4: This reference point exists between between the PEGC and PEMC and following functionalities are supported over this reference point: 
-	Authorizing PEGC for PIN access;
-	Notification of PIN elements joining or leaving the PIN by PEMC to PEGC;
-	Delivery of PIN dynamic profile information by PEMC to PEGC whenever it changes;
PIN - 5: This reference point exists between the one PIN client and another PIN client and it supports direct connection over 3GPP or non-3GPP RAT. It also connects to PIN client of a UE or PIN element to the PIN client of another UE or PIN element acting as a relay. 
PIN - 6: This reference point exists between the PEMC and PIN server and supports the following functionalities:
-	Authorization of PEMC;
-	Notifying PIN server whenever a PIN element joins or leaves the PIN, whenever a PIN client updates its capabilities;
-	Notifying PIN server of PEGC replacement;
-	Delivery of PIN dynamic profile information;
PIN - 7: The interactions related to enabling PINAPP, between the one PEGC and PIN server. 
PIN - 8: The interactions related to enabling PINAPP, between the one PIN server and 3GPP core network. 
PIN - 9: The interactions related to enabling PINAPP, between the application server and PIN server. 
PIN – 10: The interactions related to enabling PINAPP, between the PIN client in PIN element and PIN server. 
[bookmark: _Toc108369211]7.2.4	Functional Entity Cardinality
[bookmark: _Toc108369212]7.2.4.1	PEMC
The following cardinality rules apply for PEMC:
a)	one or multiple PEMCs per PIN.
[bookmark: _Toc108369213]7.2.4.2	PEGC
The following cardinality rules apply for PEGC:
a)	one or multiple PEGCs per PIN.
[bookmark: _Toc108369214]7.2.4.3	PIN server
The following cardinality rules apply for PIN server:
a)	one PIN server per PIN.
b)	Multiple PINs per PIN server.
NOTE:	There are multiple PIN server deployed in a PLMN. 
[bookmark: _Toc108369215]7.2.4.4	PIN client
The following cardinality rules apply for PIN client:
a)	one or more PIN clients per PIN.
b)	one PIN clients per PIN element.
[bookmark: _Toc108369216]7.2.4.5	Application client
The following cardinality rules apply for application client:
a)	one or more application clients per PIN client.
[bookmark: _Toc108369217]7.2.5	Identities
[bookmark: _Toc108369218]7.2.5.1	PIN ID
The PIN ID is a unique value in PLMN that identifies an PIN. 
[bookmark: _Toc108369219]7.2.5.2	UE identifier
The UE ID uniquely identifies a particular UE within a PLMN domain. Following identities are examples that can be used:
a)	GPSI, as defined in 3GPP TS 23.501 [02].
NOTE:	To protect privacy of the user, MSISDN can be used as GPSI only after obtaining user's consent.
[bookmark: _Toc108369220]7.2.5.3	PIN client ID
The PIN client ID is a globally unique value that identifies an PIN client. 
[bookmark: _Toc108369221]7.2.5.4	Application Client ID
The ACID identifies the client side of a particular application, for e.g. SA6Video viewer, SA6MsgClient etc. For example, all SA6MsgClient clients will share the same ACID.
In case that the UE is running mobile OS, the ACID is a pair of OSId and OSAppId.
[bookmark: _Toc108369222]7.2.5.5	PIN server ID
The PIN server ID is a unique value in PLMN domain that identifies an PIN server. 
[bookmark: _Toc108369223]7.3	Solution #2: PIN management
[bookmark: _Toc108369224]7.3.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc108369225]7.3.2	Solution description
[bookmark: _Toc108369226]7.3.2.1	General
This solution addresses aspects of Key Issue #1. 
After the UE or PINAPP acquires the role of PEMC, the PINAPP can trigger a creation of PIN towards PIN server. 
When the PINAPP as a PEMC to trigger the creation of PIN, there may the two situations below: 
-	There is only one element in PIN, that the PEMC itself; 
-	There are already serveral PIN elements or PEMC. That the other PIN elements or PEGC have the communication with PEMC via non-3GPP access. And the PEMC can trigger creation of PIN with these PIN elements in group. 
After the creation of PIN is accepted by network, the PIN server response with the PIN ID, the PEGC information about access control configured in PEGC. 
At the network side, a PIN server should be deployed. The PIN server (represent the operator) is responsible for the authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN. 
How to PIN server receives or derive PEGC information about access control is in the scope of SA2.
For an established PIN, the PIN can be modified by the following situation: 
-	Changes of PEMC. For example, the current PEMC may not be the management of PIN and the role of PEMC will be changed to another PIN elements. 
-	Changes of PEGC. For example, if the current PEGC is broken down or switched off, or the PEGC moves out of the direct communication proximity of the PINE clients(s). It is not properly to keep this PEGC, and enforces another PIN element as PEGC is needed. 
-	Update of PIN service. If the service that a PINE (in a PIN) or PIN can provide is updated, the PEMC should trigger the modification of PIN towards PIN server to update the PIN service. 
Editor's note: The access control information should be coordinated with SA2 and wait for further update. 
Editor's note: Whether the PIN modification can be triggered or accomplished internal PIN needs more study. 

[bookmark: _Toc108369227]7.3.2.2	Procedures of Creation of PIN
This procedure presents a high-level overview of Solution #X.
Figure 7.3.2.2.2.-1 illustrates PIN creation procedure based on request/response model.
Pre-conditions:
1.	The UE (PINAPP) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PINAPP has been authorized to communicate with the PIN server;
4.	The UE or PINAPP has already received the role of PEMC from PIN server;



Figure 7.3.2.2.2-1: Creation of PIN
1.	The UE or PINAPP which is the role of PEMC sends a PIN creation request to the PIN server to request to create a PIN. The PIN creation request includes the security credentials of the UE or PINAPP received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. The PEMC can also indicate the PIN service that the PIN can provide to PIN server.
The PEMC can request to create a PIN that including other PIN elements that has already communicated with PINAPP (PEMC). If so, the PEMC sends the PIN creation request including the PIN elements information for example, UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. 
If there are no other PIN elements in the request, the PEMC requests to create a PIN that including only one element that the PEMC. 
2.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PINAPP (PEMC) has authorization to perform the operation. 
Editor's Note:	Whether and how the 5GC involved in the PIN creation is FFS.

3.	The PIN server sends a successful response to PINAPP (PEMC), which includes a newly assigned PIN ID to indicate the PIN. If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure. 
If there are no other PIN elements in the PIN creation request and the PIN creation is successful, the PEMC indicates the PINAPP (PEMC) to be the PEGC. The PINAPP who has already had the role of PEMC can also has the role of PEGC.
If the PEGC is indicated, the PIN server sends PIN client ID (that represents the PEGC), assigned IP address or port number in successful response to PINAPP (PEMC). And, the PIN Server also sends the PEGC information about access control in the response, including: 
-	Access control information includes: user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN;
NOTE 1:	How to PIN server receives or derive PEGC information about access control is in the scope of SA2.
After the procedure above, the PINAPP (PEMC) creates a PIN with PINAPP(PEGC) and other accepted PIN elements in PIN. 
[bookmark: _Toc108369228]7.3.2.3	Procedures of Modification of PIN
[bookmark: _Toc108369229]7.3.2.3.1	PIN modification triggered by PEMC
If the management of PIN should be changed to other PIN elements in UE, the original PEMC of a PIN should trigger the PIN modification procedure to PIN server. 
Figure 7.3.2.3.1-1 illustrates PIN modification procedure based on request/response model.
Pre-conditions:
1.	The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEMC has been authorized to communicate with the PIN server;
4.	A PIN client has already received the role of PEMC from PIN server;



Figure 7.3.2.3.2-1: Modification of PIN triggered by PEMC
1.	The PEMC sends a PIN modification request to the PIN server to request to change the role of PIN management. The PIN modification request includes the security credentials of the PIN client received during PIN client authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information and PIN ID. The PIN ID indicates the management of this PIN will be changed.
The PEMC can also include the potential PEMC in this PIN that represented by GPSI, PIN client ID. But this propose by PEMC is only for recommendation towards PIN server. If there are more than one potential PEMCs are included in PIN modification request, the original PEMC can label the priority of these potential PEMCs.
Also, if the PIN service in PIN has updated, for example, the service in PINE (in this PIN) is newly added or the service in PINE (in this PIN) is deactivated or disabled, the PEMC should trigger PIN modification request includes the updated PIN services.
2.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PEMC has authorization to perform the operation. The PIN server also updates and stores the PIN service of this PIN as PIN profile.
3.	The PIN server sends a successful response to original PEMC, which includes a stop of administrator permissions of PIN and the PIN client ID of the new PEMC. If the PIN modification request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN modification request failure. 
The PIN server can decide the new PEMC from the PIN elements in the PIN, and can also consider the potential PEMC that indicated by old PEMC.
After the new PEMC is selected, the new PEMC can either be configured with the PIN Profile information by PIN server, or the PIN Profile information can be configured by the old PEMC. The PIN Profile information includes the PIN elements in PIN (for example, IP address or ID), access control information of each PIN elements. 
4.	After receiving the successful of PIN modification response, the old PEMC stops the administrator permissions of a PIN which is represented by PIN ID. And the PIN server delivers the PIN Profile information to the new PEMC according to new PEMC IP address or ID indicated in successful PIN modification request. 

[bookmark: _Toc108369230][bookmark: _Hlk106052235]7.3.2.3.2	PIN modification triggered by event of PEGC
If the current PEGC is broken down or switched off, or the PEGC moves out of the direct communication proximity of the PINE clients(s). It is not properly to keep this PEGC, and enforces another PIN element as PEGC is needed.
Figure 7.3.2.3.2-1 illustrates PIN modification procedure triggered by event of PEGC.
Pre-conditions:
1.	The PEGC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEGC has been authorized to communicate with the PIN server;




Figure 7.3.2.3.2-1: Modification of PIN triggered by PEGC
[bookmark: _Hlk104311432]0.	The PIN server or PEMC can subscribe the mobility of PEGC that when the PEGC moves out of the area of interests (for example, leave home or office). Or the PIN server and PEMC can subscribe the status of PEGC that when the PEGC switches off and the PIN server can be notified by the PEGC.  After receiving the event notification, the PIN server can trigger the modification of PEGC. 
1.	The PIN server or PEMC is notified by PEGC of event notification. 
[bookmark: _Hlk106051696]2.	The PIN server or PEMC decides to modify the PIN with changing PEGC. 
3.	The PIN server or PEMC sends a successful response to original PEGC, which includes a stop of access control information in PEGC. If the PIN modification request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN modification request failure. 
The PIN server or PEMC can decide the new PEGC from the PIN elements in the PIN.
4.	After receiving the successful of PIN modification response, the old PEGC stops the routing control of a PIN which is represented by PIN ID. And the PIN server delivers the access control information to the new PEGC. 
[bookmark: _Toc108369231]7.3.2.3.3	PEMC replacement triggered by PIN server
The following solution corresponds to the key issue #6 on PEMC/PEGC replacement in PIN as specified in clause 4.6. 
In some scenarios, like hardware failure, crash or power drain, the current PEMC may not be in a position to indicate to the PIN server or request the PIN server to assign the role of PEMC to another PIN element. In these cases, the PIN server on detecting the unavailability of the PIN element acting as PEMC, need to assign the role to another PINE and transfer the PIN dynamic profile information to the new PEMC.
Figure 7.3.2.3.3-1 illustrates PEMC replacement procedure triggered by PIN server on detecting current PEMC is unavailable.
Pre-conditions:
1.	PEMC-2 PIN element has already indicated that it can act as PEMC during the registration process.
2.	Dynamic profile information about the PIN is available at the PIN server



Figure 7.3.2.3.3-1: PEMC replacement triggered by PIN server
1.	PEMC-1, PEMC-2, PEGC, PINE-1 and PINE-2 are part of same PIN. PEMC-1 is currently the PEMC of the PIN. 
2.	The PIN server identifies that PEMC-1 is down or crash or its duration to act as PEMC is ending. How PIN server identifies that the current PINE acting as PEMC is crashed or down is not in the scope of this specification. 
3.	The PIN server looks into the PIN profile and PIN dynamic profile information to identify the new PINE which can take up the role of PEMC (here PEMC-2 PIN element) and requests PEMC-2 to take the role of PEMC. 
4.	If the PEMC-2 PINE decides to take up the role of PEMC it sends the success response to the PIN server. 
5.	The PIN server delivers the PIN dynamic profile information to the PEMC-2. 
6a,6b,6c.	Once the PEMC replacement process is success, the PEMC-2 signals all the PINEs in the PIN including the PEGC about the change in the PIN element acting as PEMC and its reachability information.  
[bookmark: _Toc108369232]7.3.2.3.4	PEMC replacement triggered internally within the PIN
The following solution corresponds to the key issue #6 on PEMC/PEGC replacement in PIN as specified in clause 4.6. 
A PIN element could have been authorized to act as PEMC for a certain duration after which it is either removed from the PIN or de-authorized to act as PEMC. Another PIN element in the PIN takes over the role of PEMC.
When the duration of its role as PEMC is expiring or for some other reasons (which could be implementation specific) the current PEMC requests another PINE to take the role of PEMC. Once the role assignment succeeds, the PIN server and other PIN elements including PEGC are notified of this role change.
Figure 7.3.2.3.X-1 illustrates PEMC replacement procedure triggered internally within the PIN by current PEMC.
Pre-conditions:
1.	PEMC-2 PIN element has already indicated that it can act as PEMC during the registration process.
2.	Dynamic profile information about the PIN is available at the current PEMC and PIN server



Figure 7.3.2.3.4-1: PEMC replacement triggered internally within the PIN
1.	PEMC-1, PEMC-2, PEGC, PINE-1 and PINE-2 are part of same PIN. PEMC-1 is currently the PEMC of the PIN. 
2.	PEMC-1 decides to relinquish its PEMC role and handover to another PIN element. It may decide if it detects that its UE power is draining or its role as PEMC is nearing expiry. 
3.	The PEMC-1 looks into the PIN dynamic profile information to identify the new PINE which can take up the role of PEMC (here PEMC-2 PIN element) and requests PEMC-2 to take the role of PEMC. 
4.	If the PEMC-2 PINE decides to take up the role of PEMC it sends the success response to the PEMC-1. 
5.	The PEMC-1 updates the PIN dynamic profile information with this role change details and delivers the PIN dynamic profile information to the PEMC-2. 
6.	The PEMC-1 signals all the PINEs in the PIN including the PEGC and PIN server about the change in the PIN element acting as PEMC and its reachability information. On receiving this notification PIN server and PEGC updates the PIN dynamic profile information with the details of PEMC-2. 
[bookmark: _Toc108369233]7.3.2.3.5	PEGC replacement triggered by PEMC
The following solution corresponds to the key issue #6 on PEMC/PEGC replacement in PIN as specified in clause 4.6. 
In some scenarios, like hardware failure, crash or power drain, the current PEGC may not be in a position to indicate to the PIN server or request the PIN server to assign the role of PEGC to another PIN element. In these cases, the PEMC on detecting the unavailability of the PIN element acting as PEGC, need to assign the role to another PINE and transfer the PIN information to the new PEGC.
Figure 7.3.2.3.5-1 illustrates PEGC replacement procedure triggered by PEMC on detecting current PEGC is unavailable or PEGC role change is required.
Pre-conditions:
1.	PEGC-2 PIN element has already indicated that it can act as PEGC during the registration process.
2.	Dynamic information about the PIN is available at the PEMC



Figure 7.3.2.3.5-1: PEGC replacement triggered by PEMC
1.	PEMC, PEGC-1, PEGC-2, PINE-1 and PINE-2 are part of same PIN. PEGC-1 is currently the PEGC of the PIN. 
2.	The PEMC identifies that PEMC-1 is down or crash or its duration to act as PEGC is ending. How PEMC identifies that the current PINE acting as PEGC is crashed or down is not in the scope of this specification. 
3.	The PEMC looks into the PIN profile and PIN dynamic information to identify the new PINE which can take up the role of PEGC (here PEGC-2 PIN element) and requests PEGC-2 to take the role of PEGC. 
4.	If the PEGC-2 PINE decides to take up the role of PEGC it sends the success response to the PEMC. 
5.	The PEMC notifies the PIN server that PEGC-2 is the new PEGC of the PIN and it is releasing PEGC-1 from its role as PEGC 
6.	The PEMC and PIN server updates the PIN dynamic information with the relevant details of PEGC-2. 
7.	The PEMC delivers the PIN dynamic information to the PEGC-2. 
8a,8b.	The PEMC notifies all the PINEs in the PIN about the change in the PIN element acting as PEGC and its reachability information.
NOTE : The PINEs are considered to be implicitly subscribed for notifying about the changes in the PIN.
[bookmark: _Toc108369234]7.3.2.3.6	PIN modification triggered by PEGC
The current PEGC decides to relinquish the role of PEGC and requests the PIN server to assign the role to other PINE. The PIN server chooses a PINE and assigns the PEGC role to it.
Figure 7.3.2.3.6-1 illustrates PIN modification procedure triggered by PIN server based on request from the current PEGC.
Pre-conditions:
1.	The PEGC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEGC has been authorized to communicate with the PIN server;


Figure 7.3.2.3.6-1: Modification of PIN triggered by PEGC
1.	The PEGC (old) sends a PIN modification request to the PIN server to request to change the role of PEGC. The PIN modification request includes the security credentials of the PIN client received during PIN client authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN ID. 
2.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PEGC has authorization to perform the operation. 
3.	The PIN server sends a successful response to original PEGC, which includes a stop of access control information in PEGC. If the PIN modification request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN modification request failure. After receiving the successful of PIN modification response, the old PEGC stops the routing control of a PIN, which is represented by PIN ID.
4. 	The PIN server can identify the new PEGC by looking into the capabilities of the PIN elements from PIN dynamic profile information, and may also consider the potential PEGC that indicated by old PEMC. PIN server requests the PEGC (new) to take the role of PEGC.
5.	PEGC (new) if it can take the role of PEGC, sends the success response to the PIN server.
6.	PIN server delivers the PIN dynamic profile information to the PEGC (new).
7.	PIN server notifies the PEMC and other PIN elements about the change in the PEGC role and its reachability information.
8.	PIN server and PEMC updates the PIN dynamic profile information with the details of PEGC (new).

[bookmark: _Toc108369235]7.3.3	Solution evaluation
This solution addresses KI#1 about " Whether and how to triggers a PIN network management request, for example, PIN creating/modifying/deleting? What parameters are required in PIN network management request? ". 
This solution firstly solves the problem that only the PEMC can trigger a PIN network management request. Before the creation of PIN, the PINAPP or UE should be a PEMC first. And, when the PEMC triggers the PIN creating towards PIN server, some of the parameters are needed in the request. 
Editor's Note:	More evaluation of this solution is waited for updated.

[bookmark: _Toc108369236]7.4	Solution #3: Insertion and remove of PIN elements in a PIN
[bookmark: _Toc108369237]7.4.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc108369238]7.4.2	Solution description
[bookmark: _Toc108369239]7.4.2.1	General
This solution addresses aspects of Key Issue #1. 
After the PIN is created by the PEMC, the other PIN elements can be added into the PIN. For the PIN elements that have already added into the PIN, they can be removed from a certain PIN by the PEMC. 
When a PIN element is added into a PIN, the PEMC should configure with the PIN elements with the necessary permission, for example, to be able to access to 5GS via the PEGC.
Before the PIN element to be added into a PIN, the PEMC should discover the PIN element first, or the PIN element receives the lists of PIN Profile first (for example, the list of PIN ID, PIN description information).
When a PIN element is added into a PIN, the PINE can indicate the service it can provide. The service includes both the service that PIN client in PINE can provide and the service that application client on PINE can provide. 
[bookmark: _Toc108369240]7.4.2.2	Procedures
[bookmark: _Toc108369241]7.4.2.2.1	PIN client requests to join into a PIN
Pre-conditions:
1.	The UE (PIN client) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC;
4.	The PIN client has already received the list of PIN ID, corresponding PEMC IP address;
For a certain PIN element, it can receive the PIN profile from PEMC. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
After receiving the PIN profile from PEMC, the PIN client can decide to join the PIN. 



Figure 7.4.2.2.1-1: PIN element requests to join a PIN towards PEMC
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
NOTE: If the PIN client communicates with PEMC via WiFi or Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.
[bookmark: _Hlk103070425]And the PEMC has already send the PIN profile to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
2.	The PIN client sends the request to PEMC to join the PIN. The request includes the security credentials of the PIN client received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location, PIN ID and PIN client profile(s) information as shown in Table 7.7.2.2.1-1. The request also includes service that PINE can provide. In the request, both the service that PIN client in PINE can provide and the service that application client on PINE can provide.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
3.	Upon receiving the request, the PEMC performs an authorization check to verify whether the PIN client has authorization to join the PIN. 
4.	The PEMC sends a successful response to PIN client. Also, the access control information for the PIN client is also included, for example, user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN. The PEMC also provides lifetime of the PIN, identity, address of PEGC and may also provide unique PIN client ID to identify the PIN element within a PIN.
Editor's note: The access control information should be coordinated with SA2 for further study. 
5.	The PEMC notifies the PIN server containing the details of the new PIN client that joined the PIN
6.	The PEMC notifies the PEGC and other PIN elements containing the details of the new PIN client that joined the PIN. And the PEGC decides to enables the PINE to access 5GS. 
7.	The PEMC updates PIN profile with the details of the new PIN client that joined the PIN and the service that the PINE can provide.
8.	The PEGC updates the PIN profile with the details of the new PIN client that joined the PIN and the service that the PINE can provide.
9.	The PIN server updates the PIN profile with the details of the new PIN client that joined the PIN and the service that the PINE can provide.
[bookmark: _Toc108369242]7.4.2.2.2	The PEMC removes the PIN elements from a PIN
Pre-conditions:
1.	The PIN client has already been added into a PIN;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC;
The PEMC can decide to remove a PIN client from a PIN, for example, the PIN client may not belong to the group. 



Figure 7.4.2.2.2-1: Remove a PIN element from a PIN by PEMC
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
2.	The PEMC decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. 
3.	The PEMC sends the notification to PIN client to notify that the PIN client is included in the PIN any more.
4.	The PEMC notifies the PEGC containing the details of the PIN client that has been removed from the PIN. 
5.	The PEMC notifies the PIN server containing the details of the PIN client that has been removed from the PIN.
6.	The PEMC updates the PIN profile to remove the details of the PIN client that has been removed from the PIN.
7.	The PEGC updates the PIN profile to remove the details of the PIN client that has been removed from the PIN. The PEGC disable this PIN client to access 5GS.
8.	The PIN server updates the PIN profile to remove the details of the PIN client that has been removed from the PIN.

[bookmark: _Toc108369243]7.4.2.2.3	The PIN elements decides to leave the PIN
Pre-conditions:
1.	The PIN client has already been added into a PIN;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC;
The PIN client can decide to leave a PIN, for example, the PIN client has long route to the PIN and is not received service from PIN. 



Figure 7.4.2.2.3-1: PIN client decides to leave a PIN
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
2.	The PIN client decides to leave a PIN, and sends the request to PEMC to leave the PIN. The request includes the security credentials of the UE or PIN client received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN ID.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
3.	The PEMC authorizes the request, and decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. 
4.	The PEMC sends the response to PIN client to notify that the PIN client may not be included in the PIN anymore.5.	The PEMC notifies the PEGC containing the details of the PIN client that requested to leave the PIN.
5.	The PEMC notifies the PIN server containing the details of the PIN client that requested to leave the PIN.
6.	The PEMC updates the PIN profile and remove the details of the PIN client that requested to leave the PIN.
7.	The PEGC updates the PIN profile to remove the details of the PIN client that requested to leave the PIN. The PEGC disable this PIN client to access 5GS.
8.	The PIN server updates the PIN profile to remove the details of the PIN client that requested to leave the PIN.
[bookmark: _Toc108369244]7.5	Solution #4: PIN delete
[bookmark: _Toc108369245]7.5.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc108369246]7.5.2	Solution description
[bookmark: _Toc108369247]7.5.2.1	General
This solution addresses aspects of Key Issue #1. 
For an established PIN, the PIN can be deleted by the following situation: 
-	Decided by PEMC. The PEMC of a PIN decides to delete the PIN and sends request to PIN server. The PIN server accepts the requests and deletes the PIN. The PIN elements in this PIN can't access to 5GS via PEGC anymore.
-	Decided by PIN server. For each PIN, it has the life cycle that the PIN can exists. If the PIN has been in existence for longer than the life cycle, the PIN server can decide to delete the PIN and release the resource.
After the delete of PIN, the PIN elements in PIN can't access to other PIN elements or application server via PEGC by 5GS.
Due to the PEMC can store the lifecycle of a PIN locally, and when the lifecycle of PIN comes to the end, the PEMC can directly delete the PIN locally and without authorized by PIN server. After the PIN is deleted by PEMC, the PEMC can update the status of PIN to PIN server. 
[bookmark: _Toc108369248]7.5.2.2	Procedures of Delete of PIN
[bookmark: _Toc108369249]7.5.2.2.1	PIN delete triggered by PEMC
The PEMC can trigger the PIN delete to PIN server that the PIN doesn't need any more. 
Figure 7.5.2.2.1-1 illustrates PIN delete procedure based on request/response model.
Pre-conditions:
1.	The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEMC has been authorized to communicate with the PIN server;
4.	A PIN client has already received the role of PEMC from PIN server;



Figure 7.5.2.2.1-1: Delete of PIN triggered by PEMC
1.	The PEMC sends a PIN delete request to the PIN server to request to delete the PIN. The PIN delete request includes the security credentials of the PIN client received during PIN client authorization procedure and PIN ID. The PIN ID indicates this PIN will be deleted.
Editor's note: The security credentials design and the authorization procedure is in the scope of SA3. 
2.	Upon receiving the request, the PIN server validates the PIN delete request and verifies the security credentials. 
3.	Upon successful authorization, the PIN server sends a successful delete response.
After the PIN is deleted which is indicated by PIN ID, the access control information in PEGC is also disabled and the PIN elements in this PIN can't access to 5GS via PEGC anymore when the PIN is deleted. The PEGC may not be the gateway and for PIN element to access to 5GS for this PIN. 
4.	Before the PIN deleted, the PEMC notifies the PEGC of PIN delete that identified by PIN ID, and PEGC disables the 5GS connection permission and access control information for the PIN elements in this PIN.
5.	Before the PIN deleted, the PEMC notifies the PIN elements in this PIN of PIN delete that identified by PIN ID. The PIN elements in this PIN can delete the information about this PIN, for example, the PIN profile. 
[bookmark: _Toc108369250]7.5.2.2.2	PIN delete triggered by PIN server
The PIN server can trigger the PIN delete procedure, for example, when the life cycle of PIN is end or the PIN server decides to stop the PIN service in this PIN. 
Figure 7.5.2.2.2-1 illustrates PIN delete procedure based on request/response model.
Pre-conditions:
1.	The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEMC has been authorized to communicate with the PIN server;
4.	A PIN client has already received the role of PEMC from PIN server;
[bookmark: _Hlk104196268]5.	It is assumed that PIN server manages the PIN life cycle;


Figure 7.5.2.2.2-1: Delete of PIN triggered by PIN server
1.	An event occurs at the PIN server that satisfies trigger conditions for notifying a subscribed PEMC of a PIN. If the life cycle of a PIN is end or the PIN server decides to not provide any PIN service in this PIN, the PIN server should trigger a PIN delete procedure to the PEMC which manages the PIN. 
2.	The PIN server sends PIN delete notification to the PEMC. The PIN server includes the PIN ID, security credentials in the notification. 
After the PIN is deleted which is indicated by PIN ID, the access control information in PEGC is also disabled and the PIN elements in this PIN can't access to 5GS via PEGC anymore when the PIN is deleted. The PEGC may not be the gateway and for PIN element to access to 5GS for this PIN. 
Editor's note: The access control information in PEGC should be coordinated with SA2. 
3.	Before the PIN deleted, the PEMC notifies the PEGC of PIN delete that identified by PIN ID, and PEGC disables the 5GS connection permission and access control information for the PIN elements in this PIN.
4.	Before the PIN deleted, the PEMC notifies the PIN elements in this PIN of PIN delete that identified by PIN ID. The PIN elements in this PIN can delete the information about this PIN, for example, the PIN profile. 
[bookmark: _Toc108369251]7.5.2.2.3	PIN delete locally by PEMC
The PEMC can directly trigger the PIN delete procedure, for example, when the life cycle of PIN is end, without authorization from PIN server. After the PIN is deleted successfully, the PEMC updates the PIN status to PIN server.
Figure 7.5.2.2.3-1 illustrates PIN delete procedure based on request/response model.
Pre-conditions:
1.	The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEMC has been authorized to communicate with the PIN server;
4.	A PIN client has already received the role of PEMC from PIN server;
5.	It is assumed that PEMC manages or stores the PIN life cycle;


Figure 7.5.2.2.3-1: Delete of PIN locally by PEMC
0.	The PEMC stores the lifecycle of PIN locally, and the lifecycle of PIN which indicated by PIN ID comes to the end.
1.	The PEMC deletes the PIN which indicated by PIN ID locally, and the information in PIN profile related to this PIN is deleted too.
2.	The PEMC indicates the PEGC to deactivate the access control information of this PIN. After the deactivation, the PINE in this PIN can't access the 5GS any more. 
3.	The PEGC sends response to PEMC that the access control information has been deactivated successfully. 
4.	The PEMC sends requests to PINE in this PIN to delete the PIN profile related to this PIN that represented by PIN ID. 
[bookmark: _Hlk106028753]5.	The PEMC sends a PIN status update notification to the PIN server to indicate the PIN has been deleted. In this notification, the PIN ID is included.
6.	The PIN server responses to the notification.
7.	The PIN server updates the PIN profile to remove the details of the PIN which represented by PIN ID.

7.6	Solution #5: PIN discovery
7.6.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
7.6.2	Solution description
7.6.2.1	General
This solution addresses aspects of Key Issue #1. 
For a certain PIN element, the PIN should be discovered and the PIN element can decide whether to join in the PIN. There are three situations that the PIN elements can discover the PIN as following: 
-	If the PIN elements can have an application layer communication with the PEMC which manages a PIN, the PIN elements can receive the PIN ID,PIN description and the PIN service that a PIN can provide, and decides whether to join the PIN; 
-	The PEGC can be set as open access and the PIN element can communicate with PIN server to receive the PIN ID,PIN description and the PIN service that a PIN can provide from PIN server via the PEGC. 
7.6.2.2	Procedures of PIN discovery
7.6.2.2.1	Procedures of PIN discovery based on PEMC
Pre-conditions:
1.	The UE Identifier or PIN client Identifier is available;
2.	The PIN client has been authorized to communicate with the PEMC;
3.	The UE or PIN client has already received the role of PEMC from PIN server;
If the PIN element has already had a communication connection with the PEMC, which managements of a PIN, the PIN element can receive the PIN ID, PIN description information and IP address of PEMC and decides whether to join the PIN. 

Figure 7.6.2.2.2-1: Procedures of PIN discovery based on PEMC
[bookmark: _Hlk103071023]1.	The PIN element has already had an application layer connection with a PEMC which manages a PIN. 
If the PIN client communicates with PEMC via WiFi provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.
If the PIN client communicates with PEMC via Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the PIN client ID, UE GPSI if available.
NOTE: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 
2.	The PEMC performs an authorization check to verify whether to perform the operation. 
Editor's note: The authorization and authentication procedure should be defined in SA3 and wait for SA3 to reply. 
[bookmark: _Hlk103071031]3.	The PEMC sends the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) , services that each PIN can provide and the PEMC IP address. 
The PIN client receives the configuration information and decides whether to join in the PIN.
7.6.2.2.2	Procedures of PIN discovery with assistance of PIN server via PEGC
Due to for some of the PIN elements can have the application interaction towards the PEGC, for example, via WiFi or Bluetooth pairing, and the PIN element can have the communication with PIN server to receive the lists of PIN ID and corresponding PIN description information. And the PIN elements can decide whether to join in the PIN. 
Figure 7.6.2.2.2-1 illustrates PIN server discovery via PEGC based on request/response model.
Pre-conditions:
1.	The PIN elements or PIN client has application layer connection with PEGC;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PEGC has been authorized to communicate with the PIN server;


Figure 7.6.2.2.2-1: PIN discovery via PEGC
1.	(optional) The PIN element or PIN clients has already had the application layer connection towards PEGC. For example, the PIN elements can communicate with PEGC via WiFi or Bluetooth. 
The PIN client can communicate with the PIN server via PEGC.
If the PIN client communicates with PEGC via WiFi provided by PEGC, the PEGC can identify the PIN elements by the account number and password that PEGC distributed and the PIN client ID, UE GPSI if available.
If the PIN client communicates with PEGC via Bluetooth provided by PEGC, the PEGC can identify the PIN elements by the PIN client ID, UE GPSI if available.
NOTE1: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 
NOTE2: The PEGC can serve the PIN client which triggers the PIN discovery via relay PEGC. 
2.	The PIN client sends the PIN discovery request to PIN server. The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI, PIN client ID, UE location, the service that PINE wants to consume and PIN client profile(s) information.
The PIN client can have the filter information in the PIN discovery request for example, the interesting area, the interesting type of PIN and etc. 
3.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PIN client has authorization to perform the operation. 
4.	The PIN server sends a successful response to PIN client, which includes the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) , services that each PIN can provide and the corresponding PEMC IP address. 
If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure.
[bookmark: _Toc108369252]7.7	Solution #6: PIN Profile
[bookmark: _Toc108369253]7.7.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc108369254]7.7.2	Solution description
[bookmark: _Toc108369255]7.7.2.1	General
This solution addresses aspects of Key Issue #1. 
For an established PIN, the PIN should have the profile or configuration information in PIN server, PEMC and PEGC. 
Also the PIN server, PEMC and PEGC shall maintain the dynamic profile information related to the PIN which needs to be updated based on the events (e.g. PIN element joining or leaving, PIN element capability is changed) occuring in the PIN.

[bookmark: _Toc108369256]7.7.2.2	PIN Profile in a PIN
Table 7.7.2.2.1-1: PIN Profile in PIN server, PEMC, PEGC and PINE
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC
	PINE

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y
	Y

	Duration
	Specifies the time period of how long the PIN can be active
	Y
	Y
	Y
	Y

	Maximum number of PIN elements
	Maximum number of PIN elements allowed to join the PIN
	Y
	Y
	N
	N

	PIN service
	List of service that a PIN can provide, including the PINE service or the service that can provided by application client on PINE: 
        > PIN service Provider Identifier
        > PIN service type
        > PIN service Feature
	Y
	Y
	N
	Y

	PEMC list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEMC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PEGC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y
	Y

	PIN Elements List 
	List of PIN elements which can be allowed to join the PIN
        > PIN element ID
	Y
	Y
	Y
	N



Editor's note: Other parameters will be defined of updated in PIN in future. 
[bookmark: _Toc108369257]7.7.2.3	Dynamic profile information of a PIN
Table 7.7.2.3-1 describes the list of parameters that are classified as dynamic profile information and which are maintained at the PIN server, PEMC and PEGC. Dynamic profile information maintained at these entities are updated based on the following events occurring in the PIN:
-	PINE joins or leaves the PIN;
-	Role of PEMC or PEGC changes;
-	When the services offered by the PIN changes;
-	When a PINE updates the services it offers;
-	When a PINE joins or leaves the PIN;

Table 7.7.2.3-1: Dynamic profile information of a PIN
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y

	Services offered
	List of services offered by the PIN
	Y
	Y
	N

	Duration
	Time period specifying how long the PIN can be active
	
	
	

	PEMC list
	The list of identifiers of the PIN elements which are currently serving as PEMC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y

	> PEMC Endpoint
	Endpoint information of each PEMC (e.g. URI, FQDN, IP address) used to communicate with the PEMC. 
	
	
	

	> Duration
	Time period of being PEMC
	
	
	

	PEGC list
	The list of identifiers of the PIN elements which are currently serving as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y

	> PEGC Endpoint
	Endpoint information of each PEGC (e.g. URI, FQDN, IP address) used to communicate with the PEGC. 
	
	
	

	> Duration
	Time period of being PEGC
	
	
	

	> PIN Elements details
	List of PIN elements being served by PEGC and their connectivity information
	
	
	

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y

	PIN Elements List
	List of PIN elements currently registered/joined the PIN
	Y
	Y
	N

	> PIN Element ID
	Identifty of the PIN element
	
	
	

	> Services offered
	Services offered by the the PIN element
	
	
	

	> Reachability information
	Reachability information of the PIN element
	
	
	



Editor's note: Relationship between the PIN profile and dynamic profile information of PIN is FFS. 

[bookmark: _Toc108369258]7.7.2.4	PIN client profile
Table 7.7.2.4-1 describes the list of parameters of the PIN element profile which needs to be shared by the PIN client while joining or registering to the PIN.
Table 7.7.2.4-1: PIN Client Profile
	Parameter Name
	Status
	Parameter Description

	PIN ID 
	M
	The identifier of the PIN where the PIN client is joined

	UE identifier
	O
	PIN Element or UE identifier

	PIN client ID
	M
	The unique identity of the PIN client within PIN

	Name of the device
	O
	Human-readable name of the device (i.e. door sensor, watch, smart TV, etc) along with manufacturer details

	Application List
	O
	List of application identities

	capabilities
	M
	capabilities of the PIN client like supports relay capability for other PIN elements

	Visibility
	M
	Determines whether this PIN element is discoverable by other PIN elements within PIN, discoverable by other UEs outside the PIN etc.,

	access type
	M
	Access type supported for the communication

	Layer-2 details
	O
	Layer-2 address of the PIN element



[bookmark: _Toc108369259]7.8	Solution #7: PIN server discovery
[bookmark: _Toc108369260]7.8.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc108369261]7.8.2	Solution description
[bookmark: _Toc108369262]7.8.2.1	General
This solution addresses aspects of Key Issue #1. 
Before the PEMC triggers the PIN establishment, or the PEMC triggers PIN modification or PIN delete, a certain PIN server should be discovered. The PIN server is responsible to perform the request of PIN create, PIN modification and PIN delete from PEMC of a PIN. 
Due to the PIN server in a PLMN can be multiple, so it is important to PIN elements to discover the appropriate PIN server to connect.
[bookmark: _Toc108369263]7.8.2.2	Procedures of PIN server discovery
[bookmark: _Toc108369264]7.8.2.2.1	Procedures of PIN server discovery based on receiving PIN server endpoint information
The aim of PIN server discovery procedure is to receive one or more endpoint information (e.g. URI(s), FQDN(s), IP address(es)) of PIN server. And the PEMC, PEGC, PIN elements are all able to receive the PIN server endpoint information. 
The PIN server can be discovered by the following method: 
-	pre-configured in the PIN elements or PIN clients;
-	configured by the user; 
-	provisioned by MNO through 5GC procedure; or 
-	derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario.
It may be possible to provide the PIN server endpoint information to the PIN client or PIN elements from the 5GC. If the PIN server endpoint information is provided by 5GC and available at the PEMC, the PEMC shall use the information for the PIN management procedure (e.g.: PIN creation/modification/delete). 
Otherwise, the PEMC shall use pre-configured PIN server endpoint information for PIN management procedure if pre-configured PIN server endpoint information is available in PEMC.
[bookmark: _Toc108369265]7.8.2.2.2	Procedures of PIN server discovery via PEGC
Due to for some of the PIN elements can have the application interaction towards the PEGC, for example, via WiFi or Bluetooth pairing, so the PEGC can provide the PIN server end point information to PIN elements.
For some of the PEGC, it has the open access capability to accept the application layer connection from the PIN elements.
Figure 7.8.2.2.2.-1 illustrates PIN server discovery via PEGC based on request/response model.
Pre-conditions:
1.	The PIN elements or PIN client has application layer connection with PEGC;
2.	The UE Identifier or PIN client Identifier is available;


Figure 7.8.2.2.1-1: PIN server discovery via PEGC
1.	The PIN element or PIN clients has already had the application layer connection towards PEGC. For example, the PIN elements can communicate with PEGC via WiFi or Bluetooth. 
2.	The PEGC delivers the PIN server end point information to PIN elements or PIN client. The end point information of PIN server includes URI(s), FQDN(s), IP address(es)) of PIN server. 
Editor's note: Whether and how the PIN elements discover the PIN server needs more study. 
Editor's note: Whether and how the PEMC distributes the PIN server IP address to other PIN elements needs more study.
[bookmark: _Toc108369266]7.9	Solution #8: Service switch in a PIN
[bookmark: _Toc108369267]7.9.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc108369268]7.9.2	Solution description
[bookmark: _Toc108369269]7.9.2.1	General
This solution addresses Key Issue #3. The principles of this solution are:
-	The PIN Application Client in UE can discover or get notified about available PINs where an application service can be switched to.
-	Once the PIN Application Client selects the PIN, it can request that the PIN Server trigger service switch procedure and obtain the necessary information for performing the service switch from the PIN Server.
-	The PIN server can identify the PIN Applications in PINE, where the service can be split and terminated.
-	The PIN Server instructs PIN Management Client to execute service switch procedure.
-	The PIN Management client configures PIN Gateway client and PINEs for service switch.
-	The PIN Gateway client uses the configuration information from the PIN Management Client to configure the PEGC which implements service switch function.
[bookmark: _Toc108369270]7.9.2.2	Procedure
This procedure presents a high-level overview of Solution #1.
[bookmark: _Toc108369271]7.9.2.2.1	Functional entities 
PIN Application Client: A PINAPP function in UE, PINE, which initiates discovery, service switch, configuration.
PIN Management Client: A PINAPP in PEMC, configures PEGC and PINE for service switch.
PIN Gateway Client: A PINAPP in PEGC, obtains configuration from PEMC and executes service switch.
PIN Server: Supports PIN Application Client by providing PIN information and executes service switch procedure when requested by PIN Application Client.
[bookmark: _Toc108369272]7.9.2.2.2	Procedures of PIN Service Switch
Figure 7.9.2.2.2.-1 illustrates a discovery and service switch procedure based on request/response model.


Figure 7.9.2.2.2-1: PIN Service Switch
Pre-conditions:
-	The PIN Client in UE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
-	The PIN Client in UE has been authorized to communicate with the PIN server;
-	The PIN Management Client supports functionality to execute the service switch procedure;
-	The PIN Gateway Client supports functionality to execute the service switch procedure;
-	The PIN Server has capability to communicate with Application server to identify application session and provide information about any changes to the end points of the session;
-	There is an ongoing application session from AS to UE.
1.	A PIN Client in a UE, triggered by an Application Client, sends a discovery request to a PIN Server. The purpose of the discovery request is to discover a PIN that can support a certain application in a certain location. The discovery request includes Location information, Application requirements such as Display characteristics, Audio characteristics, etc. The PIN Client can also subscribe to be notified when a PIN is available in a location and can support the application requirements.
2.	The PIN Server based on Location and application service requirement can send a notification to the PIN Client with the following information: discovered PIN ID, details of PINAPP capabilities and corresponding PE IDs, such as Device ID, IP address and Port number. PIN Client forwards the information to Application Client in UE.
3.	The Application Client in UE initiates service switch with the PIN Client, which sends a "Service switch request" to the PIN Server with information about the service to be switched. The information about the service to be switched includes Application session ID, Destination PIN ID, and an IP 4 Tuple that describes the session. The IP 4 tuple may include the IP Address of the UE, the IP Address of the Server that provides the service, and the UE port numbers that are associated with the service, and the port numbers on the server that are associated with the service. The PIN Server accepts the request and informs the Application Client.
4.	PIN Server sends the "Switch Application Session" request to the PIN Management Client. The request includes information such as 
-	The Application Session Id,
-	The, Destination PINE: PE IDs (1..N), can include IP address, Port number, URL etc. 
-	If the Application session needs to be split among multiple PINEs (i.e. split into sub-flows), it is indicated by setting the flag SPLIT == FALSE or TRUE. SPLIT can be set to TRUE only if the request includes multiple PINEs. 
-	The IP 4 Tuple
-	Security related information elements required to successfully transfer the session context.
NOTE:	Security related information elements are in the scope of SA WG3
5.	The PIN Management Client starts configuring PEGC by sending "Configure Service Switch" to PIN Gateway Client, which includes:
-	The Session ID
-	Destination PINE information, which is a list of PEID, IP address, Port number or URL, where the sub-flows will be terminated. 
-	The flag SPLIT is set to TRUE or FALSE, if the session needs to be split to multiple PINEs and more than one PINE information is included in the TerminatingPineList. It can also include information about PINE to sub-flow mapping.
6.	The PIN Management Client also configures PINE to prepare for terminating application session. The configuration information is sent to the PIN Client and Application Client in PINE.
7.	The PIN Management Client responds to PIN server to indicate that configuration of PEGC and PINE has happened successfully, with information such as
-	The Terminating PEGC ID and
-	The Terminating PEGC reachability information, such as IP address, port number, URL etc.
-	The Terminating Destination PINE reachability information, such as IP address, port number, URL etc.
8.	PIN Server informs Application Server to switch the application session to a new destination IP address. PIN Server provides information such as:
-	Application Session ID: identifies the application session to be switched to new end point
-	Term IP Address: IP address of the PEGC where the application session will be terminated.
9.	PIN Gateway Client interacts with the AS, to get authorized by the AS for the service switch, by sending the information from Step 4. This authorization operation is in the scope of SA WG3. Once authorized, the TCP session up continues between the PEGC and the AS.
10	The PEGC may trigger a PDU Session Modification procedure in order to obtain QoS Rules for the new flow. PEGC can setup paths with one or more PINEs to split the main session flow into sub-flows. PEGC can also interact with PIN Server to maintain synchronization among the sub-flows.
11.	Once the path from PINE Application Client to AS is available, Application Client can use application level mechanism to pull video stream, play and again pull.  
[bookmark: _Toc108369273]7.9.3	Solution evaluation
This solution addresses KI#3 about "How to support application mechanism for service switching in a PIN between different PIN applications for achieving better service experience".
The application-level mechanism described here allows the Application server, PEGC and PINEs to become aware of the new endpoints to execute service switch. Based on these information, PINE, PEGC, 5GS and Application Server executes session setup, modify procedures.
[bookmark: _Toc96595278][bookmark: _Toc108369274]7.10	Solution #9: PINAPP role change
[bookmark: _Toc96595279][bookmark: _Toc108369275]7.10.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7.
[bookmark: _Toc96595280][bookmark: _Toc108369276]7.10.2	Solution description
[bookmark: _Toc96595281][bookmark: _Toc108369277]7.10.2.1	General
This solution addresses Key Issue #6.
A UE that is serving the role of a PEGC for a PIN leaves the coverage area of the PIN. The PEMC detects that the UE has left the coverage area of the PIN and makes a request to the PIN server to select a new PEGC.
[bookmark: _Toc82472205][bookmark: _Toc82473750][bookmark: _Toc82473812][bookmark: _Toc96595282][bookmark: _Toc108369278]7.10.2.2	Procedure
Pre-conditions:
1.	The PIN server has authorized the PEMC to create PINs.
2.	The PEMC creates a local PIN with members: PEMC, UE serving as PEGC, PINE1, and PINE2.
3.	The PEMC maintains a PIN profile with information of capabilities for each PIN member.
4.	PINE2 is a PIN member that also has gateway capability.


Figure 7.10.2.2-1: PINAPP Role Change
1.	The UE leaves the local coverage area of the PIN. 
2.	The PEMC detects that the UE is no longer providing the PEGC service. For example, the PEMC may not be getting responses from the UE or either PINE1 or PINE2 has informed the PEMC that PIN routing via the UE is not available.
NOTE:	A corresponding event subscription/ notification is to be specified in the normative phase to enable this detection.
3.	The PEMC sends a PIN role change request to the PIN server to select a new PEGC. The request includes the PIN ID, the PEMC ID, the UE ID or the PEGC ID for the UE, the ID of a PIN member that can serve as the new PEGC (e.g. PINE2), and a timestamp.
4.	The PIN server considers which member of the PIN can serve as the new PEGC, including the PIN member the PEMC provided, and selects a PIN member to serve as the new PEGC. The PIN server sends a response to the PEMC with the status of the request, the ID of the new PEGC, and PIN traffic routing rules for the role change. The PIN server may also inform the PEMC to notify other PIN members of the PEGC role change.
5.	The PIN server delivers management information to PINE2 to inform PINE2 to serve as the new PEGC. The management information includes PIN traffic routing rules that PINE2 would need to make routing decisions.
[bookmark: _Hlk100267577]6.	The PEMC notifies other members of the PIN that PINE2 will serve as the new PEGC. The PEMC includes the contact information of PINE2 and traffic routing rules that may be applicable to each member.
7.11	Solution #10: Service switch internal PIN
7.11.1	Architecture assumptions
The architecture assumptions of Solution #1 are also assumed in this solution.
7.11.2	Solution description
7.11.2.1	General



Figure 7.11.2.1-1: PIN Service Switch internal PIN
In Figure 7.11.2.1-1, it describes the service switch scenario. 
The PINE A has the application communication with application server. And when the PINE A decides to select other alternative PINE B to apply the traffic flow, the PINE A firstly should discover a PIN and join in. And then, in the PIN, there should exist the PINE that can be hosted with the same service type as PINE A, for example, the video flow, music flow or game flow. 
The PINE A can send the request to PEMC to determine the PINE B to host the application traffic. After the determination, the PEMC sends the endpoint information to PINE A and the PINE A can offload the traffic either directly to PINE B or via PEGC. 
7.11.2.2	Procedure of service switch internal PIN
Pre-conditions:
1.	The UE Identifier or PIN client Identifier of PINE A or PINE B is available;
2.	The PIN client in PINE A or PINE B has been authorized to communicate with the PEMC;
3.	The PIN client in PINE B can provide the same PIN service as PINE A's traffic flow.



[bookmark: _Hlk106028672]Figure 7.11.2.2-1: Service switch procedure internal PIN
0.	The PINE A has application layer communication with application server. And the PINE A decides to do the service switch to other PINEs. And the PINE A has already been in a PIN. 
1.	The PINE A trigger the PIN service discovery procedure towards PEMC. 
2.	Upon receiving the request, the PEMC performs an authorization check to verify whether the PINE A has authorization to perform the operation. 
Editor's note: The authorization check needs SA3 for feedback. 
3.	The PEMC provides the PIN service that the PIN can provide and the corresponding PINE endpoint, application client endpoint information to PINE A. The PIN service can be represented by service type that PINE provides or the application client on PINE. If the request fails, the PEMC should give the failure response to indicates the cause of request failure. 
4.	The PINE A determines the PINE B for service switch as follow: 
Option A: The PINE A maintains the service towards AS and the service corresponds to a service type, for example, music or streaming media. The PINE A determines the potential PINE B for service switch according to whether this PINE has the capability to carry the service. 
Option B: The PINE A maintains the service towards AS by application client which represented by Application Client ID. The PINE A determines the potential PINE B for service switch according to whether this PINE has deployed the same application client as PINE A. 
5.	(Use PINE B as example) The PINE A has two options to switch the service traffic to PINE B: 
Option A: Step 5a, the PINE A switches the traffic flow directly to PINE B via direct communication or via PEGC, just like the projection. 
Option B: Step 5b, the PINE A relocates the application context from application client in PINE A to application client in PINE B. After the context relocation, the application client in PINE A triggers the application relocation to PINE B. If the PIN client in PINE A or PIN client in PINE B can directly communicate with AS, the application client behaviour in step 5b is replaced by PINE A/B. 
[bookmark: _Toc108369279]7.11.3	Solution evaluation
This solution addresses KI#3 about " How to support application mechanism for service switching in a PIN between different PIN applications for achieving better service experience ". 
This solution relies on the PEMC to select the potential PINE for service switch according to the service type. 
Editor's Note:	More evaluation of this solution is waited for updated.
[bookmark: _Toc108369280]7.12	Solution #11: Application Server Discovery in a PIN
[bookmark: _Toc108369281]7.12.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. Additionally, this solution introduces a PIN-11 reference point.
PIN – 11: The interactions related to enabling PINAPP, between an AS and PIN Management Client. 
As shown in solution 1 in clause 7, the solution assumes a PIN-9 interface between the AS and PIN Server and a PIN-6 interface between the PIN Management Client and the PIN Server. The PIN-11 interface may be an extension so these interfaces (i.e. may re-use certain operations).
[bookmark: _Toc108369282]7.12.2	Solution description
[bookmark: _Toc108369283]7.12.2.1	General
This solution addresses aspects of Key Issue #4. 
One or more PINAPP(s) (e.g. in a PEMC or in a PIN server) can maintain a registry to manage information about AS(s) that are available to the PIN. The AS(s) register their availability with the PINAPP.
The PINAPP(s) can update the PIN Server with information about the registry. The information about the registry can include the PIN ID, the PIN Location and an address (e.g. URL) of the PINAPP registry.  
The PINAPPs provide information from the registry to other PINAPPs about available AS(s).
Application clients in a PINE can be provisioned with contact information for the PINAPP registry. Alternatively, Application clients can obtain contact information for the PINAPP registry by querying a PIN Server. 
Application clients can query the PINAPP registry for information about an AS. If the query cannot be resolved, it can be forwarded to another PINAPP.   
[bookmark: _Toc108369284]7.12.2.2	Procedure
This procedure presents a high-level overview of Solution #11.
[bookmark: _Toc108369285]7.12.2.2.1	Functional entities 
PINAPP: A PIN function, which can maintain information about AS(s) available to a PIN. The AS information can include Location and address (e.g. URL).  
PIN Server: The PIN Server can maintain information about PINAPPs including PINAPPs, which maintain AS registry functionality. 
PIN Application Client: Application clients running in PINE.
[bookmark: _Toc108369286]7.12.2.2.2	Procedures of PIN Application Server Discovery  
Figure 7.12.2.2.2.-1 illustrates an initial provisioning and AS discovery procedure based on request/response model.
Pre-conditions:
-	The PINAPP with an AS registry has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN Server.
-	The PINAPP with an AS registry has been authorized to communicate with the PIN server.
-	The PINAPP with an AS registry supports functionality to maintain a registry of AS(s). The PINAPP with an AS registry can be deployed in PEMC. When the AS Registry is in the PEMC, and AS interacts with the PIN Management Client via the PIN-11 reference point.
-	The PIN Server also supports functionality to maintain a registry of AS(s).
-	The PIN Server supports functionality to maintain information about PINAPPs which support an AS Registry (i.e. the PIN Server knows which PINAPPs support AS Registry Functionality).



Figure 7.12.2.2.2-1: PIN AS Discovery
1.	A PIN has been successfully created. An AS registers with the PINAPP by sending information such as: AS name, InstanceID, and address (e.g. URL). The AS can be deployed anytime and can update its registration information in the PINAPP by sending a new Registration message. The PINAPP stores the AS information in its registry. 
2.	The PINAPP updates the PIN Server by sending the PIN Server information from its registry.   
3.	If the PIN Server's registry has information from AS(s) that are not in the PINAPP's registry, then the PIN Server can also update the PINAPP with information about AS(s) that are stored in the registry of the PIN Server. Furthermore, the PIN Server can configure the PINAPP with Usage Policies for the AS(s) that are in the PINAPP's registry. The Usage Policy can indicate what types of Application Clients may discover the AS, the identity of Application Client(s) that may discover the AS, and times of day when the AS is available.
4.	An Application Client, which wants to discover an AS, requests information from the PIN Server about how to reach the registry functions. 
5.	The PIN Server sends the Application Client information about the registry function PINAPP (e.g. a URL). 
6.	The Application client sends a Query for the PINAPP in order to obtain contact information for an AS. The query includes the name of the AS that the application client wants to contact.
7.	If the query can be resolved, PINAPP responds with an address of the AS (e.g. URL).
8.	If the query cannot be resolved, PINAPP forwards the query to PIN Server. 
9.	PIN server responds to Application Client with the details of the AS (e.g. URL).
After the procedure above, Application Client in a PINE can start interacting with the AS. 
[bookmark: _Toc108369287]7.12.3	Solution evaluation
This solution addresses KI#4 about " How to enable discovery of Application Server, connected to a PIN, by Application Clients running in the same PIN?". 
A PINAPP, which maintains AS information, helps Application Clients discover AS(s). The PINAPP can be discovered by PIN Application clients. In certain situations, if an AS is not found in the PINAPP, information can be fetched from other PINAPP(s) (e.g. a PIN Server). 
This solution allows flexibility in deploying AS(s) because new AS instances can store their information in registries so that they can be discovered.

[bookmark: _Toc82472215][bookmark: _Toc82473760][bookmark: _Toc82473822][bookmark: _Toc108369288]8	Deployment scenarios
[bookmark: _Toc108369289][bookmark: _Toc82472216][bookmark: _Toc82473761][bookmark: _Toc82473823]8.1	General
This clause provides a general description of the deployment scenarios.
[bookmark: _Toc108369290]8.x	Deployment scenario #x: <Title>
Provide an illustrative description of the deployment scenario.
[bookmark: _Toc108369291]9	Overall evaluation
This clause provides a summary of architecture enhancements and solution evaluations.
[bookmark: _Toc365058][bookmark: _Toc82472220][bookmark: _Toc82473765][bookmark: _Toc82473827][bookmark: _Toc108369292]9.1	Architecture enhancements
[bookmark: _Toc365059][bookmark: _Toc82472221][bookmark: _Toc82473766][bookmark: _Toc82473828][bookmark: _Toc108369293]9.2	Key issue evaluations
[bookmark: _Toc25612827][bookmark: _Toc25613530][bookmark: _Toc25613794][bookmark: _Toc27647752][bookmark: _Toc82472222][bookmark: _Toc82473767][bookmark: _Toc82473829][bookmark: _Toc108369294]9.2.1	General
All the key issues, solutions and architecture enhancements specified in this technical report are listed in Table 9.2.1-1.
Table 9.2.1-1 provides a mapping of the key issues to the related solutions. It also indicates whether the solution requires enhancement to the Release-17 architecture and lists the dependencies on other working groups.
Table 9.2.1-1 Key issue and solutions 
	Key issues
(evaluation clause reference)
	Solution
	Architectural enhancement

(clause reference)
	Enhancements required
	Dependency on other working groups

	KI#1: PIN Management
	Solution #x: <title>
	6.x
	Architecture / None
	<WG>

	
	Solution #y: <title>
	6.y
	Architecture / None
	<WG>

	KI#2: PINAPP accesses 5G network by application mechanism
	Solution #x: <title>
	6.x
	Architecture / None
	<WG>

	KI#3: Service switch in PIN
	
	
	
	

	KI#4: PIN Application Server Discovery
	
	
	
	

	KI#5: Service continuity
	
	
	
	

	KI#6: PEMC/PEGC replacement in PIN
	
	
	
	



[bookmark: _Toc82472223][bookmark: _Toc82473768][bookmark: _Toc82473830][bookmark: _Toc108369295]9.2.2	Evaluation of key issue #1: PIN Management
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.
[bookmark: _Toc108369296]9.2.3	Evaluation of key issue #2: PINAPP accesses 5G network by application mechanism
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.
[bookmark: _Toc108369297]9.2.4	Evaluation of key issue #3: Service switch in PIN
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc108369298]9.2.5	Evaluation of key issue #4: PIN Application Server Discovery
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc108369299]9.2.6	Evaluation of key issue #5: Service continuity
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc108369300]9.2.7	Evaluation of key issue #6: PEMC/PEGC replacement in PIN
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc108369301]10	Conclusions
This clause provides conclusions of the study.
[bookmark: _Toc82472226][bookmark: _Toc82473771][bookmark: _Toc82473833][bookmark: _Toc108369302]10.1	Solutions
[bookmark: _Toc108369303][bookmark: historyclause]
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5
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eRG
5G-AN
5GC/AMF
SMF: UPF selection, say LOCAL UPF
4
1
2
3
Service Request
Service Request
Pseudo N4 session with remote UPF

UP CONFIGURATION INFORMATION OVER N1-erg

N2 Request/PDU Session Update
RRC RECONFIGURATION
5
6
5G-UE
PRAS
eRG
5G-AN
5GC/AMF/SMF
1. AMF: Performs SMF, PCF Selection
2.  UPF selection:  LOCAL UPF is selected
4
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3
PDU Session Establishment Request
Pseudo N4 session with remote LOCAL UPF
(N4 Session Establishment/Modification)

UP CONFIGURATION INFORMATION OVER N1-erg

N2 Request/PDU Session Update
RRC RECONFIGURATION
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UL DATA
Pseudo N4 session with remote LOCAL UPF
(N4 Session Establishment/Modification)
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gNB/eNB
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NAS msg
Select AMF based on TMSI
GET_ERG_AMF (CPN_ID)
Trigger eRG Configuration
Retrieve CPN information
Provide CPN information to UE
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Select AMF based on TMSI
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Trigger eRG Configuration
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PIN 1
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PIN 2
PIN
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Same or different
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or different
PE part of PIN 1 and PIN 2
PIN GW


PIN 1
PIN GW can be configured by PIN ME OR 5GC


PE-GW
PE-MC
5GC
NEF
Service Provider / AF

Create PIN [PIN ID, PE List, Optional PE-GW]

PIN Created [PIN ID]
PIN Creation Details
[ServiceName, PE List with Available Service, Location]
Update 5GC with request
Optional GW selection
Create PIN Info [PIN ID, PE List]
PE

Join PIN [PIN ID, Own Identifier, PE-GW info]
Join PIN
PIN Created [PIN ID]
Setup user plane among PE in the PE list and 5GC
(similar to LAN setup with PEs and Functions in 5GC)
Assumption : PEMC, PEGW authorized, registered, Authorized PE deployed;
Service Provider can query to learn about available PE in a location
Create PIN for Managed Services
1
2
3
4
5
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PIN Enabler 
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PEC
PIN 
Configuration
Manager
PCM
PIN GW 
Manager
PGM

PIN Element
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EEC
PEC

PE-MC
PCM
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PE-GW
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PIN Configuration Server
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PIN Configuration Server
(PCS)
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Local PIN Application Manager (Local PAM)
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(PEC, Provisioned with PCS)
PIN Application Server
(PAS)
Central PIN Application Manager (CPAM)
1.1 Get PCM reachability information;
Application Level ID;
Authorization information
+
Local PIN Application Manager information
1.2 Authorization,
 Application Level ID, PIN details
1. Get Local PAM Information
1.Register
2. Get PAS info
3GPP
PIN
Start
PC
PCM
LPAM
PCS
PAS/
PAC
Get_LPAM
OK (LPAM_Info)
Register 
(PAS, url, capability)
Register (PAS, URL, PEID, Capability)
OK
Query
 (PAS, Selection Criterion)
Query (PAS, PEID, Location, Provider, Capability)
OK (PAS URL, Capability)
OK  (PAS url, Capability)
OK
CPAM
Update
Query
3gpp Network
Update 5GC with DNS rules, Classifiers etc.
PIN Configuration Server
(PCS)
Central PIN Application Manager (CPAM)
3GPP 
Network

PE
Application Client/Server(PAS/PAC)

PEMC/PEGW
LPAM
PCM
PC
PIN 3
PIN 5
PIN 2
PIN 6
PIN 1
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PIN 4
PIN 7
PGM
PIN 7
AS1
AS2
PINE 2
PINE 1
AS
PIN Enabler Client
PINAPP
(Registry)
Register
Discover
PIN 
Server
Policy information
PC/UE
PCM
(PEMC)
5GS
PCS
Discover PIN (Location, Application requirement)
OK (LIST [PIN ID, PIN APP DETAILS/CAPABILITY])
Discover/Register
Notify (PIN APP, PEIDs)
Option1
Option2
Option3
Initial PIN discovery and selection by UE
Subscribe for
 Service Switch Availability Notification 
(Service type)
Service Switch Availability Notification (PIN ID, PEID)
Based on UE location
OK(optionally indicate confirmation to execute service switch)
Subscribe for Service Switch Notification (Application requirement, Criterion, e.g. Location)
PC/UE
PCM
(PEMC)
5GS
PCS
Service switch request  (ApplicationSessionID, PIN ID, PEID)
OK ()


Session transfer
Identify the relevant PEMC, SMF, UPF
Switch Application 
Session (UE ID, Session ID, PIN ID)
OK (PEGC ID)
Prepare for session transfer
(Session ID)
PINE
PEGC
Session setup
Session setup between PINE and PEGC
 triggered by PEMC
Switch
ok
1
2
3
4
5
6
7
Session setup 
(SessionID)
PC/UE
PCM
(PEMC)
5GS
PCS

OK ()


Session transfer
Identify the relevant SMF, UPF
Switch Application 
Session (UE ID, Session ID, PIN ID, AppServer, PEGC)
OK ()
Prepare for session transfer
(Session ID)
PINE
PEGC
Session setup
Session setup between PINE and PEGC
 triggered by PEMC
Switch OK
Service switch request  (ApplicationSessionID, AppServer, PEID)
Authorization, policy and charging
1
2
3
4
5
6
7
8
Session setup 
(SessionID)
UE
GnB
UPF
AS(Video server)
Uu
N3
N6
PEGC
PINE
PINE
1. Uu
GnB
UPF
N3
2. Uu
N6
N3
If the session is split among multiple PINE, PEGC need to support a co-ordination function among multiple PINE
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Flow 2
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UE
AS
PEGC
PINE
PINE

PIN 
Server
PEMC
Service to be switched
PC/UE
PCM
(PEMC)
5GS
PCS
Service switch request  (DestUE, SourcePIN ID, ApplicationName)
OK ()


Session transfer
Identify the relevant PEMC, PEGC, SMF, UPF;
Initiate session setup towards the UE
Switch Application 
Session (DestUE ID, SourcePIN ID, Session ID, )
OK ()
Prepare for session transfer
(DestUeID, Session ID)
PINE
PEGC
Session release
Session release
 triggered by PEMC
Switch
ok
1
2
3
4
5
6
7
Session release 
(SessionID)
Session starts 
towards UE
PINE
PEGC
5GS
PEGC
PINE
PINE
Same PIN or 
different PIN
PINE
PINE
PEGC
PINE
PINE
PEGC
PINE
PINE
PEGC
PEGC
AS is a PINE
PINE
PEGC
AS is a PINE
PINE
PEGC
AS is a PINE
PINE
PEGC
PEGC
AS
PINE
5GS
PC/UE
PCM
(PEMC)
5GS
PCS
Service switch request  (ApplicationSessionID, DestPIN ID)
OK ()

Service Switch
Switch Application 
Session (ApplicationSessionID, DestPEID, SPLIT=TRUE/FALSE)
PINE
PEGC
Session setup, modify, update
Service Switch Configuration (SUCCESS)
1
2
4
5
6
7
Configure Service Switch 
(SessionID, Dest_PEIDs, SPLIT=TRUE )
OK(TerminatingPEGC ID, 
TermPEGC Reachability information)
OK
Configure Service Switch
AS (Streaming
Server)
Ongoing streaming session
Switched streaming session
Split to PINEs

Service Switch
 (SessionID, TermIP address)
OK
3
PC/UE
PCM
(PEMC)
5GS
PCS

OK ()

Service Switch
Service Switch Notification 
 (SourceUE ID, AppSession ID, PIN ID, PEGCID, PEID)
PINE
PEGC
Session setup between PINE and PEGC
Service switch request  (ApplicationSessionID, AppName, PEID)
Authorization,
Obtain App server information
1
2
3
4
5
Session setup (SessionID, AppserverInfo, 
SPLIT == TRUE/FALSE, PEID)

OK 
 (AppserverID, ReachabilityInformation)
Configure 
Service Switch
Session setup, modify, update
AS (Streaming
Server)
Ongoing streaming session
Service Switch
 (SessionID, TermIP address)
Switched  session
PC/UE
PCM
(PEMC)
5GS
PCS
Service switch out request  (ApplicationSessionID, SourcePINid, DestinationUEid)
OK ()

Service Switch
Switch Application 
Session out (ApplicationSessionID)
PINE
PEGC
Session setup, modify, update
Service Switch out Configuration (SUCCESS)
1
2
4
6
5
Configure Service Switch Out 
(SessionID, Dest_PEIDs)
OK(PEGC ID, PEGC Reachability information)
OK
Configure Service Switch out
3
AS (Streaming
Server)
Ongoing streaming session with PIN/PEGC
Switched session
Service Switch
 (SessionID, TermIP address)
PINE
PEMC
5GS
PCS
SubscribeForSC (PIN ID, AllSession, perSessionID)

Service Continuity : Scenario 1
EnableSC(PEID, allSession, perSession. ContextToken)
PEGC
1
2
4
6
5
3
AS (Streaming
Server)
Ongoing streaming session
Authorize
EnableSC(PEID, allSession, sessionID, ContextToken)
Detects PINE lost contact

ActivateSC(PEID, Ipaddress, Port#, SessionID, LastPktMarker(ul/dl), ContextToken)
Lost
EnableSC(PEID, Ipaddress, Port#, SessionID, PktMarker, ContextToken)
Finds new
 PEGC
Admission procedure, PEMC knows the PINE is involved in active SC, if it is same PIN or from PCS, or other PEMC
PEMC config + ActiveSC(PEID, ContextToken)

EndSC(PEID, Ipaddress, Port#, ContextToken)
EndSC(PEID, Ipaddress, Port#, ContextToken)
Buffer from Pktmrkr
Release buffer

7
8
Restart session
PIN Enabler Client (PINE hosting AS)
PIN Management Client
PIN Server

2. UpdatePINAPPinfo
3. UpdatePMC
PIN Enabler Client (PINE Application Client)

5. OK
1. While PIN creation update PEMC with AS information
PINAPP AS 
Registration Request
4. PINAPP Local Registry Discovery Request
6. DiscoverAsQuery
7. ok
ALT 1:
8. Forward DiscoverAsQuery
ALT 2:
9. OK
Application
Server (AS)
PINAPP 
(e.g. AS registry function)
PINAPP
(PIN Server)

2. UpdatePINAPPinfo
PIN Enabler Client (PINE Application Client)

5. OK (PINAPP information)
1. While PIN creation or when AS is deployed, update PINAPP with AS information
PINAPP AS 
Registration Request
4. PINAPP Discovery Request
6. DiscoverAS
7. ok
ALT 1:
8. Forward DiscoverAsQuery
ALT 2:
9. OK
3. UpdateASinfo
PIN Client
(UE)
PIN Gateway Client
PIN Management Client
PIN
Server
3. Service switch request  (ApplicationSessionID, DestPIN ID)
OK ()

4. Switch Application 
Session (ApplicationSessionID, DestPEID, SPLIT=TRUE/FALSE)
PIN Client
(PINE)
11. Session setup, modify, update
9. Service Switch Configuration (SUCCESS)
7. Configure Service Switch 
(SessionID, Token, Dest_PEIDs, SPLIT=TRUE )
5. OK(TerminatingPEGC ID, 
TermPEGC Reachability information)
OK
8. Configure Service Switch
AS
Ongoing streaming session
Switched streaming session
Split to PINEs

6. Service Switch
 (SessionID, TermIP address)
OK
1. Discover PIN (Location, Application requirement)
2. OK (LIST [PIN ID, PIN APP DETAILS/CAPABILITY])
10. Update (Token, SessionID)
PIN Client
(UE)
PIN Gateway Client
PIN Management Client
PIN
Server
3. Service switch request
OK

4. Switch Application Session
PIN Client
(PINE)
10. Session setup, modify, update
5. Configure Service Switch
7. OK
OK
6. Configure Service Switch
AS
Ongoing streaming session
Switched streaming session
Split to one or more Application Clients

8. Service Switch
OK
1. Discover PIN
2. OK
9. Handshake with AS
Application Client
(UE)
1.Discover PIN
2.OK
3. Service switch
 request
OK
Application Client
(PINE)
Configure Service Switch
11
PINE2
PEGC1
5GS
PCS
PEMC
Ongoing 
service
PINE1
PEGC2
Lost Service connectivity
PINE 1 and PINE2, subscribes for SC, PCS provides a token to PEMC to identify the service, PEMC provides the token to PINEs
Inform PEMC about SC lost (PEID, Token)
** Assuming PINEs reach the same PEMC which was serving originally
SC Query (PINE ID, Token)
Response (PeerPEMC ID, Reachability, role)
** If different PEMC, inter PEMC communication may be required, one PEMC can be assigned as the controller by PCS
Query PINE for PEGC,
PINE responds (new PEGC ID, own IP address)
ALT 1 : Single PEGC, e.g. PINE 1 and PINE 2 connected to PEGC1
Check policy and authorization of PEGC, AuthorizePEGC (PINE ID, PEGC ID, SC Token)

AuthorizePEGC(PEGC Policy and authorization information)
Configure 
(PEIDs, PineIPaddress, Authorization info)
Instruct PINE to connect to PEGC1
Service continues through PEGC1
1
2
3
4
5
6
7
8
PINE2
PEGC1
5GS
PCS
PEMC
Ongoing 
service
PINE1
PEGC2
Lost Service connectivity
PINE 1 and PINE2, subscribes for SC, PCS provides a token to PEMC to identify the service, PEMC provides the token to PINEs
Inform PEMC about SC lost (PEID, Token)
** Assuming PINEs reach the same PEMC which was serving originally
SC Query (PINE ID, Token)
Response (PeerPEMC ID, Reachability, role)
** If different PEMC, inter PEMC communication may be required, one PEMC can be assigned as the controller by PCS
Query PINE for PEGC,
PINE responds (new PEGC ID, own IP address)
ALT 2 :  PINE 1 and PINE 2 connected to different PEGCs, e.g.  PEGC1 and PEGC2
Check policy and authorization of PEGC1, AuthorizePEGC (PINE ID, PEGC ID, SC Token)

AuthorizePEGC(PEGC Policy and authorization information)
Configure PEGC1, PEGC2
(PEID, PineIPaddress, Authorization info)
Instruct PINE to connect to PEGC1, PEGC2
Service continues through PEGC1, PEGC2
1
2
3
4
5
7
9
10
Same as previous slide

Check policy and authorization of PEGC2, AuthorizePEGC (PINE ID, PEGC ID, SC Token)
AuthorizePEGC(PEGC Policy and authorization information)
PCS triggers 5GS to setup path between PEGC1 and PEGC2,which can be direct D2D or through RELAY
PEMC  triggers 5GS to setup path between PEGC1 and PEGC2,which can be direct D2D or through RELAY
6
8
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PIN Creation Details
[ServiceName, PE List with Available Service, Location]
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Join PIN
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(similar to LAN setup with PEs and Functions in 5GC)
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Central PIN Application Manager (CPAM)
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Service switch request  (ApplicationSessionID, PIN ID, PEID)
OK ()


Session transfer
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OK (PEGC ID)
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If the session is split among multiple PINE, PEGC need to support a co-ordination function among multiple PINE
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SubscribeForSC (PIN ID, AllSession, perSessionID)

Service Continuity : Scenario 1
EnableSC(PEID, allSession, perSession. ContextToken)
PEGC
1
2
4
6
5
3
AS (Streaming
Server)
Ongoing streaming session
Authorize
EnableSC(PEID, allSession, sessionID, ContextToken)
Detects PINE lost contact

ActivateSC(PEID, Ipaddress, Port#, SessionID, LastPktMarker(ul/dl), ContextToken)
Lost
EnableSC(PEID, Ipaddress, Port#, SessionID, PktMarker, ContextToken)
Finds new
 PEGC
Admission procedure, PEMC knows the PINE is involved in active SC, if it is same PIN or from PCS, or other PEMC
PEMC config + ActiveSC(PEID, ContextToken)

EndSC(PEID, Ipaddress, Port#, ContextToken)
EndSC(PEID, Ipaddress, Port#, ContextToken)
Buffer from Pktmrkr
Release buffer

7
8
Restart session
PIN Enabler Client (PINE hosting AS)
PIN Management Client
PIN Server

2. UpdatePINAPPinfo
3. UpdatePMC
PIN Enabler Client (PINE Application Client)

5. OK
1. While PIN creation update PEMC with AS information
PINAPP AS 
Registration Request
4. PINAPP Local Registry Discovery Request
6. DiscoverAsQuery
7. ok
ALT 1:
8. Forward DiscoverAsQuery
ALT 2:
9. OK
Application
Server (AS)
PINAPP 
(e.g. AS registry function)
PINAPP
(PIN Server)

2. UpdatePINAPPinfo
PIN Enabler Client (PINE Application Client)

5. OK (PINAPP information)
1. While PIN creation or when AS is deployed, update PINAPP with AS information
PINAPP AS 
Registration Request
4. PINAPP Discovery Request
6. DiscoverAS
7. ok
ALT 1:
8. Forward DiscoverAsQuery
ALT 2:
9. OK
3. UpdateASinfo
PIN Client
(UE)
PIN Gateway Client
PIN Management Client
PIN
Server
3. Service switch request  (ApplicationSessionID, DestPIN ID)
OK ()

4. Switch Application 
Session (ApplicationSessionID, DestPEID, SPLIT=TRUE/FALSE)
PIN Client
(PINE)
11. Session setup, modify, update
9. Service Switch Configuration (SUCCESS)
7. Configure Service Switch 
(SessionID, Token, Dest_PEIDs, SPLIT=TRUE )
5. OK(TerminatingPEGC ID, 
TermPEGC Reachability information)
OK
8. Configure Service Switch
AS
Ongoing streaming session
Switched streaming session
Split to PINEs

6. Service Switch
 (SessionID, TermIP address)
OK
1. Discover PIN (Location, Application requirement)
2. OK (LIST [PIN ID, PIN APP DETAILS/CAPABILITY])
10. Update (Token, SessionID)
PIN Client
(UE)
PIN Gateway Client
PIN Management Client
PIN
Server
3. Service switch request
OK

4. Switch Application Session
PIN Client
(PINE)
10. Session setup, modify, update
5. Configure Service Switch
7. OK
OK
6. Configure Service Switch
AS
Ongoing streaming session
Switched streaming session
Split to PINEs

8. Service Switch
OK
1. Discover PIN
2. OK
9. Handshake with AS
Application Client
(UE)
1.Discover PIN
PINE2
PEGC1
5GS
PCS
PEMC
Ongoing 
service
PINE1
PEGC2
Lost Service connectivity
PINE 1 and PINE2, subscribes for SC, PCS provides a token to PEMC to identify the service, PEMC provides the token to PINEs
Inform PEMC about SC lost (PEID, Token)
** Assuming PINEs reach the same PEMC which was serving originally
SC Query (PINE ID, Token)
Response (PeerPEMC ID, Reachability, role)
** If different PEMC, inter PEMC communication may be required, one PEMC can be assigned as the controller by PCS
Query PINE for PEGC,
PINE responds (new PEGC ID, own IP address)
ALT 1 : Single PEGC, e.g. PINE 1 and PINE 2 connected to PEGC1
Check policy and authorization of PEGC, AuthorizePEGC (PINE ID, PEGC ID, SC Token)

AuthorizePEGC(PEGC Policy and authorization information)
Configure 
(PEIDs, PineIPaddress, Authorization info)
Instruct PINE to connect to PEGC1
Service continues through PEGC1
1
2
3
4
5
6
7
8
PINE2
PEGC1
5GS
PCS
PEMC
Ongoing 
service
PINE1
PEGC2
Lost Service connectivity
PINE 1 and PINE2, subscribes for SC, PCS provides a token to PEMC to identify the service, PEMC provides the token to PINEs
Inform PEMC about SC lost (PEID, Token)
** Assuming PINEs reach the same PEMC which was serving originally
SC Query (PINE ID, Token)
Response (PeerPEMC ID, Reachability, role)
** If different PEMC, inter PEMC communication may be required, one PEMC can be assigned as the controller by PCS
Query PINE for PEGC,
PINE responds (new PEGC ID, own IP address)
ALT 2 :  PINE 1 and PINE 2 connected to different PEGCs, e.g.  PEGC1 and PEGC2
Check policy and authorization of PEGC1, AuthorizePEGC (PINE ID, PEGC ID, SC Token)

AuthorizePEGC(PEGC Policy and authorization information)
Configure PEGC1, PEGC2
(PEID, PineIPaddress, Authorization info)
Instruct PINE to connect to PEGC1, PEGC2
Service continues through PEGC1, PEGC2
1
2
3
4
5
7
9
10
Same as previous slide

Check policy and authorization of PEGC2, AuthorizePEGC (PINE ID, PEGC ID, SC Token)
AuthorizePEGC(PEGC Policy and authorization information)
PCS triggers 5GS to setup path between PEGC1 and PEGC2,which can be direct D2D or through RELAY
PEMC  triggers 5GS to setup path between PEGC1 and PEGC2,which can be direct D2D or through RELAY
6
8
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