

TD <>

GSM 03.57 V1.0.2 (1998-10)

Technical Specification

Digital cellular telecommunications system (Phase 2+);

Mobile Station Application Execution Environment (MExE);

Functional description;

Stage 2

(GSM 03.57 Version 1.0.2)





�







�

Reference

DTS/SMG-010257Q (2do01003.PDF)

Keywords

Digital cellular telecommunications system, Global System for Mobile communications (GSM)



ETSI Secretariat

Postal address

F-06921 Sophia Antipolis Cedex - FRANCE

Office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00   Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C

Association à but non lucratif enregistrée à la

Sous-Préfecture de Grasse (06) N° 7803/88

Internet

secretariat@etsi.fr

http://www.etsi.fr

http://www.etsi.org



Copyright Notification

No part may be reproduced except as authorized by written permission.�The copyright and the foregoing restriction extend to reproduction in all media.



© European Telecommunications Standards Institute 1998.

All rights reserved.



�Contents

� TOC \o �Contents	� GOTOBUTTON _Toc432416367  � PAGEREF _Toc432416367 �3��

Intellectual Property Rights	� GOTOBUTTON _Toc432416368  � PAGEREF _Toc432416368 �5��

Foreword	� GOTOBUTTON _Toc432416369  � PAGEREF _Toc432416369 �5��

1	Scope	� GOTOBUTTON _Toc432416370  � PAGEREF _Toc432416370 �6��

2	References	� GOTOBUTTON _Toc432416371  � PAGEREF _Toc432416371 �6��

2.1	Normative references	� GOTOBUTTON _Toc432416372  � PAGEREF _Toc432416372 �6��

3	Definitions and abbreviations	� GOTOBUTTON _Toc432416373  � PAGEREF _Toc432416373 �7��

3.1	Definitions	� GOTOBUTTON _Toc432416374  � PAGEREF _Toc432416374 �7��

3.2	Abbreviations	� GOTOBUTTON _Toc432416375  � PAGEREF _Toc432416375 �7��

4	Generic MExE aspects	� GOTOBUTTON _Toc432416376  � PAGEREF _Toc432416376 �7��

4.1	MExE classmark 1 (WAP environment)	� GOTOBUTTON _Toc432416377  � PAGEREF _Toc432416377 �8��

4.2	MExE classmark 2 (Personal Java environment)	� GOTOBUTTON _Toc432416378  � PAGEREF _Toc432416378 �8��

4.3	High level architecture	� GOTOBUTTON _Toc432416379  � PAGEREF _Toc432416379 �8��

4.4	Capability and content negotiation	� GOTOBUTTON _Toc432416380  � PAGEREF _Toc432416380 �9��

4.4.1	Client Capability Report	� GOTOBUTTON _Toc432416381  � PAGEREF _Toc432416381 �9��

4.4.2	Server-driven Negotiation	� GOTOBUTTON _Toc432416382  � PAGEREF _Toc432416382 �10��

4.4.3	Client-driven Negotiation	� GOTOBUTTON _Toc432416383  � PAGEREF _Toc432416383 �10��

4.5	Other generic functions	� GOTOBUTTON _Toc432416384  � PAGEREF _Toc432416384 �10��

5	WAP MExE devices	� GOTOBUTTON _Toc432416385  � PAGEREF _Toc432416385 �10��

5.1	High level architecture	� GOTOBUTTON _Toc432416386  � PAGEREF _Toc432416386 �10��

5.2	Optionality	� GOTOBUTTON _Toc432416387  � PAGEREF _Toc432416387 �11��

5.3	Capability negtiation	� GOTOBUTTON _Toc432416388  � PAGEREF _Toc432416388 �11��

5.4	Content negotiation	� GOTOBUTTON _Toc432416389  � PAGEREF _Toc432416389 �12��

5.5	Call control	� GOTOBUTTON _Toc432416390  � PAGEREF _Toc432416390 �12��

5.6	Local phonebook	� GOTOBUTTON _Toc432416391  � PAGEREF _Toc432416391 �12��

5.7	Services	� GOTOBUTTON _Toc432416392  � PAGEREF _Toc432416392 �12��

5.7.1	User Interface	� GOTOBUTTON _Toc432416393  � PAGEREF _Toc432416393 �12��

5.7.2	Access Points	� GOTOBUTTON _Toc432416394  � PAGEREF _Toc432416394 �12��

5.7.3	Transferring	� GOTOBUTTON _Toc432416395  � PAGEREF _Toc432416395 �13��

6	Java MExE devices	� GOTOBUTTON _Toc432416396  � PAGEREF _Toc432416396 �13��

6.1	High level architecture	� GOTOBUTTON _Toc432416397  � PAGEREF _Toc432416397 �14��

6.2	High level functions	� GOTOBUTTON _Toc432416398  � PAGEREF _Toc432416398 �14��

6.2.1	Optionality	� GOTOBUTTON _Toc432416399  � PAGEREF _Toc432416399 �14��

6.2.2	Required and optional APIs	� GOTOBUTTON _Toc432416400  � PAGEREF _Toc432416400 �15��

6.2.3	Call control	� GOTOBUTTON _Toc432416401  � PAGEREF _Toc432416401 �15��

6.2.4	Local phonebook	� GOTOBUTTON _Toc432416402  � PAGEREF _Toc432416402 �16��

6.2.5	Message filtering	� GOTOBUTTON _Toc432416403  � PAGEREF _Toc432416403 �16��

6.2.6	Services	� GOTOBUTTON _Toc432416404  � PAGEREF _Toc432416404 �16��

6.2.7	Access points	� GOTOBUTTON _Toc432416405  � PAGEREF _Toc432416405 �16��

6.2.7.1	Transferring	� GOTOBUTTON _Toc432416406  � PAGEREF _Toc432416406 �17��

6.2.8	Execution	� GOTOBUTTON _Toc432416407  � PAGEREF _Toc432416407 �17��

6.2.9	Termination	� GOTOBUTTON _Toc432416408  � PAGEREF _Toc432416408 �18��

6.2.10	Removal	� GOTOBUTTON _Toc432416409  � PAGEREF _Toc432416409 �18��

7	Configuration	� GOTOBUTTON _Toc432416410  � PAGEREF _Toc432416410 �18��

8	Charging	� GOTOBUTTON _Toc432416411  � PAGEREF _Toc432416411 �19��

8.1	Generic charging support	� GOTOBUTTON _Toc432416412  � PAGEREF _Toc432416412 �19��

8.2	WAP charging support	� GOTOBUTTON _Toc432416413  � PAGEREF _Toc432416413 �19��

8.3	Java charging support	� GOTOBUTTON _Toc432416414  � PAGEREF _Toc432416414 �19��

9	Security	� GOTOBUTTON _Toc432416415  � PAGEREF _Toc432416415 �19��

9.1	 Generic security	� GOTOBUTTON _Toc432416416  � PAGEREF _Toc432416416 �19��

9.2	WAP security	� GOTOBUTTON _Toc432416417  � PAGEREF _Toc432416417 �21��

9.3	Java security	� GOTOBUTTON _Toc432416418  � PAGEREF _Toc432416418 �21��

History	� GOTOBUTTON _Toc432416419  � PAGEREF _Toc432416419 �22��

�

�Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available free of charge from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://www.etsi.fr/ipr or http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword

This draft ETSI Technical Specification has been produced by Special Mobile Group (SMG) of the European Telecommunications Standards Institute (ETSI).

In analogy with CCITT Recommendations I.130, the following three level structure is used to describe the telecommunications services as provided by European public telecommunications operators:

Stage 1	is an overall service description, from the service subscriber's and user's standpoint;

Stage 2	identifies the functional capabilities and information flows needed to support the service described in stage 1; and

Stage 3	defines the signalling system protocols and switching functions needed to implement the service described in stage 1.

This TS details the stage 2 aspects (functional description) for the support of a Mobile Station Application Execution Environment (MExE).

The contents of this TS are subject to continuing work within SMG and may change following formal SMG approval. Should SMG modify the contents of this TS it will then be re-released by ETSI with an identifying change of release date and an increase in version number as follows:

Version 1.x.y

where:

7	Presentet to SMG for information

y	the third digit is incremented when editorial only changes have been incorporated in the specification;

x	the second digit is incremented for all other types of changes, i.e. technical enhancements, corrections, updates, etc.

�1	Scope

This ETSI Technical Specification defines the stage two description of the Mobile Station Application Execution Environment (MExE). Stage 2 identifies the functional capabilities and information flows needed to support the service described in stage 1.

This TS includes information applicable to network operators, service providers and terminal, switch and database manufacturers.

This TS contains the core functions for a Mobile Station Application Execution Environment (MExE) which are sufficient to provide a complete service.

MExE uses a number of technologies to realise the requirements of the stage 1 description (GSM 02.57). This TS describes how the service requirements are realised with the selected technologies. The TS is devised into sections each covering the aspects relating to particular MExE technologies, it is intended that this specification will evolve along with the MExE technologies. A generic section of the specification covers areas of MExE common to all technologies.

2	References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non�specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

2.1	Normative references

[1]	GSM 01.04 (ETR 350): “Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms”.

[2]	GSM 02.57: "Digital cellular telecommunications system (Phase 2+);MExE Stage 1 Description"

[3]	Personal Java, this specification is available from Sun Microsystems’s website at http://java.sun.com/products/personaljava/index.html.

[4]	MNCRS WG 4 specifications are still under development. When completed, MNCRS WG 4 specifications will be available at http://www.mncrs.org/.

[5]	JTAPI 1.2, this specification, currently in the ECTF approval process, is available from Sun Microsystems’s website at http://www.java.sun.com.

[6]	Wireless Application Protocol (WAP), this specification is available from WAP‘s website at http://www.wapforum.org. 

 [7]	vCard – The Electronic Business Card Exchange Format – Version 2.1, The Internet Mail Consortium (IMC), September 1996, http:/www.imc.org/pdi/vcard-21.doc.

[8]	vCalendar – The Electronic Calendaring and Scheduling Exchange Format – Version 1.0, The Internet Mail Consortium (IMC), September 1996

[9]	Hypertext Transfer Protocol – HTTP/1.1, IETF document RFC2068

[10]	Java Mail API version 1.0.2, available from http://www. java.sun.com

3	Definitions and abbreviations

3.1	Definitions

For the purposes of this TS the following definitions apply:

phonebook: a phonebook is a dataset of personal or entity attributes. The simplest form is a set of name-number pairs as supported by the current GSM SIM

service: a service is … 

Further definitions specific to MExE are in GSM given in 02.57 (MExE stage 1)

3.2	Abbreviations

For the purposes of this TS the following abbreviations apply:



DCHP	Dynamic Host Configuration Protocol

JNDI	Java Naming Directory Interface

JTAPI	Java Telephony Application Programming Interface

JAR file	Java Archive File

API	Application Programming Interface

CGI	Common Gateway Interface

GSM	Global System for Mobile Communication

HTTP	HyperText Transfer Protocol 

IP	Internet Protocol

RFC	Request For Comments

SAP	Service Access Point

SMS	Short Message Service

TLS	Transport Layer Security

UDP	User Datagram Protocol

URL	Uniform Resource Locator 

USSD	Unstructured Supplementary Service Data

WAE	Wireless Application Environment

WAP	Wireless Application Protocol 

WSP	Wireless Session Protocol [WSP]

WTA	Wireless Telephony Applications

WTAI	Wireless Telephony Applications Interface

WTLS	Wireless Transport Layer Security

WTP	Wireless Transaction Protocol

WWW	World Wide Web



Further abbreviations are given in GSM 02.57 (MExE stage 2) and GSM 01.04 [1].

4	Generic MExE aspects

This section defines the common aspects of all MExE compliant devices, independent of MExE technology.

Considering the wide and diverse range of current and future technology and devices that (will) use wireless communication and provide services based thereon a one-size-fits-all approach is unrealistic. Instead this TS categorises devices by giving them different MExE classmarks.  In this specification twoMExE classmarks are defined:

MExE Classmark 1 - based on WAP (Wireless Application Protocol) [6] - requires only very limited input and output facilities (e.g. as simple as a 3 lines by 15 characters display and a numeric keypad) on the client side and is designed to provide quick and cheap information access even over narrow and slow data connections.

MExE Classmark 2 - based on Personal-Java [3] - provides and utilises a run-time system based on Personal Java [3]and  requires more processing, storage, display and network resources, but then allows for more powerful applications and more flexible MMIs.



Editors Note: Future, higher class-marks will require the availability of additional Java-packages, extended APIs,an/or support of other advanced features such as speech-recognition, video-I/O with online (de)-compression, minimal storage requirements, high-speed local communication, etc. but these are subject to future standardisation efforts.

Content negotiation allows for flexible choice of formats available from a server or adaptation of a service to the actual classmark of a specific client device. 

Editors note: The possibilities for making classmarks backwards compatible needs to be investigated.

Bi directional capability negotiation between the MExE Service Environment and MExE device - including MExE Classmark

4.1	MExE classmark 1 (WAP environment)

The WAP forum has proposed designs for both the transport protocols on the wireless leg of the end-to-end connection (based on the Wireless Datagram Protocol (WDP), the Wireless Transaction Protocol (WTP) and Wireless Transport Layer Security (WTLS)), as well as the client-side application environment, which revolves around a Wireless Markup Language (WML) browser supporting a Wireless Markup Language Script (WMLScript). 

Editor‘s note: detailed input to be provided by Hans Hansen.

4.2	MExE classmark 2 (Personal Java environment)

This classmark characterises Java enabled devices with telephony specific extensions. 

4.3	High level architecture

The following architectural model shows how a GSM network uses standardised transport mechanisms to transfer MExE services between the MS and the MExE service environment, or to support the interaction between two MSs executing a MExE service. 

The MExE service environment could, as shown consist of several service nodes each providing MExE services that can be transferred to the MS using standard Internet protocols. The MExE service environment may also include a proxy server to translate content defined in standard Internet protocols into their wireless optimised derivatives.

For the versatile support of MExE services, the network shall provide the MS with access to a range of GSM bearer services on the radio interface to support application control and transfer from the MExE service environment.

�EMBED Unknown���

Figure :



4.4	Capability and content negotiation

HTTP/1.1 content negotiation [6] shall be used to select the best representation of an entity when there are multiple representations available. The entity (e.g. a service, an image, etc) is located behind a URI. The application in the MExE device connects to the URI by using HTTP/1.1 or an HTTP/1.1. derived protocol (e.g. WSP/B). The client application reports its capabilities to the server. The best representation of an entity can be decided by the server (server-driven negotiation) or by the client application (agent-driven negotiation).

4.4.1	Client Capability Report

The client reports it's capabilities to the server by using appropriate HTTP request headers. The following capabilities can be reported: 

Client software (product): User-Agent header

MIME media types: Accept header

Character set: Accept-Charset header

Content encoding: Accept-Encoding header

Language: Accept-Language header

The formats for these headers are specified in [6].

Example:

The following HTTP request reports that the name of client software is "GSM-Phone" version "1.0". The comment indicates that it's a MExE Classmark 1 device and that the WTAI function library is supported. The client accepts both compiled WML and compiled WMLScript. It supports both English and Swedish as languages.

GET / HTTP/1.1

Host: www.company.com

User-Agent: GSM-Phone/1.0 ( MExE-1; WTAI v1)

Accept: application/x-wap.wmlc, application/x-wap.wmlscriptc

Accept-Language: en, sv

...



The basic format of the User-Agent: header is:  User-Agent: software-name/version. A comment can be attached enclosed in parentheses to give more specific information. For example, operating system, display size, supported software extensions, script libraries, etc. The format of the comment is, however, not specified in [6]. 

4.4.2	Server-driven Negotiation

In server-driven negotiation the server signals to the client that the response entity was selected from a set of available representation. To do this, the server attaches the Vary: response header in the response to the client. The Vary: header includes a list of request headers. For example:



HTTP/1.1 200 OK

Vary: User-Agent, Accept-Language

Content-type: text/html

Content-language: en

...



Indicates that the entity is available for multiple languages and user-agents. The selected entity is the English version.

4.4.3	Client-driven Negotiation

In client-driven negotiation the client selects the best representation after having received an initial response from the server. The response from the server is a 300 Multiple Choices response and contains a list of available representations. The selection of the available representations may be done automatically by the client application or by the (human) user from a menu.

4.5	Other generic functions

Means of identifying the user

Traceability of connections

Access local phonebook: read, write and locate entries stored in the ME or on the SIM



Editor‘s note: need to investigate traceability of supplementary service invocation

5	WAP MExE devices

Editor‘s note: more detailed input to be provided by Peter Stark.

Editor‘s note: more detailed input to be provided by Hans Hansen.

WAP MExE devices shall be based on the WAP specifications version 1.0.

The existing WAP specification covers security, creation and transfer of applets and content, access, and execution. 

5.1	High level architecture

The WAP architecture provides a scaleable and extensible environment for application development for mobile communication devices. This is achieved through a layered design of the entire protocol stack. Each of the layers of the architecture is accessible by the layers above, as well as by other service and applications

�

Figure �seq Figure \* Arabic �1�, WAP Protocol Stack



[TO BE MODIFIED !!]

Figure �seq Figure \* Arabic �2�, Wireless Application Environment (MExE Classmark 1)

The WAP architecture enables any number of services and applications to utilise the features of the WAP stack. External applications may access the session, transaction, security and transport layers directly.

5.2	Optionality

Mandatory and optional components of WAP are specified in the WAP specifications. Services and applications shall be able to determine the presence of optional parts of the functionality.



5.3	Capability negtiation

In order to discover the capabilities of the MExE device, the WAP protocols provide a mechanism to send a number of characteristics from the user agent to the origin server. These characteristics allow the origin server to avoid sending inappropriate content to the MExE device. They also provide the server and gateway with a means of customising the response for a particular service.

The origin server or WAP gateway may need or want to modify responses based on characteristics of the user agent.  For each WAP-defined media type included in the WSP/HTTP Accept header, the user agent should include a parameter, named uaprof, specifying the URI for a profile specifying the user agent characteristics. 

An example of an Accept header would be:



Accept:	application/x-wap.wmlc;uaprof=http://www.vendor.com/phone1,

application/x-wap.wmlscriptc;uaprof=http://www.vendor.com/phone1,

text/x-vcard, 

text/x-vcal



For WAP-defined media types, the uaprof parameter, combined with the WSP/HTTP Accept, Accept�Language and Accept-Charset headers, should completely describe all negotiable characteristics of the content.

The WSP protocol provides an additional bi-directional capability negotiation scheme as part of the WSP session creation. This mechanism allows the WAP proxy to negotiate a common set of WAP protocol features with the MExE MS.

5.4	Content negotiation



The WSP layer provides typed data transfer for the WAE layer (see reference [WSP]). The WSP/HTTP 1.1 content headers are used to perform content negotiation and define character set encoding and language settings.

5.5	Call control

WAP Telephony API (WTAI) is used to interface standard GSM Call Control functions, e.g. Setup Call, Multiparty etc. WTAI is exposed to content authors as a set of libraries and interfaces. 

Editor’s note: Need to define the mapping to JTAPI mobile.

5.6	Local phonebook

WAP Telephony API (WTAI) is used to access the information stored in the phonebook on the ME or the SIM.  Phonebook entries consist of name, number and identity.  Phonebook entries can be read, written, deleted, and searched for.

5.7	Services

WAP is a general purpose application based on World Wide Web (WWW) technologies and philosophies. Many services can be provided to both WAP clients and traditional WWW clients, from the same server. Services are created based on the same information space. The major difference is the user interface. The user interface of WAP services is realised by the Wireless Markup Language, WML [9], and has a menu tree oriented structure, instead of the traditional flat structure of HTML pages.

Typical WAP services provided to mobile phones may include (this list is not exhaustive):

·	News

·	Weather information

·	Package Tracking

·	Stocks�·	Telephony Services

·	Time Tables

·	Access to corporate databases 

·	Sports��5.7.1	User Interface

The user interface of WAP services is realised by the Wireless Markup Language, WML [9]. The script language, WMLScript [10], may be used to enhance the standard browsing and presentation facilities of WML with behavioural capabilities, and to access the device and its peripheral functionality. 

5.7.2	Access Points

Services may be hosted on standard HTTP servers and can be created with proven technologies; CGI, Java Servlets. URLs are used to address services.

The WAP network topology is shown below.

�EMBED Unknown���

Figure �seq Figure \* Arabic �3� WAP Network Topology.

Mobile phones access services by sending a request with a URI to the WAP gateway. The URI is used to identify the origin server on which the service is available. The request is sent from the mobile phone by the WAP protocols over one of the available bearer networks. The WAP Gateway is a WAP to HTTP/1.1 proxy that translates the WAP request into an HTTP/1.1 request (from binary form to text). The HTTP/1.1 request is passed on to the server identified by the URI. 

The HTTP server may have multiple access points to various databases and other services available in the infrastructure network. Once the request has been serviced a response is sent back to the WAP Gateway, which in turn translates it into a WAP response (from text to binary form) and sends it down to the mobile phone. 

Note that WAP does not specify anything "behind" the WAP Gateway. However it is assumed that the origin server is an HTTP/1.1 server, and that the WAP Gateway has access to the TCP/IP network on which the origin server is hosted. 

5.7.3	Transferring

The WAP protocol stack is layered on top of a datagram service. 

Services are transferred using the HTTP 1.1 methods provided by WSP. WSP provides HTTP/1.1 functionality and semantics with a compact over-the-air encoding. The transaction protocol (WTP) is used to guarantee reliable delivery of the datagrams. The datagram service is realised by UDP over IP, and WDP over SMS and USSD.

6	Java MExE devices

This Technical Specification defines the minimum components of Java that shall be used to realise a MExE compliant device. The TS also defines, at a functional level, areas not covered in existing Java specifications which are required by MExE. It is intended that Java specification groups will use this specification as a basis for adding MExE specific functionality to the relevant Java specifications.

This TS primarily defines the functions available to a Java-based MExE device such that services (in the form of Java classes) can control such a device in a standardised way.

Java MExE devices shall be based on the Personal Java specification, the device profiles defined by Mobile Network Computer Reference Specification (MNCRS) Working Group 4, and the Enterprise Computer Telephony Forum’s Java Telephony API Specification (JTAPI).

In addition to these existing standards, this TS covers directories, messaging, security, plus service installation, access, and execution. Many aspects of the MExE specification are optional. Services and applications shall be able to determine the presence of optional parts of the functionality.

6.1	High level architecture



�

Figure x: Basic Functional Architecture of Java MExE Device



Editor‘s Note: Figure in 7.1 replaced with the figure from tdoc 101, however unable to delete the  „Distributed“ API support as it was not possible to edit the figure.  Nokia are requested to supply a version of figure which may be edited) .

6.2	High level functions

6.2.1	Optionality

The use of Java encourages development of modular interfaces and minimal required functionality, while additional functionality is provided through optional packages.

Applications may wish to use optional packages that may or may not be present on any given MExE device.

the existence of APIs can be detected in Java via existing Java mechanisms. 

applets and applications can determine whether an interface is available using existing Java mechanisms. (by catching this exception when an object is created)

an applet that attempts to use a non-existent API without catching the above exception is terminated

6.2.2	Required and optional APIs

MEXE devices shall provide APIs specified in http://java.sun.com/products/personaljava/spec-1-1/pJavaSpec.html – PersonalJava 1.1.

The PersonalJava 1.1 specification identifies some JDK 1.1 APIs as optional. MExE-compliant devices shall provide these “PersonalJava 1.1-optional” JDK 1.1 APIs:

Editors note: Investigate possibility of  using Java check to establish if API list is complete..

Java.math – this API provides arbitrary-precision integer arithmetic, useful for security key calculation

Java.security – this API is required to allow applications to discover operations which are disallowed on a particular MEXE device

Editor’s note: MNCRS is investigating use of JDK 1.2 security with PersonalJava 1.1. A final MExE recommendation should take this into account (“for further study”) – an alternative would be to leave the relaisation of the security manager implementation dependent in the first release of MExE.

Java.rmi – provides support for client-server applications written to exploit the Remote Method Invocation mechanism

Editors note: should RMI be optional?

In addition to the PersonalJava 1.1 APIs listed above, MExE devices shall provide the following APIs:

JTAPI 1.2  Editors note: need to identify which components of JTAPI are required.

Messaging API – Java Mail API version 1.0.2 [10], available from http://www. java.sun.com

Directory API – Java Naming and Directory Interface (JNDI) version 1.1, available from http://java.sun.com/products/jndi/

Editors note: need to detemine which JNDI interface to support, possiblibility of using Personal JNDI if this avaiable

SmartCard API – OpenCard 1.0, available from http://www.opencard.org/index-docs.html.

The following APIs are for further study (in several cases, they are still under development):

Adaptability API

Data Link Control API

Power Management API

Other APIs are under development by relevant Java groups.

It must be noted that the Classmark 2 device may or may not have a pointing device. This is a challenge for the AWT implementation: it may need to emulate a pointing device, but must not alter the AWT API, and the emulation must be completely transparent to application programs.

6.2.3	Call control

MExE Call Control applications use the Java Telephony API (JTAPI) version 1.2. Specifically, MExE devices shall provide implementations of “JTAPI Core” and “JTAPI Call Control”. “JTAPI Core” includes the packages javax.telephony, javax.telephony.capabilities, and javax.telephony.events. 

“JTAPI Call Control” includes the packages javax.telephony.callcontrol, javax.telephony.callcontrol.capabilities, and javax.telephony.callcontrol.events.

Depending on permissions, a service may make and receive both voice and data calls, transfer and conference voice calls, and put voice calls on hold, retrieve a call on hold or clear a call.

Extensions to JTAPI 1.2 are required to support these GSM services:

Call bearer types (all GSM circuit switched data, fax, emergency)

Multi-party conferencing

Reporting call barring

Supplementary Services, SMS, USSD,UUS

Editor’s Note: These required extensions have been accepted as work items for JTAPI 2.0

GPRS is supported directly via IP. Applications shall use GPRS via the normal Java Sockets interface.

Editor’s Note: Clarification required on the Java Sockets for GPRS:



Editor’s Note: Support of the following GSM services requires future study:

CAMEL

VHE

UMTS

6.2.4	Local phonebook

The Phonebook is a dataset of personal or entity attributes. The minimum content is a set of name and number pairs as supported by the current GSM SIM. The vCard 2.1 specification allows for extensions in attribute types. A MExE device can have more than one phonebook database. It is not limited to the SIM, and could even have access to a phonebook on the ME or in a remote database. The user can control the location of the phonebook.

vCard 2.1 attributes are mandatory for the attribute types of the phonebook. 

6.2.5	Message filtering

an application or applet can include a message filtering class that may be passed specific messages.

the filter can then decide what to do with it: typical actions are to place the message in the message centre or to store the data in the file system for future use, forward the message, delete it etc.

"Filtering" means, for example, that an applet may be downloaded (remaining in memory) and receives an event whenever a new "smart" SMS arrives. It can then "consume" the SMS without presenting it to the user; this would enable programme-to-programme messaging using SMS as a bearer.

6.2.6	Services

applications, applets and content are packaged into Java Archive (JAR) files that include their name, code, icon, filters, and security certificates

6.2.7	Access points

an “access point” is a data call terminating Global Title or IP address which provides an Internet Service Provider (ISP) interface to the MS

the ISP must provide the Internet protocols: PPP, IP, TCP and UDP allowing existing application protocols (HTTP, DHCP, etc) and future protocols to be used

there can be more than one access point available to an MS and active at any one time

services are specific to one or more access points

6.2.7.1	Transferring

Editor‘s Note: Need proposal for making this a generic section with WAP

Editor‘s Note: require to identify support for downloading to a SIM card

Editor‘s Note: require to identify support for the envelopping of SIM data

Editor‘s Note: for WAP how are application‘s transferred ?



services may be transferred to the MS via the HTTP/TCP/IP protocols

it is permissible, but not required, to stop a service in order to transfer a new version of the service

services must be version-controlled, to allow identification of outdated versions of the service on the MS

HTTP transparent content negotiation facilities shall be used to accomplish version control

MExE service providers may identify “preferred” versions of services, and transfer the preferred version of a service when no specific version is requested, but shall transfer any supported version of a service when a specific version is requested

transfer of services is performed in a bearer-independent manner, so that any supported bearer can be used to transfer services

some bearers are very low-speed. MExE service providers may wish to provide pre-loaded services in order to avoid long transfer times, or to provide higher-bandwidth bearers in anticipation of service transfers. If the subscriber is willing to wait, however, any supported bearer shall successfully transfer services over the air interface upon request.

a physical connector may be provided to avoid long over-the-air service transfer times. Such a physical connector is optional and outside the scope of this standard. 

Content applications and applets transferred via means other than the radio interface shall be subject to the same security procedures as if transferred via the radio interface.

6.2.8	Execution

a service may execute on the MS

a service must be started by the user, either directly or via a time or event scheduling mechanism. 

depending on permissions, the service may have access to all or partial Personal Java, MNCRS, and JTAPI APIs. 

Editor‘s Note: Need to define framework for which APIs will be available.

depending on permissions, the service may have access to all or partial directory, message centre, and message filtering APIs. 

Editor’s Note: MNCRS is considering use of JDK 1.2 Security mechanisms to allow applications to check the permissions they have available on any given MexE device.

6.2.9	Termination

a service may terminate by itself, the service provider or may be terminated by the user. The user is in charge of the service, except when the service provider may appropriately control the service as part of user support or preventing operational impacts on the network.

6.2.10	Removal

a service may be removed from the MS by the user

7	Configuration

A transferred application or applet is automatically configured into the MS user interface using icons (if applicable) and service names contained in the JAR file

a user should be able to determine which services are operative

The following user interface profile parameters shall be available to applications and applets:

user preferred font & size

user preferred language 

user preferred default input mode. 

[Keypad Lock

Phone Settings

Call Options] – need to confirm with relation to security profile

Security

Configurable Internet Network Configuration Parameters shall include:

PAP/CHAP authentication parameters, e.g. PAP CHAP Script.

Configurable default Transmission Control Protocol (TCP) buffer size

Editor‘s Note: list is not exhaustive; need to review requirement for this

Dynamic Host Configuration Protocol (DHCP) may be used to determine these dynamic MS parameters:

subnet mask

 DNS server IP addresses

 default router

 domain name

 host name 

Other parameters may include:

Car Kit

Diagnostics

Memory Management (FFS usage)

Auxiliary devices

8	Charging

8.1	Generic charging support

8.2	WAP charging support

The WAP 1.0 protocol suite does not specify mechanisms for charging (e.g. charging records) or subscription management. WAP is bearer independent and is running as an application on top of the bearer network. However the WAP architecture suggests that appropriate charging information can be collected in the WAP Gateway; the point of convergence for all WAP traffic. 

The standard GSM charging records contain information sufficient to associate SMS and USSD messages with a subscriber, see GSM XX.XX. 

WAP support the concept of a session. A session is established between the mobile and the WAP Gateway. The duration of a session can be days, weeks or even months. The session can be associated with a particular subscription in the WAP Gateway. The WAP security protocol can be used for authentication of the subscriber.

8.3	Java charging support

Means of identifying users

Relating users to a subscription

Editor’s note – move to generic section

Editor’s note – the IETF way of doing this would be based on RADIUS, which allows IETF ROAMOPS-style inter-carrier roaming

9	Security

Editor‘s Note: input awaited from SMG10

9.1		Generic security

In order to manage the MExE and prevent attack from unfriendly sources or downloaded applications unintentionally damaging the MExE device a security system is required. This section defines the MExE security architecture.

The basis of MExE security is a framework of permissions which defines the permissions and privileges downloaded content, applets or applications have within the MExE. The MExE framework is defined in TS GSM 02.57 and is as follows (there is no implied hierarchy):

MExE Security Level 1 (used by the HPLMN operator);	

MExE Security Level 2 (system applications, applets and content);

MExE Security Level 3 (trusted applications, applets and content);

MExE Security Level 4 (untested applications, applets and content);

The following table specifies the privileges and permissions of each security level.

Table XX:

Permission / Privilege��MexE Security Level 1�MexE Security Level 2�MexE Security Level 3�MexE Security Level 4��Read file

Write file

Get file information

Delete file��Yes (but only in pre-specified directories)�Yes�Yes 

(but only in pre-specified directories.  Some directories possibly always excluded.)�Yes (but only in its own directory)

Eds note: some form of restriction required on space allocated to write for this class.��Load libraries / native code��No�Yes�No�No��Make or answer a  voice  or data call. Create or accept a network connection. Intercept incoming traffic.



(a network connection or call  may be via any bearer service avaiable).

��Yes �Yes�Yes, with user permission�No��Forward voice call�Yes�Yes�No�No��Manipulate (terminate, hold/ unhold) existing voice call�Yes�Yes�Yes

(with user notification)�No��Get phone book information�Yes�Yes�Yes�No��Modification of user dialed call

�Yes�Yes�Yes

(with user notification)�No��Add/delete/modify phonebook entry�Yes�Yes�Yes�No��Send SMS�Yes�Yes�Yes

(with user notification)�No��Add application or applet�Yes�Yes�Yes�No��Delete saved application or applet. With user notification.�Yes�Yes�Yes (but only  in pre-specified directory )�No��Get IMSI �Yes�No�No�No��Add/delete/replace certificate s for a given level.�Only Level 1 certificate can be used to add/ delete/

replace Level 1 certificate� Only Level 2 certificate can be used to add/ delete/ replace Level 1 certificate� Only Level 3 certificate can be used to add/ delete/ replace Level 1 certificate�No��Modify system settings

Ed – need to define (clock , network names…..)�Yes�Yes�No�No��Audio access (e.g. wake-up service)�Yes�Yes�Yes�No��HTTP Cache manipulation�Yes�Yes�Yes�No��Get IMEI�Yes�Yes�Yes�No��Location Information�Yes�No – ed distingish between OS and App�Yes�No��

In order to enforce the MExE security framework a certification mechanism is used. Content, applets or applications are downloaded to a MExE device in JAR files. These files are signed with a service provider’s key and the MExE device determines the MExE security level on the basis of this signature. The process is as follows:

The Service provider generates a pair of keys, private and public.

The private key is used to sign the JAR file.

The signed JAR file is downloaded to the MExE device.

The MExE device obtains the public key for the service provider from the certification authority and uses this to validate the JAR file.

The MExE device determines the MExE security level of the JAR file on the basis of the certification.

The distribution of MExE authentication keys is described in the figure below.

Editor’s note: [Discovery of the address of the certification authority by the MS is still work-in-progress in the IETF Secure DNS working group, but the current proposal (available as http://www.ietf.org/internet-drafts/draft-ietf-dnssec-certs-02.txt) shows how a domain name (associated with a certificate) can be generated from the certificate itself. When a domain name is known, a proposed CERT RR (resource record) is retrieved via DNS.]

�

Figure xx: Distribution of Keys

Each MExE MS must be configured with at least two trusted keys – keys for Level and Level 2 trusted applets. Keys for level 3 applets may be used as required by the user.

9.2	WAP security

The WTLS security model provides a flexible framework based on TLS, which is independent of the GSM security model. 

Editor’s note: Need to specify the interface with SIM based security under definition in WAP.

9.3	Java security

Editor‘s note: input to be provided by Avinash Palaniswamy.
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