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Foreword

This document contains the annex to GSM 03.20 defining the security related service and functions for the GSM Cordless Telephone System (CTS).

Introduction

Scope

This annex to the GSM 03.20 specifies the functions needed to provide the security related services and functions specified in � REF Ref_Services \* MERGEFORMAT �[2]�.

References

(1(	GSM 01.04 (ETR 100): “Abbreviations and Acronyms” .

[2]	GSM 02.56: “Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage 1”.

[3] 	GSM 02.09 (ptrETS 300 506) “European digital cellular telecommunications system(Phase 2)”; Security Aspects.

(4(	GSM 03.56: “Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS), Phase 1; CTS Architecture Description; Stage 2”.

(5(	GSM 03.03 (ETS 300 927): "Digital cellular telecommunications system (Phase 2+); Numbering, addressing and identification".

(6(	GSM 11.11: “Digital cellular telecommunications system (Phase 2+); Specification of the Subscriber Identity Module- Mobile Equipment (SIM-ME) interface”.

[7]	CCITT Recommendation T.50: "International Alphabet No. 5". (ISO 646: 1983, Information processing � ISO 7�bits coded characters set for information interchange).

(8(	GSM 03.20, : “Digital cellular telecommunications system (Phase 2+); Security related network functions;

Definitions and Abbreviations

Definitions

The following list gives definitions which are used in this document. For additional definitions related t CTS refer to the CTS stage 1 specification � REF Ref_Services \* MERGEFORMAT �[2]�.



CTS-IMSI: The CTS-IMSI is a CTS specific subscriber identity, which is different from the IMSI but related to the IMSI.



CTS Local security system: 	The term CTS local security system is used to describe all security aspects of a CTS-MS/CTS-FP pair.



CTS Service Node: 	The CTS-SN is the logical element of the CTS-System for administrative services, e.g. security, initialisation or download of operation data to the CTS-FP.



CTS-SIM: 	The CTS-SIM is a normal GSM Phase 2+ SIM according to � REF Ref_GSM_11_11 \* MERGEFORMAT �(6(� with additional data stored to allow GSM CTS operation.



CTS Supervising security system: 	The term CTS supervising security system is used to describe all security aspects of operation control of the local CTS from the GSM PLMN.



Local CTS: 	This term is used to describe all aspects of a CTS-MS/CTS-FP pair as seen from outside (from the GSM PLMN).



Operation data: 	This term is used as a place holder for any kind of data which is used to control CTS. The definition of this data, if it is not directly related to the CTS security aspects, is defined in other parts of the CTS specifications.



PLMN Operator: 	This term is used in this document for any operator performing supervising security tasks in the CTS e.g. control of the CTS subscription or control of the CTS frequency usage. It is not considered here if this is one and the same PLMN operator for all supervising security tasks. However the security functions introduced here shall not restrict the system to be controlled by one specific PLMN operator.

Abbreviations

The following list describes the abbreviations and acronyms used in this document. The GSM abbreviations explained in � REF Ref_GSM_0104 \* MERGEFORMAT �(1(� and in the CTS stage 1 specification � REF Ref_Services \* MERGEFORMAT �[2]� are not included below.



B1	CTS ciphering key generation algorithm

B2	CTS authentication key generation algorithm

B3	CTS authentication algorithm (calculating the signed response of the CTS-FP challenge CH1)

B4	CTS authentication algorithm (calculating the signed response of the CTS-MS challenge CH2)

CH1	CTS random Challenge value of the CTS-FP

CH2	CTS random Challenge value of the CTS-MS

CTS-IMSI	CTS International Subscriber Identity

CTS-ME	CTS-Mobile Equipment

CTS-SIM	CTS-Subscriber Identity Module

CTS-PIN	CTS-Personal Identification Number

CTS-TMSIx	CTS Temporary Mobile Subscriber Identity related to the xth CTS-MS initialised on a CTS-FP

FPAC	Fixed part authorisation code (derived from the CTS-PIN)

IFPEI	International Fixed Part Equipment Identity

Ka	CTS Authentication key (Ka = Kax or Ka = KINIT)

Kax	CTS authentication key related to the xth CTS-MS initialised on a CTS-FP

Kcx	CTS ciphering key related to the xth CTS-MS initialised on a CTS-FP

KINIT	Key derived from CTS-PIN, used for initial authentication

Ki*	CTS Master Authentication Key.

RIFP	CTS Random Initial value sent from the CTS-MS to the CTS-FP

RIMS	CTS Random Initial value sent from the CTS-FP to the CTS-MS

RK1	CTS Random value of the CTS-MS used for the generation of Kax

RK2	CTS Random value of the CTS-FP used for the generation of Kax

SRES1	CTS Signed RESponse of the CTS-FP’s CH1 and the Kax of the CTS-MS

SRES2	CTS Signed RESponse of the CTS-MS’s CH2 and the Kax of the CTS-FP

XSRES1	CTS Signed RESponse of the CTS-FP’s CH1 and the Kax of the CTS-FP (to be compared with SRES1)

XSRES2	CTS Signed RESponse of the CTS-MS’s CH2 and the Kax of the CTS-MS (to be compared with SRES2)

General

In � REF Ref_Services \* MERGEFORMAT �[2]� the CTS service is introduced and security service requirements are listed. Based on this, the CTS security system can be derived as a set of two subsystems, the CTS local security system and the CTS supervising security system.



The local security system deals with aspects of CTS-MS/CTS-FP pairs. It is related to security aspects of the CTS user. The different CTS local security services, functions and procedures that are listed in � REF Ref_Services \* MERGEFORMAT �[2]� are grouped as follows:

Subscriber identity confidentiality;

Identity authentication (including the subscriber identity - and the FP identity authentication);

Confidentiality of user and signalling information between CTS-MS and CTS-FP;

Initialisation of a CTS-MS and CTS-FP pair



The supervising security system deals with aspects of PLMN security. It is related to security aspects of the PLMN operator. The different CTS supervising security services, functions and procedures that are listed in � REF Ref_Services \* MERGEFORMAT �[2]� are grouped as follow:



Subscriber identity confidentiality

Identity authentication with the PLMN

Secure operation control

Subscription Control

Equipment checking (IMEI, IFPEI)



General comments on figures in this specification:

In the figures below, signalling exchanges are referred by functional names;

Signalling refers to exchange of information. This shall not imply any implementation of information elements and messages at this stage of the CTS specification.

Addressing fields are not given; all information relates to the signalling layer;

CTS local security system

In the following sub-clauses the functions and procedures related to the CTS local security are defined. The following system elements and interfaces according to � REF Ref_CTS_ARCH \* MERGEFORMAT �(4(� are involved:

The CTS-FP

The CTS-MS (consisting of the CTS-ME and the CTS-SIM)

The CTS radio interface between the CTS-MS and the CTS-FP

Subscriber identity confidentiality

The purpose of this function is to avoid the possibility of an intruder to identifying which subscriber is using a given resource on the CTS radio interface by listening to signalling exchanges or the user traffic. This allows both a high level of confidentiality for user data and signalling against the tracing of users. 

The provision of this function implies that the subscriber identity, or any information allowing a listener to derive the identity easily, should not normally be transmitted in clear text in any signalling message on the CTS radio interface. Consequently, to obtain the required level of protection, it is necessary that:

a protected identifying method is normally used instead of the subscriber identity on the CTS radio interface;

the subscriber identity is not normally used as addressing means on the CTS radio interface (see TS GSM 02.09, � REF Ref_GSM_0209 \* MERGEFORMAT �[3]�);

when the signalling procedures permit it; signalling information elements that convey information about the mobile subscriber identity must be ciphered for transmission on the CTS radio interface.

Identifying method

The means used to identify a mobile subscriber on the CTS radio interface consists of a CTS-TMSIx (CTS Temporary Mobile Subscriber Identity). This CTS-TMSIx is a local number, having a meaning only for a given CTS-MS/CTS-FP pair (x). The CTS-TMSIx must be accompanied by the IFPEI (International Fixed Part Equipment Identity) to avoid ambiguities. The guidance for defining the format of a CTS-TMSIx is the same as for the TMSI as specified in TS GSM 03.03, � REF Ref_GSM_03_03 \* MERGEFORMAT �(5(�.

The CTS-TMSIx is assigned by the CTS-FP to the CTS-MS at initialisation and is valid until updated by the CTS-FP. This CTS-TMSIx identifies a CTS-MS uniquely among all CTS-MSs initialised with one CTS-FP.

For every attachment to the CTS-FP the CTS-MS has to use its current CTS-TMSIx that relates to the specific CTS-FP.



The CTS-TMSIx is determined by the CTS-FP in an unpredictable way with the following restriction:

CTS-TMSIx’s assigned to different CTS-MSs registered at one CTS-FP shall not be equal.



The CTS-MS shall store its CTS-TMSIx in the CTS-SIM together with the IFPEI. The storage requirements are given in chapter � REF _Ref413121832 \n �6�.



The CTS-FP shall store the CTS-TMSIx in non-volatile memory, together with the IMEI of the CTS-MS. The IMEI is stored in order to allow tracking of mobile equipment as required in � REF Ref_Services \* MERGEFORMAT �[2]�. The storage requirements are given in Section E.� REF _Ref413124445 \n �6�.

Procedures

This section presents the procedures, or elements of procedures, pertaining to the management of the CTS-TMSIx.

CTS-TMSI assignment

This procedure is part of the initialisation procedure of a CTS-MS/CTS-FP pair (see chapter � REF _Ref413156026 \n �3.4.1�).



The CTS-FP generates randomly a CTS-TMSIx not equal to any of the existing CTS-TMSIs stored in the CTS-FP. The resulting CTS-TMSIx is sent encrypted to the initialising CTS-MS.

CTS-TMSI update

This procedure is part of several access procedures of a CTS-MS/CTS-FP pair.



The CTS-TMSIx shall be updated whenever the CTS-MS did sent it in clear text on the CTS radio interface (for identification).



The CTS-FP generates randomly a CTS-TMSIx not equal to any of the existing CTS-TMSIs stored in the CTS-FP. The resulting CTS-TMSIx is the new CTS-TMSI for the CTS-MS/CTS-FP pair and is sent encrypted to the accessing CTS-MS. The CTS-MS stores the new CTS-TMSIx on the CTS-SIM. After successful storage, it acknowledges the update of the CTS-TMSIx to the CTS-FP. Upon reception of the acknowledgement from the CTS-MS, the CTS-FP stores the new CTS-TMSIx and deletes the old CTS-TMSIx.



If the CTS-FP does not receive the acknowledgement of the CTS-TMSI update, thus it is uncertain whether the CTS-MS has received and stored the new CTS-TMSIx, it shall maintain the old CTS-TMSIx and the new CTS-TMSIx in order to be able to recover from unsuccessful CTS-TMSI update.



� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �1�: CTS-TMSI update procedure

CTS local identification

This procedure is part of several access procedures of a CTS-MS/CTS-FP pair.



The CTS-MS transmits the CTS-TMSIx to the CTS-FP in the initial message (here called “access request”) in order to give it’s identification.



The CTS-FP shall deny access, if a CTS-MS announces a CTS-TMSIx which is unknown at the CTS-FP. The CTS-MS shall be considered as not initialised at the CTS-FP. The reason, that the CTS-TMSI is unknown, is generally not a matter of security and not considered here.



� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �2�: CTS local identification procedure

Note that CTS-FP identification is a matter of the CTS-radio interface concept and not considered here. The assumption is, that the CTS-MS either has knowledge of the CTS-FP identity (IFPEI) prior to the identification or it receives the IFPEI as part of the messages described above.



Identity authentication

According to the definitions given in � REF Ref_Services \* MERGEFORMAT �[2]�, a mutual authentication is required, containing both, the authentication of the subscriber identity at the CTS-FP and the authentication of the CTS-FP identity (IFPEI) at the CTS-MS. 



The authentication procedure will also be used to set the ciphering key (see Section E.� REF _Ref413124566 \n �3.3�).

The mutual authentication procedure

A pre-condition of the procedure described below is, that both involved parties, the CTS-MS and the CTS-FP share the knowledge of the authentication key Ka.�The authentication procedure consists of the following exchange between the CTS-FP and the CTS-MS



The CTS-FP transmits an unpredictable number CH1 to the CTS-MS;

The CTS-MS transmits an unpredictable number CH2 to the CTS-FP;

The CTS-MS computes the response SRES1 from CH1 and the individual authentication key Ka using the algorithm B3;

The CTS-FP computes the expected response XSRES1 from CH1 and the individual authentication key Ka using the algorithm B3;

The CTS-MS transmits SRES1 to the CTS-FP.

The CTS-FP tests SRES1 for validity, i.e. it compares SRES1 and XSRES1.

The CTS-FP computes the response SRES2 from CH2 and the individual authentication key Ka using the algorithm B4;

The CTS-MS computes the expected response XSRES2 from CH2 and the individual authentication key Ka using the algorithm B4;

The CTS-FP transmits SRES2 to the CTS-MS.

The CTS-MS tests SRES2 for validity, i.e. it compares SRES2 and XSRES2.



During initialisation, Ka may be the temporary KINIT subscriber authentication key as described in chapter E � REF _Ref413124288 \n �3.4.1�. In the general case a CTS Subscriber Authentication key Kax will be used. 



Note that the order of transmission of information as mentioned above and as shown in the figure shall not imply any implementation. Protocols to exchange the information shall be implemented with respect to efficiency of calculation time and effective messaging.

� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �3�: General mutual authentication procedure.

Authentication failure

An authentication failure (from security point of view) occurs, if:

The CTS-MS and the CTS-FP have different Ka

The algorithm B3 or B4 are not implemented as specified (i.e. non type approved equipment)



In this case the side which has detected the failure shall indicate “authentication failure” to the other side and cancel the connection with the other side.

Authentication Key management.

Authentication key management consists of  two phases. The CTS Master Authentication Key Ki* is allocated with the CTS-IMSI during set-up of the subscription. This procedure pertains to the supervising security system (see section E � REF _Ref413126248 \n �4�). The Ki* is stored CTS-SIM as described in chapter � REF _Ref414273256 \n �6.1.4�.



The Ki* is neither used for authentication nor transmitted on any interface of the CTS except the CTS-SIM interface (to the CTS-ME or the CTS-FP).



Ki* is used to generate the authentication key Kax of the CTS-MS/CTS-FP pair. The generation of Kax is done during initialisation as described in chapter � REF _Ref413156026 \n �3.4.1�. As defined in � REF Ref_Services \* MERGEFORMAT �[2]�, keys of the CTS shall be controlled by the PLMN operator. In order to fulfil this requirement, all relevant information to reproduce Kax is transmitted to the PLMN operator as described in chapter � REF _Ref413156026 \n �3.4.1� and in chapter � REF _Ref413126248 \n �4�.

Confidentiality of user information and signalling between CTS-MS and CTS-FP

In � REF Ref_Services \* MERGEFORMAT �[2]� some signalling information is considered sensitive and must be protected.



The needs for a protected mode of transmission are fulfilled with an OSI layer 1 confidentiality function. The scheme described below assumes that the signalling information is transmitted on a dedicated channel.



Four points have to be specified:

the ciphering method

the key setting

the starting of the enciphering and deciphering algorithms:

the synchronisation

The ciphering method

The OSI layer 1 data flow (transmitted on a dedicated channel) is ciphered by a bit per bit or stream cipher; i.e.; the data flow on the CTS radio interface is obtained by the bit per bit binary addition of the user data flow and the ciphering bit stream generated by the algorithm A5/2 using a key determined as specified in Section E.� REF _Ref403103600 \n �7.1�. The key is denoted below by Kcx; and is called the CTS Ciphering Key. It is specific for one CTS-MS/CTS-FP pair.



Deciphering is performed by exactly the same method.



Algorithm A5/2 is one of the A5 algorithms specified in GSM 03.20, Annex C.

Key setting

Mutual key setting is the procedure that allows the CTS-MS and the CTS-FP to agree on the key Kcx to use in the ciphering and deciphering algorithm A5/2.



A key setting is triggered by the mutual authentication procedure.



Key setting must occur on a channel not yet encrypted and as soon as the CTS-TMSI is known by the CTS-FP.



Kcx is generated using CH1, the algorithm B1 and the CTS Authentication key Ka, as defined in Section E.� REF _Ref403103650 \n �7.1�. Kcx is stored in the CTS-ME and the CTS-FP as described in chapter � REF _Ref413121832 \n �6�.
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Figure � SEQ Figure \* ARABIC �4�: Cipher Key setting.

Starting of the ciphering and deciphering processes

The CTS-MS and the CTS-FP must co-ordinate the instants at which the enciphering and deciphering processes start. This procedure takes place under control of the CTS-FP some time after the completion of the authentication procedure. No information elements for which protection is needed must be sent before the ciphering and deciphering processes are operating.



The transition from clear text mode to ciphered mode proceeds as follows:

The CTS-FP starts deciphering and sends in clear text to the CTS-MS a specific message, here called “Start cipher”. After the message “Start cipher” has been correctly received by the CTS-MS, the CTS-MS will commence both the enciphering and deciphering. Finally, enciphering in the CTS-FP starts as soon a frame or a message from the CTS-MS has been correctly deciphered at the CTS-FP.



The starting of enciphering and deciphering processes is schematised in � REF _Ref403103685 \* MERGEFORMAT �Figure 5�.
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Figure � SEQ Figure \* ARABIC �5�: Starting of the enciphering and deciphering processes.

Synchronisation

The ciphering stream at one end and the deciphering stream at the other end must be synchronised, for the enciphering bit stream and the deciphering bit stream to coincide. The underlying synchronisation scheme is described in GSM 03.20, Annex C.



Structured procedures with CTS local security relevance

The following structured procedures are mainly related to the local security or at least involve CTS local security functions and procedures.

Initialisation of a CTS-MS and CTS-FP pair

According to � REF Ref_Services \* MERGEFORMAT �[2]� the CTS-MS/CTS-FP initialisation is the procedure, which generates an association between a certain CTS-MS and a certain CTS-FP, i.e. a CTS-MS/CTS-FP pair is established. The following CTS local security aspects are covered by the initialisation:



The initialisation includes a means of authorisation to use the CTS-FP, i.e. the CTS-PIN is essentially involved in the initialisation procedure.

The authentication key Kax is generated and distributed to the CTS-MS and the CTS-FP.

The CTS-TMSI is initially allocated and submitted from the CTS-FP to the CTS-MS

The IFPEI is transmitted from the CTS-FP to the CTS-MS.



Two mechanisms can be used to implement this transfer of data as described in the subsequent section .The initialisation may be conducted either via the CTS radio interface or, optionally, via the CTS-SIM introduced in the CTS-FP.

The option is located in at the CTS-FP which either contains a SIM interface (card reader) or not. The CTS-MS shall support both approaches.

Initialisation using the CTS Radio Interface

If the CTS radio interface is used to initialise a CTS-MS/CTS-FP pair, the following procedure is followed:

An initialisation state is triggered by user action at the CTS-MS;

The user enters the CTS-PIN at the CTS-MS. 

The CTS-MS derives the FPAC from the CTS-PIN. The FPAC also resides in the CTS-FP, thus the knowledge of the CTS-PIN gives authorisation to perform initialisation;

An initialisation state is triggered by user action at the CTS-FP;

An initial connection is established on the CTS radio interface;

The CTS-MS and the CTS-FP exchange random initial values (RIMS and RIFP);

The CTS-MS and the CTS-FP both calculate a mutual initial key KINIT = B2(CTS-PIN, RIMS, RIFP);

The CTS-MS and CTS-FP perform a mutual authentication according to chapter � REF _Ref415991461 \n �3.2.1� with Ka = KINIT;�Since KINIT is derived from the CTS-PIN, this mutual authentication proofs the authorisation of the user;

The CTS-MS and CTS-FP determine a ciphering key Kcx = B1(KINIT, CH1) and switch to ciphering mode according to the procedure described in chapter � REF _Ref413124566 \n �3.3�;

The CTS-FP transmits (encrypted) the random number RK2 to the CTS-MS;

The CTS-MS generates the authentication key Kax using the CTS master key Ki* and the random numbers RK1 and RK2 , Kax = B2(Ki*, RK1, RK2);

The CTS-MS transmits (encrypted) the Kax, the CTS-IMSI, the IMEI and RK1 to the CTS-FP;

In order to avoid double initialisation, the CTS-FP checks if the CTS-IMSI is already initialised;

The CTS-FP determines the CTS-TMSIx;

The CTS-FP transmits (encrypted) the IFPEI and CTS-TMSIx to the CTS-MS;

The CTS-MS stores the Kax, the CTS-TMSIx and the IFPEI on the CTS-SIM;

The CTS-FP stores the Kax, the CTS-IMSI, the IMEI CTS-TMSIx and the random values RK1 and RK2 in non volatile memory;

The initialisation is completed (possible non security related procedures)



Note that the IMEI and the RK1 and RK2 are stored in the CTS-FP for supervising security related purposes as described in chapter � REF _Ref413126248 \n �4�.



If a failure occurs during initialisation, intermediate values related to this initialisation shall not be kept and the initialisation is aborted.
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Figure � SEQ Figure \* ARABIC �6�: Initialisation using the CTS Radio Interface



Initialisation using the CTS-SIM in the CTS-FP

If the SIM is used to initialise, the following procedure is followed:

The CTS-SIM is inserted in the CTS-FP;

The user enters the PIN code of the CTS-SIM at the CTS-FP in order to enable the CTS-SIM;

The user enters the CTS-PIN at the CTS-FP.

The CTS-FP derives the FPAC from the CTS-PIN in order to compare it with the FPAC which resides in the CTS-FP, thus the knowledge of the CTS-PIN gives authorisation to perform initialisation;

The CTS-FP fetches the CTS master key Ki* from the CTS-SIM.�Ki* is only used for calculation but not stored in the CTS-FP;

In order to avoid double initialisation, the CTS-FP checks if the CTS-IMSI is already initialised;

The CTS-MS generates the authentication key Kax using the CTS master key Ki* and the random numbers RK1 and RK2 , Kax = B2(Ki*, RK1, RK2);

The CTS-FP determines the CTS-TMSIx;

The CTS-FP writes Kax, IFPEI and CTS-TMSIx to the CTS-SIM;

The CTS-FP stores the Kax, the CTS-IMSI, the IMEI CTS-TMSIx and the random values RK1 and RK2 in non volatile memory;

The SIM is moved from the CTS-FP to the CTS-MS



Note that the IMEI and the RK1 and RK2 are stored in the CTS-FP for supervising security related purposes as described in chapter � REF _Ref413126248 \n �4�.



After the initialisation (when switching on the CTS-MS), the CTS-MS/CTS-FP pair shall perform a registration procedure according to section � REF _Ref415993994 \n �3.4.2�.



If a failure occurs during initialisation, intermediate values related to this initialisation shall not be kept and the initialisation is aborted.
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Figure � SEQ Figure \* ARABIC �7�: Initialisation using the CTS-SIM in the CTS-FP

Access procedures

Once the CTS-MS and the CTS-FP are initialised, the CTS-MS may access the CTS-FP for user communication on the fixed network or for local CTS related procedures. The access procedures shall generally involve the following sub-procedures:

Identification as described in chapter � REF _Ref415998894 \n �3.1.2.3�;

Mutual authentication in order to authenticate the identities on the CTS radio interface as described in chapter � REF _Ref416622852 \n �3.2.1�;

Computation of a new Kcx and starting to cipher the link on the CTS radio interface as described in chapter � REF _Ref413124566 \n �3.3�;

Update of the CTS-TMSI because it has been used in clear text for identification, as described in chapter � REF _Ref416623225 \n �3.1.2.2�;
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Figure � SEQ Figure \* ARABIC �8�: The general access procedure

Authentication and start of ciphered connection shall usually be performed before any sensitive signalling data or user data is transmitted on the CTS radio interface. In the following sub-sections, some specific access procedures are described with respect the CTS local security.

Registration

The registration procedure is used to attach a CTS-MS to a CTS-FP. A pre-condition is, that the CTS-MS is initialised with the CTS-FP.

The registration procedure shall be performed whenever the CTS-MS is switched on within the range of a CTS-FP or when it comes into the range of the CTS-FP.

The registration procedure shall include all sub-procedures of the general access procedure as described above.

Additionally the IMEI of the CTS-MS shall be transmitted to the CTS-FP at registration, in order to support the tracking or IMEI as described in section � REF _Ref416754090 \n �4.5�.

CM procedures

The establishment of a user connection, e.g. a call on the fixed network, generally shall include all sub-procedures of the general access procedure.

However in some cases the mutual authentication may be dropped and the old Kcx is used to cipher the link on the CTS radio interface. The reason for this is, that in some cases the time needed to perform the mutual authentication may be not acceptable. As the use of the existing Kcx itself offers a kind of authentication it may be acceptable to drop mutual authentication is such cases.

CTS local security data update

The CTS local security data update procedure is performed in order to determine a new temporary identity CTS-TMSI and a new cipher key Kcx. This procedure may be a part of a non security related procedure or it is used for the main purpose of local security data update i.e. to update this security related data from time to time.

The CTS local security data update contains all sub-procedures of the general access procedure. It is initiated by the CTS-FP.

De-Initialisation of a CTS-MS

According to � REF Ref_Services \* MERGEFORMAT �[2]� the de-initialisation of a CTS-MS is the procedure, which cancels the association between a certain CTS-MS and a certain CTS-FP. The following CTS local security aspect is covered by the de-initialisation of a CTS-MS:

The de initialisation includes a means of authorisation to use the CTS-FP, i.e. the CTS-PIN is essentially involved in the de-initialisation procedure.



The de-.initialisation may be conducted either via the CTS radio interface or, optionally directly at the CTS-FP (provided that the CTS-FP offers a user interface such as a key pad and a display).

De-Initialisation of a CTS-MS using the CTS radio interface

If the CTS radio interface is used to de-initialise a CTS-MS, the following procedure is followed:

The user enters a specific de- initialisation menu or command at the CTS-MS

The user enters the CTS-PIN at the CTS-MS. 

The CTS-MS derives the FPAC from the CTS-PIN.

The general access procedure is performed as described in chapter � REF _Ref416626194 \n �3.4.2�;

The FPAC is sent on the (ciphered) CTS radio interface to the CTS-FP;

The CTS-FP compares the received FPAC with the one which resides in the CTS-FP, thus the knowledge of the CTS-PIN gives authorisation to perform de-initialisation;

The CTS-FP sends a list of all initialised CTS-MSs to the CTS-MS;

The list is displayed at the CTS-MS and the user selects one (or several) CTS-MS(s) for de-initialisation;

The list of CTS-MS(s) which are selected for de-initialisation, is sent to the CTS-FP;

Data related to the de- initialised CTS-MSs, i.e. the Kax, the CTS-IMSI, the CTS-TMSI,

the IMEI, RK1 and RK2, is deleted in the CTS-FP;

The de-initialisation is completed (possible non security related procedures)
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Figure � SEQ Figure \* ARABIC �9�: De-initialisation using the CTS Radio Interface

De-Initialisation of a CTS-MS conducted from the CTS-FP

If the de-initialisation is conducted from the CTS-FP, the following procedure is followed:

The user enters a specific de- initialisation menu or command at the CTS-FP

The user enters the CTS-PIN at the CTS-FP. 

The CTS-FP derives the FPAC from the CTS-PIN.

The CTS-FP compares the derived FPAC with the one which resides in the CTS-FP, thus the knowledge of the CTS-PIN gives authorisation to perform de-initialisation;

The CTS-FP displays a list of all initialised CTS-MSs.

The user selects one (or several) CTS-MSs for de-initialisation;

Data related to the de- initialised CTS-MS(s), i.e. the Kax, the CTS-IMSI, the CTS-TMSI, the IMEI, RK1 and RK2, is deleted in the CTS-FP;

The de-initialisation is completed (possible non security related procedures)
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Figure � SEQ Figure \* ARABIC �10�: De-initialisation conducted from the CTS-FP



CTS supervising security system

In the following sub-clauses the functions and procedures related to the CTS supervising security are defined. The following system elements and interfaces according to � REF Ref_CTS_ARCH \* MERGEFORMAT �(4(� are involved:

The CTS-FP

The CTS-MS (consisting of the CTS-ME and the CTS-SIM)

The CTS-SN

The CTS radio interface between the CTS-MS and the CTS-FP

The CTS fixed network interface

The GSM radio interface

Operation data and operation data protection

This sub-clause describes the mechanisms to be used by the PLMN operator to set and modify the operation data to be used in a CTS-MS/CTS-FP environment.

Structure of operation data

Operation data is sent as structured information elements which may consists of:



Short commands, e.g., service requests, identification, shutdown FP, delete subscription data, prolongation of subscription timers

Download of data and parameters, e.g., radio parameters, timer settings, CTS-SN directory number;

Initialisation data and parameters;

Key management data;

Protection class of data: unprotected vs. protected.



Protected operation data will be referred to as tokens.

Operation data protection

Tokens carry data that is protected by a signature. The signature can only be issued by the SSSA of the CTS-SN or the KCA. A token will be accepted by a CTS-FP only when the signature is valid. The CTS-FP has the public key (s) of the SSSA and the KCA.

Tokens can be divided into dedicated CTS-FP tokens and broadcast tokens that are not CTS-FP specific. Tokens carry a SSSA time stamp to avoid reuse of previously issued tokens at one CTS-FP.

Note that data integrity protection is only needed for the communication on the application level as described in chapter � REF _Ref416173857 \n �4.4�.

The CTS-MS may operate as a relay for tokens when these are sent via the GSM radio interface,

Key management

The following parties are involved in the Key management:



Key Certifying Authority (KCA):�The KCA generates a public and secrete key pair and stores securely the secret key KCSK. The KCA gives the public key KCPK to the manufacturers of CTS equipment

CTS Supervising Security Systems Administration core (SSSA):�The SSSA generates a public and secret key pair and stores the private key securely. The public key Pk is given to the KCA which certifies the Pk and returns it to the SSSA. The Pk is certified by the KCA by signing it with the KCA private keys. The resulting CPK is issued to the CTS-FP during initialisation. The CTS-FP accepts the SSSA’s Pk only, if all m signatures are correct.�Similarly the SSSA can change the Pk if needed.
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Figure � SEQ Figure \* ARABIC �11�: The key management for the operation data protection

CTS subscriber identity confidentiality

A CTS specific identity is assigned to a subscriber of the CTS service. This CTS-IMSI is similar but not equal to the IMSI. However there is a fixed relation between the CTS-IMSI and the IMSI.

The purpose of the CTS-IMSI is the unique identification of a CTS subscriber at communication with the CTS-SN.

The guidance for defining the format of a CTS-IMSI is the same as for the IMSI as specified in TS GSM 03.03, � REF Ref_GSM_03_03 \* MERGEFORMAT �(5(�.

Identity authentication with the PLMN

According to the definitions given in � REF Ref_Services \* MERGEFORMAT �[2]�, the procedure of authentication of the SIM according to the requirements of subscriber authentication defined on GSM 02.09 � REF Ref_GSM_0209 \* MERGEFORMAT �[3]� is required for the CTS initialisation.

It may also be part of other CTS specific procedures.

Two communication paths are defined from the local CTS to the CTS-SN or, more general, to the PLMN.

Via the CTS fixed network interface

Via GSM Radio Interface

Authentication via the GSM radio interface

In case of using the GSM Radio Interface for communication, means of authentication are defined by the GSM standard and is not specific for the CTS.

Authentication via the CTS fixed network interface

A pre-condition of the procedure described below is, that the subscriber identity has been sent to the CTS-SN as described in section � REF _Ref416658856 \n �4.2�.

The authentication via the fixed network procedure consists of the following exchange between the local CTS and the CTS-SN:

The CTS-SN, acting as a VLR, has sent a security related information request to the AuC and has received an authentication vector (SRES (1,…, n), RAND (1,…,n)) according to the general authentication procedure described in GSM 03.20 � REF Ref_0320 \* MERGEFORMAT �(8(�.

The CTS-SN the CTS-SN transmits a RANDx, 1 ( x ( n, to the CTS-MS via the CTS-FP.

The CTS-MS performs an authentication using Ki and A3 according to the authentication procedure described in GSM 03.20 � REF Ref_0320 \* MERGEFORMAT �(8(�.

The CTS-MS computes the signature of RANDx, say SRESRANDx, using algorithm A3 and Ki according to the authentication procedure described in GSM 03.20 � REF Ref_0320 \* MERGEFORMAT �(8(�.

The CTS-MS transmits the signature SRESRANDx via the CTS-FP to the CTS-SN.

The CTS-SN tests SRESRANDx for validity.
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Figure � SEQ Figure \* ARABIC �12�: Authentication via the CTS fixed network interface.

Note that the transmission of information as mentioned above and as shown in the figure above shall not imply any implementation. Protocols to exchange the information shall be implemented with respect to efficiency of calculation time and effective messaging.

Secure operation control

According to GSM 03.56 � REF Ref_CTS_ARCH \* MERGEFORMAT �(4(�, signalling for operation control of the local CTS may take place on different signalling planes:

On the CTS fixed network interface using a CTS-SN application signalling

On the GSM Radio Interface using a CTS-SN application signalling

On the GSM Radio Interface using the GSM layer 3 signalling



The means of operation control of the local CTS for these three signalling planes is described in the subsequent chapters.

GSM layer 3 signalling

CTS may use specific extensions of existing means of GSM layer 3 signalling, e.g.:

CTS specific broadcast messages.

CTS specific information carried in a layer 3 message access of the CTS-MS to the PLMN.



GSM layer 3 signalling may be initialised either on request of the local CTS or as indication from the PLMN to the local CTS(s).



If communication between the CTS-FP and the GSM PLMN is required, the CTS-MS acts as a relay, i.e. it stores the information and forwards to the CTS-FP respective the GSM PLMN. The CTS-MS may be registered at a CTS-FP or it may carry this kind of information from an area with coverage of the GSM PLMN to the CTS-FP.



Provided, that this is a transparent mechanism, thus not easily accessible for any intruder, special data protection is not required.

CTS application signalling via the Fixed Network

CTS may use a specific application protocol on the fixed network interface for operation control purposes. Communication via the fixed network interface may include authentication of the subscriber identity as described in chapter � REF _Ref414940797 \n �4.3.1�.



Due to the fact, that a false CTS-SN can easily be set up, protection of operation data as described in chapter � REF _Ref414940936 \n �4.1.2�, is required.



Operation control via the CTS fixed network interface is generally initiated by the local CTS, i.e. the CTS-FP, triggered by time or event control.

An initiation from the PLMN side, that is to say from the CTS-SN to the CTS-FP, is generally not applicable due to missing means of addressing a specific terminal, i.e. the CTS-FP in the fixed network (PSTN case).

However, this shall not exclude that the CTS-SN initiate operation control, if certain network configurations allow this feature.

CTS application signalling via the PLMN

CTS may use a specific application protocol on the GSM radio interface for operation control purposes. Communication via the GSM radio interface includes authentication of the subscriber identity as described in section � REF _Ref416180521 \n �4.3.1�.



The application protocol in this case uses appropriate point to point or point to multi point protocol means of the PLMN, to transport application information.



If these means can easily be accessed by third parties, thus a false CTS-SN can easily be set up, protection of operation data as described in chapter � REF _Ref414940936 \n �4.1.2�, is required.



Operation control via the GSM radio interface may either be initiated by the local CTS, i.e. the CTS-FP, triggered by time or event control or by the PLMN, provided that the CTS-MS is in coverage of the GSM PLMN.



If communication between the CTS-FP and the GSM PLMN is required, the CTS-MS acts as a relay, i.e. it stores the information and forwards to the CTS-FP respective the GSM PLMN. The CTS-MS may be registered at a CTS-FP or it may carry this kind of information from an area with coverage of the GSM PLMN to the CTS-FP.

CTS operation control procedures

The general mechanism behind operation control of the CTS is time/event control due to the fact that

The local CTS may be located out of coverage of the PLMN, thus being not reachable via the GSM radio interface.

The CTS-MS may be in a cordless only mode when registered with the CTS-FP, thus must be forced to listen to or register with the PLMN.

A PLMN initiated contact with the local CTS via the fixed network may not possible as described in chapter � REF _Ref414949301 \n �4.4.2�.



However the PLMN may successfully initiate operation control procedures via the GSM radio interface when:

CTS-MS is in parallel operation mode (see GSM 02.56 � REF Ref_Services \* MERGEFORMAT �[2]�) registered with both, the PLMN and a CTS-FP.

The CTS-MS is in GSM only mode (see GSM 02.56 � REF Ref_Services \* MERGEFORMAT �[2]�) registered with the PLMN.

The fixed network offers secure means to address a CTS-FP from the CTS-SN via the fixed network.



The principle of the time/event controlled mechanism is, that any operation data as described in chapter � REF _Ref414950481 \n �4.1� has a limited validity period. The duration of this period, i.e. a timer, is controlled by the PLMN operator.

The operation data is related to one CTS-subscriber, i.e. CTS-MS, which is initialised with a CTS-FP.



If the validity period expires without an update of the operation data, appropriate actions are initiated as described in chapter � REF _Ref414950747 \n �4.4.4.2� below.

Initialisation

From the CTS supervising security point of view the following requirements have to be fulfilled:

According to the definitions given in the CTS stage 1 service description, initialisation shall include authentication of the subscriber according to the requirements given in GSM 02.09 � REF Ref_GSM_0209 \* MERGEFORMAT �[3]�.

The local CTS shall receive operation data

The CTS shall operate in accordance with the settings of this operation data.



The principal of supervising is here, that the local CTS shall receive at initialisation a valid token. If no valid token is received at the CTS-FP, the initialisation procedure shall be considered as unsuccessful.



Three supervising security methods are defined for the initialisation. They are described in the subsequent chapters.

	Initialisation conducted via the CTS fixed network interface

If indicated by the CTS subscription information (on the SIM), the supervising part of the initialisation is conducted via the CTS fixed network interface.

In this case the CTS-SN fixed network directory number has been provided to the CTS local system during the local part of the initialisation procedure, i.e. transmitted from the SIM to the CTS-FP (see chapter � REF _Ref413156026 \n �3.4.1�).



In this case, after the local part of the initialisation procedure is finished:

The CTS-IMSI the IFPE and the random numbers RK1 and RK2 are transmitted from the CTS-FP to the CTS-SN;�RK1 and RK2 may be used in order to generate the Kax.

The authentication with the PLMN is performed according to chapter � REF _Ref414952621 \n �4.3.1�

After successful authentication the CTS-SN transmits a token for initialisation to the CTS-FP.

The CTS-FP checks the validity of the token as described in chapter � REF _Ref414952963 \n �4.1.2�;

The CTS-FP indicates successful initialisation to the CTS-MS;

The initialisation is finished;



Note that it is not considered here how the connection to the CTS-SN on the fixed network is established and at which time it is released.
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Figure � SEQ Figure \* ARABIC �13�: CTS supervising security: initialisation via the CTS fixed network interface.

Initialisation using the GSM radio interface

If indicated by the CTS subscription information (on the SIM), the supervising part of the initialisation may be performed by involving the GSM radio interface.



In this case: 

After receiving the CTS subscription the CTS-MS shall register in the GSM network

The CTS-MS receives a token for initialisation.

The token is stored in the CTS-MS according to the rules described in chapter � REF _Ref414964073 \n �4.1.2�.



NOTE: The token is received by a dedicated access to the GSM network, thus authentication of the subscriber identity in the PLMN is involved.



The CTS-MS is carried into the range of the CTS-FP

The local part of the initialisation is done

The token is transmitted from the CTS-MS to the CTS-FP

After finishing the local part of the initialisation, the CTS-FP checks if the token is valid.



� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �14�: CTS supervising security: initialisation using the GSM radio interface.



Initialisation using the SIM

If indicated by the CTS subscription information (on the SIM), the supervising part of the initialisation may be performed by involving the SIM.



In this case, at the set up of the CTS subscription an initialisation token is stored on the SIM which is downloaded during the local security part of the initialisation.
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Figure � SEQ Figure \* ARABIC �15�: CTS supervising security: initialisation using SIM.



Initialisation using the SIM to storage of a token for initialisation is an alternative to the method using the GSM radio interface to download the token to the CTS-MS. This method guarantees, that a token is available at initialisation in any case.

Update of operation data

As described above, update of operation data is required due to the fact, that the validity of the operation data is limited by an operator controlled timer.

Update of operation data may be done either via the fixed network interface or via the GSM radio interface. The procedure of updating operation data may include the authentication of the SIM if required by the PLMN operator.



In order to ensure on the one hand secure operation of the CTS and on the other hand an acceptable transparency of the operation control for the user, the following rules for time control shall apply:

The operation data has a validity period which is the value of a timer Tval.

The timer is started when the operation data is stored in the CTS-FP

If Tval expires, without update of Tval, the CTS-MS is de-initialised from the CTS-FP and the user has to start an initialisation again.

In order to avoid this scenario two additional timers are defined:�- If Tval1 expires, the CTS-FP is triggered to receive new operation data�- If Tval2 expires the CTS-FP still allows registration of the CTS-MS but no service is granted (no call possible)�   Registration is allowed until Tval expires, in order to be able to update operation data.



The above mentioned usage of timers is explained in the figure below.
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Figure � SEQ Figure \* ARABIC �16�: CTS Usage of times for operation data update control

As this timer is an essential part of the CTS operation control, it shall be securely situated within the CTS-FP, i.e. it shall not be possible to reset the time except by valid operations described in this section. The security requirements on the timer values and the timer itself are described in section � REF _Ref413121832 \n �6�.

Update of operation data via the CTS-fixed network interface

Update of operation data via the CTS fixed network interface uses the means described in chapter � REF _Ref415028069 \n �4.4.3�. The following timing rules apply to this method:

If Tval1 expires, the CTS-FP starts communication with the CTS-SN via the fixed network interface in order to receive a token containing an updated set of operation data.

If the related CTS-MS is not registered, the CTS-FP waits until registration occurs.

If Tval2 expires, the CTS-FP may contact the CTS-SN anyway. In this case authentication with the PLMN as defined in chapter � REF _Ref415028516 \n �4.3.1� is not possible, however the CTS-SN may sent an updated token without authentication of the PLMN (e.g. containing a “subscription cancelled command” as described in chapter � REF _Ref415028603 \n �4.4.4.3�.)

If Tval expires, the initialisation of the related CTS-MS is deleted.



Update of operation data on the fixed network interface requires the following actions:

An event/timer in the CTS-FP triggers the update or (if possible) the CTS-SN sends an indication to the CTS-FP.

The CTS-FP transmits the CTS-IMSI and the IFPE to the CTS-SN

The CTS-SN checks if the CTS-IMSI is known.

The CTS-SN requests authentication of the subscriber as described in chapter � REF _Ref415029456 \n �4.3.1�

The CTS-SN transmits a token, containing operation data to the CTS-FP.

The CTS-FP checks the validity of the token as described in chapter � REF _Ref414952963 \n �4.1.2�

The update of the operation data is finished and the connection on the CTS radio interface is released.
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Figure � SEQ Figure \* ARABIC �17�: Update of operation data via the CTS fixed network interface.



Update of operation data via the GSM radio interface

Update of operation data via the GSM radio interface uses the means described in chapter � REF _Ref415029897 \n �4.4.1� and � REF _Ref415029923 \n �4.4.3�. The following timing rules apply to this method:

The PLMN operator may issue at any time during Tval a new operation data towards the CTS-MS (e.g. when the CTS-MS is in GSM operation mode).

If Tval1 expires, the CTS-FP sends a request to the CTS-MS, provided that it is registered at the CTS-FP. The intention of the request is, to force CTS-MS to register with the GSM network in order to receive a new token. containing and updated set of operation data.

If the related CTS-MS is not registered, the CTS-FP waits until registration occurs.

If Tval2 expires, the CTS-FP allows only registration in order to receive a new token.

If Tval expires, the initialisation of the related CTS-MS is deleted.



The CTS-MS is already registered with the CTS-FP or it is carried into the range of the CTS-FP for registration

The CTS-MS establishes a connection on the CTS radio interface and sends the token to the CTS-FP

The CTS-FP checks if the token is valid.

The update of operation data is finished and the connection on the CTS radio interface is released.
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Figure � SEQ Figure \* ARABIC �18�: Update of operation data via the GSM radio interface.

CTS Subscription Control

CTS Subscription control can be seen as a special case of operation control. It may be handled in the following ways:

If CTS subscription has been cancelled, the PLMN operator does not give a valid token to the CTS subscriber any more, i.e. the operation data expires and the existing initialisation of the CTS-MS will be deleted by time control

The PLMN operator may transmit a specific “subscription deleted” command by means of operation data update as described above.

De-activation of a CTS-FP

De-activation of a CTS-FP can be seen as a special case of operation control. It may be handled in the following way.

If all initialised CTS-MSs at the CTS-FP have been deleted, the CTS-FP is de-activated self controlled.

The PLMN operator may transmit a specific “de-activation” command by means of operation data update as described above.

Equipment checking

Equipment checking can be seen as part of the operation data update procedures:



If operation data update (end initialisation) is done via the CTS fixed network interface, the IFPEI shall be transmitted to the CTS-SN as part of the procedure.

The operation data update may also include the transmission IMEI of the related CTS-MS.



If operation data update is done via the GSM radio interface, the CTS-MS may report the IFPEIs of all CTS-FP’s it is initialised with.



Other CTS security features

In � REF Ref_Services \* MERGEFORMAT �[2]� the requirements of a series of additional security services and functions for the CTS are defined. They should provide, amongst others, protection against misuse of equipment



This section describes the CTS security features that concern:



secure storage of sensitive data in CTS-MS;

secure storage of sensitive data in CTS-FP;

CTS-FP de-activation;

CTS-FP reprogramming protection;



Sensitive data is defined in chapter � REF _Ref413121832 \n �6�.

Secure storage of sensitive data and software in the CTS-MS

Inside CTS-ME

The storage of the IMEI should be according the requirements described in � REF Ref_GSM_0209 \* MERGEFORMAT �[3]�. Secure storage of sensitive data inside non-volatile memory of the CTS-ME should follow the directives in � REF Ref_Services \* MERGEFORMAT �[2]� 

Secure storage of sensitive data and software in CTS-FP

The IFPEI is stored according to the same requirements for storage of the IMEI as described in � REF Ref_GSM_0209 \* MERGEFORMAT �[3]�. Other sensitive data shall be stored securely.



The timer for operation control Tval is stored according to t.b.d.!!!!!!

CTS-FP reprogramming protection

Reprogramming shall only be possible by the manufacturer of the CTS-FP and authorised services. The specification of the method is up to the manufacturer.



(normative annex): Security information to be stored in the entities of the CTS.

This annex gives an overview of the security related information and the places where this information is stored in the CTS.



The entities of the CTS where security information is stored are:



home location register;

CTS service node

CTS fixed part

CTS mobile station

Entities and security information

CTS Service Node (CTS-SN)

The CTS-SN stores permanently:

The initial key generation algorithm B2;

The CTS master key Ki*

The CTS-IMSI



The CTS-SN receives and stores (possibly after processing):

The CTS authentication key Kax (indirectly by receiving RK1 and RK2 and calculation Kax);

The mobile equipment identity IMEI;

The IFPEI



CTS Fixed Part (CTS-FP)

The CTS-FP stores permanently:

The authentication algorithms B3 and B4;

The ciphering key generating algorithm B1;

The initial key generation algorithm B2;

The FPAC.



The CTS-FP generates and stores:

The CTS authentication key Kax;

The CTS-TMSIx;

The ciphering key Kcx.

The random number RK2 used for the generation of Kax



The CTS-FP receives and stores (possibly after processing):

The mobile equipment identity IMEI;

The CTS-IMSI;

The random number RK1 used for the generation of Kax

CTS Mobile Equipment (CTS-ME)

The CTS-ME stores permanently in addition to the items mentioned in GSM 03.20, B.2.4:

The ciphering key generating algorithm B1;

The initial key generation algorithm B2;

The authentication algorithms B3 and B4;



The CTS-ME generates and stores in addition to the items mentioned in GSM 03.20, B.2.4:

the ciphering key Kcx.



The CTS-MS receives and stores (possibly after processing):

t.b.d (for supervising security)

CTS-SIM

The CTS-SIM stores permanently for CTS purpose:

The CTS master key Ki*

The CTS-IMSI



The access conditions (see � REF Ref_GSM_11_11 \* MERGEFORMAT �(6(�) for the Ki* and the CTS-IMSI are:

READ:	CHV1

UPDATE		ADM

INVALIDATE:		ADM

REHABILITATE:	ADM



The CTS-SIM stores for each CTS-MS/CTS-FP pair a record of data which is needed for access on the CTS Radio Interface. The records are stored as a linear fixed file (see � REF Ref_GSM_11_11 \* MERGEFORMAT �(6(�) and contain:

The authentication key Kax

The CTS-TMSIx

The IFPEI

Other, non security relevant information, which related to a CTS-MS/CTS-FP pair



The access conditions (see � REF Ref_GSM_11_11 \* MERGEFORMAT �(6(�) for this linear fixed file is:

READ:	CHV1

UPDATE		CHV1

INVALIDATE:		ADM

REHABILITATE:	ADM



The structure of the linear fixed file is shown in the figure below:



Index�(Record Number)�Linear fixed file with one record for each CTS-MS/CTS-FP pair�(Read/Write)��1�CTS-Kax[1], CTS-TMSIx[1], IFPEI[1], other data [1]��2�CTS-Kax[2], CTS-TMSIx[2], IFPEI[2], other data [2]��.�.��.�.��n�CTS-Kax[n], CTS-TMSIx[n], IFPEI[n], other data [n]��

Figure � SEQ Figure \* ARABIC �19�: Storage of CTS-MS/CTS-FP  pair related data on the CTS-SIM

The number of records is defined at subscription time and thus determines the number of CTS-FP, a CTS-MS can be initialised with.



(normative annex): External specification of security related algorithms

This annex specifies the cryptological algorithms and algorithms which are needed to provide the various security features and mechanisms defined in the CTS service description.



The following algorithms are considered;

Algorithm A5/2: 	Ciphering/deciphering algorithm;

Algorithm B1		Ciphering key generation algorithm

Algorithm B2:	Authentication key generation algorithm

Algorithm B3:	Authentication algorithm

Algorithm B4:	Authentication algorithm



The A5/2 is specified in GSM 03.20 Annex C.

The external specification of the algorithms B1, B2, B3, B4 is defined below. The internal specification is managed by SAGE.

Algorithm B1

Purpose

The B1 algorithm is used to generate the ciphering key Kcx from the two random challenges CH1 and the authentication key Ka which is derived from Ka.



Location: CTS-MS, CTS-FP

Implementation and operational requirements

The two input parameters Ka, CH1 and the output parameter Kcx of the algorithm shall use the following formats:

� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �20� The ciphering key generator B1.

Input 1:	Bit string of length |Ka| = 128 bits;

Input 2:	Bit string of length |CH1| = 128 bits;



Output: 	Bit string of length |Kcx| = 64 bits;



The calculation time of B1 shall not exceed 200 ms.

Algorithm B2

Purpose

The algorithm B2 is used to generate:

The authentication key Kax

The initial authentication key. This authentication key generation and usage is part of the initialisation method using the CTS Radio Interface (see chapter � REF _Ref414277712 \n �3.4.1.1�).



Location: CTS-MS, CTS-FP, CTS-SN

Implementation and operational requirements

The three input parameters FPAC respective Ki*, RIMS respective RK1, RIFP respective RK2, and the output parameter KINIT respective Kax of the algorithm shall use the following formats:
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Figure � SEQ Figure \* ARABIC �21� The key generation algorithm B2.

Input 1:	Bit string of length |FPAC| respective bit string of length | Ki* | = 128 bit

Input 2:	Bit string of length | RIMS | respective bit string of length | RK1 | = 64 bit

Input 3:	Bit string of length | RIFP |	respective bit string of length | RK2 | = 64 bit



Output:	Bit string of length | KINIT | respective bit string of length | Kax | = 128 bit



The calculation time of the B2 algorithm shall not exceed 250 ms.

Algorithms B3 and B4

Purpose

The B3 and B4 algorithms are used to perform the mutual authentication via a challenge-response scheme.



Location: CTS-MS, CTS-FP

Implementation and operational requirements

The two input parameters Ka and CH1 respective CH2 and the output parameter (X)RES1 respective (X)RES2 of the algorithm shall use the following formats:
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Figure � SEQ Figure \* ARABIC �22� The response generation by B3 and B4.

Input 1:	Bit string of length |Ka| = 128 bit

Input 2:	Bit string of length |CH1| respective bit string of length |CH2| = 128;



Output: 	Bit string of length |(X)RESP1| respective bit string of length |(X)RESP2| = 128



The calculation time of B3 respective B4 not exceeds 200. ms for one operation.

 (normative annex): Coding of the FPAC and CTS-PIN

The FPAC is coded in 128 bits.



The CTS-PIN is entered by the user of the CTS on the CTS-MS respective on the CTS-FP. The CTS-PIN is presented as a BCD number of decimal digits (0 - 9), each digit coded in four bits.



The minimum number of digits of the CTS-PIN is 12, however a number of 16 digits is recommended for security reasons.



The CTS-PIN is copied to the FPAC in order to perform the procedures for checking the CTS-PIN entered by the user. If the number of digits of the CTS-PIN is less than 32, it the CTS-ME respective the CTS-FP shall pad the unsused digits with ‘F’ (hexadecimal presentation of 16) before it is copied to the FPAC.
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