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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
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The present document is part 3 of a multi-part conformance test specification for the 3GPP evolved User Equipment (UE). The specification contains a TTCN-3 design frame work and the detailed test specifications in TTCN-3 for evolved UE at the UE-E-UTRAN radio interface.
-	3GPP TS 36.523-1 [1]: "User Equipment (UE) conformance specification; Part 1: Protocol conformance specification".
-	3GPP TS 36.523-2 [2]: "User Equipment (UE) conformance specification; Part 2: Implementation Conformance Statement (ICS) proforma specification".
-	3GPP TS 36.523-3: "Test Suites" (the present document).
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1	Scope
The present document specifies the protocol and signalling conformance testing in TTCN-3 for the 3GPP UE at the UE‑E-UTRAN radio interface.
The following TTCN test specification and design considerations can be found in the present document:
-	the test system architecture;
-	the overall test suite structure;
-	the test models and ASP definitions;
-	the test methods and usage of communication ports definitions;
-	the test configurations;
-	the design principles and assumptions;
-	TTCN styles and conventions;
-	the partial PIXIT proforma;
-	the test suites.
The Abstract Test Suites designed in the document are based on the test cases specified in prose (3GPP TS 36.523‑1 [1]). The applicability of the individual test cases is specified in the test ICS proforma specification (3GPP TS 36.523‑2 [1]).
The present document is valid for TTCN development for LTE, LTE-Advanced and LTE-Advanced Pro (including NB-IoT) UE conformance test according to 3GPP Releases starting from Release 8 up to the Release indicated on the cover page of the present document.
In the remainder of the present document, unless explicitly stated otherwise, the term E-UTRA(N) implicitly refers to the Wideband part of E-UTRA(N) known as WB-E-UTRA(N). The Narrowband part of E-UTRA(N) is always explicitly referred to as NB-IoT.
[bookmark: _Toc27404797][bookmark: _Toc36029264][bookmark: _Toc51831536][bookmark: _Toc75892325][bookmark: _Toc75977211]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document unless the context in which the reference is made suggests a different Release is relevant (information on the applicable release in a particular context can be found in e.g. test case title, description or applicability, message description or content).
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For the purposes of the present document, the terms and definitions given in TR 21.905 [26] apply.
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For the purposes of the present document, the abbreviations given in TR 21.905 [26] and TS 36.304 [14] apply.
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The general system architecture is shown in figure 4.1.1-1.


Figure 4.1.1-1: Architecture of system simulator

The scope of the present document is the TTCN-3 implementation of conformance tests. Specifications and definitions of the present document affect the codec and the system adaptor (SA). Test control and logging are out of scope as well as the interface between the TTCN-3 generated code and the system adaptor which can be either standardised TRI or proprietary.
The main assumptions regarding the system architecture are:
-	TTCN-3 code runs on the host system only:
-	No TTCN-3 components are downloaded to system simulator HW.
-	Layer 2 tests (MAC, RLC) are controlled by appropriate configuration primitives in TTCN-3 but neither layer 2 nor parts of it are implemented in TTCN-3; the system simulator performs low layer procedure autonomously but all system simulator implementations shall result in the same test pattern at the air interface.
-	Proprietary interfaces e.g. instead of the TRI are not considered in the test model.
-	The timing considerations of the conformance tests shall be supported by appropriate timing information (e.g. system frame number) provided from/to the system simulator rather than by timing measurements in TTCN‑3.
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For E-UTRAN conformance tests each access technology (RAT) is hosted by a separate TTCN-3 parallel component (PTC):
-	E-UTRAN.
-	UTRAN.
-	GERAN.
-	Other technologies like 3GPP2 UTRAN.
The PTCs are controlled by the TTCN-3 master test component (MTC) which:
-	is independent from the RAT;
-	may host the upper tester for MMI and AT commands;
-	creates, synchronises and terminates the PTCs;
-	starts and terminates test cases.
Figure 4.1.2-1 shows this component architecture for a E-UTRAN and UTRAN scenario.


Figure 4.1.2-1:E-UTRAN-UTRAN component model

According to this model there are different interfaces to be considered:
MTC - PTC:
-	common synchronisation of PTCs;
-	upper tester primitives.
MTC - System Interface:
-	upper tester primitives.
PTC - PTC:
-	primitives containing information for IRAT handover.
PTC - System Interface:
-	primitives containing peer-to-peer message;
-	configuration primitives.
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When test loop mode is used for the Layer 2 tests the DRB ports at the SS side is referred to the raw DRB ones. At the SS side, DRBs are initially configured with default modes and parameters. For the purpose of L2-testing the DRBs may be reconfigured later on as indicated in the subsequent test models (see below).
[bookmark: _Toc27404807][bookmark: _Toc36029274][bookmark: _Toc51831546][bookmark: _Toc75892335][bookmark: _Toc75977221]4.2.1.1	MAC test model


Figure 4.2.1.1-1: Test model for MAC testing

The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled (since Mandatory) but with dummy ciphering algorithm, which is equivalent to not using ciphering. ROHC is not configured on UE Side.
On the SS Side, Layer 1 is configured in the normal way. MAC is configured in a special mode, where it does not add any MAC headers in DL and /or not remove any MAC headers in UL directions respectively at DRB port. In this case, the TTCN shall provide the final PDU, including padding. Except for this, the MAC layer shall perform all of its other functions.
On DRBs the RLC is configured in transparent mode. Hence with this configuration PDU's out of SS RLC are same as the SDU's in it. There is no PDCP configured on SS Side. The ports are directly above RLC.
There are two different test modes in which MAC header addition/removal can be configured:
DL/UL header-transparent mode: no header addition in DL and no header removal in UL.
DL only header-transparent mode: no header addition in DL; UL MAC is configured in normal mode to remove MAC header and dispatch the MAC SDUs according to the logical channel Ids.
If SS MAC is configured in DL/UL header-transparent mode, the PDU's exchanged at the DRB port between TTCN and SS, shall be the final MAC PDU's consisting of MAC, RLC and PDCP headers. TTCN code shall take care in DL of building MAC header, RLC headers and PDCP headers and in UL handle MAC, RLC and PDCP headers. TTCN code shall take care of maintaining sequence numbers and state variables for RLC and PDCP layers. During testing of multiple DRBs at the UE side, it shall still be possible to configure only one DRB on SS side with configuration in the figure 4.2.1.1-1. Other DRBs will not be configured, to facilitate routing UL TBSs. Multiplexing/de-multiplexing of PDUs meant/from different DRBs shall be performed in TTCN. Since the MAC layer does not evaluate the MAC headers in UL it cannot distinguish between SRB and DRB data in UL. Therefore there shall be no SRB traffic while MAC is configured in this test mode. The SS MAC shall take care of automatic repetitions in UL and DL, based on normal MAC HARQ behaviour.
If SS MAC is configured in DL only header-transparent mode, the UL PDUs exchanged at the DRB port between TTCN and SS, shall be final RLC PDUs consisting of RLC and PDCP headers. SS shall route these PDUs based on logical channel IDs. In DL, TTCN sends fully encoded MAC PDUs at the DRB port (consisting of MAC, RLC and PDCP headers). In this case TTCN needs to take care of maintaining sequence numbers and state variables for RLC and PDCP layers. Furthermore in UL and DL the SS MAC layer shall be capable of dealing with SRB data (i.e. it shall handle DL RLC PDUs coming from SRBs RLC layer or dispatch UL RLC PDUs to SRBs) as in normal mode. The SS MAC shall take care of automatic repetitions in UL and DL, based on normal MAC HARQ behaviour.
NOTE:	TTCN shall ensure that no DL MAC SDUs in normal mode and DL MAC PDUs in test mode are mixed for the same TTI.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception over system indication port, if configured. In a similar way the reception of RACH preambles is reported by SS over the same port.
[bookmark: _Toc27404808][bookmark: _Toc36029275][bookmark: _Toc51831547][bookmark: _Toc75892336][bookmark: _Toc75977222]4.2.1.2	RLC test model


Figure 4.2.1.2.3-1: Test model for RLC AM/UM testing

This model is suitable for testing both UM/AM mode of operation of DRBs on UE side.
The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled (since mandatory) but with dummy ciphering algorithm, which is equivalent to not using ciphering. ROHC is not configured on UE Side.
On the SS Side, L1 and MAC are configured in the normal way. The RLC is configured in transparent mode. Hence with this configuration PDUs out of SS RLC are same as the SDUs in it. There is no PDCP configured on SS Side. The ports are directly above RLC.
The PDUs exchanged between TTCN and SS, shall be the final RLC PDUs consisting of RLC and PDCP headers. TTCN code shall take care in DL of building RLC headers and PDCP headers and in UL handle RLC and PDCP headers. TTCN code shall take care of maintaining sequence numbers and state variables for RLC and PDCP layers. If RLC on UE side is in AM mode, TTCN shall take care of generating polls in DL and responding with RLC control PDUs on reception of UL Poll.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port.
[bookmark: _Toc27404809][bookmark: _Toc36029276][bookmark: _Toc51831548][bookmark: _Toc75892337][bookmark: _Toc75977223]4.2.1.3	PDCP test model
[bookmark: _Toc27404810][bookmark: _Toc36029277][bookmark: _Toc51831549][bookmark: _Toc75892338][bookmark: _Toc75977224]4.2.1.3.1	PDCP ROHC test model


Figure 4.2.1.3.1-1: Test model for PDCP ROHC testing

The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled and ROHC is configured.
On the SS Side L1, MAC and RLC are configured in normal way. They shall perform all of their functions. The ports are above PDCP.
The PDCP is configured in special mode, with no header manipulation. Ciphering is configured in both directions. ROHC is configured in DL direction only. UL ROHC feedback can be injected by control ASP. It shall be possible to configure 'no header manipulation' mode independently in UL and DL directions. When configured in special mode, SS shall not add PDCP header (DL) and remove PDCP Header (UL). PDCP state variables shall be maintained by SS PDCP layer. It shall be possible for SS PDCP to update state variables based on the PDU's in both directions, even though headers are not added/removed. Also, it shall be possible to read or set the PDCP internal state variables, by control primitives.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception over system indication port, if configured.
[bookmark: _Toc27404811][bookmark: _Toc36029278][bookmark: _Toc51831550][bookmark: _Toc75892339][bookmark: _Toc75977225]4.2.1.3.2	PDCP test model (Non ROHC)


Figure 4.2.1.3.2-1: Test model for PDCP (Non ROHC) testing

The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled and ROHC is not configured.
On the SS Side L1, MAC and RLC are configured in normal way. They shall perform all of their functions. The ports are above PDCP.
The PDCP is configured in a special mode, named transparent mode. In this mode, SS shall not add PDCP header (DL) and remove PDCP Header (UL). The TTCN maintains sequence numbers and state variables for the PDCP layer. The TTCN makes use of the AS ciphering functionality in both directions, employing the dummy ciphering algorithm. Ciphering/deciphering are performed using TTCN external functions. ROHC is not configured.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception over system indication port, if configured.
[bookmark: _Toc27404812][bookmark: _Toc36029279][bookmark: _Toc51831551][bookmark: _Toc75892340][bookmark: _Toc75977226]4.2.2	RRC test model


Figure 4.2.2-1: Test model for RRC testing

The UE is configured in normal mode. On UE side Ciphering/Integrity (PDCP and NAS) is enabled and ROHC is not configured.
On the SS Side L1, MAC, RLC and PDCP are configured in normal way. They shall perform all of their functions. For SRB0 the DL and UL port is above RLC. For SRB1 and SRB2 the port is above/below the RRC and NAS emulator, which may be implemented as a parallel test component. For DRB, the port is above PDCP. PDCP Ciphering/Integrity is enabled. NAS integrity/Ciphering is enabled.
The RRC/NAS emulator for SRB1 and SRB2 shall provide the Ciphering and integrity functionality for the NAS messages. In UL direction, SS shall report RRC messages, still containing (where appropriate) the secure and encoded NAS message, to the RRC port. In DL, RRC and NAS messages with same timing information shall be embedded in one PDU after integrity and ciphering for NAS messages.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception over system indication port, if configured.
[bookmark: _Toc27404813][bookmark: _Toc36029280][bookmark: _Toc51831552][bookmark: _Toc75892341][bookmark: _Toc75977227]4.2.3	DRB test model


Figure 4.2.3-1: Test model for DRB testing

The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. Ciphering is optionally configured on UE side. In TTCN the DRB data is considered as raw data and there is no IP handling while the UE is in loopback mode.
On the SS Side L1, MAC, RLC and PDCP are configured in normal way. They shall perform all of their functions. The ports are above PDCP.  When test loop mode is used for the DRB, the ports at the SS side refer to the raw DRB ones.  Ciphering is enabled and ROHC is not configured on SS Side.
SS shall send in DL all PDU's received from different RB's but with same timing control information in one MAC PDU and in one TTI.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception over system indication port, if configured.
[bookmark: _Toc27404814][bookmark: _Toc36029281][bookmark: _Toc51831553][bookmark: _Toc75892342][bookmark: _Toc75977228]4.2.4	IP Test Model
Depending on different test scenarios user plane data can be distinguished in:
-	Raw user data upon EUTRA PDCP (Raw mode);
-	IP user data (IP mode).
The raw user data are applied for L2 or DRB tests, no IP protocols are involved. The UL user data is directly routed to the EUTRA_PTC.
The IP user data are applied when IP packets data are discarded, looped back or handled in TTCN. A DRB can have one or more Transport and Internet protocols configured.
Whether a DRB is in IP or in raw mode depends on the configuration of the routing table in the DBR-Mux. This is controlled by the IP_CTRL port and independent from the configuration of the IP connections (IP_SOCKET).
[bookmark: _Toc27404815][bookmark: _Toc36029282][bookmark: _Toc51831554][bookmark: _Toc75892343][bookmark: _Toc75977229]4.2.4.1	IP user data
To allow the usage of common protocol implementations at the system adaptor the related interfaces in TTCN-3 are based on the Sockets API.
There can be one or several sockets (server or client) for each DRB: TCP, UDP and ICMP.
Each socket can be clearly identified by the IP address, port number and the protocol (tcp|udp\icmp). It implies that a TCP socket can be either server or client.
It is assumed that:
-	Different DRBs are not using the same sockets.
-	The UE behaviour of a single IP-based protocol on a specific socket like DHCP can be included in conformance tests.
-	Other protocols like ESP are not considered but can easily be introduced later, if necessary, by using the same socket approach.
The routing of IP packets from the IP stack to the DRBs in DL, and from the DRBs either to the DRB port (E_DRB in case of EUTRA) or to the IP stack or discard/loopback in UL is done by the DRB-Mux. This behaviour is controlled by the DRB-Mux's routing table.
The general architecture of the IP test model is shown in figure 4.2.4.1-1 (with a DHCP server as example for IP handling).
NOTE:	In figure 4.2.4.1-1 DHCP is one example for a protocol above the IP stack; other protocols like DNS can also be implemented but this a pure TTCN implementation issue and independent from the system interface.


Figure 4.2.4.1-1: Example of EUTRA IP test model with a DHCP server

[bookmark: _Toc27404816][bookmark: _Toc36029283][bookmark: _Toc51831555][bookmark: _Toc75892344][bookmark: _Toc75977230]4.2.4.2	Configuration of Sockets
The following configurations are controlled by the IP_PTC (IP_SOCKET_REQ). The socket configuration and the sending/receiving of data are done with the same ASP on the system port IP_SOCK.
[bookmark: _Toc27404817][bookmark: _Toc36029284][bookmark: _Toc51831556][bookmark: _Toc75892345][bookmark: _Toc75977231]4.2.4.2.1	Socket Establishment
TCP server
TCP socket configured as server: the socket 'listens' to a 'connect' from the UE. The socket can be configured by using the following system calls of the Berkeley Sockets API:
-	socket (AF_INET | AF_INET6, SOCK_STREAM, 0);
-	setsockopt;
-	bind (local IP address Port);
-	listen.
NOTE:	Currently the only socket option being defined is SO_BROADCAST
When the UE connects to the server the connection is accepted with the 'accept' system call.
TCP client
A TCP connection is established to an existing TCP server at the UE side. This can be done with the following system calls:
-	socket (AF_INET|AF_INET6, SOCK_STREAM, 0);
-	setsockopt;
-	connect (remote Server Addr of the UE = IP-Addr + Port).
UDP socket
A UDP socket can be established with the system calls
-	socket (AF_INET|AF_INET6, SOCK_DGRAM, 0);
-	setsockopt;
-	bind (local IP address, Port);
-	connect.
NOTE 1:	'setsockopt' can be used to set the option SO_BROADCAST to allow broadcast messages (e.g. for DHCP).
NOTE 2:	Usage of 'connect' depends on implementation of the system adaptor.
[bookmark: _Toc27404818][bookmark: _Toc36029285][bookmark: _Toc51831557][bookmark: _Toc75892346][bookmark: _Toc75977232]4.2.4.2.2	Socket Release
A socket is released:
-	in case of TCP when the remote entity closes the connection;
-	when it is closed explicitly by the IP_PTC (system call 'close').
NOTE 1:	In general the sockets are independent from the configuration of the DRBs. Especially in case of UDP or ICMP the sockets can exist even without any DRB being configured.
NOTE 2:	For IMS, TCP close happens for unprotected ports after initial registration and for protected ports after deregistration or re-registration: Any protected TCP connections are kept as long as the UE is registered independent of whether the RRC connection is released in between. In general TCP close is expected to be done from the client’s end.
In detail
- after initial registration TTCN waits T seconds for the UE to close any TCP connection on the unprotected port
- after de-registration TTCN waits T seconds for the UE to close its client TCP connection; after this is done the TTCN closes any remaining TCP connection (independently of the server/client role)
- after re-registration when there is a new security context TTCN waits T seconds for the UE to close its client TCP connection of the old security context.
- as special case after an emergency call the same procedure is applied as for de-registration
T is 3s.
[bookmark: _Toc27404819][bookmark: _Toc36029286][bookmark: _Toc51831558][bookmark: _Toc75892347][bookmark: _Toc75977233]4.2.4.3	Handling of IP data
Sending and receiving of IP data is done by the same ASPs as the socket establishment on IP_SOCK. In TTCN the IP data are handled by a separate TTCN component: IP_PTC. This PTC can deal with the data according to the respective protocol, e.g. DHCP. In general, this is out of scope for the (signalling conformance) test case in terms of pass/fail assignment.
The IP_PTC will receive data from sockets being configured for the corresponding IP protocols. Any unrecognised IP packets are discarded by the IP stack in the system adaptor.
When the IP data is relevant for the test purpose, e.g. the test purpose is to test DHCP, the IP data are routed to the EUTRA_PTC. This allows generic protocol implementations for the common case, i.e. IP_PTC and DHCP server are independent from test case specific implementations.
The interface between EUTRA_PTC and IP_PTC is a pure TTCN implementation issue and independent of the system interface. Furthermore it is irrelevant for the system interface whether e.g. the DHCP server is part of the IP_PTC or implemented as a separate PTC.
-	For TCP, the primitives to send and receive data correspond to the 'send' and 'recv' system calls.
-	For UDP and ICMP, the primitives correspond to the 'sendto' and 'recvfrom' system calls.
-	For both UDP and TCP the system adaptor may send ("in-band") error indications in case of system errors. That results in an assignment of inconc by the IP_PTC.
[bookmark: _Toc27404820][bookmark: _Toc36029287][bookmark: _Toc51831559][bookmark: _Toc75892348][bookmark: _Toc75977234]4.2.4.4	Routing of IP Data
The routing of IP data is done in the DRB-Mux which gets a routing table configured. This table associates the address and protocol information of IP packets (protocol, local IP address, local port, remote IP address, remote port) with the radio bearer (RAT, cell, DRB id).
In UL a DRB is considered being in raw mode when there is no entry found in the routing table. It is considered being in IP mode when there is any entry regardless of the protocol and address information being stored, i.e. in UL, the SS does not need to evaluate the IP header to route the data (in raw mode this would cause problems in the case of loopback data). In addition for the IP mode, specific entries of the routing table can be flagged to discard or loopback IP packets matching this entry.
The discard mode can be used e.g. for rSRVCC to suppress RTP/RTCP data on the default AM DRB during HO. The major purpose is to discard the data silently (i.e. to suppress any error reporting like ICMP error messages).
NOTE:	It is up to system implementation how packets are discarded (explicitly or implicitly by the IP stack) as long as it done silently.
The loopback mode can be configured for RTP and/or RTCP, and depending on the protocol the SS shall manipulate the packets as follows :
-	swapping of source and destination address and port .
NOTE:	Further manipulation of the RTP header and/or RTCP header is not considered in the present document. Beyond the aforementioned requirements, it is up to system implementation how packets are looped back.
In DL the IP packets of the IP stack are routed to the DRBs acc. to the routing information in the routing table (see annex D for details).
NOTE:	Only the IP PTC can re-configure the Routing Table; if that needs to be triggered by a RAT specific PTC, this is done by appropriate coordination messages but the RAT specific PTCs don't have a direct access to the routing tables.
[bookmark: _Toc27404821][bookmark: _Toc36029288][bookmark: _Toc51831560][bookmark: _Toc75892349][bookmark: _Toc75977235]4.2.4.5	Multiple PDNs
In case multiple PDNs broadcast, or multicast datagrams sent by the UE, need to assigned to the respective PDN:
IPv4
When the UE does not get a valid IPv4 address assigned via NAS signalling it will request the IP address via DHCP. In this case there are DHCP broadcast messages in UL.
In the case of multiple PDNs, it cannot be distinguished by evaluating the IP address to which PDN the message belongs but additional information is necessary:
The network side needs to know which interface (i.e. network) the broadcast comes from; in case of LTE this is associated with the default bearer of the particular PDN.
NOTE:	In principle the 'chaddr' field or the 'client identifier' option of the DHCP messages may be used to distinguish different interfaces (e.g. for Ethernet this would be the MAC address) but it is not specified how these fields are to be used by the UE (or how to configure them at the UE); RFCs (e.g. RFC 2131) only require the client identifier to be unique in a given subnet.
IPv6
The UE gets an interface identifier assigned via NAS signalling (TS 24.301 [21] clause 6.2.2) which is used as link-local address during stateless address auto configuration (TS 23.060 [43] clause 9.2.1.1 and TS 29.061 [44] clause 11.2):
The UE may send a ROUTER SOLICITATION message (multicast) to which the network responds with a ROUTER ADVERTISEMENT. 
Since the ROUTER SOLICITATION message contains the interface identifier as assigned via NAS signalling, even in the case of multiple PDNs it can distinguished which PDN is concerned, as long as the interface identifiers are different for different PDNs (for UE side as well as for network side).
NOTE:	According to TS 23.060 [43] clause 9.2.1.1 and RFC 3314 a real network (PDN-GW) itself shall send an (unsolicited) ROUTER ADVERTISEMENT after it has assigned the interface identifier.
Conclusions and Requirements:
In the case of broadcast or multicast messages TTCN needs additional information about the PDN being addressed.
When a socket connection is configured to allow broadcasts and there is a broadcast or multicast message in UL the SS shall provide information about on which bearer the datagram has been sent (RAT, cell, DRB id).
NOTE:	From the socket programming point of view multiple PDNs for the SS are like a multi-homed host: Servers for different interfaces are bound to different interfaces (e.g. using the ‘bind’ system call with a specific IP address instead of IPADDR_ANY) or a server may retrieve the interface id for a received datagram from the IP stack with an appropriate system call.
Even though the details are implementation dependent, the SS shall be capable of:
determining RAT, cell, DRB id for any broadcast or multicast datagram in UL
avoiding any duplication of messages in UL even when multiple servers are listening to broadcast/multicast messages (what is a possible SS implementation)
[bookmark: _Toc27404822][bookmark: _Toc36029289][bookmark: _Toc51831561][bookmark: _Toc75892350][bookmark: _Toc75977236]4.2.4.6	IP Addresses Guidelines
[bookmark: _Toc27404823][bookmark: _Toc36029290][bookmark: _Toc51831562][bookmark: _Toc75892351][bookmark: _Toc75977237]4.2.4.6.1	Common Structure of IP Addresses
IPv4:
Network prefix (subnet address)			n bits
Host part 										32-n bits
with ‘n’ e.g. depending on the network class
IPv6:
Network prefix
Global routing prefix						64 – n bits
Subnet ID 								n bits
Interface ID									64 bits
Addresses within one network (PDN) have all the same subnet address (IPv4) or global routing prefix (IPv6)
NOTE: As a consequence at the system simulator, routing can be done based on appropriate network masks, but that is dependent on SS implementation and therefore is out of scope for this document.
[bookmark: _Toc27404824][bookmark: _Toc36029291][bookmark: _Toc51831563][bookmark: _Toc75892352][bookmark: _Toc75977238]4.2.4.6.2	Common Requirements regarding IP Addresses
IP addresses are configured via PIXIT parameters as defined in clause 9.1. 
These PIXIT parameters shall fulfil the following requirements:
Network and UE addresses shall be different from each other
Network entities (DHCP server, DNS server, P-CSCF etc.) of a given PDN shall all have the same global routing prefix (IPv6) or subnet address (IPv4).
The IP address assigned to the UE shall have the same global routing prefix (IPv6) or subnet address (IPv4) as the corresponding network.
Requirements for IPv6: according to TS 23.401, cl. 5.3.1.2.2
The 64 bit network prefix of a UE’s IPv6 address is unique
The UE may change its interface id during auto configuration
The UE must use the given interface id in the link local address for router solicitation but may use any other interface id in the global address
NOTE: As a consequence, the SS implementation needs to cope with the changing of the UE address and cannot rely on static IP address assignment to the UE.
Global routing prefix (IPv6) and subnet address (IPv4) shall be different for different PDNs
Home agent address:
The home agent is located in the UE’s home network (which shall be considered to find an appropriate network prefix for the home agent’s IP address)
In order to simplify implementations, the following rules shall be applied:
The IPv6 interface identifier as assigned to the UE via NAS signalling shall be unique, i.e.
It shall be different for different PDNs
It shall differ from the interface ids of the other entities on the link (in general the interface id of the PDN-GW)
Multiple PDNs shall have different IPv6 interface identifier for the PDN-GW
NOTE: Consistency checks for addresses of different PDNs can be done based on an appropriate network mask (IPv4, e.g. 255.255.255.0) and global routing prefix (IPv6, e.g. 2001:db8:1234::/48).
[bookmark: _Toc27404825][bookmark: _Toc36029292][bookmark: _Toc51831564][bookmark: _Toc75892353][bookmark: _Toc75977239]4.2.4.6.3	Network Entities and their IP addresses
In general and in accordance of IMS test cases in TS 36.523-1 [1] and TS 34.229-1 [40] the emulated IP network architecture of a PDN can be illustrated as in Figure 4.2.4.6.3-1.

Figure 4.2.4.6.3-1: Simulated Network Architecture

For simplification and to keep the number of PIXITs small , several network entities share the same PIXIT:
	px_IPv4_AddressXX_NW:		P-CSCF 1 (IPv4 address), DNS Server (IPv4 address), DHCP Server
	px_IPv6_AddressXX_NW:		P-CSCF 1 (IPv6 address), DNS Server (IPv6 address), ICMPv6 Server
	(“XX” refers to the respective PDN)
In general , in test cases according to TS 36.523-1 [1] and TS 34.229-1 [40] no IP addresses are needed for 
S-CSCF 1, S-CSCF 2 or P-CSCF 2.
In addition to the above an emulated PDN may have further network entities depending on specific test scenarios:
-	D2D test scenarios (see clause 4.2.9):				ProSe server, BSF server
-	IMS XCAP test scenarios (see TS 34.229-1 [40]):	XCAP server, BSF server
Table 4.2.4.6.3-1 summarises the IP entities being considered by the emulation of a 3GPP network (PDN).
Table 4.2.4.6.3-1: Entities of a 3GPP network (PDN)
	Network entity
	Purpose
	Network emulation by TTCN
	Network entity address assignment to the UE

	DHCP server
	IPv4 address allocation
	emulation started for each PDN even though in general UE address assignment is done via NAS signalling
	DHCP discovery procedure

	ICMPv6 server
	IPv6 address allocation
	emulation started for each PDN
	Router discovery procedure

	DNS server
	IP address resolution
	normal cases:
emulation started for each PDN but DNS queries are discarded by TTCN
XCAP/ProSE scenarios:
emulation started for each PDN and for each DNS query a DNS response is sent back to the UE
	NAS signalling

	P-CSCF
	IMS server
	emulation started for each PDN
	NAS signalling

	XCAP/ProSe server
	emulation of XCAP/ProSe
	emulation started for XCAP/ProSe scenarios only
	DNS query at the PDN’s DNS server

	BSF server
	GBA authentication
	emulation started for XCAP/ProSe scenarios only
	DNS query at the PDN’s DNS server



[bookmark: _Toc27404826][bookmark: _Toc36029293][bookmark: _Toc51831565][bookmark: _Toc75892354][bookmark: _Toc75977240]4.2.4.7	User Plane Signalling for Address Allocation
For IPv4, the UE gets assigned the IP address via NAS signalling unless it explicitly requests to use DHCP.
For IPv6, the UE gets assigned a unique interface identifier to be used until it has successfully performed the auto-configuration procedure (Ref. to RFC 2462).
NOTE: This clause specifies behaviour of the SS (TTCN) to achieve successful IP signalling; but in general, IP signalling is out of scope for conformance tests as defined in TS 36.523-1 [1].
[bookmark: _Toc27404827][bookmark: _Toc36029294][bookmark: _Toc51831566][bookmark: _Toc75892355][bookmark: _Toc75977241]4.2.4.7.1	DHCP
When the UE supports IPv4 and does not get an IPv4 address via NAS signalling it will request the address via DHCP (Ref. to RFC2131).
The UE may send a DHCPDISCOVER with or without Rapid Commit Option (Ref. to RFC 4039):
UE sends DHCPDISCOVER according to table 4.2.4.7.1-1 with Rapid Commit Option.
TTCN sends DHCPACK according to table 4.2.4.7.1-4
UE sends DHCPDISCOVER according to table 4.2.4.7.1-1 without Rapid Commit Option.  
TTCN sends DHCPOFFER according to table 4.2.4.7.1-2
When the Rapid Commit option is not used the UE sends a DHCPREQUEST as response to the DHCPOFFER:
UE sends DHCPREQUEST according to table 4.2.4.7.1-3
TTCN sends DHCPACK according to table 4.2.4.7.1-4
Any other DHCP messages shall be ignored by TTCN.
Table 4.2.4.7.1-1: DHCPDISCOVER
	UDP

		SRC ADDR
	0.0.0.0
	any address

		SRC Port
	68
	not checked

		DEST ADDR
	255.255.255.255
	broadcast

		DEST Port
	67
	

	DHCP

		op
	‘01’O
	BOOTREQUEST

		htype
	any value
	

		hlen
	any value
	

		hops
	any value
	

		xid
	any value
	

		secs
	any value
	

		flags
	any value
	

		ciaddr
	any value
	0 according to RFC 2131 Table 5

		yiaddr
	any value
	0 according to RFC 2131 Table 5

		siaddr
	any value
	0 according to RFC 2131 Table 5

		giaddr
	any value
	0 according to RFC 2131 Table 5

		chaddr
	any value
	client’s hardware address

		sname
	any value
	(may be overloaded with further options)

		file
	any value
	(may be overloaded with further options)

		options
	
	NOTE

			magic cookie
	‘63825363’O
	

			message type
	‘01’O
	DHCPDISCOVER

			rapid commit
	present
	shortened address assignment by 2-message exchange acc. to RFC 4039

	
	not present
	address assignment by 4-message exchange

	NOTE: Any further options are not evaluated and ignored by TTCN



Table 4.2.4.7.1-2: DHCPOFFER
	UDP

		SRC ADDR
	valid server address
	address as configured by PIXIT

		SRC Port
	67
	

		DEST ADDR
	255.255.255.255
	broadcast

		DEST Port
	68
	

	DHCP

		op
	‘02’O
	BOOTREPLY

		htype
	 as in corresponding DHCPDISCOVER
	NOTE 1

		hlen
	as in corresponding DHCPDISCOVER
	NOTE 1

		hops
	‘00’O
	NOTE 2

		xid
	as in corresponding DHCPDISCOVER
	NOTE 2

		secs
	‘0000’O
	NOTE 2

		flags
	as in corresponding DHCPDISCOVER
	NOTE 2

		ciaddr
	‘00000000’O
	NOTE 2

		yiaddr
	valid UE address
	address to be assigned to the UE (as configured by PIXIT)

		siaddr
	0
	the UE does not need to retrieve any operating system executable image

		giaddr
	as in corresponding DHCPDISCOVER
	NOTE 2

		chaddr
	as in corresponding DHCPDISCOVER
	NOTE 2

		sname
	‘0000000000000000’O
	

		file
	‘00000000000000000000000000000000’O
	

		options
	
	

			magic cookie
	‘63825363’O
	

			message type
	‘02’O
	DHCPOFFER

			lease time
	86400
	one day; mandatory (NOTE 2)

			server identifier
	server address
	server address as used in the UDP header

	NOTE 1: To get any valid value
NOTE 2: According to table 3 in RFC 2131



Table 4.2.4.7.1-3: DHCPREQUEST
	UDP

		SRC ADDR
	0.0.0.0
	any address

		SRC Port
	68
	not checked

		DEST ADDR
	255.255.255.255
	broadcast

		DEST Port
	67
	

	DHCP

		op
	‘01’O
	BOOTREQUEST

		htype
	any value
	

		hlen
	any value
	

		hops
	any value
	

		xid
	any value
	

		secs
	any value
	

		flags
	any value
	

		ciaddr
	any value
	0 according to RFC 2131 Table 5

		yiaddr
	any value
	0 according to RFC 2131 Table 5

		siaddr
	any value
	0 according to RFC 2131 Table 5

		giaddr
	any value
	0 according to RFC 2131 Table 5

		chaddr
	any value
	client’s hardware address

		sname
	any value
	(may be overloaded with further options)

		file
	any value
	(may be overloaded with further options)

		options
	
	NOTE

			magic cookie
	‘63825363’O
	

			message type
	‘02’O
	DHCPREQUEST

	NOTE: Any further options are not evaluated and ignored by TTCN



Table 4.2.4.7.1-4: DHCPACK
	UDP

		SRC ADDR
	valid server address
	address as configured by PIXIT

		SRC Port
	67
	not checked

		DEST ADDR
	255.255.255.255
	broadcast

		DEST Port
	68
	

	DHCP

		op
	‘02’O
	BOOTREPLY

		htype
	‘01’O
	

		hlen
	as in corresponding DHCPREQUEST or DHCPDISCOVER
	NOTE

		hops
	‘00’O
	NOTE

		xid
	as in corresponding DHCPREQUEST or DHCPDISCOVER
	NOTE

		secs
	‘0000’O
	NOTE

		flags
	as in corresponding DHCPREQUEST or DHCPDISCOVER
	NOTE

		ciaddr
	‘00000000’O
	NOTE

		yiaddr
	valid UE address
	address to be assigned to the UE (as configured by PIXIT)

		siaddr
	0
	the UE does not need to retrieve any operating system executable image

		giaddr
	as in corresponding DHCPREQUEST or DHCPDISCOVER
	NOTE

		chaddr
	as in corresponding DHCPREQUEST or DHCPDISCOVER
	NOTE

		sname
	‘0000000000000000’O
	

		file
	‘00000000000000000000000000000000’O
	

		options
	
	

			magic cookie
	‘63825363’O
	

			message type
	‘05’O
	DHCPACK

			lease time
	86400
	one day; mandatory (NOTE)

			server identifier
	server address
	server address as used in the UDP header

	NOTE: According to table 3 in RFC 2131



[bookmark: _Toc27404828][bookmark: _Toc36029295][bookmark: _Toc51831567][bookmark: _Toc75892356][bookmark: _Toc75977242]4.2.4.7.2	DHCPv6
DHCPv6 is not needed for E-UTRA conformance tests as defined in 36.523-1[1]
[bookmark: _Toc27404829][bookmark: _Toc36029296][bookmark: _Toc51831568][bookmark: _Toc75892357][bookmark: _Toc75977243]4.2.4.7.3	ICMPv6
When the UE supports IPv6 it will perform IPv6 Stateless Address Auto configuration according to RFC 4862. The UE sends an ICMPv6 Router Solicitation message according to table 4.2.4.7.3-1; as response the TTCN sends an ICMPv6 Router Advertisement message according to table 4.2.4.7.3-2.
NOTE: The TTCN does not send any (periodic) unsolicited Router Advertisement, i.e. the UE is expected to ask for an immediate advertisement whenever it is needed.
Any other ICMPv6 messages are ignored by the TTCN (especially in accordance to TS 23.060, clause 9.2.1.1, the TTCN silently discards Neighbour Solicitation).
Table 4.2.4.7.3-1: ICMPv6 Router Solicitation
	IPv6

		SRC ADDR
	link local address
	NOTE 1

		DEST ADDR
	multicast address
	NOTE 2

	ICMPv6 (Ref. to RFC 4861)

		type
	133
	Router Solicitation

		code
	0
	

		checksum
	not checked
	

		reserved
	ignored
	

		options
	
	

			source link-layer address
	ignored if present
	

			other options
	ignored
	

	NOTE 1:	The UE shall use the interface identifier as assigned via NAS signalling (but this is not checked in TTCN).
NOTE 2: 	TTCN detects the multicast address by checking it to start with FF02 but accepts any of these addresses.



Table 4.2.4.7.3-2: ICMPv6 Router Advertisement
	IPv6

		SRC ADDR
	link local address (NW)
	NOTE 1

		DEST ADDR
	link local address (UE)
	NOTE 2

	ICMPv6 (Ref. to RFC 4861)

		type
	134
	Router Advertisement

		code
	0
	

		checksum
	calculated by TTCN
	

		current hop limit
	64
	arbitrarily selected

		m-flag
	‘0’B
	no “Managed address configuration”; NOTE 3

		o-flag
	‘0’B
	no “Other configuration”

		reserved
	'000000'B
	

		router lifetime
	65535
	max. value

		reachable time
	0
	unspecified

		retrains timer
	0
	unspecified

		options
	
	

			source link-layer address
	not present
	

			mtu 
	not present
	

			prefix information
	
	

				type
	‘03’O
	

				length
	4
	

				prefix length
	64
	/64 IPv6 prefix acc. to TS 23.401 

				on-link flag
	‘0’B
	no “On-link detection”; NOTE 3

				autonomous address configuration flag
	‘0’B
	

				reserved1
	‘000000’B
	

				valid lifetime
	'FFFFFFFF'O
	infinity; NOTE 3

				preferred lifetime
	'FFFFFFFF'O
	infinity; NOTE 3

				reserved2
	‘00000000’B
	

				prefix
	globally unique /64 IPv6 prefix to be assigned to the UE
	NOTE 4, 5

	NOTE 1:	The server’s link local address is derived from the server’s global IPV6 address (PIXIT parameter)
NOTE 2:	As received as SRC address of the corresponding Router Solicitation
NOTE 3:	Acc. to TS 29.062 clause 11.2.1.3.2
NOTE 4:	The routing prefix of the UE’s global IPv6 address is derived from the respective PIXIT parameter
NOTE 5:	Since the UE may change its interface identifier after successful auto configuration to any value in general the IPv6 address used by the UE differs from the PIXIT



[bookmark: _Toc27404830][bookmark: _Toc36029297][bookmark: _Toc51831569][bookmark: _Toc75892358][bookmark: _Toc75977244]4.2.4.7.4	DNS
In general DNS is not needed for E-UTRA conformance tests as defined in 36.523-1[1].
Nevertheless as the IP test model is also applicable for test suites other than 36.523-1[1] handling of certain DNS queries (according to RFC 1035 [58]) is supported over UDP:
Table 4.2.4.7.4-1: Supported DNS Queries
	DNS Header

	id
	any value
	2 octets; id to be used in response

	qr
	'0'B
	query

	opcode
	'0000'B
	standard query

	aa
	'?'B
	Authoritative Answer: any value in query

	tc
	'0'B
	no truncation

	rd
	'?'B
	Recursion Desired: any value

	ra
	'?'B
	Recursion Available: any value in query

	z
	'000'B
	must be '000'B according to RFC 1035 [58]

	rcode
	'????'B
	Response code: na for query

	qdcount
	1
	unsigned 16 bit integer: number of questions 

	ancount
	0
	unsigned 16 bit integer: number of answers

	nscount
	0
	unsigned 16 bit integer: number of authority records

	arcount
	0
	unsigned 16 bit integer: number of additional records

	Questions

	DNS Question: only one question per query is supported

		qname
	any value
	octetstring with encoded domain name according to RFC 1035 clause 4.1.2 [58]

		qtype
	'0001'O or
'001C'O
	Type A (IPv4 Address according to RFC 1035 clause 3.2.2 [58]) or Type AAAA (IPv6 Address according to RFC 3596 clause 2.1 [59])

		qclass
	'0001'O
	IN (internet)



Table 4.2.4.7.4-2: Corresponding DNS Responses
	DNS Header

	id
	same value as in corresponding query
	

	qr
	'1'B
	response

	opcode
	same value as in corresponding query
	

	aa
	'1'B
	Authoritative Answer

	tc
	'0'B
	no truncation

	rd
	'0'B
	no recursion

	ra
	'0'B
	no recursion

	z
	'000'B
	

	rcode
	'0000'B
	no error

	qdcount
	1
	unsigned 16 bit integer: number of questions 

	ancount
	1
	unsigned 16 bit integer: number of answers

	nscount
	0
	unsigned 16 bit integer: number of authority records

	arcount
	0
	unsigned 16 bit integer: number of additional records

	Questions

	DNS Question
	same value as in corresponding query
	

	Answers

	DNS Answer

		qname
	same value as in corresponding query/question
	

		qtype
	same value as in corresponding query/question
	

		qclass
	'0001'O
	IN (internet)

		ttl
	86400
	one day

		rdlength
	4 for IPv4
16 for IPv6
	

		rdata
	octetstring containing IPv4 or IPv6 address
	



[bookmark: _Toc27404831][bookmark: _Toc36029298][bookmark: _Toc51831570][bookmark: _Toc75892359][bookmark: _Toc75977245]4.2.4A	LTE-Carrier Aggregation test Models
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Figure 4.2.4A.1-1: Test model for CA-MAC testing

The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled (since Mandatory) but with dummy ciphering algorithm, which is equivalent to not using ciphering. ROHC is not configured on UE Side.
On the SS Side,
Pcell only: On DRBs the RLC is configured in transparent mode. Hence with this configuration PDU's out of SS RLC are same as the SDU's in it. There is no PDCP configured on SS Side. The ports are directly above RLC. 
Pcell/Scell: Layer 1 is configured in the normal way. MAC is configured in a special mode, where it does not add any MAC headers in DL and /or not remove any MAC headers in UL directions respectively at DRB port. In this case, the TTCN shall provide the final PDU, including padding. Except for this, the MAC layer shall perform all of its other functions. For SRB’s/BCCH/PCCH the configuration is same as in CA-RRC test model.
There are two different test modes in which MAC header addition/removal can be configured:
DL/UL header-transparent mode: no header addition in DL and no header removal in UL.
DL only header-transparent mode: no header addition in DL; UL MAC is configured in normal mode to remove MAC header and dispatch the MAC SDUs according to the logical channel Ids.
If SS MAC is configured in DL/UL header-transparent mode, the PDU's exchanged at the DRB port between TTCN and SS, shall be the final MAC PDU's consisting of MAC, RLC and PDCP headers. TTCN code shall take care in DL of building MAC header, RLC headers and PDCP headers and in UL handle MAC, RLC and PDCP headers. TTCN code shall take care of maintaining sequence numbers and state variables for RLC and PDCP layers. During testing of multiple DRBs at the UE side, it shall still be possible to configure only one DRB on SS side with configuration in the figure 4.2.4A.1-1. Other DRBs will not be configured, to facilitate routing UL TBs. Multiplexing/de-multiplexing of PDUs meant/from different DRBs shall be performed in TTCN. Since the MAC layer does not evaluate the MAC headers in UL it cannot distinguish between SRB and DRB data in UL. Therefore there shall be no SRB traffic while MAC is configured in this test mode.
If SS MAC is configured in DL only header-transparent mode, the UL PDUs exchanged at the DRB port between TTCN and SS, shall be final RLC PDUs consisting of RLC and PDCP headers. SS shall route these PDUs based on logical channel IDs. In DL, TTCN sends fully encoded MAC PDUs at the DRB port (consisting of MAC, RLC and PDCP headers). In this case TTCN needs to take care of maintaining sequence numbers and state variables for RLC and PDCP layers. Furthermore in UL and DL the SS MAC layer shall be capable of dealing with SRB data (i.e. it shall handle DL RLC PDUs coming from SRBs RLC layer or dispatch UL RLC PDUs to SRBs) as in normal mode.
NOTE:	TTCN shall ensure that no DL MAC SDUs in normal mode and DL MAC PDUs in test mode are mixed for the same TTI.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception in Pcell over system indication port, if configured. In a similar way the reception of RACH preambles in Pcell/Scell is reported by SS over the same port, if configured.
The RACH Procedure configured in active Scell controls the RACH procedure in Scell. The PDCCH order is sent on PDCCH controlling the Scell. PRACH preamble is received in the Scell. RAR is transmitted in the associated Pcell as per RACH procedure in active Scell.
[bookmark: _Toc27404833][bookmark: _Toc36029300][bookmark: _Toc51831572][bookmark: _Toc75892361][bookmark: _Toc75977247]4.2.4A.2	CA-RRC test model

Figure 4.2.4A.2-1: Test model for CA-RRC testing

The UE is configured in normal mode. On UE side Ciphering/Integrity (PDCP and NAS) is enabled and ROHC is not configured.
On the SS Side L1 (Pcell/Scell), MAC (Pcell/Scell), RLC (Pcell) and PDCP (Pcell) are configured in normal way. They shall perform all of their functions. For SRB0 the DL and UL port is above RLC. For SRB1 and SRB2 the port is above/below the RRC and NAS emulator, which may be implemented as a parallel test component. For DRB, the port is above PDCP. PDCP Ciphering/Integrity is enabled. NAS integrity/Ciphering is enabled.
Note: RLC for BCCH/ PCCH/CCH are configured per serving cell; RLC and PDCP for DCCH/DTCH are configured only in Pcell and are additionally multiplexed on MAC of associated Scells.
The RRC/NAS emulator for SRB1 and SRB2 shall provide the Ciphering and integrity functionality for the NAS messages. In UL direction, SS shall report RRC messages, still containing (where appropriate) the secure and encoded NAS message, to the RRC port. In DL, RRC and NAS messages with same timing information shall be embedded in one PDU after integrity and ciphering for NAS messages.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception in Pcell over system indication port, if configured. In a similar way the reception of RACH preambles in Pcell/Scell is reported by SS over the same port, if configured.
The RACH Procedure configured in active Scell controls the RACH procedure in Scell. The PDCCH order is sent on PDCCH controlling the Scell. PRACH preamble is received in the Scell. RAR is transmitted in the associated Pcell as per RACH procedure in active Scell.
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Figure 4.2.4A.3-1: Test model for LAA-MAC testing

The test model is similar to CA-MAC test model in clause 4.2.4A.1, except for the following differences in SCell when configured in unlicensed band:
-	The BCCH/PBCH is not configured (BcchConfig_Type is not present), 
-	The PCCH is not configured (PcchConfig_Type is not present), 
-	UL physical Channels are not configured (PhysicalLayerConfigUL_Type is not present) with RAT type set as TDD, 
-	SRB0 is not configured, 
-	RACH procedure is not configured (RachProcedureConfig_Type is not present).
Based on band of operation the SS shall use frame structure type 3 in the SCell in unlicensed band.
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Figure 4.2.4A.4-1: Test model for LAA-RRC testing

The test model is similar to LAA-RRC test model in clause 4.2.4A.2, except for the following differences in SCell configuration in unlicensed band: 
-	The BCCH/PBCH is not configured (BcchConfig_Type is not present), 
-	The PCCH is not configured (PcchConfig_Type is not present), 
-	UL physical Channels are not configured (PhysicalLayerConfigUL_Type is not present) with RAT type set as TDD, 
-	SRB0 is not configured, 
-	RACH procedure is not configured (RachProcedureConfig_Type is not present).
Based on band of operation the SS shall use frame structure type 3 in the SCell in unlicensed band.
[bookmark: _Toc27404836][bookmark: _Toc36029303][bookmark: _Toc51831575][bookmark: _Toc75892364][bookmark: _Toc75977250]4.2.4A.5	eLAA-MAC test model
The CA-MAC test model specified in subclause 4.2.4A.1 applies, with the exception that in an eLAA SCell, the BCCH/PBCH, PCCH, RACH procedure and SRB0 are not configured (BcchConfig_Type, PcchConfig_Type & RachProcedureConfig_Type are not present).
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Figure 4.2.4B.1-1: Test model for DC MAC testing

The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled (since mandatory) with dummy ciphering algorithm, which is equivalent to not using ciphering. ROHC is not configured on UE Side.
On the SS Side, zero or more SCell’s associated with PCell/PSCell may be configured.
PCell/PSCell only: On DRBs the RLC is configured in transparent mode. Hence with this configuration PDU's out of SS RLC are same as the SDU's in it. There is no PDCP configured on SS Side. The ports are directly above RLC.
PCell/PSCell/SCell: Layer 1 is configured in the normal way. MAC is configured in a special mode, where it does not add any MAC headers in DL and /or not remove any MAC headers in UL directions respectively at DRB port. In this case, the TTCN shall provide the final PDU, including padding. Except for this, the MAC layer shall perform all of its other functions. For SRB’s/BCCH/PCCH the configuration is same as in Dual connectivity-RRC test model.
For Split DRB’s the TM DRB from the CG will be used to send/receive PDU’s in that CG.
There are two different test modes in which MAC header addition/removal can be configured:
-	DL/UL header-transparent mode: no header addition in DL and no header removal in UL.
-	DL only header-transparent mode: no header addition in DL; UL MAC is configured in normal mode to remove MAC header and dispatch the MAC SDUs according to the logical channel Ids.
If SS MAC is configured in DL/UL header-transparent mode, the PDU's exchanged at the DRB port between TTCN and SS, shall be the final MAC PDU's consisting of MAC, RLC and PDCP headers. TTCN code shall take care in DL of building MAC header, RLC headers and PDCP headers and in UL handle MAC, RLC and PDCP headers. TTCN code shall take care of maintaining sequence numbers and state variables for RLC and PDCP layers. During testing of multiple DRBs at the UE side, it shall still be possible to configure only one DRB on SS side per CG with configuration in the figure 4.2.4B.1-1. Other DRBs will not be configured, to facilitate routing UL TBs. Multiplexing/de-multiplexing of PDUs meant/from different DRBs shall be performed in TTCN. Since the MAC layer does not evaluate the MAC headers in UL it cannot distinguish between SRB and DRB data in UL. Therefore there shall be no SRB traffic while MAC is configured in this test mode.
If SS MAC is configured in DL only header-transparent mode, the UL PDUs exchanged at the DRB port between TTCN and SS shall be final RLC PDUs consisting of RLC and PDCP headers. SS shall route these PDUs based on logical channel IDs. In DL, TTCN sends fully encoded MAC PDUs at the DRB port (consisting of MAC, RLC and PDCP headers). In this case TTCN needs to take care of maintaining sequence numbers and state variables for RLC and PDCP layers. Furthermore in UL and DL the SS MAC layer shall be capable of dealing with SRB data (i.e. it shall handle DL RLC PDUs coming from SRBs RLC layer or dispatch UL RLC PDUs to SRBs) as in normal mode.
NOTE:	TTCN ensures that no DL MAC SDUs in normal mode and DL MAC PDUs in test mode are mixed for the same TTI.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception in PCell over system indication port, if configured. In a similar way the reception of RACH preambles in PCell/SCell is reported by SS over the same port, if configured.
The RACH Procedure configured in active SCell controls the RACH procedure in SCell. The PDCCH order is sent on PDCCH controlling the SCell. PRACH preamble is received in the SCell. RAR is transmitted in the associated PCell as per RACH procedure in active SCell.
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The PDCP test model is based on DC RRC test model except for the following.
The UE is configured in Test Loop Mode, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled and ROHC is not configured.
The PDCP is configured in a special mode, named transparent mode. In this mode, SS shall not add PDCP header (DL) and remove PDCP Header (UL). The TTCN maintains sequence numbers and state variables for the PDCP layer. The TTCN makes use of the AS ciphering functionality in both directions, employing the dummy ciphering algorithm. Ciphering/deciphering are performed using TTCN external functions. ROHC is not configured.
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Figure 4.2.4B.3-1: Test model for DC RRC testing

The UE is configured in normal mode. On UE side Ciphering/Integrity (PDCP and NAS) is enabled and ROHC is not configured. Zero or more SCell’s associated with PCell/PSCell may be configured.
On the SS Side L1 (PCell/PSCell/SCell), MAC (PCell/PSCell/SCell), RLC (PCell/PSCell) and PDCP (PCell/PSCell) are configured in normal way. They shall perform all of their functions. SRB’s are configured only in PCell. For SRB0 the DL and UL port is above RLC. For SRB1 and SRB2 the port is above/below the RRC and NAS emulator, which may be implemented as a parallel test component. For DRB, the port is above PDCP. PDCP Ciphering/Integrity is enabled. NAS integrity/Ciphering is enabled.
NOTE:	RLC for BCCH/PCCH/CCCH are configured per serving cell; RLC and PDCP for DCCH/DTCH are configured only in PCell/PSCell and are additionally multiplexed on MAC of associated SCells in the CG (carrier group).
For Split DRB’s PDCP is not configured in PSCell. If UL traffic on split DRB will be steered through SCG (i.e. ul-DataSplitDRB-ViaSCG is true), the IE ul-DataSplitDRB-ViaSCG will only be provided in PDCP-Info in PSCell.
The PCell and SCell (associated with either PCell or PSCell) are same as in CA RRC test model in clause 4.2.4A.2.
The RRC/NAS emulator for SRB1 and SRB2 shall provide the Ciphering and Integrity functionality for the NAS messages. In UL direction, SS shall report RRC messages, still containing (where appropriate) the secure and encoded NAS message, to the RRC port. In DL, RRC and NAS messages with same timing information shall be embedded in one PDU after integrity and ciphering for NAS messages.
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port. SS reports PUCCH scheduling information reception in PCell/PSCell over system indication port, if configured. In a similar way the reception of RACH preambles in PCell/PSCell/SCell is reported by SS over the same port, if configured.
[bookmark: _Toc27404841][bookmark: _Toc36029308][bookmark: _Toc51831580][bookmark: _Toc75892369][bookmark: _Toc75977255]4.2.5	IP model extension for IMS
The IMS test model is based on the IP Test Model with extensions to support IPsec. Support of Signalling Compression (SigComp) may be added in the future if needed.
IMS in general may use TCP, UDP or alternated TCP/UDP as transport layer for signalling messages.
At TTCN-3 system interface level there are no IMS specific ports or ASPs, i.e. IMS specific issues are purely handled in TTCN and therefore out of scope for this document.
NOTE:	Even though the main intention to introduce the IMS test model is to support the initial IMS registration procedure, the IMS test model is independent of any specific IMS procedures.

Figure 4.2.5-1: Example for IP model supporting IMS

NOTE 1:	At the system interface IPsec is the only difference compared to the IP model of clause 4.2.4
NOTE 2:	It is a working assumption to have a separate PTC for IMS as shown in figure 4.2.5-1
NOTE 3:	Ports between the IP_PTC and the IMS_PTC are for illustration only
[bookmark: _Toc27404842][bookmark: _Toc36029309][bookmark: _Toc51831581][bookmark: _Toc75892370][bookmark: _Toc75977256]4.2.5.1	IPsec
IPsec involves security policy database (SPD) and security association database (SAD) (Ref. RFC4301). The entries in the databases are configured with security parameters by ASPs at the IPsec_CTRL port.
NOTE:	IPsec is not directly associated to a given socket but IPsec is applied to IP packets matching a configured security association.  configuration of IPsec in general is independent of the existence of sockets but typically the IPsec configuration is done just before establishment of a corresponding socket.
The SS shall cleanup all IPsec database entries which has been setup by TTCN during a test case at the end of the test case independent of how the test case terminates (normal termination, run-time error etc.)
[bookmark: _Toc27404843][bookmark: _Toc36029310][bookmark: _Toc51831582][bookmark: _Toc75892371][bookmark: _Toc75977257]4.2.5.1.1	Security Association
NOTE:	Within this clause SA is used as abbreviation of ‘Security Association’ (i.e. not as abbreviation for ‘System Adaptor’ as usual) 
During the IMS signalling handling two pairs of SAs consisting of four unidirectional SAs will be used, one pair of SAs (SA2 and SA4) is between the server port of UE and the client port of the SS, another pair of SAs (SA1 and SA3) is between the client port of UE and the server port of the SS, see figure 4.2.5.2.3.1-1.

Figure 4.2.5.2.3.1-1 Two pairs of SAs

SA1 used for data flow from port_uc to port_ps is an inbound SA for protected server port of P-CSCF, its Security Parameter Index spi_ps is selected by P-CSCF (IMS Registration/Authentication function in IP_PTC) and presented in 401 Unauthorised; SA2 used for data flow from port_pc to port_us is an inbound SA for protected server port of UE, its Security Parameter Index spi_us is selected by UE and presented in initial REGISTER message; SA3 used for data flow from port_ps to port_uc is an inbound SA for protected client port of UE, its Security Parameter Index spi_uc is selected by UE and presented in initial REGISTER message; SA4 used for data flow from port_us to port_pc via an inbound SA for client port of P-CSCF, its Security Parameter Index spi_pc is selected by P-CSCF (IMS Registration/Authentication function in IP_PTC) and presented in 401 Unauthorised message. The pair of SA1 and SA3 is for bidirectional traffic between port_uc and port_ps. The pair of SA2 and SA4 is for bidirectional traffic between port_pc and port_us. Those four spi_xx and other security parameters are negotiated during security association set up procedure and shall be passed to IPsec protocol layer in the SS. See "SAD and SPD" and clause 7.2 of TS 33.203 [41].
These four unidirectional SA and relevant ports are shared by TCP and UDP. TCP transport will use all four SAs, UDP transport uses only two SAs, because there is no traffic from port_ps to port_uc, nor from port_us to port_pc. Figure 4.2.5.2.3.1-2 shows the usage of ports and SAs under UDP and TCP transport in a generic registration procedure (see clause C.2 of TS 34.229-1 [40]).


Figure 4.2.5.2.3.1-2: Usage of ports and SAs in UDP and TCP transport

[bookmark: _Toc27404844][bookmark: _Toc36029311][bookmark: _Toc51831583][bookmark: _Toc75892372][bookmark: _Toc75977258]4.2.5.1.2	SAD and SPD
SAD and SPD are used by IPsec to store various security parameters (per Security Association). During IMS AKA, the UE and the IMS Registration/Authentication function in IP_PTC negotiates the negotiable parameters for security association setup, this negotiation is carried out at the SIP level in TTCN-3, and the resulting security association parameters are maintained in TTCN-3. The involved parameters are:
spi_uc; spi_us; spi_pc; spi_ps
encryption algorithm
integrity algorithm
The IMS AKA will generate key IKIM, the security parameters IKESP and CKESP are derived from IKIM and CKIM in TTCN-3 (Ref. Annex I of TS 33.203[41]). ASPs are used to pass these parameters (per security association and with its selectors) from TTCN-3 to SAD and SPD of IPsec layer in the SS.
The same IKESP and CKESP will be used for the four unidirectional SAs. All of the four unidirectional SAs will use the same negotiated encryption algorithm and integrity algorithm.
In addition to those negotiable security parameters, other security parameters are fixed in IMS environment (see clause 7.1 of TS 33.203 [41]):
Life type:	second
SA duration:	232-1
Mode:	transport
IPsec protocol:	ESP, ESP integrity applied
Key length:	192 bits for DES-EDES_CBC, 128 bits for AES-CBC and HMAC-MD5-96; 160 bits 	for HMAC-SHA-1-96
These parameters are hard coded with IPsec implementation in the SS, not passed from TTCN-3.
An SA have to be bound to selectors (specific parameters) of the data flows between UE and P-CSCF (IMS Registration/Authentication function in IP_PTC), the selectors are:
source IP address
destination IP address
source port
destination port 
transport protocols that share the SA
IP addresses bound to the two pairs of SAs are:
For inbound SAs at the P-CSCF (the SS side):
-	The source and destination IP addresses associated with the SA are identical to those in the header of the IP packet in which the initial SIP REGISTER message was received by the P-CSCF.
For outbound SAs at the P-CSCF (the SS side):
-	The source IP address bound to the outbound SA equals the destination IP address bound to the inbound SA; the destination IP address bound to the outbound SA equals the source IP address bound to the inbound SA.
Ports bound to the two pairs of SAs are depictured in figure 4.2.5.2.3.1-1, port_ps and port_pc shall be different from the default SIP ports 5060 and 5061. The number of the ports port_ps and port_pc are communicated to the UE during the security association setup procedure.
The transport protocol selector shall allow UDP and TCP.
The selectors are passed to the SS IPsec layer together with the security parameters related to an SA bound to the selectors.
[bookmark: _Toc27404845][bookmark: _Toc36029312][bookmark: _Toc51831584][bookmark: _Toc75892373][bookmark: _Toc75977259]4.2.5.2	Signalling Compression (SigComp)
Signalling compression is mandatory (see clause 8 of TS 24.229 [42]) and Signalling compression (RFC 3320 [43], RFC 3485 [44], RFC 3486 [45], RFC 4896 [46], RFC 5049 [47]) protocol is used for SIP compression. SigComp entity in the model is used to carry out the compression/decompression functions. In receiving direction of the SS the SigComp entity will detect whether the incoming SIP message is compressed, and decompress the message if it is compressed. In the SS transmitting direction, the TTCN, via ASP, controls when the compression of outgoing SIP message is started. Stateless compression is not used in the SIP environment. For state full operation of SigComp the ASP passing compartment ID to SigComp is applied. The SS shall clean all states related to a connection in SigComp when an ASP for closing the connection is received. The SS shall also clean all states in the SigComp when abortion of a test case is detected or after the system reboots. If decompression failure occurs while decompressing a message, the message shall be discarded. The SigComp entity in the SS shall automatically find if a secure port or un-secure port is being used for transmission or reception of messages. If an un-secure port is used for transmission, it shall not include state creation instructions. If the state creation command is received in a compressed message on an un-secured port, a decompression failure shall be generated.
[bookmark: _Toc27404846][bookmark: _Toc36029313][bookmark: _Toc51831585][bookmark: _Toc75892374][bookmark: _Toc75977260]4.2.5.3	SIP TTCN-3 Codec
SIP is a text-based protocol, the messages exchanged between the UE and the SS are character strings. In TTCN-3 the messages are structured to take the advantages of TTCN-3 functionalities, and to make the debugging and maintenance easier.
Even though there is no encoding/decoding of SIP messages at the TTCN-3 system interface, the IMS_PTC uses the SIP codec by means of the TTCN-3 build-in functions encvalue and decvalue.
The SIP codec is specified in TS 34.229-3 [45] clause 7.
[bookmark: _Toc27404847][bookmark: _Toc36029314][bookmark: _Toc51831586][bookmark: _Toc75892375][bookmark: _Toc75977261]4.2.6	Support of DSMIPv6
For testing of DSMIPv6 IP packets being relevant for the test cases may be routed by the IP_PTC to the PTCs with specific test case implementation. There are not specific requirements for the system interface.
The functions of HA and ePDG are FFS.
[bookmark: _Toc27404848][bookmark: _Toc36029315][bookmark: _Toc51831587][bookmark: _Toc75892376][bookmark: _Toc75977262]4.2.7	MBMS test model


Figure 4.2.7-1: Test model for MBMS testing

The UE is configured in Test Loop Mode C to count the successfully received MBMS Packets. On the UE side, Ciphering/Integrity (PDCP and NAS) are enabled on SRBs/DRB. No security is configured on MCCH/MTCH.
On the SS side, the cell is configured as a normal cell, the MBMS parameters are configured by using an additional call of SYSTEM_CTRL_REQ. L1, MAC and RLC are configured for MCCH/MTCH in normal mode; they shall perform all of their functions. The MRB ports are above RLC. For MTCH data transmission, the SS shall set the MCH Scheduling Information (MSI) in the MAC PDU in the first subframe allocated to the MCH within the MCH scheduling period to indicate the position of each MTCH and unused subframes on the MCH according to TS 36.321[16] clause 6.1.3.7 The SS will be explicitly configured by the TTCN for MSI MAC control element. SS shall repeat the same configured MSI in the first subframe allocated to the MCH within each new MCH scheduling period.
The MRB data is considered as raw data and is scheduled with explicit timing control information from TTCN on MTCH.
[bookmark: _Toc27404849][bookmark: _Toc36029316][bookmark: _Toc51831588][bookmark: _Toc75892377][bookmark: _Toc75977263]4.2.8	OCNG test model
The OCNG generator is a logical block in the SS MAC layer, activated/deactivated by TTCN. There is one OCNG generator per cell, and OCNG may be activated by TTCN in any cell (i.e. serving or neighbour). 
When OCNG is activated in a cell, the SS shall automatically transmit uncorrelated pseudo random data in an arbitrary number of DL MAC TB’s on PDSCH’s, in each non-ABS (Almost Blank Subframe) identified by MeasSubFramePattern, identified by an arbitrary number of virtual (non existing) UE’s with C-RNTI’s set different from the C-RNTI of the UE under test. The SS shall treat these MAC TB’s in a special way, i.e. shall not expect any HARQ feedback and shall not make any HARQ retransmissions. The SS shall select the number of virtual UE’s to achieve the following conditions in each non-ABS subframe:
-	Load all CCE’s unused by any scheduled RNTI (SI-RNTI, C-RNTI , P-RNTI,  RA-RNTI, Temp C-RNTI, SPS C-RNTI, M-RNTI) transmissions.
-	Utilize all PRB’s un-assigned by any scheduled RNTI.
-	The modulation is restricted to QPSK.
The DCI combination 1 defined in clause 7.3.3.5.1 is used to facilitate maximum utilization of un-assigned PRB’s.
While activating OCNG on a non-PCell, TTCN shall take care of timing information for the cell such that the SFN and subframe number should result in the corresponding  PCell SFN mod x = 0, where  x is the size of the subframePattern bit string divided by 10 and the corresponding subframe number of Pcell =0.


Figure 4.2.8-1: Test model for testing with OCNG

[bookmark: _Toc27404850][bookmark: _Toc36029317][bookmark: _Toc51831589][bookmark: _Toc75892378][bookmark: _Toc75977264]4.2.9	Device-to-Device Proximity Services test model


Figure 4.2.9-1: D2D ProSe test model

For testing of Device-to-Device Proximity Services (D2D ProSe), the system simulator (SS) shall implement, in addition to one or several simulated E-UTRA cells (L1/L2), one or several simulated UEs (L1/L2), called hereafter SS-UE. An SS-UE is used to send/receive data with the UE under test over the PC5 interface. This is depicted in the D2D ProSe test model of Figure 4.2.9-1.
From a TTCN architecture point of view Figure 4.2.9-2 depicts the TTCN component model used for D2D ProSe.

Figure 4.2.9-2: D2D ProSe component model

An SS-UE is controlled by TTCN in the SideLink PTC and is configured for Direct Discovery or Direct Communication by TTCN over sidelink system control SL_SYS port.
The ProSe Function is simulated in the ProSe_PTC. The HTTP_ProSe_PTC takes care about extracting and embedding PC3 messages from/into HTTP requests and responses and to generate the trigger for network-initiated procedures (OMA PUSH). There are no PC3 interface specific system ports, i.e. PC3 messages are IP user data in terms of clause 4.2.4.
[bookmark: _Toc27404851][bookmark: _Toc36029318][bookmark: _Toc51831590][bookmark: _Toc75892379][bookmark: _Toc75977265]4.2.9.1	ProSe Function test model
The PC3 Control Protocol procedures between the UE and the ProSe Function can be tested by TTCN at the ProSe_PTC. The ProSe_PTC handles ProSe discovery messages and procedures as defined in TS 24.334 [61].
The purpose of the HTTP_ProSe_PTC is to emulate the transport protocol for PC3 Control Protocol messages. It is responsible to receive HTTP requests addressing the ProSe function in UL, for encoding and decoding of the ProSe discovery messages and to provide the HTTP responses with all relevant headers in DL.
In addition the HTTP_ProSe_PTC provides means to trigger network-initiated procedures (e.g. OMA PUSH) and is used for HTTP based authentication (e.g. GBA).
[bookmark: _Toc27404852][bookmark: _Toc36029319][bookmark: _Toc51831591][bookmark: _Toc75892380][bookmark: _Toc75977266]4.2.9.2	Direct Discovery test model
The UE under test is configured in normal mode.
The SS-UE is configured in coverage. L1 and MAC are configured in normal way, they shall perform all of their functions. The SL_DATA port for transmission and reception of SL-DCH message, i.e. PC5_DISCOVERY messages, is above MAC.
On UE side integrity in SL-DCH message is applied. TTCN in SL_UE PTC provides the integrity functionality for the SL-DCH messages:
-	In reception, SS-UE shall report to TTCN the SL-DCH message, containing the Message Code Integrity (MIC),  with the SFN/Subframe at which the message was received. TTCN shall check the MIC field.
-	In transmission, TTCN computes the MIC before sending the SL-DCH messages to SS-UE.
The SS-UE is configured by TTCN over sidelink system control port to receive/transmit SLSS. The SS-UE shall report SLSS reception over the sidelink system indication port.
[bookmark: _Toc27404853][bookmark: _Toc36029320][bookmark: _Toc51831592][bookmark: _Toc75892381][bookmark: _Toc75977267]4.2.9.3	Direct Communication test model
The UE under test is configured in normal mode or in Test loop mode E, ciphering (PDCP on STCH) is not enabled unless specified otherwise in the test case and ROHC is not configured.
The SS-UE is configured in coverage or out of coverage. L1, MAC and RLC are configured in normal way, they shall perform all of their functions. PDCP is configured in normal mode or in 'no header manipulation' special mode in STCH security test cases:
-	When configured in normal mode, PDCP shall perform all of its functions. PDCP ciphering is not enabled unless specified otherwise in the test case and ROHC is not configured.
-	When configured in 'no header manipulation' mode, no header manipulation shall be performed in PDCP layer in both directions: the SS-UE shall not add PDCP header (in transmission) and remove PDCP Header (in reception). PDCP state variables shall be maintained by SS-UE PDCP layer. PDCP ciphering is enabled when specified in the test and ROHC is not configured.
The SL_DATA port for transmission and reception of STCH data is above PDCP. The STCH data is considered as raw data.
[bookmark: _Toc27404854][bookmark: _Toc36029321][bookmark: _Toc51831593][bookmark: _Toc75892382][bookmark: _Toc75977268]4.2.10	SC-PTM test model

Figure 4.2.10-1: Test model for SC-PTM testing

The UE is configured in Test Loop Mode F to count the successfully received MBMS Packets. On the UE side, Ciphering/Integrity (PDCP and NAS) are enabled on SRBs/DRB. No security is configured on SC-MCCH/SC-MTCH.
On the SS side, the cell is configured as a normal cell, the SC-PTM parameters are configured by using an additional call of SYSTEM_CTRL_REQ. L1, MAC and RLC are configured for SC-MCCH/SC-MTCH in normal mode; they shall perform all of their functions. Existing MRB port will be reused for routing SC-MRB data. 
The SC-MRB data is considered as raw data that shall not be multiplexed with the data from other RBs and shall be sent in one MAC PDU and in one TTI. DL Scheduling assignments are configured from TTCN over system control port.
[bookmark: _Toc27404855][bookmark: _Toc36029322][bookmark: _Toc51831594][bookmark: _Toc75892383][bookmark: _Toc75977269]4.2.11	V2X Services test model


Figure 4.2.11-1: V2X test model

For testing of V2X Services, the system simulator (SS) shall implement one or several simulated E-UTRA cells (L1/L2) and one or several simulated UEs (L1/L2), called hereafter SS-UE (also referred as SS-UE1, SS-UE2 in TS 36.523-1[1]). A GNSS Simulator is configured when GNSS synchronisation source or a geographical position is required in the test. The requirements for the GNSS simulator (also referred as positioning simulator) are specified in 37.571-4 [52]. An SS-UE is used to send/receive data with the UE under test over the PC5 interface. This is depicted in the V2X test model of Figure 4.2.11-1. ROHC is not configured
From a TTCN architecture point of view Figure 4.2.11-2 depicts the TTCN component model used for V2X.


Figure 4.2.11-2: V2X component model

An SS-UE is controlled by TTCN in the SideLink PTC and is configured for V2X Communication by TTCN over sidelink system control SL_SYS port.
The UE under test is configured in normal mode or in Test loop mode E .
The SS-UE is configured in coverage, out of coverage or UTC synchronised. L1, MAC and RLC are configured in normal way, they shall perform all of their functions. There is no PDCP ciphering, PDCP is configured in normal mode or in 'no header manipulation' special mode in PDCP test cases:
-	When configured in normal mode, PDCP shall perform all of its functions.
-	When configured in 'no header manipulation' mode, no header manipulation shall be performed in PDCP layer in both directions: the SS-UE shall not add PDCP header (in transmission) and remove PDCP Header (in reception). PDCP state variables shall be maintained by SS-UE PDCP layer.
The SL_DATA port for transmission and reception of STCH data is above PDCP. The STCH data is considered as raw data.
[bookmark: _Toc27404856][bookmark: _Toc36029323][bookmark: _Toc51831595][bookmark: _Toc75892384][bookmark: _Toc75977270]4.2.12	Aerial UE test model

Figure 4.2.12-1: Aerial UE test model

For testing aerial UE communications requiring acquisition of geographical position as per test cases 8.9.2 and 8.9.3 in TS 36.523-1 [1], the system simulator (SS) shall implement one simulated E-UTRA cell. A GNSS Simulator is configured to imitate a geographical position as required by the test scenario. The requirements for the GNSS simulator (also referred as positioning simulator) are specified in TS 37.571-4 [52]. This is depicted in the aerial UE test model of the Figure 4.2.12-1 
The UE under test is configured in a normal mode.
[bookmark: _Toc27404857][bookmark: _Toc36029324][bookmark: _Toc51831596][bookmark: _Toc75892385][bookmark: _Toc75977271]4.3	SAE Test Model
[bookmark: _Toc27404858][bookmark: _Toc36029325][bookmark: _Toc51831597][bookmark: _Toc75892386][bookmark: _Toc75977272]4.3.1	NAS Test Model


Figure 4.3.1-1: NAS Test Model

The NAS emulator is a parallel test component which handles NAS security, with the help of external functions to perform the integrity and (de)ciphering.
The interface between the emulator and the TTCN (co-ordination messages) handle data as TTCN-3 values. The interface between the emulator and the SS handles the RRC messages as TTCN-3 values, containing (where applicable) secure, encoded NAS messages.
The NAS emulator is not part of the test case in terms of verdict assignment (i.e. it does not check the correctness of any protocol message). Nevertheless, in case of fatal errors such as encode/decode errors, the NAS emulator sets the verdict to inconclusive and terminates immediately - which causes the test case to terminate. I.e. the NAS emulator does not resolve error situations.
[bookmark: _Toc27404859][bookmark: _Toc36029326][bookmark: _Toc51831598][bookmark: _Toc75892387][bookmark: _Toc75977273]4.4	Inter RAT Test Model
[bookmark: _Toc27404860][bookmark: _Toc36029327][bookmark: _Toc51831599][bookmark: _Toc75892388][bookmark: _Toc75977274]4.4.1	E-UTRAN-UTRAN Inter RAT Test Model


Figure 4.4.1-1: Test model for Inter RAT E-UTRAN-UTRAN testing

The model consists of dual protocol stack one for E-UTRAN and one for UTRAN. The TTCN implementation for E‑UTRAN and UTRAN functionalities will be in separate Parallel Test Components. The SS E-UTRAN part is same as the model defined in clause 4.2.2 for RRC testing.
The SS UTRAN part consisting of PHY, MAC, RLC and PDCP (optionally) (IF PS user RB established only), are configured in normal mode. They shall perform all of their functions normally. Ciphering is enabled and shall be performed in RLC (AM/UM) and MAC (TM RLC). Integrity is enabled, and SS shall provide RRC emulator for integrity protection calculation and checking and 'Direct transfer' adaptation. Ports are above RLC (CS RAB and SRB0), PDCP (PS RAB) and RRC Emulator (SRB1 to SRB4).
The UE is configured in normal mode. Ciphering/Integrity (PDCP and NAS) are enabled and ROHC is not configured in E-UTRAN. Ciphering is enabled in UTRAN.
[bookmark: _Toc27404861][bookmark: _Toc36029328][bookmark: _Toc51831600][bookmark: _Toc75892389][bookmark: _Toc75977275]4.4.1.1	User data over UTRAN
User data transferred over UTRAN is distinguished between:
Raw user data (raw mode),
IP data (IP mode).
Depending upon whether the user data is relevant for the purpose of test, several scenarios are listed:
Raw user data relevant for the purpose of test,
IP data relevant for the purpose of test,
IP data, considered as IP signalling, not directly relevant for the purpose of test.
[bookmark: _Toc27404862][bookmark: _Toc36029329][bookmark: _Toc51831601][bookmark: _Toc75892390][bookmark: _Toc75977276]4.4.1.1.1	Raw user data over UTRAN
The raw user data can be as RLC SDUs and PDCP SDUs. The DL and UL user data are routed to UTRAN_PTC (Fig. 4.4.1.1.2-1). The IP stack in SS is not involved for all raw user data applications.
RLC SDUs is applied if the test loop mode 1 with loopback of RLC SDUs in TS 34.109 [9] is activated. PDCP in SS is not configured in this case; the DL and UL user data are routed to UTRAN_PTC via the RLC port.
The raw user data as PDCP SDUs is applied in the following cases:
the test loop mode 4 (TS 34.109 [9]) is activated,
the test loop mode 1 is activated with loopback of PDCP SDUs (TS 34.109 [9]),
the test loop mode B (TS 36.509 [4]) is activated and raw data is looped back on UTRAN,
IP raw data is another type of raw user data. The test loop mode is not activated. This case is applied when sending uplink data is triggered by the upper tester.
PDCP and optional RoHC are configured in SS, the DL and UL user data are routed to UTRAN_PTC via the PDCP port.
Feeding raw user data is largely used in the pure UTRAN test in TS 34.123-3 [7].
[bookmark: _Toc27404863][bookmark: _Toc36029330][bookmark: _Toc51831602][bookmark: _Toc75892391][bookmark: _Toc75977277]4.4.1.1.2	IP data over UTRAN
The IP data over UTRAN is applied to E-UTRA-UTRAN I-RAT and UTRAN test cases. The IP stack in SS is involved. IP data is considered as:
IP packets data (IP mode) relevant for the purpose of test,
IP signalling (IP mode), to be handled in TTCN at IP Layer
One of the IP signalling handling is the stateless address auto configuration for IPv6, illustrated in Fig. 4.4.1.1.2-1.

Figure 4.4.1.1.2-1: UTRAN IP test model with an ICMPv6 server

[bookmark: _Toc27404864][bookmark: _Toc36029331][bookmark: _Toc51831603][bookmark: _Toc75892392][bookmark: _Toc75977278]4.4.1.1.3	Routing IP data
The routing of user data is the function of DRB-Mux and controlled by a routing table.
If there is no entry in the routing table for a given RB, it is considered being in raw mode, raw user data is routed to or from the UTRAN PDCP port.
If there is an entry in the routing table for a given RB, it is considered being in IP mode, IP data is routed to or from the IP stack.
For EUTRA-UTRAN or UTRAN test, the routing entry parameters in the DRB-Mux's routing table are specified as (RAT=Utran, cell-id=-1, RB id). SS PDCP entity does not belong to a particular cell; the cellId shall be assigned to the value -1. Consequently, the UTRAN cell id provided in DRB-Mux is set to cell-id=-1.
IP protocol information of IP data (protocol, local IP address, local port, remote IP address, and remote port) is also provided in the routing table. More information can be found in 4.2.4.
[bookmark: _Toc27404865][bookmark: _Toc36029332][bookmark: _Toc51831604][bookmark: _Toc75892393][bookmark: _Toc75977279]4.4.2	E-UTRAN-GERAN Inter RAT Test Model


Figure 4.4.2-1: Test model for Inter RAT E-UTRAN-GERAN testing

The model consists of dual protocol stack one for E-UTRAN and one for GERAN. The TTCN implementation for E‑UTRAN and GERAN functionalities will be in separate Parallel Test Components. The SS E-UTRAN part is the same as the model defined in clause 4.2.2 for RRC testing.
The SS GERAN model for GPRS consists of L1, MAC/ RLC and LLC, configured in normal mode. SNDCP may also be configured. If SNDCP is configured, this shall reference the LL Entity by the LLMEId. They shall perform all of their functions normally. Ciphering is enabled and shall be performed in LLC. XIDs shall be sent/received by the TTCN and the TTCN will then send the XID information to the SS using the G_CLLC_XID_Config_REQ ASP. Ports are above RLC (GRR messages), LLC (NAS and Data) and SNDCP (User Data).
The SS GERAN model for GSM consists of L1, L2 (MAC/ RLC), configured in normal mode. They shall perform all of their functions normally. Ciphering is enabled and shall be performed in L1. Ports are above L2.
The UE is configured in normal mode. Ciphering/Integrity (PDCP and NAS) are enabled and ROHC is not configured in E-UTRAN. Ciphering is enabled in GERAN.
[bookmark: _Toc27404866][bookmark: _Toc36029333][bookmark: _Toc51831605][bookmark: _Toc75892394][bookmark: _Toc75977280]4.4.2.1	User data over GERAN
User data transferred over GERAN is distinguished between:
Raw user data (raw mode),
IP data (IP mode).
Depending upon whether the user data is relevant for the purpose of test, several scenarios are listed:
Raw user data relevant for the purpose of test,
IP data relevant for the purpose of test,
IP data, considered as IP signalling, not directly relevant for the purpose of test.
[bookmark: _Toc27404867][bookmark: _Toc36029334][bookmark: _Toc51831606][bookmark: _Toc75892395][bookmark: _Toc75977281]4.4.2.1.1	Raw user data over GERAN
The raw user data can be as RLC blocks and SNDCP SDUs.  The DL and UL user data are routed to GERAN PTC (Fig. 4.4.2.1.2-1).  The IP stack in the SS is not involved for all raw user data applications.
RLC blocks are applied if testloop mode B (TS 36.509 [4]) is activated and raw data is looped back on GERAN.
IP raw data is another type of raw data.  The testloop mode is not activated. This case is applied when sending uplink data is triggered by the upper tester.
SNDCP and optionally RoHC are configured in the SS, DL and UL user data are routed to GERAN_PTC via the SNDCP port.
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The IP data over GERAN is applied to EUTRA – GERAN I-RAT test cases. The IP stack in the SS is involved.  IP data is considered as:
-	IP packets data (IP mode) relevant for the purpose of the test,
-	IP signalling (IP mode), to be handled in the TTCN at IP layer.
One of the IP signalling handling is the stateless address auto configuration for IPv6, illustrated in Figure 4.4.2.1.2-1.

Figure 4.4.2.1.2-1: GERAN IP test model with an ICMPv6 server

[bookmark: _Toc27404869][bookmark: _Toc36029336][bookmark: _Toc51831608][bookmark: _Toc75892397][bookmark: _Toc75977283]4.4.2.1.3	Routing IP data
The routing of user data is the function of the DRB-Mux and is controlled by a routing table.
If there is no entry in the routing table for a given NSAPI, it is considered to be in raw mode, raw user data is routed to or from the GERAN SNDCP port.
If there is an entry in the routing table for a given NSAPI, it is considered to be in IP mode, IP data is routed to or from the IP stack.
For EUTRA-GERAN, the routing entry parameters in the DRB-Mux's routing table are specified as (RAT = GERAN, cell-id, NSAPI). IP protocol information of IP data (protocol, local IP address, local port, remote IP address, and remote port) is also provided in the routing table. More information can be found in clause 4.2.4.
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Figure 4.4.3-1: Test model for InterRAT E-UTRAN-CDMA2000 HRPD testing

The model consists of a dual protocol stack, one for E-UTRAN and one for eHRPD. The TTCN implementation for E‑UTRAN and eHRPD functionalities will be in separate Parallel Test Components. The SS E-UTRAN part is same as the model defined in clause 4.2.2 for RRC testing.
The eHRPD part emulation in SS is considered as a black box. The commands/Indications port is used for commanding the SS to bring the UE into the desired state and monitoring the progress. The System commands and indications are designed with principle of having minimum command/indication per eHRPD procedure hence avoid racing conditions and timing issues. By default, the execution order of sub procedures (e.g. protocol negotiations) cannot be monitored by TTCN. The SS emulations shall be compliant with respective 3GPP/3GPP2 core specifications and guarantee execution order of respective eHRPD procedures as per relevant 3GPP/3GPP2 test/core specifications.
The C2KTUNNEL port is used for routing encapsulated
1.	pre-registration messages (i.e. messages encapsulated in ULInformationTransfer and DLInformationTransfer) in the EUTRAN cell to the eHRPD and
2.	handover related eHRPD messages (i.e. messages encapsulated in HandoverFromEUTRAPreparationRequest/ ULHandoverPreparationTransfer/ MobilityFromEUTRACommand).
The SS eHRPD part consists of Physical, MAC, Security, Connection, Session, Stream, Application and Layers for PPP and IP configured in normal mode. They shall perform all of their functions normally. Encryption may be enabled and performed in security layer.
The CDMA2000 eHRPD emulation in the SS supports the following layers and protocols:
-	Physical layer (Subtype 2).
-	MAC layer:
-	Enhanced (Subtype 0, Subtype 1) Control Channel MAC Protocol (ECH).
-	Enhanced (Subtype 1) Forward Traffic Channel MAC Protocol (E-F-TCH).
-	Enhanced (Subtype 1) Access Channel MAC Protocol (E-ACH).
-	Subtype 3 Reverse Traffic Channel MAC Protocol (R-TCH).
-	Security Layer:
-	Default Security Protocol (Security).
-	Connection Layer:
-	Default Air Link Management Protocol (ALMP).
-	Default Connected State Protocol (CSP).
-	Default Packet Consolidation Protocol (PCP).
-	Inter-RAT Signalling Adaptation Protocol (IR-SAP) (required only for optimized handover).
-	Inter-RAT Initialization State Protocol (IR-Init SP) (required only for optimized handover).
-	Inter-RAT Idle State Protocol (IR-Idle SP) (required only for optimized handover).
-	Inter-RAT Route Update Protocol (IR-RUP) (required only for optimized handover).
-	Inter-RAT Overhead Messages Protocol (IR-OMP) (required only for optimized handover).
-	Session Layer:
-	Default Session Management Protocol (SMP).
-	Default Address Management Protocol (AMP).
-	Default Session Configuration Protocol (SCP).
-	Stream Layer:
-	Default Stream Protocol (DSP).
-	Application Layer:
-	Default Signalling Application:
-	Signalling Network Protocol (SNP).
-	Signalling Link Protocol (SLP).
-	Enhanced Multi-Flow Packet Application:
-	Route Selection Protocol (RSP).
-	Radio Link Protocol (RLP).
-	Location Update Protocol (LUP).
-	Flow Control Protocol (FCP).
-	Alternate Enhanced Multi-Flow Packet Application (to be listed along with EMPA during SCP negotiation)
-	Above eHRPD:
-	PPP: Vendor Specific Network Control Protocol (PPP:VSNCP).
-	PPP: Vendor Specific Network Protocol (PPP:VSNP).
-	PPP: Link Control Protocol (PPP:LCP).
-	PPP: Extensible Authentication protocol-Authentication and Key Agreement’ (PPP:EAP-AKA’).
-	IPv4.
-	IPv6.
During pre-registration phase, one cell per preRegistrationZoneID (ColorCode) to be simulated will be configured by TTCN with power level as ‘off’, or as specified by the test case. The SS will be issued System commands for pre-registration and expect the appropriate system indications.
The UE is configured in normal mode. Ciphering/Integrity (PDCP and NAS) are enabled and ROHC is not configured in E-UTRAN. Encryption is enabled in HRPD.
[bookmark: _Toc27404872][bookmark: _Toc36029339][bookmark: _Toc51831611][bookmark: _Toc75892400][bookmark: _Toc75977286]4.4.3.2	E-UTRAN-CDMA2000 1xRTT Inter RAT test model
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Figure 4.4.3.2-1: Test model for InterRAT E-UTRAN-CDMA2000 1xRTT testing

The 1xRTT test model consists of a dual protocol stack, one for E-UTRAN and one for 1xRTT. The TTCN implementation for E‑UTRAN and 1xRTT functionalities are in separate Parallel Test Components. The SS E-UTRAN part is same as the model defined in clause 4.2.2 for RRC testing.
The 1xRTT part emulation in SS is considered as a black box. The commands/Indications port is used for commanding the SS to bring the UE into the desired state and monitoring the progress. The System commands and indications are designed with principle of having minimum command/indication per 1xRTT procedures hence avoid racing conditions and timing issues. By default, the execution order of sub procedures(e.g. protocol negotiations) cannot be monitored by TTCN. The SS emulations shall be compliant with respective 3GPP/3GPP2 core specifications and guarantee execution order of respective 1xRTT procedures as per relevant 3GPP/3GPP2 test/core specifications.
The C2KTUNNEL port is used for routing encapsulated
1.	pre-registration messages (i.e. messages encapsulated in CSFBParametersResponseCDMA2000, ULInformationTransfer and DLInformationTransfer) in the EUTRAN cell to the 1xRTT and
2.	handover, e-CSFB related 1xRTT messages (i.e. messages encapsulated in HandoverFromEUTRAPreparationRequest/ ULHandoverPreparationTransfer/ MobilityFromEUTRACommand).
The SS 1xRTT part consists of Physical, MAC, LAC, Session, Stream, Application and Layers for PPP and IP configured in normal mode. They shall perform all of their functions normally. Encryption may be enabled and performed in security layer.
The CDMA2000 1xRTT emulation in the SS supports the following layers and protocols:
-	Physical layer.
-	MAC layer:
-	Signalling Radio Burst protocol.
-	Radio Link Protocol for Data services.
-	Forward and Reverse Packet Data Channel functions.
-	Multiplexing and QoS Delivery.
-	Link Access Control:
-	Authentication and Message Integrity sublayer [optional].
-	ARQ sublayer.
-	Addressing.
-	Utility.
-	Segmentation and Reassembly.
-	Layer 3:
-	Super visioning and Configuration Management.
-	Signalling Protocol.
During pre-registration phase, one cell per preRegistrationZoneID (ColourCode) to be simulated will be configured by TTCN with power level as ‘off’, or as specified by the test case. The SS will be issued System commands for pre-registration and expect the appropriate system indications.
The UE is configured in normal mode or loop back mode. Ciphering/Integrity (PDCP and NAS) are enabled and ROHC is not configured in E-UTRAN. Encryption may be enabled in 1xRTT.
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Figure 4.4.4-1: Test model for Inter RAT E-UTRANFDD-TDD testing

The model consists of dual protocol stack one for E-UTRANFDD and one for E-UTRANTDD. The TTCN implementation for E-UTRANFDD and TDD functionalities will be in the same Parallel Test Component. The SS E‑UTRAN (both FDD and TDD) part is the same as the model defined in clause 4.2.2 for RRC testing. SS E‑UTRANFDD and TDD shall be configured as separate cells.
The UE is configured in normal mode. Ciphering/Integrity (PDCP and NAS) are enabled and ROHC is not configured for both FDD and TDD.
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Figure 4.4.5-1: Test model for Inter RAT E-UTRANFDD-TDD testing

The model consists of integrated protocol stack supporting E-UTRAN, UTRAN and GERAN. The TTCN implementation for E-UTRAN, UTRAN and GERAN functionalities will be in separate Parallel Test Components. The SS E-UTRAN part is the same as the model defined in clause 4.2.2 for RRC testing. The SS UTRAN part is the same as the model defined in clause 4.4.1. The SS GERAN part is same as the model defined in clause 4.4.2.
The UE is configured in normal mode. Ciphering/Integrity (PDCP and NAS) are enabled and ROHC is not configured in E-UTRAN.  Ciphering/Integrity are enabled in UTRAN. Ciphering is enabled in GERAN.
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Figure 4.4.6.1-1: Test model for E-UTRAN-WLAN interworking testing

The model consists of a dual protocol stack, one for E-UTRAN and one for WLAN. E‑UTRAN and WLAN functionalities are implemented in separate Parallel Test Components in the TTCN. The SS E-UTRAN part is the same as the model defined in clause 4.2.2 for RRC testing. The WLAN part is specified in clause 4.5.
The UE is configured in normal mode. Ciphering/Integrity (PDCP and NAS) are enabled and ROHC is not configured in E-UTRAN. 
NOTE:	The working assumption is that the UE supports IP address preservation. Therefore the UE includes INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. The ePDG then relays in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address information to the UE. Reference 24.302 [67] clause 7.2.2(UE) and 7.3.1(ePDG).
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Figure 4.4.6.2-1: Test model for UTRAN-WLAN interworking testing

The model consists of a dual protocol stack, one for UTRAN and one for WLAN. UTRAN and WLAN functionalities are implemented in separate Parallel Test Components in the TTCN. The SS UTRAN part is the same as the model defined in clause 4.4.1. The SS WLAN part is defined in clause 4.5.
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The generic WLAN test model is applicable for IMS over WLAN testing, as well as for E-UTRAN/UTRAN-WLAN interworking testing.  The TTCN and SS implementations emulate an untrusted Non-3GPP IP Access as specified in TS 23.402 [63]: There is the WLAN access point (WLAN AP) and the emulation of ePDG and AAA-server.
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The WLAN access point emulation is done at the SS with a few configuration parameters provided by TTCN. The following layers need to be supported:
-	Station Management Entity
-	Physical layer:
-	Physical Sublayer  Management Entity
-	Physical layer Convergence procedure
-	Physical Medium Dependent
-	MAC layer:
-	MAC Management Entity
-	MAC sublayer
-	Also contains security services
-	ANQP element and HS 2.0 ANQP Network elements
WLAN security protocol using WPA/WPA2 algorithms shall be supported.
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An IPsec tunnel is established between the UE being in the untrusted network and the ePDG: Establishment, maintenance and release of the IPsec tunnel requires IP signalling between the tunnel end-points (UE, ePDG) according to RFC 5996 [64] and TS 33.402 [25]. IP data between the UE and the emulated 3GPP network is transferred through the IPsec tunnel by using UDP Encapsulation of IPsec ESP Packets according to RFC 3948 [65].
Figure 4.5.2-1 shows the principle of the IPsec tunnel. Note that the IP addresses of 3GPP and non-3GPP network shall be different.


Figure 4.5.2-1: IPsec tunnel for untrusted Non-3GPP IP Access to 3GPP network

Table 4.5.2-1 and table 4.5.2-2 summarise the network entities of the 3GPP network and the non-3GPP network for the different scenarios of the WLAN test model.
Table 4.5.2-1: Entities of a 3GPP network (PDN) in the WLAN test model (NOTE 1)
	Network entity
	Purpose
	Network emulation by TTCN
	Address assignment to the UE

	DHCP server
	IPv4 address allocation
	no DHCP server emulation in TTCN but IPv4 address allocation is done by the SS via IKE signalling during IPsec tunnel establishment
	DHCP discovery procedure

	ICMPv6 server
	IPv6 address allocation
	no ICMPv6 server emulation in TTCN but IPv6 address allocation is done by the SS via IKE signalling during IPsec tunnel establishment
	Router discovery procedure

	DNS server
	IP address resolution
	In general no DNS server emulation in TTCN (NOTE 2)
	IKE signalling during IPsec tunnel establishment

	P-CSCF
	IMS server
	emulation started for the PDN
	IKE signalling during IPsec tunnel establishment

	XCAP server
	XCAP
	Emulation started for 3GPP network in IMS XCAP scenarios with 3GPP-XCAP-Server
	DNS query at the PDN’s DNS server (NOTE 2)

	BSF server
	GBA authentication
	Emulation started for 3GPP network in IMS XCAP scenarios with 3GPP-XCAP-Server and BSF server used for GBA authentication
	DNS query at the PDN’s DNS server (NOTE 2)

	NOTE 1:	Access to the 3GPP network happens through IPsec tunnel between UE and ePDG
NOTE 2:	DNS server emulation is needed for the 3GPP network in IMS XCAP test scenarios with 3GPP-XCAP server, i.e. when the XCAP server is emulated to be in the 3GPP network; this requires PDN connection to the 3GPP network via IPsec tunnel



Table 4.5.2-2: Entities of a non-3GPP network (WLAN AP) in the WLAN test model
	Network entity
	Purpose
	Network emulation by TTCN
	Address assignment to the UE

	DHCP server
	IPv4 address allocation
	no DHCP server emulation in TTCN but IPv4 address allocation is done by the SS when UE associates with the WLAN AP
	DHCP discovery procedure

	ICMPv6 server
	IPv6 address allocation
	no ICMPv6 server emulation in TTCN but IPv6 address allocation is done by the SS when UE associates with the WLAN AP
	Router discovery procedure

	DNS server
	IP address resolution
	DNS server emulation started to handle queries for the ePDG and the XCAP server (NOTE 1)
	lower layer signalling with WLAN AP when UE associates with the WLAN AP

	ePDG
	Gateway to PDN
	no IP-handling for ePDG in TTCN
	DNS query at non-3GPP DNS server

	XCAP server
	XCAP 
	Emulation started for non-3GPP network in IMS XCAP scenarios with 3GPP-XCAP-Server
	DNS query at non-3GPP DNS server (NOTE 1)

	BSF server
	GBA authentication
	n.a. (NOTE 2)
	

	NOTE 1:	DNS server emulation of non-3GPP network shall handle queries for the XCAP server only if the XCAP server is :emulated to be in the non-3GPP network
NOTE 2	As working assumption there is no GBA authentication in case of non-3GPP XCAP server



During establishment of the IPsec tunnel, parameters for authentication and authorization (EAP AKA) are exchanged between the ePDG and the AAA-server (see TS 33.402 [25] clause 8).
The means for establishment, maintenance and release of the IPsec tunnel shall be provided by the SS.  The TTCN does not deal with IKE messages as such. In addition to the IP test model of clause 4.2.4 there are the following requirements for SS implementation:
-	IPsec tunnelling according to RFC 5996 [64] (IKEv2) and RFC 3948 [65]
-	Emulation of EAP AKA according to RFC 4187 [66] i.e. interworking between IPsec (ePDG) and emulated AAA-server
The enhancement of the common IP test model of clause 4.2.4 is shown in figure 4.5.2-2.


Figure 4.5.2-2: Generic WLAN Test Model

Further implementation requirements:
IPsec tunnel handling is controlled by the TTCN with static parameters
-	DNS for dynamic selection of the ePDG is handled in the TTCN according to the common IP test model
-	DHCP and ICMPv6 can be handled in the TTCN when needed (as for E-UTRA or UTRAN)
-	IMS SIP/SDP signalling is handled in the TTCN as for E-UTRA or UTRAN
-	RTP/RTCP loopback model can be configured in the same way as for E-UTRA
-	Routing of IP packets from and to WLAN is controlled by the DRB-Mux in the same way as for E-UTRA or UTRAN
In the context of the IPsec tunnel, logically two instances of the DRB-Mux can be considered:
-	Uplink
-	lower DRB-Mux to distinguish whether a UDP packet is IKE or ESP data
-	an IKE or ESP packet needs to be routed to the IPsec tunnel
-	upper DRB-Mux to handle IP packets coming out of the IPsec tunnel
-	Downlink
-	upper DRB-Mux to distinguish whether an IP packet shall be sent into the IPsec tunnel
-	lower DRB-Mux to determine routing of IKE/ESP packets (i.e. the packets inside the tunnel)
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[bookmark: _Toc27404882][bookmark: _Toc36029349][bookmark: _Toc51831621][bookmark: _Toc75892410][bookmark: _Toc75977296]4A.1	Test system architecture
The principles outlined in clause 4.1 apply also to the case of NB-IoT. 
For NB-IoT conformance tests, NB-IoT is considered as a separate radio access technology (RAT) and is hosted by a separate TTCN-3 parallel component (PTC).
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Layer 2 test cases for control plane mode (CP mode) are using UE test loop mode G or H according to TS 36.509 [4] with GH_RLC_SDU_loopback set to true. In this mode the UE is still able to receive RRC and NAS messages but in case of ESM DATA TRANSPORT (UE test loop mode G) or CP DATA (UE test loop mode H) the UE takes the user data of the DL NAS message and uses it as RLC SDU in UL.
At the SS, depending on the requirements of the particular test case, RLC layer and MAC layer may be configured in transparent mode to allow TTCN the control over RLC and MAC layers. This requires that the RRC message DLInformationTransfer-NB and the contained ESM DATA TRANSPORT or CP DATA are fully encoded (including NAS security protection). To avoid inconsistencies of the NAS COUNTs, TTCN still uses the NAS emulator. But in the DL instead of sending the messages to the SS, the NAS emulator encodes and ciphers a message and gives the encoded octetstring back to the test case implementation at the NBIOT PTC. The exchange of the respective L2 PDUs happens at the L2DATA port instead of the SRB port. Therefore the SS gets configured for an L2TestMode in which the L2 UL and DL messages shall be routed to/from L2DATA port and there is no signalling via the SRB port anymore as long as the L2TestMode is activated.
In contrast to L2 tests on DRBs the RLC counts VTS and VRR need to be:
· retrieved from the SS before configuring the RLC into transparent mode, 
-	maintained in TTCN while the test mode is active,
-	restored at the SS after the RLC layer gets re-configured back to normal operation.
NOTE:	For NB-IoT in CP mode there is no PDCP.
Figure 4A.2.1.1-1 illustrates the layer 2 loopback mode.

Figure 4A.2.1.1-1: Layer 2 loopback mode
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Figure 4A.2.1.2-1: Test model for MAC testing in NB-IoT CP mode

In general NB-IoT MAC test cases are implemented for control plane mode using loopback mode as described in clause 4A.2.1.1. At the SS RLC and MAC layer are configured in transparent mode with L2TestMode enabled. Transparent mode means that the TTCN fully controls processing of the RLC and MAC PDUs including padding and the SS is responsible for encoding and decoding of the MAC PDUs only.
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Figure 4A.2.1.3-1: Test model for RLC testing in NB-IoT CP mode

In general NB-IoT RLC test cases are implemented for control plane mode using loopback mode as described in clause 4A.2.1.1. At the SS RLC layer is configured in transparent mode with L2TestMode enabled. Transparent mode means that the TTCN fully controls processing of the RLC PDUs and the SS is responsible for encoding and decoding of the RLC PDUs only.
Only RLC AM mode of operation is used. On the SS Side, L1 and MAC are configured in the normal way. The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over the system control port.
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Figure 4A.2.1.3A-1: Test model for RLC testing in UP mode

This test model is suitable for testing RLC in User Plane mode of operation of DRBs on UE side.
The UE is configured in Test Loop Mode A, to loop back the user domain data above PDCP layer. On UE side Ciphering is enabled (since mandatory) but with dummy ciphering algorithm, which is equivalent to not using ciphering. ROHC is not configured on UE Side.
On the SS Side, L1 and MAC are configured in the normal way. The RLC is configured in transparent mode. Hence with this configuration PDUs out of SS RLC are same as the SDUs in it. There is no PDCP configured on SS Side. The ports are directly above RLC.
The PDUs exchanged between TTCN and SS, shall be the final RLC PDUs consisting of RLC and PDCP headers. TTCN code shall take care in DL of building RLC headers and PDCP headers and in UL handle RLC and PDCP headers. TTCN code shall take care of maintaining sequence numbers and state variables for RLC and PDCP layers. 
The UL Scheduling Grant and DL Scheduling assignments are configured from TTCN over system control port.
NOTE:	In practice, this test model is only used with RLC UM mode of operation.
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Figure 4A.2.1.4-1: Test model for PDCP testing

In general the UE is configured in Test Loop Mode A, to loop back the user domain data above PDCP layer. On the UE sider, ciphering is enabled and ROHC is not configured.
On the SS Side L1, MAC and RLC are configured in the normal way. They shall perform all of their functions. The ports are above PDCP.
The PDCP is configured in a special mode, named transparent mode. PDCP transparent mode operation is the same as specified in clause 4.2.1.3.2.
[bookmark: _Toc27404889][bookmark: _Toc36029356][bookmark: _Toc51831628][bookmark: _Toc75892418][bookmark: _Toc75977304]4A.2.2	RRC / NAS test model


Figure 4A.2.2-1: Test model for NB-IoT RRC/NAS testing

The UE is configured in normal mode. On UE side NAS security (ciphering/integrity) is enabled and ROHC is optionally configured.  For UP, PDCP and AS security (ciphering/integrity) are enabled.
On the SS Side L1, MAC and RLC are configured in normal mode. They shall perform all of their functions. For SRB0 the DL and UL port is above RLC. For SRB1/SRB1bis the port is above/below the RRC and NAS emulator, which is implemented as a parallel test component. NAS security (integrity/ciphering) is enabled.  For UP, PDCP is configured in normal mode and the DRB port is above PDCP. AS security (ciphering/integrity) is enabled.
The NAS emulator for SRB1/SRB1bis shall provide the ciphering and integrity functionality for the NAS messages. In the UL direction, the SS shall report RRC messages, still containing (where appropriate) the secure and encoded NAS message, to the RRC port. In DL, RRC and NAS messages with same timing information shall be embedded in one PDU after integrity and ciphering for NAS messages.
The UL Scheduling Grant and DL Scheduling Assignments are configured from TTCN over the system control port.
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This clause describes the handling of Upper Tester Commands at the system interface. The internal handling of those commands in TTCN is out of scope.
In the TTCN, the Upper Tester is located at the MTC; therefore there is one interface to the system adaptor common for all RATs.
[bookmark: _Toc27404891][bookmark: _Toc36029358][bookmark: _Toc51831630][bookmark: _Toc75892420][bookmark: _Toc75977306]5.1	Definitions
Upper test (UT) commands are commands at the UT interface and can be distinguished as: 
-	AT commands: 
Well-defined commands specified in 3GPP core specifications like TS 27.007 [32].
At the UT interface AT commands shall be used as defined in the core specifications. It is out of scope of the TTCN implementation whether or not an AT command is supported by the UE and whether automatic operation or manual intervention is used. 
All AT commands are sent as AT command strings as defined in clause 5.2. If an AT command is not implemented in the UE, the system adaptor needs to parse the AT command and map it to an appropriate proprietary command (which is out of scope for this document). If required, the system adaptor then also needs to provide a response appropriately formatted as an AT string, as expected by the TTCN.
-	MMI commands: 
In context of this specification MMI commands are commands for which there is no AT command defined in any core specification. This is independent from the operation (manual or automatic).
For each UT command the interactions between the system adaptor and the UE can be distinguished as either an automatic operation or requiring manual intervention.
-	Automatic operation: 
There is no interaction needed by the test operator i.e. the UT command is performed automatically (e.g. by using the UE's AT command interface). It is up to the system adaptor implementation to use the given UT command or map it to proprietary UE command(s) depending on each UE implementation (see clause 5.2). 
-	Manual intervention:
The UT command is performed by a test operator (e.g. by manual handling of the UE). The interaction between the SS and the operator, and the operator and the UE is up to the system adaptor implementation and out of scope for TTCN.
The TTCN implementation shall be the same for both modes.  There shall be no difference between automatic operation and manual intervention.
NOTE:	Annex E shows message flows for manual intervention and automatic operation in  different scenarios. This illustrates the behaviour at the system adapter and shows that the behaviour is the same in TTCN for both modes.
[bookmark: _Toc27404892][bookmark: _Toc36029359][bookmark: _Toc51831631][bookmark: _Toc75892421][bookmark: _Toc75977307]5.2	Upper Tester ASPs
There is one primitive defined carrying either an MMI or an AT command to be sent to the system adaptor and one common confirmation primitive to be sent by the system adaptor.
	TTCN-3 ASP Definition

	Type Name
	UT_SYSTEM_REQ

	TTCN-3 Type
	Record

		Cmd
	TTCN-3 Type
	union

			AT
	charstring carrying the AT command as defined in TS 27.007 [32], TS 27.005 [31] and TS 27.060 [33]

			MMI
	-	Cmd (charstring)
-	List of parameters:
-	Name (charstring)
-	Value (charstring)

		CnfRequired
	TTCN-3 Type
	Ut_CnfReq_Type

	
	CNF_REQUIRED: SS shall reply with one confirmation (NOTE)

NO_CNF_REQUIRED: SS shall swallow any confirmation generated

LOCAL_CNF_REQUIRED: SS shall immediately send one confirmation when the command is submitted to the UE i.e. in case of operator interaction when the operator has confirmed the command, but SS shall not wait for the UE responding(NOTE)

	NOTE:	In the TTCN, a confirmation shall only be requested in cases when there is no signalling from the UE being triggered by the MMI/AT command



	TTCN-3 ASP Definition

	Type Name
	UT_COMMON_CNF

	TTCN-3 Type
	Record

		Result
	TTCN-3 Type
	boolean

	
	true: success
false: failure
NOTE: The return value false will result in the test immediately finishing with a fatal error. In case of AT commands, the SS shall return false if and only if the UE comes back with "ERROR" as result code according to ITU-T Rec V.250 clause 5.7 [60]. In case of e.g. "+CME ERROR" the SS shall return true and put the UE's response into the ResultString

		ResultString
	TTCN-3 Type
	charstring

	
	response by the UE for commands which request the UE to return a result, optional
In case of AT commands, ResultString shall contain the complete line according to the specification of the AT command. Any carriage return and linefeed characters, defined in TS 27.007 [32] clause 3.1, contained in the response shall be included as the textual representations "<CR>" and "<LF>" respectively.



The following MMI commands are defined.
Table 5.1: MMI commands
	Command
	Parameters

	
	Name
	Value

	"SWITCH_ON"
	(none)

	"SWITCH_OFF"
	(none)

	"POWER_ON"
	(none)

	"POWER_OFF"
	(none)

	"INSERT USIM"
	"USIM"
	<USIM>

	"REMOVE_USIM"
	(none)

	"CHECK_PLMN"
	"PLMN"
	<PLMN ID>

	"CHECK_ETWS_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	“CHECK_ETWS_ALERT”
	(none)

	“CHECK_ETWS_NO_ALERT”
	(none)

	"CHECK_CMAS_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	“CHECK_CMAS_ALERT”
	(none)

	“CHECK_CMAS_NO_ALERT”
	(none)

	"HRPD_PDN_CONNECTION”
	(none)

	“CHECK_SMS_LENGTH_CONTENTS"
	"Length"
	<Length>

	
	"Msg"
	<Msg>

	"CONFIGURE_SMS_ONLY"
	(none)

	"DISABLE EPS CAPABILITY"
	(none)

	"DETACH_NON_EPS"
	(none)

	"CLEAR_STORED_ASSISTANCE_DATA"
	(none)

	"CHECK_DTCH_THROUGHCONNECTED"
	(none)

	"GERAN_UPLINK_DATA"
	(none)

	"SELECT_CSG"
	"PLMN"
	<PLMN ID>

	
	"CSG"
	<CSG ID>

	“TRIGGER_USER_RESELECTION”
	(none)

	"REQUEST_NON_CALL_RELATED_SS"
	(none)

	"MBMS_SERVICE_INTEREST"
	"PLMN"
	<PLMN ID>

	
	"Service"
	<MBMS Service ID>

	
	"Interest"
	"ON" / "OFF"

	
	"SAI"
	<MBMS SAI>

	“MBMS_SERVICE_ACTIVE”
	"Service"
	<MBMS Service ID>

	
	"SAI"
	<MBMS SAI>

	
	“Active”
	"ON" / "OFF"

	“MBMS_PRIORITY_OVER_UNICAST”
	"Priority Over Unicast"
	"FALSE" / "TRUE"

	"CHECK_ETWS_NO_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	"CHECK_CMAS_NO_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	"CHECK_CALL_DISPLAY"
	"ToDisplay"
	<NAME>/<NUMBER>

	"CHECK_CSG"
	"CSG"
	< CSG ID >

	
	"Included"
	"FALSE" / "TRUE"

	"CHECK_NITZ_DST"
	"DaylightSavingTime:"
	DST

	"CHECK_RESPONSE_DISPLAY"
	"ToDisplay"
	<STRING>

	"CHECK_SS_USER_IND"
	"Supplementary Service"
	<SUPPLEMENTARY SERVICE>

	
	"ToDisplay"
	<STRING>

	“CHECK_SS_USER_IND_FAILURE”
	(none)

	"CONFIGURE_OPERATIONMODE"
	"OPERATION MODE"
	<OPERATION MODE>

	“CONFIGURE_ANDSF_RULE”
	“ANDSF Rule”
	<ANDSF RULE>

	“WLAN_ANDSF_CONFIGURED”
	(none)

	“WLAN_ANDSF_NOT_CONFIGURED”
	(none)

	"CMTLR_DUMMY" (see Note)
	”Notification Type”
	<NOTIFICATION TYPE>

	"CCFC_DUMMY" (see Note)
	”Status”
	<STATUS>

	"CNAP_DUMMY" (see Note)
	”Testname”
	<TESTNAME>

	"CTZE_DUMMY" (see Note)
	"Year
	<YEAR>

	
	"Month"
	<MONTH>

	
	"Day"
	<DAY>

	
	"Hour"
	<HOUR>

	
	"Minutes"
	<MINUTES>

	
	"Seconds"
	<SECONDS>

	
	“Daylight SavingTime”
	<DAYLIGHT SAVING TIME>

	
	"TimeZone"
	<TIMEZONE>

	"CMWN_DUMMY" (see Note)
	(none)

	“D2D_DISCOVERY_CLEAR”
	(none)

	“D2D_DISCOVERY_CONFIGURATION”
	“ProSeApplicationID”
	<charstring>

	
	"PLMN_List"
	<PLMN ID_List>

	
	T4005
	<T4005> 

	“D2D_DISCOVERY”
	“ProSeApplicationID”
	<charstring>

	
	“Announce”
	"ON" / "OFF"

	
	“Monitor”
	"ON" / "OFF"

	“D2D_COMMUNICATION”
	“ProSe Layer-2 Group ID”
	<charstring>

	
	“Transmit”
	"ON" / "OFF"

	
	“Receive”
	"ON" / "OFF"

	
	“Max size of UE transmitted Direct Communication data”
	<bytes>

	“D2D_COMMUNICATION_CONFIGURATION”
	“ProSe Layer-2 Group ID”
	<charstring>

	
	"PLMN_List"
	<PLMN ID_List>

	
	T4005_Minutes
	<T4005>

	
	“Security Life time timer in minutes” (Default: 0)
	<SecurityTimer> 

	"V2X_SIDELINK"
	"Data Type"
	"IP" / "NON-IP"

	“INSERT_USIM_OR_PRECONFIGURE”
	"USIM"
	<USIM>

	Note:	These MMI commands are used to indicate to the SS that a UT response is expected by the TTCN in the case when the AT command is not supported. They can be ignored if the UE supports the AT command. The prefix of these commands matches the start of the AT response expected by the TTCN



The following AT commands are applied in TTCN.
Table 5.2: AT Commands
	Command
	Reference

	ATD
	TS 27.007 [32]

	ATA
	TS 27.007 [32]

	ATH
	TS 27.007 [32]

	AT+CGEQOS
	TS 27.007 [32]

	AT+CGTFT
	TS 27.007 [32]

	AT+CGDSCONT
	TS 27.007 [32]

	AT+CGACT
	TS 27.007 [32]

	AT+CGCMOD
	TS 27.007 [32]

	AT+CGDCONT
	TS 27.007 [32]

	AT+CMGD
	TS 27.005 [31]

	AT+CSMS
	TS 27.005 [31]

	AT+CPMS
	TS 27.005 [31]

	AT+CMGF
	TS 27.005 [31]

	AT+CSCS
	TS 27.007 [32]

	AT+CSCA
	TS 27.005 [31]

	AT+CMGW
	TS 27.005 [31]

	AT+CMSS
	TS 27.005 [31]

	AT+CMMS
	TS 27.005 [31]

	AT+CSMP
	TS 27.005 [31]

	AT+CGEQREQ
	TS 27.007 [32]

	AT+CCLK
	TS 27.007 [32]

	AT+COPS
	TS 27.007 [32]

	AT+CGATT
	TS 27.007 [32]

	AT+CEMODE
	TS 27.007 [32]

	AT+CEN
	TS 27.007 [32]

	AT+CLIP
	TS 27.007 [32]

	AT+CLIR
	TS 27.007 [32]

	AT+COLP
	TS 27.007 [32]

	AT+CCFCU
	TS 27.007 [32]

	AT+CCFC
	TS 27.007 [32]

	AT+CHLD
	TS 27.007 [32]

	AT+CEPPI
	TS 27.007 [32]

	AT+CDU
	TS 27.007 [32]

	AT+CHCCS
	TS 27.007 [32]

	AT+COLR
	TS 27.007 [32]

	AT+CCWA
	TS 27.007 [32]

	AT+CNAP
	TS 27.007 [32]

	AT+CLCK
	TS 27.007 [32]

	AT+CPWD
	TS 27.007 [32]

	AT+CTZR
	TS 27.007 [32]

	AT+CTZU
	TS 27.007 [32]

	AT+CUSD
	TS 27.007 [32]

	AT+CMWI
	TS 27.007 [32]

	AT+CPSMS
	TS 27.007 [32]

	AT+CECALL
	TS 27.007 [32]

	AT+CEDRXS
	TS 27.007 [32]

	AT+CSODCP
	TS 27.007 [32]

	AT+CATM
	TS 27.007 [32]

	AT+CCUTLE
	TS 27.007 [32]

	AT+CUSPCREQ
	TS 27.007 [32]

	AT+CUTCR
	TS 27.007 [32]

	AT+CCBRREQ
	TS 27.007 [32]

	AT+CV2XDTS
	TS 27.007 [32]

	AT+CSPSAIR
	TS 27.007 [32]

	AT+CAPPLEVMR
	TS 27.007 [32]



AT commands are referred to TS 27.005 [31], TS 27.007 [32] and TS 27.060 [33].
The setting in TTCN of the AT command elements listed in Table 5-3 may require adaptation to the UE dependent interpretation of the element. It shall be handled by the system adaptor.
Table 5-3: AT commands elements
	Element
	Reference
	TTCN Setting

	<cid>
	TS 27.007 [32]
	EPS Bearer Identity or PDP Context Identity



[bookmark: _Toc27404893][bookmark: _Toc36029360][bookmark: _Toc51831632][bookmark: _Toc75892422][bookmark: _Toc75977308]6	ASP specifications
[bookmark: _Toc27404894][bookmark: _Toc36029361][bookmark: _Toc51831633][bookmark: _Toc75892423][bookmark: _Toc75977309]6.1	General Requirements and Assumptions
The following common requirements affect ASP definitions:
-	The definition of ASPs shall have no impact on the common system architecture or on the performance.
-	The codec implementation is out of scope of the present document.
-	For peer-to-peer PDUs contained in an ASP encoding rules need to be considered acc. to the respective protocol:
-	ASN.1 BER and PER.
-	Tabular notation for NAS PDUs or layer 2 data PDUs.
There are no encoding rules being defined for top level ASP definitions and information exchanged between the test executable and the System Adaptor (SA) only. Instead encoding depends on implementation of the codec and the SA.
There are no encoding rules being defined for ASPs between TTCN-3 components. This is implementation dependent.
Info elements defined in the protocol specifications (e.g. RRC) shall be re-used in configuration ASPs as far as possible.
For optional fields within the configuration ASPs, the following rules will be applied:
-	For ASN.1 fields - these will follow the same rules as defined in the RRC specification [19].
-	For TTCN-3 fields - when the current configuration of an optional field is to be 'kept as it is' then the field will be set to omit.
-	For TTCN-3 fields - when the current configuration of an optional field is to be released/deleted then a separate option is provided in a union. 
[bookmark: _Toc27404895][bookmark: _Toc36029362][bookmark: _Toc51831634][bookmark: _Toc75892424][bookmark: _Toc75977310]6.1.1	IP ASP requirements
[bookmark: _Toc27404896][bookmark: _Toc36029363][bookmark: _Toc51831635][bookmark: _Toc75892425][bookmark: _Toc75977311]6.1.2	Enhancement of IP ASP for handling IMS signalling
The IMS test model handling registration signalling introduces IPsec and SigComp layers into the IP test model in Figure 4.2.5.2-1. The ASP on system port IP_SOCK needs to be enhanced to provide additional configuration/control functions for IPsec and SigComp. The enhanced IP ASP should contain:
1.	Function to clean all IPsec and SigComp configurations and to put the IPsec and SigComp in the initial state.
2.	Function to return SigComp layer a Compartment Id instructing SigComp layer to save the state of a received message which was compressed.
3.	Function to start or stop signalling compression in sending direction (the SS to the UE) of SigComp.
4.	Function to set security parameters (per security association) in IPsec layer.
5.	A flag indicating whether SigComp layer shall be included in the data path when establishing a connection.
6.	A flag indicating whether the received message was compressed by SigComp.
7.	A parameter to point to a compartment used by SigComp to send a message.
[bookmark: _Toc27404897][bookmark: _Toc36029364][bookmark: _Toc51831636][bookmark: _Toc75892426][bookmark: _Toc75977312]6.2	E-UTRAN ASP Definitions

Figure 6.2-1: E-UTRAN ASP Test Model

[bookmark: _Toc27404898][bookmark: _Toc36029365][bookmark: _Toc51831637][bookmark: _Toc75892427][bookmark: _Toc75977313]6.2.1	Configuration Primitives
Annex D contains the ASP definitions for configurations.
[bookmark: _Toc27404899][bookmark: _Toc36029366][bookmark: _Toc51831638][bookmark: _Toc75892428][bookmark: _Toc75977314]6.2.2	Signalling Primitives
Annex D contains the ASP definitions for configurations.
[bookmark: _Toc27404900][bookmark: _Toc36029367][bookmark: _Toc51831639][bookmark: _Toc75892429][bookmark: _Toc75977315]6.2.3	Co-ordination Messages between NAS Emulation PTC and EUTRA PTC
	TTCN-3 ASP Definition

	Type Name
	SRB_COMMON_REQ

	TTCN-3 Type
	Record

		Common Part
	TTCN-3 Type
	record

			CellId
	cell id 

			RoutingInfo
	SRB0, SRB1, SRB2

			TimingInfo
	system frame number and sub-frame number or "Now"

			ControlInfo
	CnfFlag: (normally false)
FollowOnFlag: 
true: Indicates that the message(s) to be sent on the same TTI will follow
NOTE 1:	If the same TimingInfo is not used in the messages to be sent on the same TTI, the SS shall produce an error.
false: Indicates that no more message(s) will follow.

		Signalling Part
	TTCN-3 Type
	record

			Rrc
	TTCN-3 Type
	union

			
	omit:
NAS message shall be present; NAS message shall be sent in DLInformationTransfer
present, NAS message present:
(piggybacked) NAS PDU shall be security protected (if necessary) and inserted in RRC PDU's NAS_DedicatedInformation
present, NAS message omit:
(RRC message does not contain NAS information)

				Ccch
	DL_CCCH_Message as define in TS 36.331 [19], clause 6.2.1

				Dcch
	DL_DCCH_Message as define in TS 36.331 [19], clause 6.2.1

			Nas
	TTCN-3 Type
	record

			
	omit:
RRC message shall be present; RRC message does not contain (piggybacked) NAS PDU
present, RRC message omit:
NAS message shall be sent embedded in DLInformationTransfer
present, RRC message present:
NAS message is piggybacked in RRC message
NOTE 2:	In case of RRC message being sent on CCCH or does not have IE NAS_DedicatedInformation NAS message shall be omitted.

				SecurityProtectionInfo
	security status (if protected with integrity and/or ciphering, if at all)

				NAS message
	union of all NAS messages define for DL except SECURITY PROTECTED NAS MESSAGE



	TTCN-3 ASP Definition

	Type Name
	SRB_COMMON_IND

	TTCN-3 Type
	Record

		Common Part
	TTCN-3 Type
	record

			CellId
	cell id 

			RoutingInfo
	SRB0, SRB1, SRB2

			TimingInfo
	system frame number; sub-frame number when PDU has been received

		Signalling Part
	TTCN-3 Type
	record

			Rrc
	TTCN-3 Type
	union

			
	omit:
NAS message shall be present; NAS message is received in ULInformationTransfer
present, NAS message present:
NAS_DedicatedInformation contains unstructured and security protected NAS PDU and the NAS message contains the deciphered message in structured format
present, NAS message omit:
(RRC message does not contain NAS information)

				Ccch
	UL_CCCH_Message as define in TS 36.331 [19], clause 6.2.1

				Dcch
	UL_DCCH_Message as define in TS 36.331 [19], clause 6.2.1

			Nas
	TTCN-3 Type
	record

			
	omit
RRC message shall be present; RRC message does not contain (piggybacked) NAS PDU
present, RRC message omit
NAS message has been received in ULInformationTransfer
present, RRC message present
NAS message is piggybacked in RRC message

				SecurityProtectionInfo
	security status (if protected with integrity and/or ciphering, if at all),
nas count

				NAS message
	union of all NAS messages define for UL except SECURITY PROTECTED NAS MESSAGE



	TTCN-3 ASP Definition

	Type Name
	NAS_CTRL_REQ

	TTCN-3 Type
	Record

		Common Part 
	TTCN-3 Type
	record

			CellId
	cell id

			RoutingInfo
	(not used for configuration)

			TimingInfo
	current system frame number; sub-frame number
(always provided by the SS)

			Result
	Success or error
(in case of error an SS specific error code shall be provided; this will not be evaluated by TTCN but may be useful for validation)

		Primitive specific Part 
	TTCN-3 Type
	union

			Security
	Start/Restart
Integrity
Ciphering
NasCountReset
Release

			NAS Count
	get
set



	TTCN-3 ASP Definition

	Type Name
	NAS_CTRL_CNF

	TTCN-3 Type
	Record

		Common Part 
	TTCN-3 Type
	record

			CellId
	cell id

			RoutingInfo
	(not used for configuration)

			TimingInfo
	current system frame number; sub-frame number
(always provided by the SS)

			Result
	Success or error
(in case of error an SS specific error code shall be provided; this will not be evaluated by TTCN but may be useful for validation)

		Primitive specific Part 
	TTCN-3 Type
	union

			Security
	(contains no further information)

			NAS Count
	get
set



[bookmark: _Toc27404901][bookmark: _Toc36029368][bookmark: _Toc51831640][bookmark: _Toc75892430][bookmark: _Toc75977316]6.3	UTRAN ASP Definitions
The UTRAN ASP definitions are specified according to 3GPP TS 34.123 [7], clause 6A.3.
[bookmark: _Toc27404902][bookmark: _Toc36029369][bookmark: _Toc51831641][bookmark: _Toc75892431][bookmark: _Toc75977317]6.3.1	Void
[bookmark: _Toc27404903][bookmark: _Toc36029370][bookmark: _Toc51831642][bookmark: _Toc75892432][bookmark: _Toc75977318]6.3.2	ASPs for Data Transmission and Reception
	TTCN-3 ASP Definition

	Type Name
	U_RLC_AM_REQ

	TTCN-3 Type
	union

	Port
	UTRAN_AM

	RLC_AM_DATA_REQ
	TS 34.123-3, clause 7.3.2.2.34

	RLC_AM_TestDataReq
	TS 34.123-3, clause 7.3.3.1



	TTCN-3 ASP Definition

	Type Name
	U_RLC_AM_IND

	TTCN-3 Type
	union

	Port
	UTRAN_AM

	RLC_AM_DATA_CNF
	TS 34.123-3, clause 7.3.2.2.34

	RLC_AM_DATA_IND
	TS 34.123-3, clause 7.3.2.2.34

	RLC_AM_TestDataInd
	TS 34.123-3, clause 7.3.3.1



	TTCN-3 ASP Definition
	Port
	Defined in

	UTRAN_RLC_AM_REQ
	UTRAN_AM
	TS 34.123-3, clause 7.3.2.2.34

	UTRAN_RLC_AM_IND
	UTRAN_AM
	TS 34.123-3, clause 7.3.2.2.34

	UTRAN_RLC_TR_REQ
	UTRAN_TM
	TS 34.123-3, clause 7.3.2.2.33

	UTRAN_RLC_TR_IND
	UTRAN_TM
	TS 34.123-3, clause 7.3.2.2.33

	UTRAN_RLC_UM_REQ
	UTRAN_UM
	TS 34.123-3, clause 7.3.2.2.35

	UTRAN_RLC_UM_IND
	UTRAN_UM
	TS 34.123-3, clause 7.3.2.2.35

	RRC_DataReq
	UTRAN_Dc
	TS 34.123-3, clause 7.1.2

	RRC_DataReqInd
	UTRAN_Dc
	TS 34.123-3, clause 7.1.2



The Invalid_DL_DCCH_Message type is replaced with:
	Type Name
	Invalid_DL_DCCH_Message

	TTCN-3 Type
	NULL



[bookmark: _Toc27404904][bookmark: _Toc36029371][bookmark: _Toc51831643][bookmark: _Toc75892433][bookmark: _Toc75977319]6.4	GERAN ASP Definitions
[bookmark: _Toc27404905][bookmark: _Toc36029372][bookmark: _Toc51831644][bookmark: _Toc75892434][bookmark: _Toc75977320]6.4.1	ASPs for Control Primitive Transmission
	TTCN-3 ASP Definition

	Type Name
	G_CPHY_CONFIG_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_CL1

	G_CL1_CreateCell_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_DeleteCell_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_CreateBasicPhyCh_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_CreateMultiSlotConfig_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_DeleteChannel_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_ChangePowerLevel_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_CipheringControl_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_CipherModeModify_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_ChModeModify_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL1_ComingFN_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL2_HoldPhyInfo_REQ
	TS 34.123-3, clause 7.3.4.3.2.2

	G_CL1_L1Header_REQ
	TS 34.123-3, clause 7.3.4.3.2.1

	G_CL2_MeasRptControl_REQ
	TS 34.123-3, clause 7.3.4.3.2.2

	G_CL2_NoUAforSABM_REQ
	TS 34.123-3, clause 7.3.4.3.2.2

	G_CL2_ResumeUAforSABM_REQ
	TS 34.123-3, clause 7.3.4.3.2.2

	G_CL2_Release_REQ
	TS 34.123-3, clause 7.3.4.3.2.2

	G_CL1_SetNewKey_REQ
	TS 34.123-3, clause 7.3.4.3.2.1



	TTCN-3 ASP Definition

	Type Name
	G_CPHY_CONFIG_CNF

	TTCN-3 Type
	Union

	Port
	GERAN_CL1

	ComingFN
	RFN

	L1Header
	L1Header

	None
	This choice used when neither of the other choices are selected



	TTCN-3 ASP Definition

	Type Name
	G_CRLC_CONFIG_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_CRLC

	G_CRLC_CreateRLC_MAC_REQ
	TS 34.123-3, clause 7.3.4.3.2.3

	G_CRLC_DeleteRLC_MAC_REQ
	TS 34.123-3, clause 7.3.4.3.2.3

	G_CRLC_DL_TBF_Config_REQ
	TS 34.123-3, clause 7.3.4.3.2.3

	G_CRLC_UL_TBF_Config_REQ
	TS 34.123-3, clause 7.3.4.3.2.3



	TTCN-3 ASP Definition

	Type Name
	G_CRLC_CONFIG CNF

	TTCN-3 Type
	empty record

	Port
	GERAN_CRLC



	TTCN-3 ASP Definition

	Type Name
	G_LLC_CONFIG_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_CLLC

	G_CLLC_Assign_REQ
	TS 34.123-3, clause 7.3.4.3.2.4

	G_CLLC_ReassignLLE_REQ
	See below

	G_CLLC_CreateLLE_REQ
	TS 34.123-3, clause 7.3.4.3.2.4

	G_CLLC_DeleteLLE_REQ
	TS 34.123-3, clause 7.3.4.3.2.4

	G_CLLC_XID_Config_REQ
	See below

	G_CLLC_DoNotCheckSequenceNumber_REQ
	See below



	TTCN-3 ASP Definition

	Type Name
	G_CLLC_CONFIG_CNF

	TTCN-3 Type
	empty record

	Port
	GERAN_CLLC



	ASP Name
	G_CSNDCP_Activate_REQ

	PCO Type
	G_CSAP 

	Comments
	The ASP is used to activate the SNDCP entity 

	Parameter Name
	Parameter Type
	Comments

	sNDCPId
	SNDCPId
	The SNDCP entity identifier of the cell

	lLMEId
	LLMEId
	Logical link management entity Id

	nSAPI
	integer
	The Network Service Access Point Identifier

	sAPI
	SAPI
	LLC SAPI

	PCI_Compression
	INTEGER
	0 - RFC 1144 [54] compress;
1 - RFC 2507 [55] compression;
32 - no compression

	dataCompression
	INTEGER
	0 - ITU-T Recommendation V.42bis [56] compression;
1 - ITU-T Recommendation V.44 [57] compression;
32 - no compression

	nPDUNumberSync
	INTEGER
	0 - Asynchronous
1 - Synchronous

	Detailed Comments
	



	ASP Name
	G_CSNDCP_Activate_CNF

	PCO Type
	G_CSAP 

	Comments
	The ASP is used to get the confirmation of a G_CSNDCP_Activate_REQ 

	Parameter Name
	Parameter Type
	Comments

	sNDCPId
	SNDCPId
	SNDCPentity identifier 

	nSAPI
	NSAPI
	The Network Service Access Point Identifier

	Detailed Comments
	



	ASP Name
	G_CSNDCP_Release_REQ

	PCO Type
	G_CSAP 

	Comments
	This ASP is used to inform that the NSAPI is in use and the acknowledge mode peer to peer LLC operation for the requested SAPI is established. 

	Parameter Name
	Parameter Type
	Comments

	sNDCPId
	SNDCPId
	The SNDCP entity identifier 

	nSAPI
	integer
	The Network Service Access Point Identifier

	Detailed Comments
	



	TTCN-3 ASP Definition

	Type Name
	G_SNDCP_CONFIG_CNF

	TTCN-3 Type
	Record

	Port
	GERAN_CSNDCP



	TTCN-3 ASP Definition

	Type Name
	G_SNDCP_CONFIG_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_CSNDCP

	G_CSNDCP_Activate_REQ
	

	G_CSNDCP_Release_REQ
	



	ASP Name
	G_CLLC_ReassignLLE_REQ

	PCO Type
	G_CSAP

	Comments
	The ASP is used to reassign RLC/MAC entity to the specified LLME identity.
This ASP allows simulation of Intra-SGSN operations in tests.

	Parameter Name
	Parameter Type
	Comments

	lLMEId
	LLMEId
	Logical Layer Management Entity Id

	rLC_MAC_MappingInfo
	integer
	This parameter indicates the RLC/MAC emulation module in the cell, not the cell itself

	tLLI
	TLLI
	



	ASP Name
	G_CLLC_XID_Config_REQ

	PCO Type
	G_CSAP 

	Comments
	The ASP is used to inform the SS of the XID information responded to the UE by TTCN

	Parameter Name
	Parameter Type
	Comments

	lLMEId
	LLMEId
	

	tLLI 
	TLLI
	

	sAPI
	SAPI
	

	xID_Info
	XID_Info
	the XID parameters responded to the UE/MS

	Detailed Comments
	



	ASP Name
	G_CLLC_DoNotCheckSequenceNumber_REQ

	PCO Type
	G_CSAP 

	Comments
	The ASP commands the SS to not check the N(U) sequence number of the next LLC message to be received on the connection specified by the ASP parameters.  The SS should however use this value to update its value of N(U).

	Parameter Name
	Parameter Type
	Comments

	lLMEId
	LLMEId
	The identifier of the cell Logical Layer Management Entity Id

	tLLI 
	TLLI
	

	sAPI
	SAPI
	

	Detailed Comments
	



[bookmark: _Toc27404906][bookmark: _Toc36029373][bookmark: _Toc51831645][bookmark: _Toc75892435][bookmark: _Toc75977321]6.4.2	ASPs for Data Transmission and Reception
	TTCN-3 ASP Definition

	Type Name
	G__L2_DATAMESSAGE_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_L2

	G_L2_UNITDATA_REQ
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_Release_REQ
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_SYSINFO_REQ
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_Paging_REQ
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_PagingGPRS_REQ
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_DATA_REQ
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_GTTP_REQ
	TS 34.123-3, clause 7.3.4.3.1.1



The SysInfoType is replaced with:
	Type Name
	SysInfoMsg

	TTCN-3 Type
	Union

	
	SYSTEMINFORMATIONTYPE1

	
	SYSTEMINFORMATIONTYPE2

	
	SYSTEMINFORMATIONTYPE3

	
	SYSTEMINFORMATIONTYPE4

	
	SYSTEMINFORMATIONTYPE5

	
	SYSTEMINFORMATIONTYPE6

	
	SYSTEMINFORMATIONTYPE13

	
	SYSTEMINFORMATIONTYPE15

	
	SYSTEMINFORMATIONTYPE2bis

	
	SYSTEMINFORMATIONTYPE2ter

	
	SYSTEMINFORMATIONTYPE2quater

	
	SYSTEMINFORMATIONTYPE5bis



	TTCN-3 ASP Definition

	Type Name
	G__L2_DATAMESSAGE_IND

	TTCN-3 Type
	Union

	Port
	GERAN_L2

	G_L2_UNITDATA_IND
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_Release_CNF
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_Release_IND
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_Estab_IND
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_GTTP_IND
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_DATA_IND
	TS 34.123-3, clause 7.3.4.3.1.1

	G_L2_ACCESS_IND
	TS 34.123-3, clause 7.3.4.3.1.1



	TTCN-3 ASP Definition

	Type Name
	G__RLC_DATAMESSAGE_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_RLC

	G__RLC_ControlMsg_REQ
	TS 34.123-3, clause 7.3.4.3.1.2



	TTCN-3 ASP Definition

	Type Name
	G__RLC_DATAMESSAGE_IND

	TTCN-3 Type
	Union

	Port
	GERAN_RLC

	G__RLC_ControlMsg_IND
	TS 34.123-3, clause 7.3.4.3.1.2



	TTCN-3 ASP Definition

	Type Name
	G__LLC_DATAMESSAGE_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_LLC

	G_LLC_UNITDATA_REQ
	TS 34.123-3, clause 7.3.4.3.1.3

	G_LLC_XID_RES
	TS 34.123-3, clause 7.3.4.3.1.3



	ASP Name
	G_LLC_NULL_IND

	PCO Type
	G_DSAP

	Comments
	The ASP is used to receive the LLC NULL frame, sent by the UE for Cell Update.

	Parameter Name
	Parameter Type
	Comments

	lLMEId
	LLMEId
	

	tLLI 
	TLLI
	

	sAPI
	SAPI
	

	Detailed Comments
	



	TTCN-3 ASP Definition

	Type Name
	G__LLC_DATAMESSAGE_IND

	TTCN-3 Type
	Union

	Port
	GERAN_LLC

	G_LLC_UNITDATA_IND
	TS 34.123-3, clause 7.3.4.3.1.3

	G_LLC_XID_IND
	TS 34.123-3, clause 7.3.4.3.1.3

	G_LLC_NULL_IND
	



	ASP Name
	G_SN_UNIDATA_REQ

	PCO Type
	G_DSAP

	Comments
	The ASP is used to send a valid IP datagram on the specified NSAPI to the UE/MS by unacknowledged transmission.

	Parameter Name
	Parameter Type
	Comments

	sNDCPId
	SNDCPId
	

	nSAPI
	integer
	5 to 15

	n_PDU
	N_PDU
	Valid IPv4 or IPv6 datagram

	Detailed Comments
	Unacknowledged transmission mode



	ASP Name
	G_SN_UNITDATA_IND

	PCO Type
	G_DSAP

	Comments
	The ASP is used to receive an IP datagram on the specified NASPI from the UE/MS in unacknowledged transmission mode.

	Parameter Name
	Parameter Type
	Comments

	sNDCPId
	SNDCPId
	

	nSAPI
	integer
	5 to 15

	n_PDU
	N_PDU
	IPv4 or IPv6 datagram

	Detailed Comments
	Unacknowledged transmission mode



	Type Name
	SNDCPId

	Type Definition
	INTEGER

	Type Encoding
	

	Comments
	The identifier of the SNDCP entity in SGSN



	TTCN-3 ASP Definition

	Type Name
	G__SN_DATAMESSAGE_REQ

	TTCN-3 Type
	Union

	Port
	GERAN_SNDCP

	G_SN_UNITDATA_REQ
	



	TTCN-3 ASP Definition

	Type Name
	G__SN_DATAMESSAGE_IND

	TTCN-3 Type
	Union

	Port
	GERAN_SNDCP

	G_SN_UNITDATA_IND
	



[bookmark: _Toc27404907][bookmark: _Toc36029374][bookmark: _Toc51831646][bookmark: _Toc75892436][bookmark: _Toc75977322]6.5	NB-IoT ASP Definitions
Figure 6.5-1: NB-IoT ASP Test Model

[bookmark: _Toc27404908][bookmark: _Toc36029375][bookmark: _Toc51831647][bookmark: _Toc75892437][bookmark: _Toc75977323]6.5.1	Configuration Primitives
Annex F contains the ASP definitions for configurations.
[bookmark: _Toc27404909][bookmark: _Toc36029376][bookmark: _Toc51831648][bookmark: _Toc75892438][bookmark: _Toc75977324]6.5.2	Signalling Primitives
Annex F contains the ASP definitions for configurations.
[bookmark: _Toc27404910][bookmark: _Toc36029377][bookmark: _Toc51831649][bookmark: _Toc75892439][bookmark: _Toc75977325]6.5.3	Co-ordination Messages between NAS Emulation PTC and NBIOT PTC
	TTCN-3 ASP Definition

	Type Name
	NB_SRB_COMMON_REQ

	TTCN-3 Type
	Record

		Common Part
	TTCN-3 Type
	record

			CellId
	cell id 

			RoutingInfo
	SRB0, SRB1, SRB1bis

			TimingInfo
	H-SFN, system frame number and sub-frame number or "Now"

			ControlInfo
	CnfFlag: (normally false)
FollowOnFlag: 
true: Indicates that the message(s) to be sent on the same TTI will follow
NOTE 1:	If the same TimingInfo is not used in the messages to be sent on the same TTI, the SS shall produce an error.
false: Indicates that no more message(s) will follow.

		Signalling Part
	TTCN-3 Type
	record

			Rrc
	TTCN-3 Type
	union

	
	omit:
NAS message shall be present; NAS message shall be sent in DLInformationTransfer_NB
present, NAS message present:
(piggybacked) NAS PDU shall be security protected (if necessary) and inserted in RRC PDU's NAS_DedicatedInformation
present, NAS message omit:
(RRC message does not contain NAS information)

				Ccch
	DL_CCCH_Message_NB as define in TS 36.331 [19], clause 6.7.1

				Dcch
	DL_DCCH_Message_NB as define in TS 36.331 [19], clause 6.7.1

			Nas
	TTCN-3 Type
	record

	
	omit:
RRC message shall be present; RRC message does not contain (piggybacked) NAS PDU
present, RRC message omit:
NAS message shall be sent embedded in DLInformationTransfer_NB
present, RRC message present:
NAS message is piggybacked in RRC message
NOTE 2:	In case of RRC message being sent on CCCH or does not have IE NAS_DedicatedInformation NAS message shall be omitted.

				SecurityProtectionInfo
	security status (if protected with integrity and/or ciphering, if at all)

				NAS message
	union of all NAS messages define for DL except SECURITY PROTECTED NAS MESSAGE



	TTCN-3 ASP Definition

	Type Name
	NB_SRB_COMMON_IND

	TTCN-3 Type
	Record

		Common Part
	TTCN-3 Type
	record

			CellId
	cell id 

			RoutingInfo
	SRB0, SRB1, SRB1bis

			TimingInfo
	H-SFN, system frame number; sub-frame number when PDU has been received

		Signalling Part
	TTCN-3 Type
	record

			Rrc
	TTCN-3 Type
	union

	
	omit:
NAS message shall be present; NAS message is received in ULInformationTransfer_NB
present, NAS message present:
NAS_DedicatedInformation contains unstructured and security protected NAS PDU and the NAS message contains the deciphered message in structured format
present, NAS message omit:
(RRC message does not contain NAS information)

				Ccch
	UL_CCCH_Message_NB as define in TS 36.331 [19], clause 6.7.1

				Dcch
	UL_DCCH_Message_NB as define in TS 36.331 [19], clause 6.7.1

			Nas
	TTCN-3 Type
	record

	
	omit
RRC message shall be present; RRC message does not contain (piggybacked) NAS PDU
present, RRC message omit
NAS message has been received in ULInformationTransfer_NB
present, RRC message present
NAS message is piggybacked in RRC message

				SecurityProtectionInfo
	security status (if protected with integrity and/or ciphering, if at all),
nas count

				NAS message
	union of all NAS messages define for UL except SECURITY PROTECTED NAS MESSAGE



For other ASPs, please refer to 6.2.3
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