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4.7
Default NAS message and information element contents
This clause contains the default values of common NAS messages and  information elements, which apply to all test cases unless otherwise specified. All the messages and information elements are listed in alphabetical order.
4.7.1
Security protected NAS messages
In subclauses 4.7.2 and 4.7.3 in this document, all the NAS messages are described in the plain NAS message format.
When a NAS message is security protected, the message shall be contained by SECURITY PROTECTED NAS MESSAGE unless contained by another NAS message.

The default contents of SECURITY PROTECTED NAS MESSAGE message are defined in table 4.7.1-1.

Table 4.7.1-1: SECURITY PROTECTED NAS MESSAGE

	Derivation Path: 24.301 clause 8.2.23

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0001'B
	Integrity protected 
	UNCIPHERED

	
	'0010'B
	Integrity protected and ciphered
	CIPHERED

	
	'0011'B
	Integrity protected with new EPS security context
	UNCIPHERED-NEW

	
	'0100'B
	Integrity protected and ciphered with new EPS security context
	CIPHERED-NEW

	Message authentication code
	The calculated value of MAC-I for this message.
	The value of MAC-I is calculated by SS using Sequence number sent by UE.
	SENT-BY-SS

	Message authentication code
	The same value as the XMAC-I value calculated by SS.
	
	SENT-BY-UE

	Sequence number
	The internal counter of the SS
	
	SENT-BY-SS

	Sequence number
	Any allowed value
	
	SENT-BY-UE

	NAS message
	Set according to specific message content
	
	


	Condition
	Explanation

	UNCIPHERED
	This condition applies to unciphered NAS message exchange

	CIPHERED
	This condition applies to ciphered NAS message exchange

	UNCIPHERED-NEW
	This condition applies to unciphered NAS message exchange with new EPS security context

	CIPHERED-NEW
	This condition applies to ciphered NAS message exchange with new EPS security context 

	SENT-BY-SS
	Use for the message sent from SS to UE

	SENT-BY-UE
	Use for the message sent from UE to SS


4.7.2
Contents of EMM messages

-
ATTACH ACCEPT
This message is sent by the SS to the UE.

Table 4.7.2-1: ATTACH ACCEPT
	Derivation Path: 24.301 clause 8.2.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach accept message identity
	'0100 0010'B
	Attach accept
	

	EPS attach result
	'0001'B
	EPS only
	

	
	'0010'B
	combined EPS/IMSI attach
	CombinedAttach

	Spare half octet
	'0000'B
	
	

	T3412 value
	
	
	

	  Timer value
	'0 0000'B
	
	

	  Unit
	'111'B
	value indicates that the timer is deactivated.
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'0000 0110'B
	6 octets
	

	  Partial tracking area identity list 1
	
	
	

	    Number of elements
	'0 0000'B
	1 element
	

	    Type of list
	'00'B
	list of TACs belonging to one PLMN, with non-consecutive TAC values
	

	    MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    TAC 1
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	ESM message container
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to activate the default bearer
	
	

	GUTI
	
	
	

	  Length of EPS mobile identity contents
	'0000 1010'B
	10 octets
	

	  Type of identity
	'110'B
	GUTI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the GUTI is used
	

	  MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Group ID
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Code
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  M-TMSI
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	Location area identification
	Not present
	
	

	Location area identification
	
	
	CombinedAttach

	  MCC
	See subclause 4.4 in this document
	
	

	  MNC
	See subclause 4.4 in this document
	
	

	  LAC
	See subclause 4.4 in this document
	
	

	MS identity
	Not present
	
	

	MS identity
	
	
	CombinedAttach

	  Length of mobile identity contents
	'0000 0101'B
	5 octets
	

	  Type of identity
	'100'B
	TMSI/P-TMSI/M-TMSI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the TMSI/P-TMSI or TMGI and optional MBMS Session Identity is used
	

	  TMSI
	See subclause 4.4 in this document
	
	

	EMM cause
	Not present
	
	

	T3402 value
	Not present
	
	

	T3423 value
	Not present
	
	

	Equivalent PLMNs
	Not present
	
	

	Emergency Number List
	Not present
	
	


	Condition
	Explanation

	CombinedAttach
	Used for CS fallback test cases


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ATTACH COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-2: ATTACH COMPLETE

	Derivation Path: 24.301 clause 8.2.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach complete message identity
	'0100 0011'B
	Attach complete
	

	ESM message container
	ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ATTACH REJECT
This message is sent by the SS to the UE.

Table 4.7.2-3: ATTACH REJECT
	Derivation Path: 24.301 clause 8.2.3

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach reject message identity
	'0100 0100'B
	Attach reject
	

	EMM cause
	Set according to specific message content.
	
	

	ESM message container
	Set according to specific message content.
	
	


NOTE:
This message is sent without integrity protection.

-
ATTACH REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-4: ATTACH REQUEST

	Derivation Path: 24.301 clause 8.2.4

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach request message identity
	'0100 0001'B
	Attach request
	

	EPS attach type
	'0001'B
	EPS attach
	

	
	'0010'B
	combined EPS/IMSI attach
	pc_CSfallback

	NAS key set identifier
	Any allowed value
	
	

	Old GUTI or IMSI
	Any allowed value
	
	

	UE network capability
	Any allowed value
	
	

	ESM message container
	PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	Old P-TMSI signature
	Not present or any allowed value
	
	

	Additional GUTI
	Not present or any allowed value
	
	

	Last visited registered TAI
	Not present or any allowed value
	
	

	DRX parameter
	Not present or any allowed value
	
	

	MS network capability
	Not present or any allowed value
	
	

	Old location area identification
	Not present or any allowed value
	
	

	TMSI status
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
AUTHENTICATION FAILURE
This message is sent by the UE to the SS.

Table 4.7.2-5: AUTHENTICATION FAILURE
	Derivation Path: 24.301 clause 8.2.5

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication failure message type
	'0101 1100'B
	Authentication failure
	

	EMM cause
	'0001 0100'B
	Mac failure
	

	Authentication failure parameter
	Not present
	See TS 24.301 [28] subclause 8.2.5.2
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
AUTHENTICATION REJECT
This message is sent by the SS to the UE.

Table 4.7.2-6: AUTHENTICATION REJECT
	Derivation Path: 24.301 clause 8.2.6

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication reject message type
	'0101 0100'B
	Authentication reject
	


NOTE:
This message is sent without integrity protection.

-
AUTHENTICATION REQUEST
This message is sent by the SS to the UE.

Table 4.7.2-7: AUTHENTICATION REQUEST

	Derivation Path: 24.301 clause 8.2.7

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication request message type
	'0101 0010'B
	Authentication request
	

	NAS key set identifierASME 
	
	
	

	  NAS key set identifier
	An arbitrarily selected value between '000'B and '110'B, different from the valid NAS key set identifier of the UE if such a value exists.
	
	

	  TSC
	'0'B
	native security context
	

	Spare half octet
	'0000'B
	
	

	Authentication parameter RAND (EPS challenge)
	An arbitrarily selected 128 bits value
	
	

	Authentication parameter AUTN (EPS challenge)
	See TS 24.301 [28] subclause 9.9.3.2
	
	


NOTE:
This message is sent without integrity protection.

-
AUTHENTICATION RESPONSE
This message is sent by the UE to the SS.

Table 4.7.2-8: AUTHENTICATION RESPONSE

	Derivation Path: 24.301 clause 8.2.8

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication response message type
	'0101 0011'B
	Authentication response
	

	Authentication response parameter
	See TS 24.301 [28] subclause 9.9.3.4
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
CS SERVICE NOTIFICATION
This message is sent by the SS to the UE.

Table 4.7.2-8A: CS SERVICE NOTIFICATION

	Derivation Path: 24.301 clause 8.2.9

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	CS service indication message identity
	'01100100'B
	CS Service notification
	

	CLI
	Not present
	
	

	SS Code
	Not present
	
	

	LCS indicator
	Not present
	
	

	LCS client identity
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
DETACH ACCEPT (UE originating detach)
This message is sent by the SS to the UE.

Table 4.7.2-9: DETACH ACCEPT

	Derivation Path: 24.301 clause 8.2.10.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach accept message identity
	'0100 0110'B
	Detach accept
	


NOTE:
This message is sent without integrity protection.

-
DETACH ACCEPT (UE terminated detach)
This message is sent by the UE to the SS.

Table 4.7.2-10: DETACH ACCEPT

	Derivation Path: 24.301 clause 8.2.10.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach accept message identity
	'0100 0110'B
	Detach accept
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
DETACH REQUEST (UE originating detach)
This message is sent by the UE to the SS.

Table 4.7.2-11: DETACH REQUEST
	Derivation Path: 24.301 clause 8.2.11.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach request message identity
	'0100 0101'B
	Detach request
	

	Detach type
	
	
	

	  Type of detach
	'001'B
	EPS detach
	

	  Switch off
	'1'B
	switch off
	

	NAS key set identifierASME
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context
	

	GUTI or IMSI
	If the UE has a valid GUTI, set to the GUTI, otherwise set to the IMSI of the UE.
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
DETACH REQUEST (UE terminated detach)
This message is sent by the SS to the UE.

Table 4.7.2-12: DETACH REQUEST
	Derivation Path: 24.301 clause 8.2.11.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach request message identity
	'0100 0101'B
	Detach request
	

	Detach type
	Set according to specific message content.
	
	

	Spare half octet
	'0000'B
	
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
DOWNLINK NAS TRANSPORT
This message is sent by the SS to the UE.

Table 4.7.2-12A: DOWNLINK NAS TRANSPORT

	Derivation Path: 24.301 clause 8.2.12

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Downlink NAS transport message identity
	'0110 0010'B
	Downlink NAS transport
	

	NAS message container
	Set according to specific message content
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EMM INFORMATION
This message is sent by the SS to the UE.

Table 4.7.2-13: EMM INFORMATION

	Derivation Path: 24.301 clause 8.2.13

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	EMM information message identity
	'0110 0001'B
	EMM information
	

	Full name for network
	Set according to specific message content.
	
	

	Short name for network
	Set according to specific message content.
	
	

	Local time zone
	Set according to specific message content.
	
	

	Universal time and local time zone
	Set according to specific message content.
	
	

	Network daylight saving time
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EMM STATUS
This message is sent by the UE or by the SS.

Table 4.7.2-14: EMM STATUS

	Derivation Path: 24.301 clause 8.2.14

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	EMM status message identity
	'0110 0000'B
	EMM status
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EXTENDED SERVICE REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-14A: EXTENDED SERVICE REQUEST

	Derivation Path: 24.301 clause 8.2.15

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Extended service request message identity
	'0100 1100'B
	Extended service request
	

	Service type
	'0001'B
	mobile terminating CS fallback or 1xCS fallback
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context
	

	M-TMSI
	If the UE has a valid M-TMSI, set to the M-TMSI, otherwise set to the IMSI of the UE.
	
	

	CSFB response
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
GUTI REALLOCATION COMMAND
This message is sent by the SS to the UE.

Table 4.7.2-15: GUTI REALLOCATION COMMAND

	Derivation Path: 24.301 clause 8.2.16

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	GUTI reallocation command message identity
	'0101 0000'B
	GUTI reallocation command
	

	GUTI
	Set according to specific message content.
	
	

	TAI list
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
GUTI REALLOCATION COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-16: GUTI REALLOCATION COMPLETE

	Derivation Path: 24.301 clause 8.2.17

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	GUTI reallocation complete message identity
	'0101 0001'B
	GUTI reallocation complete
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
IDENTITY REQUEST
This message is sent by the SS to the UE.

Table 4.7.2-17: IDENTITY REQUEST

	Derivation Path: 24.301 clause 8.2.18

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Identity request message identity
	'0101 0101'B
	Identity request
	

	Identity type
	'0001'B
	IMSI
	

	Spare half octet
	'0000'B
	
	


NOTE:
This message is sent without integrity protection.

-
IDENTITY RESPONSE
This message is sent by the UE to the SS.
Table 4.7.2-18: IDENTITY RESPONSE

	Derivation Path: 24.301 clause 8.2.19

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Identity response message
	'0101 0110'B
	Identity response
	

	Mobile identity
	IMSI of the UE
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed. If identity type in IDENTITY REQUEST message indicates IMSI, this message is sent without integrity protection even if after NAS security mode control procedure has been successfully completed.

-
SECURITY MODE COMMAND
This message is sent by the SS to the UE.

Table 4.7.2-19: SECURITY MODE COMMAND

	Derivation Path: 24.301 clause 8.2.20

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode command message identity
	'0101 1101'B
	Security mode command
	

	Selected NAS security algorithms
	
	
	

	  Type of integrity protection algorithm
	Set according to PIXIT parameter for default integrity protection algorithm [FFS]
	
	

	  Type of ciphering algorithm
	Set according to PIXIT parameter for default ciphering algorithm [FFS]
	
	

	NAS key set identifierASME
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context
	

	Spare half octet
	'0000'B
	
	

	Replayed UE security capabilities
	Set according to the received UE security capabilities
	
	

	IMEISV request
	Not present
	
	

	Replayed nonceUE
	Not present
	
	

	NonceMME
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
SECURITY MODE COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-20: SECURITY MODE COMPLETE

	Derivation Path: 24.301 clause 8.2.21

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode complete message identity
	'0101 1110'B
	Security mode complete
	

	IMEISV
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
SECURITY MODE REJECT
This message is sent by the UE to the SS.

Table 4.7.2-21: SECURITY MODE REJECT

	Derivation Path: 24.301 clause 8.2.22

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode reject message identity
	'0101 1111'B
	Security mode reject
	

	EMM cause
	The value is set according to specific message content.
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
SERVICE REJECT
This message is sent by the SS to the UE.

Table 4.7.2-22: SERVICE REJECT

	Derivation Path: 24.301 clause 8.2.24

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Service reject message identity
	'0100 1110'B
	Service reject
	

	EMM cause
	Set according to specific message content.
	
	

	T3442 value
	Not present
	
	


NOTE:
This message is sent without integrity protection.

-
SERVICE REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-23: SERVICE REQUEST

	Derivation Path: 24.301 clause 8.2.25

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'1100'B
	Security header for the SERVICE REQUEST message
	

	KSI and sequence number
	
	
	

	  Sequence number (short)
	The 5 least significant bits of the NAS COUNT value applicable when this message is sent for sequence number.
	
	

	  KSIASME
	The effective KSIASME value.
	
	

	Message authentication code (short)
	The 2 least significant octets of the resulting message authentication code
	
	


-
TRACKING AREA UPDATE ACCEPT
This message is sent by the SS to the UE.

Table 4.7.2-24: TRACKING AREA UPDATE ACCEPT

	Derivation Path: 24.301 clause 8.2.26

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update accept message identity
	'0100 1001'B
	Tracking area update accept
	

	EPS update result
	'0000'B
	TA updated
	

	
	'0001'B
	combined TA/LA updated
	CombinedAttach

	Spare half octet
	'0000'B
	
	

	T3412 value
	Not present
	
	

	GUTI
	
	
	

	  Length of EPS mobile identity contents
	'0000 1010'B
	10 octets
	

	  Type of identity
	'110'B
	GUTI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the GUTI is used
	

	  MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Group ID
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Code
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  M-TMSI
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'0000 0110'B
	6 octets
	

	  Partial tracking area identity list 1
	
	
	

	    Number of elements
	'0 0000'B
	1 element
	

	    Type of list
	'00'B
	list of TACs belonging to one PLMN, with non-consecutive TAC values
	

	    MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    TAC 1
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	EPS bearer context status
	The same value as the value set in TRACKING AREA UPDATE REQUEST message
	
	

	Location area identification
	Not present
	
	

	Location area identification
	
	
	CombinedAttach

	  MCC
	See subclause 4.4 in this document
	
	

	  MNC
	See subclause 4.4 in this document
	
	

	  LAC
	See subclause 4.4 in this document
	
	

	MS identity
	Not present
	
	

	MS identity
	
	
	CombinedAttach

	  Length of mobile identity contents
	'0000 0101'B
	5 octets
	

	  Type of identity
	'100'B
	TMSI/P-TMSI/M-TMSI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the TMSI/P-TMSI or TMGI and optional MBMS Session Identity is used
	

	  TMSI
	See subclause 4.4 in this document
	
	

	EMM cause
	Not present
	
	

	T3402 value
	Not present
	
	

	T3423 value
	Not present
	
	

	Equivalent PLMNs
	Not present
	
	

	NAS key set identifierASME
	Not present
	
	

	Emergency Number List
	Not present
	
	


	Condition
	Explanation

	CombinedAttach
	Used for CS fallback test cases


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
TRACKING AREA UPDATE COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-25: TRACKING AREA UPDATE COMPLETE

	Derivation Path: 24.301 clause 8.2.27

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update complete message identity
	'0100 1010'B
	Tracking area update complete
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
TRACKING AREA UPDATE REJECT
This message is sent by the SS to the UE.

Table 4.7.2-26: TRACKING AREA UPDATE REJECT

	Derivation Path: 24.301 clause 8.2.28

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update reject message identity
	'0100 1011'B
	Tracking area update reject
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
This message is sent without integrity protection.

-
TRACKING AREA UPDATE REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-27: TRACKING AREA UPDATE REQUEST

	Derivation Path: 24.301 clause 8.2.29

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update request message identity
	'0100 1000'B
	Tracking area update request
	

	EPS update type
	
	
	

	  EPS update type Value
	'000'B
	TA updating
	

	  "Active" flag
	'0'B
	No bearer establishment requested
	

	EPS update type
	
	
	pc_CSfallback

	  EPS update type Value
	'001'B
	Combined TA/LA updating
	

	  "Active" flag
	'0'B
	No bearer establishment requested
	

	NAS key set identifierASME
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier of the UE
	
	

	  TSC
	'0'B
	native security context
	

	Old GUTI 
	Any allowed value
	
	

	NAS key set identifierSGSN
	Not present
	
	

	Old P-TMSI signature
	Not present
	
	

	Additional GUTI
	Not present
	
	

	NonceUE
	Not present
	
	

	UE network capability
	Not present or any allowed value
	
	

	Last visited registered TAI
	Not present or any allowed value
	
	

	DRX parameter
	Not present
	
	

	UE radio capability information update needed
	Not present
	
	

	EPS bearer context status
	Any allowed value
	
	

	MS network capability
	Not present or any allowed value
	
	

	Old location area identification
	Not present or any allowed value
	
	

	TMSI status
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
UPLINK NAS TRANSPORT
This message is sent by the UE to the SS.

Table 4.7.2-27A: UPLINK NAS TRANSPORT

	Derivation Path: 24.301 clause 8.2.30

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Uplink NAS transport message identity
	'0100 0011'B
	Uplink NAS transport
	

	NAS message container
	Set according to specific message content
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

4.7.3
Contents of ESM messages

-
ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT
This message is sent by the UE to the SS.

Table 4.7.3-1: ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT

	Derivation Path: 24.301 clause 8.3.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	The same value as the value set in ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	Activate dedicated EPS bearer context accept message identity
	'1100 0110'B
	Activate dedicated EPS bearer context accept
	

	Protocol configuration options
	Not present or any allowed value
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT
This message is sent by UE to the SS.

Table 4.7.3-2: ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT

	Derivation Path: 24.301 clause 8.3.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	The same value as the value set in ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	Activate dedicated EPS bearer context reject message identity
	'1100 0111'B
	Activate dedicated EPS bearer context reject
	

	ESM cause
	The value is set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST
This message is sent by the SS to the UE.

Table 4.7.3-3: ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

	Derivation Path: 24.301 clause 8.3.3

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	Arbitrarily selected value between '0101'B and '1111'B.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	NETWORK-INITIATED

	
	The same value as the value set in BEARER RESOURCE MODIFICATION REQUEST message or BEARER RESOURCE ALLOCATION REQUEST message
	
	UE-INITIATED

	Activate dedicated EPS bearer context request message identity
	'1100 0101'B
	Activate dedicated EPS bearer context request
	

	Linked EPS bearer identity
	The EPS bearer identity of the associated default bearer
	
	

	Spare half octet
	'0000'B
	
	

	EPS QoS
	See Reference dedicated EPS bearer context #1 in table 6.6.2-1
	
	

	TFT
	See Reference dedicated EPS bearer context #1 in table 6.6.2-1
	
	

	Transaction identifier
	Not present
	
	

	Negotiated QoS
	See Reference dedicated EPS bearer context #1 in table 6.6.2-1
	
	

	Negotiated LLC SAPI
	See Reference dedicated EPS bearer context #1 in table 6.6.2-1
	
	

	Radio priority
	See Reference dedicated EPS bearer context #1 in table 6.6.2-1
	
	

	Packet flow Identifier
	Not present
	
	

	Protocol configuration options
	See Reference dedicated EPS bearer context #1 in table 6.6.2-1
	
	


	Condition
	Explanation

	NETWORK-INITIATED
	Network initiated ESM procedures

	UE-INITIATED
	UE initiated ESM procedures


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
This message is sent by the UE to the SS.

Table 4.7.3-4: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

	Derivation Path: 24.301 clause 8.3.4

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	The same value as the value set in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	Activate default EPS bearer context accept message identity
	'1100 0010'B
	Activate default EPS bearer context accept
	

	Protocol configuration options
	Not present or any allowed value
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT
This message is sent by UE to the SS.

Table 4.7.3-5: ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT

	Derivation Path: 24.301 clause 8.3.5

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	The same value as the value set in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	Activate default EPS bearer context reject message identity
	'1100 0011'B
	Activate default EPS bearer context reject
	

	ESM cause
	The value is set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
This message is sent by the SS to the UE.

Table 4.7.3-6: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	Derivation Path: 24.301 clause 8.3.6

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	An arbitrarily selected value between '0101'B and '1111'B.
	
	

	Procedure transaction identity
	The same value as the value set in PDN CONNECTIVITY REQUEST message
	
	

	Activate default EPS bearer context request message identity
	'1100 0001'B
	Activate default EPS bearer context request
	

	EPS QoS
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Access point name
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	PDN address
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Transaction identifier
	Not present or any allowed value
	
	

	Negotiated QoS
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Negotiated LLC SAPI
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Radio priority
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Packet flow Identifier
	Not present
	
	

	APN-AMBR
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	ESM cause
	Not present
	
	

	Protocol configuration options
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
BEARER RESOURCE ALLOCATION REJECT
This message is sent by the SS to the UE.

Table 4.7.3-6A: BEARER RESOURCE ALLOCATION REJECT

	Derivation Path: 24.301 clause 8.3.7

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	The value indicated in BEARER RESOURCE ALLOCATION REQUEST message.
	
	

	Bearer resource allocation reject message identity
	'1101 0101'B
	Bearer resource allocation reject
	

	ESM cause
	Set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
BEARER RESOURCE ALLOCATION REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-6B: BEARER RESOURCE ALLOCATION REQUEST

	Derivation Path: 24.301 clause 8.3.8

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any allowed value
	
	

	Bearer resource allocation request message identity
	'1101 0100'B
	Bearer resource allocation request
	

	Linked EPS bearer identity
	The EPS bearer identity of the associated default bearer.
	
	

	Spare half octet
	Any allowed value
	
	

	Traffic flow aggregate
	Any allowed value
	
	

	Required traffic flow QoS
	Any allowed value
	
	

	Protocol configuration options
	Not present or any allowed value
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
BEARER RESOURCE MODIFICATION REJECT
This message is sent by the SS to the UE.

Table 4.7.3-7: BEARER RESOURCE MODIFICATION REJECT

	Derivation Path: 24.301 clause 8.3.9

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	The value indicated in BEARER RESOURCE MODIFICATION REQUEST message.
	
	

	Bearer resource modification reject message identity
	'1101 0111'B
	Bearer resource modification reject
	

	ESM cause
	Set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
BEARER RESOURCE MODIFICATION REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-8: BEARER RESOURCE MODIFICATION REQUEST

	Derivation Path: 24.301 clause 8.3.10

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any allowed value
	
	

	Bearer resource modification request message identity
	'1101 0110'B
	Bearer resource modification request
	

	EPS bearer identity for packet filter
	The EPS bearer identity of the associated dedicated EPS bearer related with packet filter.
	
	

	Spare half octet
	Any allowed value
	
	

	Traffic flow aggregate
	Any allowed value
	
	

	Required traffic flow QoS
	Not present or aNot present or any allowed value
	
	

	ESM cause
	Not present
	
	

	
	'0010 0100'B
	Regular deactivation
	RELEASE-REQUESTED

	Protocol configuration options
	Not present or aNot present or any allowed value
	
	


	Condition
	Explanation

	RELEASE-REQUESTED
	UE requests the release of bearer resources.


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

Table 4.7.3-9: (Void)
Table 4.7.3-10: (Void)
-
DEACTIVATE EPS BEARER CONTEXT ACCEPT
This message is sent by the UE to the SS.

Table 4.7.3-11: DEACTIVATE EPS BEARER CONTEXT ACCEPT

	Derivation Path: 24.301 clause 8.3.9

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	The same value as the value set in DEACTIVATE EPS BEARER CONTEXT REQUEST message.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	Deactivate EPS bearer context accept message identity
	'1100 1110'B
	Deactivate EPS bearer context accept
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
DEACTIVATE EPS BEARER CONTEXT REQUEST
This message is sent by the SS to the UE.

Table 4.7.3-12: DEACTIVATE EPS BEARER CONTEXT REQUEST

	Derivation Path: 24.301 clause 8.3.10

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	Set according to specific message content.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	NETWORK-INITIATED

	
	The same value as the value set in PDN DISCONNECT REQUEST message or BEARER RESOURCE MODIFICATION REQUEST message.
	
	UE-INITIATED

	Deactivate EPS bearer context request message identity
	'1100 1101'B
	Deactivate EPS bearer context request
	

	ESM cause
	Set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


	Condition
	Explanation

	NETWORK-INITIATED
	Network initiated ESM procedures

	UE-INITIATED
	UE initiated ESM procedures


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ESM INFORMATION REQUEST
This message is sent by the SS to the UE.
Table 4.7.3-13: ESM INFORMATION REQUEST

	Derivation Path: 24.301 clause 8.3.11

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	The value indicated in PDN CONNECTIVITY REQUEST message.
	
	

	ESM information request message identity
	'1101 1001'B
	ESM information request
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ESM INFORMATION RESPONSE
This message is sent by the UE to the SS.

Table 4.7.3-14: ESM INFORMATION RESPONSE

	Derivation Path: 24.301 clause 8.3.12

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	The same value as the value set in ESM INFORMATION REQUEST message.
	
	

	ESM information response message identity
	'1101 1010'B
	ESM information response
	

	Access point name
	Not present or any allowed value
	
	

	Protocol configuration options
	Not present or any allowed value
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ESM STATUS
This message is sent by the UE or by the SS.

Table 4.7.3-15: ESM STATUS

	Derivation Path: 24.301 clause 8.3.13

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	Set according to specific message content.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	ESM status message identity
	'1110 1000'B
	ESM status
	

	ESM cause
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
MODIFY EPS BEARER CONTEXT ACCEPT
This message is sent by the UE to the SS.

Table 4.7.3-16: MODIFY EPS BEARER CONTEXT ACCEPT

	Derivation Path: 24.301 clause 8.3.14

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	The same value as the value set in MODIFY EPS BEARER CONTEXT REQUEST message.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	Modify EPS bearer context accept message identity
	'1100 1010'B
	Modify EPS bearer context accept
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
MODIFY EPS BEARER CONTEXT REJECT
This message is sent by the UE to the SS.

Table 4.7.3-17: MODIFY EPS BEARER CONTEXT REJECT

	Derivation Path: 24.301 clause 8.3.15

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	The same value as the value set in MODIFY EPS BEARER CONTEXT REQUEST message.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	

	Modify EPS bearer context reject message identity
	'1100 1011'B
	Modify EPS bearer context reject
	

	ESM cause
	The value is set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
MODIFY EPS BEARER CONTEXT REQUEST
This message is sent by the SS to the UE.

Table 4.7.3-18: MODIFY EPS BEARER CONTEXT REQUEST

	Derivation Path: 24.301 clause 8.3.16

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	Set according to specific message content.
	
	

	Procedure transaction identity
	'0000 0000'B
	No procedure transaction identity assigned
	NETWORK-INITIATED

	
	The same value as the value set in BEARER RESOURCE MODIFICATION REQUEST message or BEARER RESOURCE ALLOCATION REQUEST message.
	
	UE-INITIATED

	Modify EPS bearer context request message identity
	'1100 1001'B
	Modify EPS bearer context request
	

	New EPS QoS
	For a default EPS bearer, see subclause 6.6.1.

For a dedicated EPS bearer, see subclause 6.6.2.
	
	

	TFT
	For a default EPS bearer, see subclause 6.6.1.

For a dedicated EPS bearer, see subclause 6.6.2.
	
	

	New QoS
	For a default EPS bearer, see subclause 6.6.1.

For a dedicated EPS bearer, see subclause 6.6.2.
	
	

	Negotiated LLC SAPI
	For a default EPS bearer, see subclause 6.6.1.

For a dedicated EPS bearer, see subclause 6.6.2.
	
	

	Radio priority
	For a default EPS bearer, see subclause 6.6.1.

For a dedicated EPS bearer, see subclause 6.6.2.
	
	

	Packet flow Identifier
	For a default EPS bearer, see subclause 6.6.1.

For a dedicated EPS bearer, see subclause 6.6.2.
	
	

	APN-AMBR
	For a default EPS bearer, see subclause 6.6.1.

For a dedicated EPS bearer, see subclause 6.6.2.
	
	

	Protocol configuration options
	Not present
	
	


	Condition
	Explanation

	NETWORK-INITIATED
	Network initiated ESM procedures

	UE-INITIATED
	UE initiated ESM procedures


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
PDN CONNECTIVITY REJECT
This message is sent by the SS to the UE.

Table 4.7.3-19: PDN CONNECTIVITY REJECT

	Derivation Path: 24.301 clause 8.3.17

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	The same value as the value set in PDN CONNECTIVITY REQUEST message.
	
	

	PDN connectivity reject message identity
	'1101 0001'B
	PDN connectivity reject
	

	ESM cause
	The value is set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is sent without integrity protection.

-
PDN CONNECTIVITY REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-20: PDN CONNECTIVITY REQUEST

	Derivation Path: 24.301 clause 8.3.18

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any allowed value
	
	

	PDN connectivity request message identity
	'1101 0000'B
	PDN connectivity request
	

	Request type
	'0001'B
	initial request
	

	PDN type
	Any allowed value
	
	

	ESM information transfer flag
	Not present or any allowed value
	
	

	Access point name
	Not present or any allowed value
	
	

	Protocol configuration options
	Not present or any allowed value
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
PDN DISCONNECT REJECT
This message is sent by the SS to the UE.

Table 4.7.3-21: PDN DISCONNECT REJECT

	Derivation Path: 24.301 clause 8.3.19

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	The value indicated in PDN DISCONNECT REQUEST message.
	
	

	PDN disconnect reject message identity
	'1101 0011'B
	PDN disconnect reject
	

	ESM cause
	Set according to specific message content.
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
PDN DISCONNECT REQUEST
This message is sent by the UE to the SS.

Table 4.7.3-22: PDN DISCONNECT REQUEST

	Derivation Path: 24.301 clause 8.3.20

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any allowed value
	
	

	PDN disconnect request message identity
	'1101 0010'B
	PDN disconnect request
	

	Linked EPS bearer identity
	The EPS bearer identity of the associated default bearer.
	
	

	Spare half octet
	Any allowed value
	
	

	Protocol configuration options
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.
4.7A
Default TC message and information element contents
This clause contains the default values of common TC (Test Control, see [38]) messages and  information elements, which apply to all test cases unless otherwise specified. All the messages and information elements are listed in alphabetical order.
-
ACTIVATE TEST MODE
This message is sent by the SS to the UE embedded in a RRC DLInformationTransfer message.
Table 4.7A-1: ACTIVATE TEST MODE
	Derivation Path: 36.509 clause 6.5

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 1 0 0
	
	

	UE test loop mode
	0 0 0 0 0 0 0 0
	UE test loop mode A
	UE TEST LOOP MODE A

(default)

	UE test loop mode
	0 0 0 0 0 0 0 1
	UE test loop mode B
	UE TEST LOOP MODE B


	Condition
	Explanation

	UE TEST LOOP MODE A
	UE test loop function configured for UE test loop mode A operation.

	UE TEST LOOP MODE B
	UE test loop function configured for UE test loop mode B operation.


-
ACTIVATE TEST MODE COMPLETE
This message is sent by the UE to the SS embedded in a RRC ULInformationTransfer message.
Table 4.7A-2: ACTIVATE TEST MODE COMPLETE
	Derivation Path: 36.509 clause 6.6

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 1 0 1
	
	


-
CLOSE UE TEST LOOP
This message is sent by the SS to the UE embedded in a RRC DLInformationTransfer message.
Table 4.7A-3: CLOSE UE TEST LOOP
	Derivation Path: 36.509 clause 6.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 0 0 0
	
	

	UE test loop mode
	0 0 0 0 0 0 0 0
	UE test loop mode A
	UE TEST LOOP MODE A (default)

	UE test loop mode A LB setup
	
	
	

	  Length of UE test loop mode A LB setup list in bytes
	0
	No LB setup list. No scaling  (UL RLC SDU size will be equal to the received DL SDU size) 
	

	UE test loop mode B LB setup
	Not present
	
	

	UE test loop mode
	0 0 0 0 0 0 0 1
	UE test loop mode B
	UE TEST LOOP MODE B

	UE test loop mode A LB setup
	Not present
	
	

	UE test loop mode B LB setup
	
	
	

	  IP PDU delay
	0 0 0 0 0 0 0 0
	No delay
	


	Condition
	Explanation

	UE TEST LOOP MODE A
	UE test loop function configured for UE test loop mode A operation.

	UE TEST LOOP MODE B
	UE test loop function configured for UE test loop mode B operation.


-
CLOSE UE TEST LOOP COMPLETE
This message is sent by the UE to the SS embedded in a RRC ULInformationTransfer message.
Table 4.7A-4: CLOSE UE TEST LOOP
	Derivation Path: 36.509 clause 6.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 0 0 1
	
	


-
DEACTIVATE TEST MODE
This message is sent by the SS to the UE embedded in a RRC DLInformationTransfer message.
Table 4.7A-5: DEACTIVATE TEST MODE
	Derivation Path: 36.509 clause 6.7

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 1 1 0
	
	


-
DEACTIVATE TEST MODE COMPLETE
This message is sent by the UE to the SS embedded in a RRC ULInformationTransfer message.
Table 4.7A-6: DEACTIVATE TEST MODE COMPLETE
	Derivation Path: 36.509 clause 6.8

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 1 1 1
	
	


-
OPEN UE TEST LOOP
This message is sent by the SS to the UE embedded in a RRC DLInformationTransfer message.
Table 4.7A-7: OPEN UE TEST LOOP
	Derivation Path: 36.509 clause 6.3

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 0 1 0
	
	


-
OPEN UE TEST LOOP COMPLETE
This message is sent by the UE to the SS embedded in a RRC ULInformationTransfer message.
Table 4.7A-8: OPEN UE TEST LOOP COMPLETE
	Derivation Path: 36.509 clause 6.4

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 0 1 1
	
	


4.8
Reference radio bearer configurations
4.8.1
General

4.8.2 
SRB and DRB parameters and combinations

4.8.2.1
SRB and DRB parameters

4.8.2.1.1
SRB configurations

Table 4.8.2.1.1-1: SRB-ToAddMod-DEFAULT
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	SRB-ToAddMod-DEFAULT ::= SEQUENCE {
	
	
	

	  srb-Identity
	1
	
	SRB1

	
	2
	
	SRB2

	  rlc-Config CHOICE {
	
	
	

	    defaultValue
	
	
	

	  }
	
	
	

	  logicalChannelConfig CHOICE {
	
	
	

	    defaultValue
	
	
	

	  }
	
	
	

	}
	
	
	


4.8.2.1.2
DRB PDCP configurations

4.8.2.1.2.1
DRB PDCP configurations for UM RLC

Table 4.8.2.1.2.1-1: PDCP-Config-DRB-UM
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config-DRB-UM ::= SEQUENCE {
	
	
	

	  discardTimer
	ms100
	Suitable for real time services
	

	  rlc-AM SEQUENCE {}
	Not present
	
	

	  rlc-UM SEQUENCE {
	
	
	

	    pdcp-SN-Size
	len7bits
	Suitable for real time services
	

	  }
	
	
	

	  headerCompression CHOICE {
	
	
	

	    notUsed
	NULL
	
	

	  }
	
	
	

	}
	
	
	


4.8.2.1.2.2
DRB PDCP configurations for AM RLC

Table 4.8.2.1.2.2-1: PDCP-Config-DRB-AM
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config-DRB-AM ::= SEQUENCE {
	
	
	

	  discardTimer
	Infinity
	
	

	  rlc-AM SEQUENCE {
	
	
	

	    statusReportRequired
	TRUE
	
	

	  }
	
	
	

	  rlc-UM SEQUENCE {}
	Not present
	
	

	  headerCompression CHOICE {
	
	
	

	    notUsed
	NULL
	
	

	  }
	
	
	

	}
	
	
	


4.8.2.1.3
DRB RLC configurations

4.8.2.1.3.1
DRB UM RLC configurations

Table 4.8.2.1.3.1-1: RLC-Config-DRB-UM
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	RLC-Config-DRB-UM ::= CHOICE {
	
	
	

	  um-Bi-Directional SEQUENCE {
	
	
	

	    ul-UM-RLC SEQUENCE {
	
	
	

	      sn-FieldLength
	Size10
	
	

	    }
	
	
	

	    dl-UM-RLC SEQUENCE {
	
	
	

	      sn-FieldLength
	Size10
	
	

	      t-Reordering
	ms50
	ms50 provides sufficient margin
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


4.8.2.1.3.2
DRB AM RLC configurations

Table 4.8.2.1.3.2-1: RLC-Config-DRB-AM
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	RLC-Config-DRB-AM ::= CHOICE {
	
	
	

	  am SEQUENCE {
	
	
	

	    ul-AM-RLC SEQUENCE {
	
	
	

	      t-PollRetransmit
	ms80
	
	

	      pollPDU
	p128
	
	

	      pollByte
	kB125
	
	

	      maxRetxThreshold
	t4
	
	

	    }
	
	
	

	    dl-AM-RLC SEQUENCE {
	
	
	

	      t-Reordering
	ms80
	Is sufficient for 5 HARQ transmissions
	

	      t-StatusProhibit
	Ms60
	Should be equal to or smaller than t-PollRetransmit.
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


4.8.2.1.4
DRB Logical Channel configurations

Table 4.8.2.1.4-1: LogicalChannelConfig-DRB
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	LogicalChannelConfig-DRB ::= SEQUENCE {
	
	
	

	  ul-SpecificParameters SEQUENCE {
	
	
	

	    priority
	6
	
	HI

	
	13
	
	LO

	    prioritisedBitRate
	kBps0 (disabled)
	
	

	    bucketSizeDuration
	ms100
	
	

	    logicalChannelGroup
	1
	
	HI

	
	2
	
	LO

	  }
	
	
	

	}
	
	
	


	Condition
	Explanation

	HI
	Used for DRBs with high logical channel priority 

	LO
	Used for DRBs with low logical channel priority


4.8.2.1.5
MAC configurations

Table 4.8.2.1.5-1: MAC-MainConfig-RBC
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	MAC-MainConfig-RBC ::= SEQUENCE {
	
	
	

	  dl-SCH-Config SEQUENCE {}
	Not present
	
	

	  ul-SCH-Config SEQUENCE {
	
	
	

	    maxHARQ-Tx
	n5
	
	

	    periodicBSR-Timer
	sf20
	
	

	    retxBSR-Timer
	sf1280
	
	

	    ttiBundling
	FALSE
	
	

	  }
	
	
	

	  drx-Config
	Not present
	
	NOT pc_FeatrGrp_5

	  drx-Config CHOICE {
	
	
	pc_FeatrGrp_5 AND DRX_S

	    setup SEQUENCE {
	
	
	

	      onDurationTimer
	psf2
	
	

	      drx-InactivityTimer
	psf100
	
	

	      drx-RetransmissionTimer
	sf16
	
	

	      longDRX-CycleStartOffset CHOICE {
	
	sf40 typical value in real network for real-time services.
	

	        sf40
	0
	
	

	      }
	
	
	

	      shortDRX 
	Not present
	
	

	    }
	
	
	

	  }
	
	
	

	  drx-Config CHOICE {
	
	
	pc_FeatrGrp_5 AND DRX_L

	    setup SEQUENCE {
	
	
	

	      onDurationTimer
	psf6
	
	

	      drx-InactivityTimer
	psf1920
	
	

	      drx-RetransmissionTimer
	sf16
	
	

	      longDRX-CycleStartOffset CHOICE {
	
	sf1280 typical value in real network for best-effort services.
	

	        sf1280
	0
	
	

	      }
	
	
	

	      shortDRX 
	Not present
	
	

	    }
	
	
	

	  }
	
	
	

	  timeAlignmentTimerDedicated
	sf750
	
	

	  phr-Config CHOICE {
	
	
	

	    setup SEQUENCE {
	
	
	

	      periodicPHR-Timer
	sf500
	
	

	      prohibitPHR-Timer
	sf200
	
	

	      dl-PathlossChange
	dB3
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


	Condition
	Explanation

	DRX_S
	Used for DRX configuration with small DRX cycle length

	DRX_L
	Used for DRX configuration with large DRX cycle length


4.8.2.1.6
Physical Layer configurations

Table 4.8.2.1.6-1: PhysicalConfigDedicated-DEFAULT
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	PhysicalConfigDedicated-DEFAULT ::= SEQUENCE {
	
	
	

	  pdsch-ConfigDedicated
	PDSCH-ConfigDedicated-DEFAULT
	See subclause 4.6.3
	SRB1

	
	Not present
	
	RBC

	  pucch-ConfigDedicated 
	PUCCH-ConfigDedicated-DEFAULT
	See subclause 4.6.3
	SRB1

	 
	Not present
	
	RBC

	  pusch-ConfigDedicated
	PUSCH-ConfigDedicated-DEFAULT
	See subclause 4.6.3
	SRB1

	
	Not present
	
	RBC

	  uplinkPowerControlDedicated
	UplinkPowerControlDedicated-DEFAULT
	See subclause 4.6.3
	SRB1

	
	Not present
	
	RBC

	  tpc-PDCCH-ConfigPUCCH 
	Not present 
	
	SRB1

	
	TPC-PDCCH-Config-DEFAULT using condition PUCCH
	See subclause 4.6.3
	RBC

	  tpc-PDCCH-ConfigPUSCH 
	Not present
	
	SRB1

	
	TPC-PDCCH-Config-DEFAULT using condition PUSCH
	See subclause 4.6.3
	RBC

	  cqi-ReportConfig
	CQI-ReportConfig-DEFAULT
	See subclause 4.6.3
	SRB1

	
	CQI-ReportConfig- DEFAULT using condition CQI_PERIODIC
	See subclause 4.6.3
	RBC

	  soundingRS-LU-ConfigDedicated
	Not present
	
	SRB1

	  
	SoundingRS-ULl-ConfigDedicated-DEFAULT
	See subclause 4.6.3
	RBC

	  antennaInfo CHOICE {
	
	
	

	    defaultValue
	NULL
	
	

	  } 
	
	
	

	  schedulingRequestConfig 
	Not present
	
	SRB1

	
	SchedulingRequest-Config-DEFAULT
	See subclause 4.6.3
	RBC

	}
	
	
	


	Condition
	Explanation

	SRB1
	Used at configuration of SRB1 during RRC connection (re-)establishment

	RBC
	Used at configuration of a radio bearer combination during SRB2+DRB establishment


4.8.2.1.7
DRB configurations

Table 4.8.2.1.7-1: DRB-ToAddMod-DEFAULT(bid)
	Derivation Path: 36.331 clause 6.3.2

	Information Element
	Value/remark
	Comment
	Condition

	DRB-ToAddMod-DEFAULT(bid) ::= SEQUENCE {
	
	bid is the bearer identity (1..8)
	

	  eps-BearerIdentity
	bid+4
	
	

	  drb-Identity
	bid
	
	

	  pdcp-Config
	PDCP-Config-DRB-AM
	
	AM

	
	PDCP-Config-DRB-UM
	
	UM

	  rlc-Config
	RLC-Config-DRB-AM
	
	AM

	
	RLC-Config-DRB-UM
	
	UM

	  logicalChannelIdentity
	bid+2
	
	

	  logicalChannelConfig
	LogicalChannelConfig-DRB using condition HI
	
	UM

	
	LogicalChannelConfig-DRB using condition LO
	
	AM

	}
	
	
	


	Condition
	Explanation

	AM
	Used for AM DRB

	UM
	Used for UM DRB


4.8.2.2
SRB and DRB combinations
4.8.2.2.1
Combinations on DL-SCH and UL-SCH

4.8.2.2.1.1
SRB1 and SRB2 for DCCH + n x AM DRB + m x UM DRB, where n=1..N and m=0..M
This SRB and DRB combination is setup with UE Registration procedure and the Generic Radio Bearer Establishment or Generic Radio Bearer Establishment, UE Test Mode Activated procedure using specific message content - the default RRCConnectionReconfiguration message with condition SRB2-DRB(n, m).
4.9
Common test USIM parameters

This clause defines default parameters for programming the elementary files of the test USIM when running conformance test cases defined in 3GPP TS 36.523-1[18].

4.9.1
General
See clause 8.1 in 3GPP TS 34.108 [5].
4.9.1.1
Definitions

See clause 8.1.1 in 3GPP TS 34.108 [5].
4.9.1.2
Definition of the test algorithm for authentication

Same as clause 8.1.2 in 3GPP TS 34.108[5].

4.9.1.2.1
Authentication and key derivation in the test USIM and SS

UE and SS calculate Ck, Ik, AUTN, RES[XRES] as in clause 8.1.2.1 in 3GPP TS 34.108 [5]. Derivation of KASME and other E-UTRA Keys shall be as defined in Annex A of 3GPP TS 33.401 [31], using Key derivation function HMAC-SHA-256 algorithm.

4.9.1.2.2
Generation of re-synchronization parameters in the USIM

Same as clause 8.1.2.1 in 3GPP TS 34.108[5].
4.9.1.2.3
Using the authentication test algorithm for UE conformance testing

See clause 8.1.2.3 in 3GPP TS 34.108 [5].

4.9.2
Default parameters for the test USIM

Same as clause 8.2 in 3GPP TS 34.108 [5].

4.9.3
Default settings for the Elementary Files (EFs)

The format and coding of elementary files of the USIM are defined in 3GPP TS 31.101 [32] and 3GPP TS 31.102 [33]. The following clauses define the default parameters to be programmed into each elementary file. Some files may be updated by the UE based on information received from the SS. These are identified in the following clauses.

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This clause suggests values in these cases.

The settings of the the elementary files is the same as section 8.3 in 3GPP TS 34.108 [5] with the exceptions listed below:

- EFPLMNwAcT(User controlled PLMN selector with Access Technology):

Bytes 4 to 5:
40 00
(Access Technology) - Translates to E-UTRAN


Bytes 9 to 10:
40 00
(Access Technology)


....


....


....


Bytes (5n-1) to 5n:
40 00
(Access Technology)

- EFUST (USIM Service Table):
	Services
	
	Activated
	Version

	Service n°15:
	Cell Broadcast Message Identifier 
	Optional
	

	Service n°16:
	Cell Broadcast Message Identifier Ranges 
	Optional
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