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[bookmark: foreword][bookmark: _Toc48930840][bookmark: _Toc49376089][bookmark: _Toc49376139]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc45017053][bookmark: _Toc48930841][bookmark: _Toc49376090][bookmark: _Toc49376140]Introduction
The 5GS already supports certain specific features for Non-Public Networks, these are evolved in the architectural study documented in 3GPP TR 23.700-07[3], considering new functionality for Non-Public Networks. One of the main architectural changes in need of security enhancements are the allowance of credentials owned by a separate entity than a Standalone Non-Public Network. The other is onboarding and remote provisioning of non-USIM credentials to allow for a seamless setup of Non-Public Networks.
[bookmark: scope][bookmark: _Toc48930842][bookmark: _Toc49376091][bookmark: _Toc49376141]
1	Scope
The present document …
[bookmark: references][bookmark: _Toc48930843][bookmark: _Toc49376092][bookmark: _Toc49376142]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G System"
[3]	3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc48930844][bookmark: _Toc49376093][bookmark: _Toc49376143]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc48930845][bookmark: _Toc49376094][bookmark: _Toc49376144]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc48930846][bookmark: _Toc49376095][bookmark: _Toc49376145]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: clause4][bookmark: _Toc2086440][bookmark: _Toc48930847][bookmark: _Toc49376096][bookmark: _Toc49376146]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: _Toc45017060][bookmark: _Toc48930848][bookmark: _Toc49376097][bookmark: _Toc49376147][bookmark: _Hlk48929297][bookmark: _Toc513475446]4	Architectural and security assumptions
Editor's note:	This clause includes the architectural and security assumptions applicable for the study.
[bookmark: _Toc25934660][bookmark: _Toc26337040][bookmark: _Toc31114287][bookmark: _Toc43392561][bookmark: _Toc43475357][bookmark: _Toc43475733][bookmark: _Toc48930849][bookmark: _Toc49376098][bookmark: _Toc49376148]4.1	Architectural requirements
-	Solutions are built on the 5G System security architectural principles as in TS 33.501 [2] and conclusions drawn in TR 23.700-07 [3], including flexibility and modularity for newly introduced functionalities.
[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc49376149]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc48930851][bookmark: _Toc49376100][bookmark: _Toc49376150]5.1	Key Issue #1 Credentials owned by an external entity
[bookmark: _Toc48930852][bookmark: _Toc49376101][bookmark: _Toc49376151]5.1.1	Key issue details
This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #1 Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN in TR 23.700-07 [3]. 
TR 23.700-07 [3] contains numerous solutions addressing Key Issue #1, where some solutions rely on a AAA-S external to the SNPN, depicted in 5.Y.1-2, and others on an AUSF separated from the SNPN the UE is attempting to access, depicted in 5.Y.1-1. These architectural changes may have an impact on security architecture, for instance, primary authentication.
Editor’s note: The solutions depicted are preliminary and might expand or reduce based on SA2 conclusion.

Figure 5.1.1-1: SNPN + PLMN

Figure 5.1.1-2: SNPN + non-PLMN
[bookmark: _GoBack]The solution are to describe how authentication is done with credentials owned by an entity separate from the SNPN and how keys may be shared between an entity separate from the SNPN and the SNPN, considering trust relationship between the SNPN and the separate entity owing the credentials.
[bookmark: _Toc48930853][bookmark: _Toc49376102][bookmark: _Toc49376152]5.1.2	Security threats
Weak authentication procedures may allow attackers to impersonate the UE towards the SNPN or vice versa.
Sharing of keying material between the SNPN and an entity separate from the SNPN during the key establishment procedure where authentication and key agreement is the same, may imply that a third party can derive keys on its own.
[bookmark: _Toc48930854][bookmark: _Toc49376103][bookmark: _Toc49376153]5.1.3	Potential security requirements
-	The UE and SNPN shall support network access authentication procedure with credentials owned by an entity separate from the SNPN.
[bookmark: _Toc48930855][bookmark: _Toc49376104][bookmark: _Toc49376154]5.2	Key Issue #2 Provisioning of Credentials
[bookmark: _Toc48930856][bookmark: _Toc49376105][bookmark: _Toc49376155]5.2.1	Key issue details
This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. 
The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of non USIM credentials for SNPN. This Key Issue aims at treating the security implications related to the provisioning part. 
Designing completely new protocols is not in scope of this key issue.
Editor’s note: other details are FFS.
[bookmark: _Toc48930857][bookmark: _Toc49376106][bookmark: _Toc49376156]5.2.2	Security threats
Unprotected provisioning of SNPN credentials may cause the SNPN credentials to be obtained or manipulated by on-boarding network. 
[bookmark: _Toc48930858][bookmark: _Toc49376107][bookmark: _Toc49376157]5.2.3	Potential security requirements
FFS
[bookmark: _Toc48930859][bookmark: _Toc49376108][bookmark: _Toc49376158]5.3	Key Issue #3 Security impacts from supporting IMS voice and IMS services in SNPNs
[bookmark: _Toc48930860][bookmark: _Toc49376109][bookmark: _Toc49376159]5.3.1	Key issue details
This key issue aims to analyse the potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied.
UEs that are to be used in SNPN are currently not required to have IMS credentials. It needs to be studied especially how these UEs can authenticate with the network. This means that solutions that address UEs without IMS credentials are in scope of this key issue.
Architectural requirement: Solutions to this key issue need to describe how the security, especially authentication, of supporting IMS voice and IMS services in SNPN is to be addressed. 
[bookmark: _Toc48930861][bookmark: _Toc49376110][bookmark: _Toc49376160]5.3.2	Security threats
If the UE and the network do not mutually authenticate, an attacker could either impersonate the network towards the UE or the UE towards the network.
[bookmark: _Toc48930862][bookmark: _Toc49376111][bookmark: _Toc49376161]5.3.3	Potential security requirements
The UE and the network shall mutually authenticate before granting access to IMS and IMS services.

[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc49376162]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc49376163]5.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc49376164]5.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc49376165]5.X.3	Potential security requirements
[bookmark: _Toc513475451][bookmark: _Toc48930867][bookmark: _Toc49376116][bookmark: _Toc49376166]6	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc48930868][bookmark: _Toc49376117][bookmark: _Toc49376167]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	X
	Y
	Z

	1
	
	
	

	2
	
	
	



[bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc49376168]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc513475453][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc49376169]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc49376120][bookmark: _Toc49376170]6.Y.2	Solution details
[bookmark: _Toc48930872][bookmark: _Toc49376121][bookmark: _Toc49376171]6.Y.3	System impact
Editor’s Note: Each solution should clearly list which entities need new functionality and what functionality they need for the provided solution to work.
[bookmark: _Toc513475455][bookmark: _Toc48930873][bookmark: _Toc49376122][bookmark: _Toc49376172]6.Y.4	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc513475456][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc49376173]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
[bookmark: _Toc48930875][bookmark: _Toc49376124][bookmark: _Toc49376174][bookmark: historyclause]Annex A (informative):
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