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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Caller identity spoofing or malicious modification of caller information such as Calling Line Identification and Caller Name (Caller ID) has become a significant problem in many countries. The complaints regarding these calls range from nuisance calls, violations of various phone solicitation rules (such as the US Federal Trade Commission’s Telemarketing Sales Rules) to being used as a platform for significant fraud, identity theft and social engineering. Various malicious uses of caller information spoofing include these categories: swatting, vishing, and TDOS.

Both IETF and 3GPP SA 3 have dealt with aspects of this issue a number of times in the past.  3GPP SA 3 has completed the study of spoofed call detection in TR 33.831, addressing spoofed calls in a CS environment, without recommending any specific approach. However the problem of spoofed calls is continuing to increase and growing attention is coming from consumers, journalists, and regulatory/legislative bodies demanding a solution.

The latest IETF effort supporting the detection of spoofed calls  is taking place in the IETF STIR working group, and has progressed to a a point where evaluation of  the use of STIR’s active drafts to address the spoofed call problem can take place.
1
Scope

The present document evaluates the IETF STIR working group active drafts for use in 3GPP networks for spoofed call detection and make recommendations on what aspects of IETF STIR active drafts should be incorporated into 3GPP IMS security specifications.

Additionally 3GPP technology specific aspects not considered or addressed in the IETF STIR Working Group will be identified and studied such as service interactions and deployment scenarios including (but not limited to):

· * Roaming

· * Business line trunking/PBX

· * CS to IMS transition scenarios
2
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Attestation: This is the declaration made by a network operator that the party placing a particular call is authorized to represent themselves by a particular caller identity.  The party placing the call may not be the identity owner, rather is authorized by the identity owner to represent the identity owner.

Borrowed E.164 number:  This is the E.164 number that a borrowing user has obtained permission from the identity owner to use as caller identity when making calls on behalf of the identity owner.
Borrowing operator: This is an operator who is not able to assign a specific E.164 number controlled since it is controlled by a different operator (see controlling operator). A borrowing user subscribed to a borrowing operator is authorized to use a borrowed E.164 number as caller identity in calls made on behalf of the identity owner.

Borrowing user: This is the user subscribed to a borrowing operator and  is authorized by the identity owner to use the caller identity for calls made on behalf of the identity owner.

Caller identity: The originating phone number included in call signalling used to identify the caller for call screening purposes. In some cases this may be the Calling Line Identification or Public User Identity. For the purposes of this study, the caller identity may be set to an identity other than the caller’s Calling Line Identification or Public User Identity.

Controlling operator:  This is the network operator who controls and the assignment of a specific E.164 phone number to a subscribed user for call routing and caller identity use.  
Identity owner: This is the user, subscribed to the controlling operator, who is currently assigned a specifc E.164 phone number for call routing purposes.  This E.164 number may be presented to a called party as the user;s  calling party identity.The identity owner can authorize other users or subscribers of controlling or non-controlling operators  to also use the E.164 number as caller identity in phone calls made on the identity owner's behalf.

Spoofed call: A call where caller identity creation, modification or removal in call signalling results in an unauthorized or illegal use of this identity in the call., This typically occurs where the caller  intends to defraud the called party or otherwise illegally obscure the real caller identity.

Trusted identity information: network generated user public identity information [11].
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

OIP
Originating Identification Presentation

4
History of past solutions
4.1
Overview

4.2
Previous spoofed call detection solutions

4.2.1
IETF solutions
The IETF STIR working group informational IETF RFC 7340 [5] mentions the following solutions:

-
P-Asserted-Identity;
-
SIP Identity; and
-
Verification Involving PSTN Reachability (VIPR);
4.2.2
3GPP solutions

4.2.2.1
P-Asserted-Identity in trust domain

The P-Asserted-Identity used in the trust domain described in IETF RFC 3325 [9] is supported in the IMS, as specified in 3GPP TS 24.229 [10].
The P-Asserted-Identity is trusted identity information in the IMS.

For the IMS, a trust domain consists of the functional entities that belong to the same operator's network. Other nodes that are not part of the operator's network can belong to the trust domain, depending on an interconnect agreement between operators.

Also, the OIP service can be supported as one of supplementary services in the IMS, as specified in 3GPP TS 24.607 [11]. The OIP service provides the terminating user with the possibility of receiving trusted identity information (i.e. P-Asserted-Identity) in order to identify the originating user.

It is assumed that the originating network is responsible for inserting the P-Asserted-Identity.
It is assumed that the IBCF or I-CSCF as an entry point of each network is responsible for stripping the P-Asserted-Identity when interworking with untrusted networks.
NOTE:
The solution described in this subclause works well only if all of above assumptions are true.
4.3
Spoofed call problem update
5
Spoofed call scenarios in IMS

5.1
Valid caller identity scenarios

5.1.1
Introduction

This clause describes representative call scenarios where the caller identity presented to the called user is allowed and valid.  Some of the scenarios describe situations where the caller identity presented is different from the caller's identity. These scenarios assume the presence of a call spoofing detection capability in the terminating network.

5.1.2
Simple call scenario

A caller places a call and that caller's caller identity is presented to the called user. The terminating network is able to verify the attestation by the controlling operator's originating network of the caller identiy.

5.1.3
Privacy restriction call scenario

A caller places a call and as part of the call, the caller identity of the caller and a privacy indication is sent to the terminating network.  The terminating network is able to verify the attestion by the controlling operator's originating network of the caller identity, but does not present the caller identity to the called user.

5.1.4
Roaming local breakout call scenario

A caller places a call while roaming and the caller's caller identity is presented to the called user.  The terminating network is able to verify the attestation by the home PLMN of the caller identity.

5.1.5
Doctor call scenario

A doctor is subscribed to different operators for his mobile service and office phone service. The doctor is performing hospital rounds and calls a patient from his UE.  The doctor does not want the patient to have his UE's E.164 number, and the patient would not recognize the number.  Rather the doctor's UE replaces the caller identity in the call with the E.164 number of his office.  This office number is presented to the patient (called user).

5.1.6
Contract call center attested to by controlling operator

A contract call center is engaged in an outbound advertising campaign for several months on behalf of ABC Company.  The contract call center and ABC Company each subscribe to different network operators.  ABC Company as the identity owner has given permission for the contract call center as the borrowing user to use ABC Company's E.164 number as the caller identity in calls placed as part of the campaign.

In this scenario, the operator that ABC Company has subscribed to as the controlling operator wants to provide the attestation that the contract call center is authorized by ABC Company to use the ABC Company E.164 number for caller identity in the outbound calls from the call center.
The terminating network uses the caller identity credentials provided by the controlling operator to verify that the caller identity is a valid use.

5.1.7
Contract call center attested to by the borrowing operator

A contract call center is engaged in a fundraising campaign for a non-profit organization XYZ.  The contract call center and XYZ each subscribe to different network operators.  XYZ as the identity owner has given permission for the contract call center as the borrowing user to use XYZ's E.164 number as the call identity in calls placed as part of the campaign.

In this scenario the operator that the contract call center has subscribed to as the borrowing operator wants to provide the attestation that the contract call center is authorized by XYZ to use the XYZ E.164 number for caller identity in the outbound fundraising calls from the call center.

The terminating network uses the caller identity credentials provided by the borrowing operator to verify that the caller identity is a valid use.

5.1.8
IP-PBX call scenario

An employee of a company using an IP-PBX places a call to another party outside of the IP-PBX.  The controlling operator that the IP-PBX is connected to verifies that the caller identity provided is assigned to the IP-PBX and attests to the caller identity validity. It is assumed that any restriction by specific IP-PBX users to use specific assigned IP-PBX numbers for caller identity if present, is performed by the IP-PBX.

The terminating network uses the caller identity credentials provided by the controlling operator of the IP-PBX to verify that the caller identity is a valid use.

5.2
Invalid caller identity scenarios

5.2.1
Introduction

This clause describes representative call scenarios where the caller identity presented to the called user is not allowed or invalid. These scenarios assume the presence of a call spoofing detection capability in the terminating network.

5.2.2
Simple spoofed call

A caller intending to commit fraud places a call and sets the caller identity to an invalid or unauthorized number (it may or may not be a valid E.164 number) which is presented to the called user. The terminating network is able to verify that the caller is not authorized to use the provided caller identity.

Examples of spoofed caller identities include:

· Unassigned E.164 numbers

· Invalid E.164 numbers

· E.164 numbers local to the called user

· The called user's own E.164 number (called number)

6
Potential security requirements

7
Potential solutions
7.1 IETF Secure Telephone Identity Revisited (STIR) draft specifications
The IETF STIR working group has produced two active drafts on spoofed call detection:

1. draft-ietf-stir-rfc4474bis [8] – Authenticated Identity Management in the Session Initiation Protocol (SIP)
2. draft-ietf-stir-certificates [7] – Secure Telephone Identity Credentials: Certificates
7.1.1 Authenticated Identity Management in the SIP

This draft defines a mechanism for cryptographically assuring the identity of the end user that originated the SIP request. It does so by defining an authentication architecture for SIP in which two new logical SIP entities are introduced:

a) Authentication service

b) Verification service

In addition, three new SIP header fields are added:

a) “Identity” header to convey a signature used for validating the identity of the end user

b) “Identity-Info” header: This header contains a URI which dereferences to a resource which contains the public key components of the credential used by the authentication service to sign a request.

c) “Identity-Reliance header”, which is used for non-INVITE transactions and in environments where body security of INVITE transactions is necessary

7.1.1.1 Overview 

The “Authentication service” performs the role of authenticating the originator of the SIP request, and then signing the request with the private key of the credential corresponding to the domain or a telephone number used by the originating operator. Commonly, this role will be instantiated by a proxy server, since these entities are likely to have static hostname, hold corresponding credentials, and have access to SIP registrar capabilities that allow them to authenticate users.

The “Verification service” or “verifier” performs the role of inspecting the signature and verifying that originating network guarantees that the sender of the message is authorized to use the number. This role is typically instantiated by a proxy server at the target domain.

At a high level the proposed mechanism works as follows:
a) The incoming SIP requests such as INVITE are processed at the originating end by the Authentication service. 

· The service first authenticates the originator (sender) and validates that sender is authorized to assert the E.164 number that it populated in the “From” header field. 
· The service then computes a hash over some headers, including the “From” header field of the message. 
· The hash is signed with the appropriate credential (for ex., private key) and inserted in the “Identity” header of the SIP message.The authentication service, as the holder of the private key, is asserting that the originator of the SIP message has been authenticated and that the originator is authorized to claim the identity that appears in the “From” header field.
· The service also inserts a companion header field “Identity-Info”, that tells the receiver how to acquire keying material necessary to validate its credentials.
· The modified request is forwarded to the target domain.
 b) At the receiving domain, the “Verification service” receives the reqeust

· Verifies the signature provided in the “Identity” header, and validates that the originating network securely guarantees that the caller is authorized to use the number. 
· The result of the verification leads to the further processing of the call such fraud detection 
· The message is then forwarded to the receiver.
7.1.1.2 Detailed call flow

In the scenario discussed below, Alice with SIP-URI of sip:<E.164>@atlanta.com wants to communicate with Bob at sip:<E.164>@dallas.com.

[image: image3.emf] 
Figure 7.1.1.2-1 Authenticated Identity Management in SIP

The details of the signalling flow are as follows:

1. Alice generates an INVITE and places her E.164 in the “From” header field of the request. She then sends the INVITE over TLS to the “Authentication Service” for the example.com domain

2. The authentication service authenticates Alice. This is done in different ways; one possible way would be for the proxy server to challenge the INVITE with a 407 Proxy Authentication Required message using the Digest authentication scheme. Alice successfully authenticates with the authorization service.

3. The authentication service extracts the E.164 of the sender from the “From” header field of the request. If the authentication service is not authorized for the extracted E.164, it rejects the service request

4. The service then ensures that any pre-existing Date header in the message is accurate or falls within the validity period of its credential.

5. When body security of INVITE transaction is necessary, the authentication service forms an identity-reliance signature and adds the Identity-Reliance header field to the message. This header provides body security of the entire message.

6. Form the identity signature and add an Identity header field to the request containing this signature. The specification provides details on how this header field is constructed.

7. The authentication service adds an Identity-Info header to the message. This header contains a URI from which its credential can be acquired by the verification service.

8. Finally, the authentication service forwards the message to the target domain.

9. At the receiving domain, the verification service dereferences the Identity-Info header in the incoming INVITE and obtains the public key components of the credential used by the authentication service to sign the request.

10. The verification service then verifies the signature in the Identity header field.

11. If the request contains an Identity-Reliance header, the verification service verifies the signature in this field.

12. The verification service validates the Date header and ensures that it falls within the validity period of the credential used to sign the Identity header.

13. The result of the verification may be further processed and delivered to Bob.

7.1.2 Secure Telephone Identity Credentials: Certificates

This draft specification proposes a credential system based on X.509 version 3 certificates for proving control of E.164 numbers used on the Internet. Certificate-based credential system for telephone numbers is used to provide a secure way to guarantee by the originating network that the caller is authorized to used the E.164 number.

Two basic types of entities need access to these credentials: guarantee services, and verification services (or verifiers). A guarantee service must be operated by an entity enrolled with the certificate authority, whereas a verifier need only trust the root certificate of the authority, and have a means to acquire and validate certificates.

Editor’s Note: Define Guarantee service and map it to the IETF definition of Authentication service
7.1.2.1 Authorization service (signer)

The authorization service is operating in the originating network and signs on behalf of the originating network operator. It must possess a private key corresponding to a certificate with authority over a calling E.164 number (in the SIP request). This key may be used by the service to sign incoming SIP requests (as described in clause 7.1.1).

The specification does not restrict the number of E.164 telephone numbers that can be associated with any given certificate.
7.1.2.2 Verification Service (verifier)

The verification service can gain access to the credentials needed to verify a request through multiple ways:

a) The certificate is conveyed along with the signature itself. In SIP for example, a certificate could be carried in a multipart MIME body, and the URI in the Identity-Info header could specify that body with a CID URI (i.e. Content-ID URI).

b) The Identity-Info header of a SIP request may contain a URI that the verifier deferences with a network call.

As mentioned earlier, the subjects of these certificates represent the originating network as the guarantor that the calling party is authorized to use the provided E.164 number. When the verifier receives a SIP request with a TEL-URI, it fetches the corresponding certificate and does the following:

1. If the TN field is present and the terminating network choses to use it for veritication, it checks whether or not a signer is authorized to sign for a particular number by checking whether the caller’s identity is present in the “TN Authorization List” extension field in the certificate.

2. If present, it verifies the signature in the Identity header field using the public key in the certificate. This assures that the calling party has been authorized to use a particular calling party number.
8
Considerations

8.1
Considerations for 3GPP

8.1.1
Verifier behavior against detected spoofed call
The verifier behavior against detected spoofed call is specified in draft-ietf-stir-rfc4474bis [8], section 4.2. According to that, when the verifier determines that the signature is invalid, it only has to return the 438 (Invalid Identity Header) response to the request. Based on operator policy, configuration and local regulation, the verifier in the IMS may return the error response and the call treatment entity may provide one or more of the following additional functionalities:

-
The call treatment entity forwards the spoofed call destined for the terminating UE;
-
The call treatment entity anonymizes the (spoofed) caller identity;
-
The call treatment entity sends a message informing the originating UE, the terminating UE and/or the other IMS entities that the spoofed call has been identified;
-
The verifier stores received call data including the signature as malicious communication identity for e.g. black listing; and
-
The call treatment entity transfers the spoofed call to another IMS entity for further processing;
NOTE:
The above functionalities might be covered by invoking existing supplementary service(s) (e.g. Originating Identification Restriction (OIR), Malicious Call Communication Identification (MCID) and Communication Diversion (CDIV)) or existing major capability(ies) on IMS entities (e.g. a messaging mechanism for the SIP). See TR 22.898 [2] for more discussion of feature interaction. 

9
Conclusions and recommendations
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