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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
1
Scope

Editor’s Note: This clause will outline that the present document contains objectives, requirements and test cases that are specific to gNodeB network product class. 

The present document contains objectives, requirements and test cases that are specific to the gNB network product class. It refers to the Catalogue of General Security Assurance Requirements and formulates specific adaptions of the requirements and test cases given there, as well as specifying requirements and test cases unique to the gNB network product class.
2
References

[1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”

[2]
3GPP TS 33.117 “Catalogue of general security assurance requirements”

[3]
3GPP TS 33.216 “Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class”

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
gNodeB-specific security requirements and related test cases
4.1
Introduction
Editor’s Note: This clause will summarize the gNodeB-specific security requirements and related test cases. 

4.2 
gNodeB-specific security functional adaptations of requirements and related test cases
Editor’s Note: This clause will document gNodeB-specific security functional requirements and related test cases. The templates of the security requirements and test case are same with the used templates in TS 33.116.

4.2.1
Introduction
4.2.2
Security functional requirements on the gNodeB deriving from 3GPP specifications and related test cases

 Editor’s Note: This clause will document Security functional requirements on the gNodeB deriving from 3GPP specifications and related test cases.
4.2.2.1
Security functional requirements on the gNodeB deriving from 3GPP specifications – TS 33.501[1]
Editor’s Note: This clause will document Security functional requirements- xxxx on the gNodeB deriving from 3GPP specifications and related test cases. 
4.2.2.1.1
Integrity protection of RRC-signalling

Requirement Name: Integrity protection of RRC-signalling
Requirement Reference: TBA

Requirement Description: "The gNB shall support integrity protection of RRC-signalling over the NG RAN air interface" as specified in TS 33.501[1], clause 5.3.3. 

Security Objective Reference: TBA

Test Case:

Test Name: TC_CP_DATA_INT_RRC-SIGN_gNB
Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are integrity protected.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
Tester shall have access to the integrity algorithm and the integrity protection keys.

-
The tester shall have access to the NG RAN air interface.  

Execution Steps: 

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117[2].

Expected Results:  

The RRC-signalling over the NG RAN air interface is integrity protected. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.
4.2.2.1.2
Integrity protection of user data between the UE and the gNB
Requirement Name: Integrity protection of user data between the UE and the gNB.
Requirement Reference: TBA

Requirement Description: "The gNB shall support integrity protection of user data packets over the NG RAN air interface" as specified in TS 33.501[1], clause 5.3.3.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-INT_gNB
Purpose: To verify that the user data packets are integrity protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
Tester shall enable the integrity protection and ensure NIA0 is not used.

-
Tester shall have knowledge of integrity algorithm and integrity protection keys.

-
The tester shall have access to the NG RAN air interface. 

Execution Steps:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117[2].

Expected Results:  

The user plane packets sent between UE and gNB over the NG RAN air interface is integrity protected. 
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.

4.2.2.1.3 
AS NULL integrity protection

Requirement Name: AS NULL integrity protection
Requirement Reference: TBA 

Requirement Description: "NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement." as specified in TS 33.501[1], clause 5.3.3
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that AS NULL integrity protection algorithm is used correctly.

Pre-Conditions:

Test environment with a UE and AMF. The UE and the AMF may be simulated.

The UE was successfully authenticated.

The vendor shall provide documentation describing how NIA0 is disabled and enabled in the gNB.

Execution Steps

1) The UE sends NAS Service Request message to the AMF.

2) The AMF sends the UE NR security capability to the gNB in N2 Request message.

3) The gNB sends AS Security Mode Command message to the UE containing the selected AS algorithm.

Expected Results:

The integrity algorithm selected by the gNB in the AS SMC message is different from NIA0.

The AS Security Mode Command message is integrity protected by the gNB.
4.2.2.1.4 
RRC integrity check failure

Requirement Name: RRC integrity check failure
Requirement Reference: TBA 

Requirement Description: "The RRC integrity checks shall be performed both in the ME and the gNB. In case failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded. This can happen on the gNB side or on the ME side." as specified in TS 33.501[1], clause 6.5.1
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that RRC integrity check failure is handled correctly by the gNB.

Pre-Conditions:

Test environment with a UE. The UE may be simulated. RRC integrity protection is activated at the gNB.

Execution Steps

1a)
The UE sends a RRC message to the gNB without MAC-I; or

1b)
The UE sends a RRC message to the gNB with a wrong MAC-I.

2b)
The gNB verifies the integrity of the RRC message from the UE.

Expected Results:

The RRC message is discarded by the gNB after step 1a) or after step 2b).

4.2.2.1.5 
UP integrity check failure

Requirement Name: RRC integrity check failure
Requirement Reference: TBA 

Requirement Description: "If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded." as specified in TS 33.501[1], clause 6.6.4.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that UP integrity check failure is handled correctly by the gNB.

Pre-Conditions:

Test environment with a UE. The UE may be simulated. UP integrity protection is activated at the gNB.

Execution Steps

1a)
The UE sends a PDCP PDU to the gNB without MAC-I; or

1b)
The UE sends a PDCP PDU to the gNB with a wrong MAC-I.

2b)
The gNB verifies the integrity of the PDCP PDU from the UE.

Expected Results:

The PDCP PDU is discarded by the gNB after step 1a) or after step 2b).
4.2.2.1.6
Ciphering of  RRC-signalling

Requirement Name: Ciphering of RRC-signalling
Requirement Reference: TBA

Requirement Description: "The gNB shall support ciphering of RRC-signalling over the NG RAN air interface" as specified in TS 33.501[1], clause 5.3.2.

Security Objective Reference: TBA

Test Case:

Test Name: TC-CP-DATA-CIP-RRC-SIGN_gNB
 Purpose: To verify that the RRC-signalling data sent between UE and gNB over the NG RAN air interface are confidentiality protected.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
Tester shall have access to the ciphering algorithm and confidentiality protection keys.

-
The tester shall have access to the NG RAN air interface.

Execution Steps:

The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.3.2.4 of TS 33.117[2].

Expected Results:  

The RRC-signalling over the NG RAN air interface is confidentiality protected. 
Expected format of evidence:

Evidence suitable for the interface ,e.g Screenshot containing the operational results.

4.2.2.1.7
Ciphering of user data between the UE and the gNB

Requirement Name: Ciphering of user data between the UE and the gNB
Requirement Reference: TBA

Requirement Description: "The gNB shall provide ciphering of user data packets between the UE and the gNB on NG RAN air interface" as specified in TS 33.501[1], clause 5.3.2.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-CIP_gNB
Purpose: To verify that the user data packets are confidentiality protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
The tester shall have knowledge of the ciphering algorithm and the confidentiality protection keys.

-
The tester shall have access to the NG RAN air interface. 

Execution Steps: 

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117[2].

Expected Results: 

The user plane packets sent between the UE and gNB over the NG RAN air interface is confidentiality protected. 
Expected format of evidence:

Evidence suitable for the interface e.g. Screenshot containing the operational results.

4.2.2.1.8
Replay protection of user data between the UE and the gNB

Requirement Name: Replay protection of user data between the UE and the gNB.
Requirement Reference: TBA

Requirement Description: "The gNB shall support replay protection of user data packets sent over the NG RAN air interface" as specified in TS 33.501[1], clause 5.3.3.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-REPLAY_gNB
Purpose: To verify that the user data packets are replay protected over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
The tester shall have access to the NG RAN air interface.

Execution Steps:

1.
The tester shall capture the user plane data sent between UE and gNB using any network analyser over the NG RAN air interface. 

2.
Tester shall filter user plane data packets sent between UE and gNB.

3.
Tester shall replay the captured user plane packets or shall use any packet crafting tool to create a user plane packet similar to the captured user plane packet and replay to the gNB.

4.
Tester shall check whether the replayed user plane packets were processed by the gNB by capturing over NG RAN air interface to see if any corresponding response message is received from the gNB. 

5.
Tester shall confirm that gNB provides replay protection by dropping/ignoring the replayed packet if no corresponding response is received from the gNB to the replayed packet.
6.
Tester shall verify from the result that if the replayed user plane packets are not accepted by gNB, the NG RAN air interface is replay protected.

Expected Results:  

The user plane packets sent between the UE and gNB over the NG air interface is replay protected. 
Expected format of evidence:

Evidence suitable for the interface ,e.g. Screenshot containing the operational results.

4.2.2.1.9
Replay protection of RRC-signalling

Requirement Name: Replay protection of RRC-signalling.
Requirement Reference: TBA

Requirement Description: "The gNB shall provide replay protection of RRC-signalling on NG RAN air interface" as specified in TS 33.501[1], clause 5.3.3.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-RRC-REPLAY_gNB
Purpose: To verify the replay protection of RRC-signalling between UE and gNB over the NG RAN air interface.
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
Tester shall have knowledge of the integrity algorithm and the corresponding protection keys.

-
The tester shall have access to the NG RANs air interface. 

Execution Steps:

1.
The tester shall capture the data sent between UE and the gNB using any network analyser over the NG RAN air interface. 

2.
Tester shall filter RRC signalling packets. 

3.
Tester shall check for the RRC SQN of the filtered RRC signalling packets and shall use any packet crafting tool to create RRC signalling packets similar to the captured packets or the tester shall replay the captured RRC uplink packet to the gNB to perform the replay attack over gNB.

4.
 Tester shall check whether the replayed RRC signalling packets were processed by the gNB or not, by capturing over NG RAN air interface to see if any corresponding response message is received from the gNB. 

5.
Tester shall confirm that gNB provides replay protection by dropping/ignoring the replayed packet if no corresponding response is sent by the gNB to the replayed packet.
Expected Results:  

The RRC signalling over the NG RAN air interface is replay protected. 
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot containing the operational results.

4.2.2.1.10
Ciphering of user data based on the security policy sent by the SMF

Requirement Name: Ciphering of user data based on the security policy sent by the SMF
Requirement Reference: TBA

Requirement Description: "The gNB shall activate ciphering of user data based on the security policy sent by the SMF "as specified in TS 33.501[1], clause 5.3.2.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-CIP-SMF
Purpose: To verify that the user data packets are confidentiality protected based on the security policy sent by the SMF via AMF
Pre-Condition: 

-
The gNB network product shall be connected in emulated/real network environments.

-
The tester shall have access to the N11 interface and NG RAN air interface.

-
The tester shall have knowledge of the RRC and UP ciphering algorithm and protection keys.

-
RRC ciphering is already activated at the gNB.

Execution Steps: 

1.
The tester captures the entire PDU session establishment procedure between UE and gNB over the NG RAN air interface. 

2.
Tester shall filter the Nsmf_PDUSession_CreateSMContext Response message sent between SMF and AMF over N11 interface.

3.
Tester shall decrypt and find the UP security policy sent between SMF and AMF in the filtered Nsmf_PDUSession_CreateSMContext Response message.

4.
The tester shall capture the RRC connection reconfiguration procedure between gNB to UE over NG RAN air interface.and filter the RRC connection reconfiguration message sent by gNB to UE.

5.
The tester shall decrypt the RRC connection Reconfiguration message and retrieve the UP security policy present in the decrypted message.

6.
The tester shall verify if the UP security policy sent by SMF is same as the UP security policy notified by the gNB to the UE in the RRC connection Reconfiguration message.

7.
Tester shall capture the RRC connection Reconfiguration complete message sent between UE and gNB.

8.
Tester shall check whether UP ciphering is enabled /disabled according to the UP security policy.

9.
If it is enabled the requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.2.1.3 of TS 33.216[3].

Expected Results:  

The user plane packets are confidentiality protected based on the UP security policy sent by the SMF.. 
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.

4.2.2.1.11
Integrity of user data based on the security policy sent by the SMF

Requirement Name: Integrity of user data based on the security policy sent by the SMF
Requirement Reference: TBA

Requirement Description: "The gNB shall provide integrity protection of user data based on the security policy sent by the SMF" as specified in TS 33.501[1], clause 5.3.2.

Security Objective Reference: TBA

Test Case:

Test Name: TC-UP-DATA-INT-SMF
Purpose: To verify that the user data packets are integrity protected based on the security policy sent by the SMF.
Pre-Condition: 

-
 The gNB network product shall be connected in emulated/real network environments.

-
The tester shall have access to the N11 interface and NG RAN air interface.

-
The tester shall have knowledge of the integrity algorithm and protection keys.

-
RRC integrity is already activated at the gNB.

Execution Steps: 

1.
The tester captures the entire PDU session establishment procedure involving N1 interface (UE - AMF), N11 interface (AMF - SMF) and N2 interface (AMF – gNB). 

2.
Tester shall filter the Nsmf_PDUSession_CreateSMContext Response message sent between SMF and AMF over N11 interface.

3.
Tester shall decrypt and find the UP security policy sent between SMF and AMF in the filtered the Nsmf_PDUSession_CreateSMContext Response message.

4.
The tester shall capture the RRC connection reconfiguration message sent by gNB to UE over NG RAN air interface.

5.
The tester shall decrypt the RRC connection reconfiguration message and retrieve the UP security policy present in the decrypted message.

6.
Tester shall check whether UP integrity is enabled /disabled to verify if the UP security policy sent by SMF is same as the UP security policy notified by the gNB to the UE in the RRC connection reconfiguration message.

7.
If the integrity protection is enabled the tester shall capture the user plane data sent between UE and gNB using any network analyser.

8.
The hash of the captured messages is computed using integrity algorithm and integrity protection keys.

9.
The tester shall compare the hash value and the message authentication code of the captured messages.

Expected Results:  

The user plane packets are integrity protected based on the security policy sent by the SMF.

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.

4.2.3
Technical Baseline

Editor's Note: Take TS 33.117, section 5.2.3, as a starting point. It will document the security requirements which described the requirements in the section 5.2.3 of TR 33.117 are no gNodeB-specific or gNodeB-specific. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
Editor’s Note: This clause will also describe the gNodeB-specific security requirements and related test cases that does not be included in TS 33.117 if we find these security requirements. 
4.2.3.1
Introduction

Editor's Note: substructure tba 
4.2.3.2
Protecting data and information

4.2.3.2.1
Protecting data and information – general

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.2.1 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.2.2
Protecting data and information – unauthorized viewing

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.2.2 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.2.3
Protecting data and information in storage

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.2.3 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.2.4
Protecting data and information in transfer

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.2.4 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.2.5
Logging access to personal data

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.2.5 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.3
Protecting availability and integrity

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.3 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.4
Authentication and authorization

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.4 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.5
Protecting sessions

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.5 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.3.6
Logging

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.3.6 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.4
Operating Systems

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.4 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.5
Web Servers

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.5 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.6
Network Devices

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.2.6 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific. 
4.2.7
Other security functional requirements on the gNodeB
Editor's Note: This clause will describe the gNodeB-specific security requirements and related test cases additions to the categories in clause 5.2 of TS 33.117. 
4.3
gNodeB-specific adaptations of hardening requirements and related test cases

Editor’s Note: Take TS33.117, section 5.3, as a starting point, and note gNodeB-specific adaptations, if required. Note subclauses as "void" or "no adaptation needed" as appropriate.

4.3.1
Introduction

4.3.2
Technical Baseline

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.3.2 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific.

4.3.3
Operating Systems

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.3.3 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific.

4.3.4
Web Servers

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.3.4 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific.

4.3.5
Network Devices

Editor's Note: This clause will describe there are no gNodeB-specific or gNodeB specific additions to clause 5.3.5 of TS 33.117. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific.
4.3.6
Other gNodeB-specific adaptations of hardening requirements and related test cases

Editor's Note: This clause will describe the gNodeB-specific security requirements and related test cases additions to the categories in clause 5.3 of TS 33.117. 
4.4
gNodeB-specific adaptations of basic vulnerability testing requirements and related test cases

Editor's Note: Take TS33.117, section 5.4, as a starting point, and note gNodeB-specific adaptations, if required. The gNodeB-specific security requirements and related test cases will be described in detail if the requirements are gNodeB-specific.
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